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The Ask Leo! Manifesto

Computers are too hard to use.

Too often the promise of unlimited possibility becomes what seems like only limitless frustration.
Computers are incredibly powerful devices that open up worlds of possibilities like never before. Add
the internet and the opportunity for communication, information exchange and community building is
phenomenal - truly amazing, and on a global scale like never before.

I'm Leo Notenboom and | have a deep desire to make computers and technology more accessible to the
average person - a desire to replace the frustration that you probably feel too often with the sense of
amazement and wonder | feel every day.

That is why Ask Leo! exists.

I hope I can help you.

Lﬂ':c:a
————
Leo A. Notenboom
http://ask-leo.com

Before We Begin

What We'll Cover
This volume of Maintaining Windows 7 is all about backing up.

Though the concepts apply to just about any version of Windows, the examples I'll be using throughout
focus on Windows 7 specifically.

If you're about to embark on a process of cleaning up your machine, including making changes that will
involve deleting files and programs, altering random configuration settings, and who knows what else,
the absolute best thing to do before you start will be to save what you have now, before you begin — just
in case.

Thereafter you'll be able to use the backups that you've set up here to keep your data safe from malware,
hardware failure and even accidental deletion.

As I've said before, having an up-to-date backup is nothing short of silver bullet when it comes to
computing. Nothing can save you from more different types of disasters.

I'll be giving you step-by-step examples of how to backup, schedule automatic backups, test your
backups, prepare for recovery, and if need be - perform either full system or specific file recovery.
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I'll show you using two different backup solutions:

e Windows Backup - the backup program that comes with Windows 7. While it's not my favorite,
it's on your machine now, it's free and it meets the minimum requirements for being able to
backup your machine.

e Macrium Reflect - Reflect is a full-featured backup program that I use personally and
recommend you seriously consider. While there is a free version | believe that backing up is so
critically important that it's worth investing a few dollars in this program's premium version for
the additional features it provides.

Be Sure To Register You Book!

Your purchase of this book entitles you to several additional bonuses, including a collection of
companion videos that walk through many of the topics that are discussed as well as updates, errata, and
Q&A.

You'll find the information that you need to register near the end of the book.

Important: Throughout the book, you'll see this icon:

Video

On devices that support internet browsing, click the Video link below each icon to go to the companion
video for that section. (Clicking on the icon itself may simply display a bigger icon.)

If your device doesn't support internet browsing, don't worry. When you register your book you'll be
taken to a table of contents page that will list all available videos and you can access them there.

These videos are available only to registered book owners and are completely FREE once you register.

My Example Machine

Unless | indicate otherwise, the concepts, programs, steps, and tips in this book should apply to pretty
much any machine running pretty much any version of Windows 7.

However, | figured you might like a peek into what I'm using and what it is you'll be seeing in all my
examples.

My desktop machine is a 2.66 gigahertz, 64-bit quad processor with eight gigabytes of RAM and
something like two terabytes of hard disk space and three 27" monitors.

That's not the machine that you'll be seeing here.

On that machine, I run software called Parallels Workstation. That software allows me to create a virtual
machine — a complete machine-within-a-machine or "machine in a window," if you like:

Maintaining Windows 7 - Backing Up An Ask Leo! Book
Copyright © 2012 6 http://ask-leo.com



http://go.ask-leo.com/m7v1c
http://go.ask-leo.com/parallelswin

Windows 7 Virtual Machine
on

Windo;lg Actual Machine

It's a virtual machine, or VM, that I'll be using here for several reasons: it's easy to reset to an initial
known state, it'll be configured to be more like your machine and less like mine, and it won't have all of
the stuff on it that my machine does that might distract from what I'm trying to present. And it'll have a
more manageable screen size.

If interested, you can learn a little more about Virtual Machines in Virtual Machines - What Are They?,
a video segment from one of my webinars where | give a brief overview of what | think is a pretty
darned cool technology.

The VM is configured a little differently than my desktop. It's configured to use only two of the 2.66
Ghz processors, three gigabytes of RAM and runs the 32-bit version of Windows 7 Ultimate. It has two
hard disks, each 30 gigabytes in size, and it has a single display at 1280x720 resolution.
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Choosing a Backup Strategy

As I've said before, backing up is perhaps the single most important thing you can do — not only to
maintain your computer, but quite frankly to save your behind in case of the inevitable, unexpected
failure.

In this volume, I'm going to show you how to create what's called an image backup of your machine. I'll
show you what you need to do should you ever need to use that image. Then, we'll move on to setting up
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regularly scheduled backups, as well as how you can easily restore just a single file or a few files from
your backup.

Our foundation will be the image backup, which is nothing less than a copy of everything on your hard
disk. It'll include Windows, all installed programs, all of your data files ... it'll even include all of the
temporary and cache files that Windows or applications may have created that are on the disk at the time
that you take the backup.

Like I said, everything.

The reason is very simple. If anything ever goes wrong — say we delete something that we shouldn't
have and render Windows completely unbootable — we can restore the contents of that image backup to
our machine and be right back where we started at the time that backup was taken.

In other words, it's our safety net. A snapshot of the machine that allows us to say, "No matter what we
do, it can't get any worse than this."

Once we have that image backup under out belt we need to step back and talk a little bit about how we
want to approach this whole backup thing.

There's no such thing as too many backups.
However, there is such a thing as having the wrong backup.

What's the wrong backup? A backup that, when you need it, doesn't contain whatever it is that you're
trying to recover.

That's pretty close to being just as good as no backup at all.

That's why, before we go much further, we need to plan ahead and develop a strategy around backing
up. That way, we can know with reasonable certainty that what we need will be there when we need it.

Let's start by looking closely at what you have that potentially needs backing up.

A Backup Inventory: Your Data
We'll start with the most obvious: your data.

The problem here is that the phrase "your data" is extremely ambiguous. It can mean many different
things to different people. Most commonly, when people hear "your data,"” they think of things like:

Email
Documents
Books
Photos
Music
Videos
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e ... and many more things that vary from person to person
One of the interesting changes that we've experienced in recent years is that for any or all of those, "your
data” could be on your PC, on your phone, or in "the cloud"” out on the internet as part of some online
service.
And yet, that doesn't change one simple fact:
If it's only in one place, it's not backed up.

One thing that computers are great at is making copies.

But if you don't have a copy ... anywhere ... then you're not backed up.

A Backup Inventory: Your System

In addition to all of your data, you have a serious investment in something else as well, and that's your
system. What that means is:

e Windows itself

e All of the programs installed in Windows

o All of the settings and customizations in all of those programs as well as Windows itself

« All of the data by-products, such as history, bookmarks, indexes, and more associated with many
of the programs, as well as again, Windows itself

As we'll see, many backup approaches and solutions focus on saving your data without giving much
thought to that list.

A list of things that, to put it bluntly, you'll really miss once it's gone.

Yes, unlike your data, most of the items on this list can be reconstructed: Windows and programs can be
reinstalled, settings and customizations reset, and so on.

But it's often a very large and time-consuming pain in the you-know-where. Particularly when an
appropriate backup strategy can, for the most part, make that pain go away.

A Recommended Backup Strategy

I'll discuss some alternatives shortly, but I want to dive right in and tell you exactly what | think most
people should do.

Heck, it's basically what I do.
Here's the short version:
o Getan external hard drive. Ideally, it's one that is at least twice as big as the amount of data that

you plan to back up — ideally much more. Compared to data loss, they're incredibly inexpensive
insurance.
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o Get a good, full-featured backup program. Throughout this book, I'm using Macrium Reflect
because | feel that it meets that qualification. The version that I'm using is not free, but once
again, compared to data loss, it's incredibly inexpensive insurance.

e Perform a periodic "full" image backup which, by definition, will include both your data and
your system. I'll suggest doing this monthly.

o Perform frequent "incremental” image backups of both your data and your system. These
backups build on the full and intervening incremental backups to capture only what has changed
since the last backup was performed. The result is that you have an up-to-date backup of
everything — system and data. I'll suggest doing this nightly.

« Consider performing even more frequent saves and copies of work in progress, potentially using
a tool like Dropbox.

This blend of backup types represents a compromise between disk space, speed, and backup
completeness.

You could take a complete full backup image every day. Not only would that take some time, it would
also fill up your backup media fairly quickly. You'd probably only end up keeping the last day or two
worth of backups. While certainly better than no backup at all, it's really unnecessary.

Besides being quicker to perform, incremental backups are smaller. By keeping all of the preceding
incremental backups all the way to the most recent full backup, you can keep many days worth of
backups. | keep a month's worth which means that I can restore my machine to the state that it was in on
any of the preceding 30 days. It also means that I can restore any file that was backed up on any of those
30 days as well.

With the advent of tools like DropBox, more-or-less constant backup is actually a reality for documents
that you're actively working on. Dropbox is primarily a data-sharing and collaboration tool, but even
when used with only one computer — yours — it automatically backs up files in your Dropbox folder to
the DropBox servers as the files change.

| also say "consider performing even more frequent saves and copies” because one of the more common
forms of data loss is the unexpected crash in the middle of creating a document or the unexpected
deletion of a file that you didn't really mean to delete. Similarly, copying your precious pictures to a
second location as soon as you possibly can reduces the risk of losing them all when you lose your
phone or camera.
As | said earlier:

If it's only in one place, it's not backed up.

Lost phones and cameras are an all-too-common source of data loss simply because they're the only
place that photos exist until copied.

Data-only Backup Strategies

My preferred strategy is to backup everything. That means both your system and your data are backed
up.
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There's another approach that is not quite as all-encompassing and it often takes less time and disk
storage.

Back up only your data.
Doing this makes the explicit assumption that if something go horribly wrong and your computer system
or hard disk fails, the first step to reconstructing your world will be to reinstall Windows and all
applications from scratch and then proceed to duplicate the configuration that you had before. Then,
somewhere along the way, you can restore your data from its backup.
There are two problems with this approach:
e When the time comes, you'll need to reinstall Windows and all your applications and then
duplicate the configuration that you had before. This can be a daunting and time-consuming task.
« You'll be relying on having correctly identified what it is on your computer that constitutes "your
data." A file or folder outside of that definition will not be backed up; it will be lost should the
worst occur.
Both problems are surmountable. Reinstalling may be an "acceptable risk™ as long as data that could
otherwise not be recovered — meaning your data — is backed up. And of course, you could have a very
clear definition of what constitutes "your data,” being careful perhaps to only place files somewhere
within My Documents and the like.
While it's not my choice, backing up only your data is a choice that many people make.

You can do it with the very same tools.

Backing up to ""The Cloud"'

As internet speeds have increased over time, backing up using an online backup service has become
more and more appealing. Without needing to purchase anything but the online service, your files are
not only backed up to the service's servers, but they are often made available to you via their website,
whether you're at your computer or not.

Install the right software and magically, you're backed up.

Or are you?

By-and-large, online backups are data only; they do not back up your entire system.

As long as that's acceptable. Perhaps you're prepared to perform data-only backups as | described in the
previous section. Then online backups can be a fantastic alternative.

But | prefer to think of them as additions to a more traditional and complete backup strategy, rather than
alternatives.

The Rule of Three

There's a rule of thumb that | keep hearing relating to backups. It goes like this:
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o At least three copies of everything
e ...0On at least two different types of media
e ...inat least two difference locations

The difference between one copy and two is the difference between not being backed up at all and at
least having something to protect you.

The "Rule of Three" expands on that to factor in two additional considerations:

e Media can fail. Hard drives die, flash drives wear out, CDs and DVDs deteriorate over time.
Copying your data to an additional media type immediately increases the probability that it'll be
there when you need it, even if that's years from now.

o Put bluntly, your house — or wherever it is you keep your computer and backups — could burn
down, taking your computer and all of your backups with it. Having a copy of at least your data
in some kind of storage somewhere else — anywhere else — protects you from that possibility.
And it's a perfect role for the cloud because by definition, anything that you store in an online
service is protected, no matter what happens to your computer and its backups.

Backups - You Just Can't Have Too Many

As you proceed through the rest of Maintaining Windows 7, | encourage you to take updated system
image backups periodically — particularly after making major changes to your system and confirmed that
everything is working as you want it.

If you take an image backup at that point in time, then if something goes wrong later, you don't have to
restore all the way to the beginning to do all that work over again. You can restore to the image backup
taken immediately after each successful stage in your work.

Just ... keep them all, for a while, just in case.

Steps later in this book will automate the process and set up daily backups. Once those are running,
those periodic system images might not be quite as important, but still, I find that it's often very useful to
take full image backups at significant points in time — times just before you're going to make a
significant change, just to make it easy to revert to the state that your machine was in at that time.

Backing Up with Macrium Reflect

Macrium Reflect is a commercial product with both a free and paid version. The steps that we're about
to take to create and restore complete image backups can be performed in either version. Later, when we
talk about scheduling backups and performing what are called "incremental backups," the paid version is
what we'll use.

| use Reflect myself and prefer it over Windows backup for its power, flexibility, and more unified
approach to backing up. Unlike Windows Backup, everything that we'll do in Reflect builds on the
techniques used to create the very image backups that we're starting with.

Creating Image Backups
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After you've download and installed Reflect, run it.
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On its main screen, you'll see a list of the drives on your system and the partitions that they contain.

On our example machine, we can see two drives. On the first drive, we see two partitions: the Windows
7 System Reserved partition, and the actual partition containing the C: drive.
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g A

Backup Tasks A

B

Image all local drives on
this computer.

Sl <

Create an image of the
partition(s) required to
backup and restore
Windows.

. Create a File and Folder
backup.

«

Other Tasks

»

" Details

System Reserved
File System: NTFS
Free Space: 70.3 MB
Total Size:  100.0 MB
Start Sector: 2,048
End Sector: 206,847

On the left is a short list of common Backup Tasks. Click Create an image of the partition(s)
required to backup and restore Windows.

Disk Image

ﬂl Select source drive(s) and image destination, then click ‘Next'

Source

- MBR Disk 1 [368A3877] - Vimwa! HDO [0] FWR10003 <32.0! GB>

87 1 - Syseen Raserved (Noss) 7 2-MAINTAININGT (C)
v NTFS Active NTES Primary

— .
244 M8 v 132768 v
100.0 M8 v 3150 GE v

Total Selected: 23.29GB

Destination

@ Folder p-] v
Alternative locations

¥|Use the Image ID as the fie name. (Recommended)
Backup fMename: UMAGEII

D:\{IMAGELD}-00-00.mrmg
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The first step is to select what is to be backed up and where to place the backup.

In the upper half of the dialog, Reflect has automatically selected the entire first disk containing the
Master Boot Record (MBR), the System Reserved partition, and the C: partition as the source or what it

is we'll be backing up.

In the lower half, Reflect has automatically selected the root of the D: drive as the location to which the
backup images will be written. Of course, you can select a different location: a different drive, folder,
network location, whatever you prefer. It's important that the destination that you select has enough

room to hold the backup.

Reflect also defaults the filename for the backup to be its own Image ID. You can leave this as is, or if
you like, you can give your backup a more easy-to-identify name. For this example, we'll leave it alone.

Click Next to move on.

Disk Image

Imaging Summary

£ 1 Backup Type
) Destination

Auto Verfy
Maxdmum Fle Size
Compression
Password
teligent Copy
Power Saving:
Total Selected

Operation 1 of 2
Hard Disk
Drve Letter
Fle System
Label
Saze:
Free
Used

Operation 2 of 2
Hard Disk
Drve Letter
Fle System
Labe
Size

Free

< | Advanced Options

Auto

DAIMAGEID}H00-00 mrimg
N

Automatic

Medum

N

Y

N

2423GB

N/A

NTFS

System Reserved
100.0 MB

703 MB
297M8B

NTFS
MAINTAINING7
31.90GB
7.70GB

< Badk

Cancel

Finsh

Reflect now presents a final summary of all of the backup operation to be performed.

Click Finish to move on.
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Backup Save Options

What do you want do do now?

[]Run this backup now

[¥] save this backup as an XML Backup Definition File

You can run this backup at any time by double
dicking the saved XML file.

Enter a name for this backup definition.

NightlyBackup [I]

C:\Users\LeoN\Documents'\Reflect\NightlyBackup.xml

[—OKQ_J Cancel

Run this backup now means exactly what it implies — the backup will be created.

Save this backup as an XML Backup Definition File saves the options that we've selected while
setting up this backup into a file that can be used later. For now, you can create it or not. Later, when
we're scheduling automated backups, creating this file will be required.

Click OK and the backup begins.
The length of time that the backup will take depends on many factors: most importantly, the speed of

your disks and the amount of data to be backed up. A backup can take anywhere from a few minutes to
several hours.

Macrium Reflect

|:6:| Image Completed Successfully in 00:27:18

o)

Once complete, you can close Reflect.

Open up Windows Explorer on the destination that you had selected and you should find a *.mrimg"
file:

Namek Date modified Type Size N

#9 01A65CCDC3394DEE-00-00.mrimg 3/29/2012 2:27 PM Disk Partition image 13,924 851 KB

"Mrimg" stands for Macrium Reflect IMaGe.

Save this file somewhere safe; it's your safety net should something go wrong.
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Preparing for Recovery

Video

To restore an image to the system drive, you'll need to boot your computer from something other than
the system drive.

Backup programs that support this type of complete restoration typically include the ability to create
rescue or repair media for just such an occasion.

You'll want to create these discs before you need them.

Macrium Reflect includes the ability to create Rescue Media directly from the program.

¢ Macrium Reflect - Standard Edition ,
File View Backup Restore W : :

" Create Rescue Media

s
O o @ e
— - W o | &7 AddRecovery Boot Menu Option
Backup iRestoreI Log | % Edit Defaults
=52 # Check for updates... ; [V
b Backup Tasks A| ™3 Convert image to VHD
o' Refresh
A Image all local drives on -

On the Other Tasks menu, click Create Rescue Media.
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;'Rescue Media Wizard

Rescue Environment Type

Choose which type of Rescue environment you want to create.

1) Both Linux and Windows PE will recover all Windows operating systems.

lﬂ-'jj @ Windows PE 3.1 - Select this option to create Windows PE 3.1 recovery media.

l@_- The Windows PE environment provides all Macrium Reflect image, restore and cloning
functionality. It also supports a wider range of PC hardware than Linux.

@) Standard Windows PE rescue media. Only available with the full edition of Macrium Reflect.

(") Custom Windows PE rescue media. Requires an initial 1.7GB download from Microsoft.

() Linux - Select this option to create a Linux based recovery media.
é Linux provides a compact and efficient rescue environment to restore all Windows
operating systems.
Note: This option enables you to restore your imaged partitions to exactly the same size
and postion as they were at the time the image was created.

If you require greater flexibility then choose the Windows PE option below.

Please press the Next button to continue.

< Back [ Next > ][ Cancel ] Finish

There are three types of rescue media disks that Macrium Reflect can create:

« Standard Windows PE (Pre-installed Environment) — This is only available if you've actually
purchased Macrium Reflect. If it's available to you, it's what | recommend.

e Custom Windows PE — This rescue disc requires a very large download from Microsoft (1.7
gigabytes — and no, | don't know why). | recommend it only for the free version of Reflect, and
then only if the Linux rescue media doesn't work for you for some reason.

e Linux - Linux-based recovery media is the smallest and perhaps the quickest to create. |
recommend it as the rescue media to start with if you're using the free version of Reflect.

The Windows version will offer you an opportunity to choose alternate drivers. In most cases, you can
simply accept the defaults and click Next.
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"Rescue Media Wizard

Rescue Media Bum

Choose your optical/USB device and click finish.

Version: 5.0.4354
Date: 3/20/2012

Type: Windows PE

[] Check for unsupported devices each time the Rescue media loads
Prompt for key press to continue booting from the Rescue media

@ CD/DVD burner |§4 Create ISO image file v]

USB Device

Please press the Finish button to continue.

< Back .’:extzz-h[ Cancel | | Finish |

Finally, you can either create your rescue media as an 1SO file that you can burn to physical media later
or have Reflect burn the rescue media directly.

Regardless of which rescue media that you create, be sure to keep it safe somewhere for the time when
you eventually might need it.

Restoring from a Backup Image

Video
To restore an image using Macrium Reflect, we begin with the rescue media that we created above.
Boot your computer from that rescue media.

Instead of loading Windows normally, booting from the rescue media will run a copy of Macrium
Reflect.
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Click Browse for an image file... and use the resulting dialog box to locate the image file that you wish

to restore to your computer. This is probably on your external hard drive.
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.‘ Select an image file [ el

Lookin: | —, Backup Drive (D:) x 02 @

= Name - Date modified Type
&y 01A65CCDC3394DEE-00-00 3/29/2012 2:27PM  Disk Partition Im...
Recent Places

u.sz

Libraries

A

Computer

4 L | i
File name: | 01A65CCDC3394DEE-00-00 { i’ |  Open |
Files of type: | Macrium Reflect Vlmage File (‘ V.mn';ngv)” 7 :; | Cancel

Reflect then shows that in its interface:

P OIA?SC(DZ:I\)C3394DEE-OO-OO.mnmg ';P Benecas hnasa
Type: Ful

Date: 3/29/2012 2:00 PM
Image ID: 01A65CCDCIIIIDEE

Click Restore Image.
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* Delete Existing partition

#88 Drag partitions to the destination disk or dick "‘Copy selected partitions’ and click "Next’

Source
3/29/2012 2:00 PM  D:\01A65CCDC3394DEE-00-00.mnmg
ﬂ' w7 MBR Dk 1 [388A3577] - Vil HOO (0] FWRI0003 <3201 GB>
£7 1. Systam Reserved (None) 47 2. MAINTAININGT {C1)
v NTES Acive NTFS Prmary
———d [
2.7 MB v 0,75 68 7
100.0 MB ~ 31.90 G8 v
Destination
Local disk Undo ¢ Copy selected pastitions Seject & different target disk
.‘& w5 MBR Dok 1[366A3877) Vimusl HOO [0] FWR10003 <3201 GB>
£7 1. Symem Reserved (F) £ 2. MAINTAINING? (C)
NTES Actve NTFS Primary
— ey
3.7 M8 15768
100.0 M8 319068

Restored Partition Properties

Next >

L3

Verify mage before restore [
Copy selectad partitions when [ cick Next' ¥/

Canced

The resulting dialog has the contents of the backup image that we've selected at the top: as you can see,
there are two partitions. At the bottom, the partitions are found on the machine's actual disk. Because
this was a backup of that machine, the partitions correspond exactly.

By default, all that you need do is click Next. Other options are available if you want to rearrange
partitions or only restore one of the partitions. For our purposes here, we're simply restoring an image of
our machine back to the way that it was at the time of the backup.
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Restore Sumeary i
,ﬁ' Image Fie DAD1ASSCCDCI3S4DEE-D0-00 mmg

Imags 1D 01ABSCCDC3334DEE

Date 29 March 2012

Tme: 1400

image Type Ful

Source Dusk: MBR Disk 1[358A3877] - Wtual HDD [0] FWR 10003 <32.01GB>

Destination Digk MBR Disk 1[368A3877] - Wiual HDD [0] FWR 10003 <3201GE>

Restore MER Y

Varfy. N -
Operation 1 of 2

Restore Partion 1 - System Reserved

NTFS 25.7MB / 100.0 MB

Drive Letter None

Start Sector 2,048

End Sector: 206.847

Parttion Type: Active L}
Operation 2 of 2

Rastore Partiion 2 - MAINTAINING7 (C)

NTFS 2375GB / 31.90GB

Dnve Letter Auto

Start Sector 206 848

End Sector 67,106,815

Partition Type: Primary b -
{11 Advanced Options < Back _ Cencdd | | Finsh

Click Finish and you'll see a final confirmation:

Confirm Overwrite i El

The following drives will be overwritten

Drive I Volume l
F:\ \\?\Volume{a05ee6c9-7e6b-11e1-a820-806e6f6e6963}
C:\  \\?\Volume{a05eebca-7e6b-11e1-a820-806e6f6e6963}

| Continue... I Cancel

By definition, an image restore operation means that you want to:

o Erase everything that is currently on the hard disk.
o Restore everything that was on the hard disk at the time that the backup image was created.

Because of that first step — the “erase everything" — the backup program needs to make sure that this is
exactly what you want to do.

As it is, click Continue...
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The restore begins.

Overall Progress: 100 %

Current Progress: 100 %

Partition Type: Actve
Loading Index 01ASSCCDCIISLDEE-00-00 mamg
Processing 01A685CCOCIISADEE-D0-00 mrmg
Restore complatad successuly
Operation 2 of 2
Restore Partition 2-MAINTAINING7 (C)
NTFS 23.75GB / 31.50GB
Deive Letter Aso
SatSecor 206348
End Sector 67.1068°
Parttion Type: Pnmary 4 Restore completed in 00:15:51
Processing. 01465CC h
Witting pe
Replacrg E
Wmng M
Restors completed successfuly
Restore completed in 00:15:51

LS AL LLLELLL LIS G A AL L LLLLLL DL LA TS AL LL L LR LLL LI S i LB L LLLLLLLLLL UL s i L L L L]

RRRAAARRONARANARNSRREARRRRNNAANEREAANARARARAARRRADARANENNNARAAARARARRARRRRARDANEAONNNANARAARREARRRANAAANERARONARAR

Cancel

The amount of time that the restore takes to complete depends on the speed of your machine, the speed
of your hard disks, the speed of the connection to those hard disks, and the amount of data being

restored. So, a restore operation can take anywhere from several minutes to a few hours.

Click OK and Close and you'll get a final confirmation from Reflect:

Confirm Close

Click Yes, remove the rescue media from the CD drive, and you're done.

Your machine should reboot into Windows as it was at the time the backup image was created.

—

Z
4 \
@' Close current rescue environment and reboot ?
\.\_ 7

[ |

Automated Periodic Backups
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Regardless of whether you're spending time actively cleaning up your machine or just using it, backups
— most specifically automated backups — are one of the single most important things that you can do to
protect yourself from almost anything that might happen to your machine or your data.

Reflect includes a powerful scheduling mechanism that allows us to set up periodic backups to meet
almost any need.

Setting up automated backups with Reflect is a two-step process:

o Define what it is we want to happen (the backup details)
« Configure when we want it to happen (the backup schedule)

Before we start, though, it might be useful to review exactly what we're going to set up.

It might seem like simply backing up the entire computer every night and just having that available
would be a pretty good way to go. Just instruct the backup software to take an image every night,
overwriting the previous image, and you're done.

And | will say that's better than nothing.

But not nearly as good as it could be.

The problem is this technique assumes that you'll never need anything older than yesterday's machine
and last night's backup.

For example, if your machine is infected by malware and you don't clean it up on the same day that the
infection occurs, then that night, the backup happens, backing up the infection and overwriting the un-
infected backup of the previous day.

Not good. This is too easy to have happen and it's not good when it does.
What we'll do instead is this:

o Take a full image backup every so often (I'll talk about how often below when we set this up)
« Take an incremental backup, backing up only those files that changed since the last backup,
every night

Used in combination, the periodic full backup and daily incremental backups allow you to restore your
machine to the state that it was in on any of the days when a backup was taken and can allow you to
restore a file as it was on any of those days as well.

So if you didn't discover the malware for three days, you can simply go back to the backup taken four
days ago and restore that uninfected image.

We use incremental backups to backup only the changes made since the previous backup to save space.
We could take a full image backup each night, but that would consume significantly more space on our
backup drive.
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And speaking of space, as we define the details of the backup, we'll also tell Reflect when it can
automatically delete backups that we no longer need to keep our backups from accumulating forever.

Defining the Backup Details

We start as we did with image backups earlier. Start Reflect and click Create an image of the
partition(s) required to backup and restore Windows.

Disk Image

8 Select source drive(s) and image destination, then dlick ‘Next

Source

> MBR Dist 1 [368A3877] - Vimua! HDO [0] FWR10003 <32.01 GB>

£7 1 - System Raserved (Noms) ¥ 2 - MAINTAINING? (C)
[v NTFS Active NTES Prmary

prS— pi——— . __————————————————1}
244 M8 [v 232768 v
100.0 MB 31.50GE

Total Selected: 23.29GB

Destination

@ Folder n v

¥|Usa the Image ID as the fie name. (Recommended)
Backup flename:

D:\{IMAGELD}-00-00.mrmg

r-ext& Cancel

Once again, we select what is to be backed up and where to place the backup.

In the upper half of the dialog, Reflect has automatically selected the entire first disk containing the
Master Boot Record (MBR), the System Reserved partition, and the C: partition as the source, or what it
is that we'll be backing up.

In the lower half, Reflect has automatically selected the root of the D: drive — our backup drive — as the
location to which the backup images will be written. Make sure to select your backup drive as the
destination for your backups.

It also selects a default for the backup filename to be its own “Image ID." You can change that to be
something more meaningful to you if you like, but we're going to leave it alone here.

Click Next to move on.
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Disk Image
Imaging Summary

ﬂ! Backup Type
Destination
Auto Verfy
Maximum File Size
Compression
Password
Inteligent Copy
Power Saving:
Total Selected

Operation 1 of 2
Hard Disk
Drive Letter
File System:
Label
Size

mea
Used

Operation 2 of 2
Hard Disk
Drive Latter
File System:
Label
Size

rree

Advanced Options

Auto
DA{IMAGEID}-00-00 mrimg
N

Automatic

Medum

N

Y

N

2325GB

N/A
NTFS
System Resarved
100.0 MB
75.6 MB
4 4 MB

1

~

-

NTFS
MAINTAINING7
31.90Ge
863GB

< Back

Reflect now presents a final summary of all the backup operation to be performed.

Except that it's not so final. We're also going to click Advanced Options in the lower left to set a few

additional parameters.

The first that we'll modify is compression:
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Password

Disk Space Management
Auto Venfy Image
Comments

Shutdown

; Set compression level for this image or backup

Compression reduces the mage file size but may increase the total backup time.

{Mecium (Recommended) ] ComPression level
None

Prs used by the file system,

pdovis pagefie and suspend to disk (hbernation) files are not copied. This reduces the
image size and backup time,
Make an exact copy of the partition(s).

Partitions indude unused sectors therefore forensic examination of the partition(s) reman
unchanged. Deleted files may be recovered for example,

[ o< J[ conce |

For periodic backups, particularly since they can accumulate over time, | recommend selecting High or
maximum compression to make the resulting backup files as small as possible. The "cost" is that the
backup may take a little longer to perform and the CPU might be in somewhat higher use as the backup
happens.

I did say backups can accumulate over time, so our next setting controls how Reflect will deal with that
automatically for us:
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8|

Advanced Settings
Y24

Backup Email

Compression
File Size

Comments
Shutdown

v Enable de=k space management
Automaticaly remove ful backups from the destination
drectory if they are older than

9 Keep a maximimum of 1 full backups.

Runpurge  [After w! the badap,

Note: Linked incremental and dfferential backups will iso be deleted.

First, however, we need to clarify a concept.

Note that the Reflect dialog includes the phrase, "Note: Linked incremental and differential backups will
also be deleted."

A full backup is exactly that: a complete backup of everything.

An incremental backup compares the state of your files to what was in the immediately preceding
backup and backs up only those files that have changed.

(Differential backups only compare to the full backup and backup all files that changed since the full
backup, not just the previous days backup. It's the flexibility/space tradeoff that I'm not going to cover

here. I mention it only because it's in Reflect's message. @)

Each successive incremental backup includes only those files that changed since the previous backup, be
it full or incremental.

Restoration begins by starting with the full backup and then applying each successive incremental
backup in turn until you've either run out of incrementals (you're restored to the most recent) or you've
reached the incremental that has the date that you wanted to restore to (you've restored to a specific date
prior to the most recent).

An incremental backup is useless on its own. To be useful, you need the full backup that started the
sequence and all of the incremental backups that were built based on that full backup in order to restore
to the most recent.
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I'm going to refer to that — a full backup and all the incremental backups that were created based on it —
as a backup set.

When Reflect cleans up backups according to our configuration, it deletes the entire backup set — or as
they put it, the full backup and any "Linked incremental and differential backups" since those linked
incremental backups are useless without the full backup they were built on.

The configuration that I've chosen in the example above will be used like this:

o Reflect creates a full backup image.

« I've specified that a purge should run after creating the current backup, so Reflect now evaluates
the disk space management options. We've specified to keep one full backup, and there are no
prior backup sets to keep at all, so there's nothing to delete.

o Reflect creates some number of daily incremental images that build on that full image and
become part of that backup set.

« Eventually, according to the schedule we'll set up, Reflect creates a new, full backup image.

o After that backup is completed successfully Reflect evaluates the disk space management options
again. We've specified to keep one full backup and there are now two: the previous backup and
the new backup just created. The oldest backup set is deleted.

o Reflect creates some number of daily incremental images that build on that most recent full
image and become part of this backup set.

« Once again, according to the schedule we set up, Reflect creates another backup image.

o After that backup is completed successfully Reflect again evaluates the disk space management
options. We've specified to keep one full backup and there are now two: the previous backup and
the new backup just created. The oldest backup set is deleted.

This technique makes sure that as long as you have space for (roughly) one backup set (full backup plus
incrementals) and one full backup image, then Reflect will manage freeing up disk space to make sure
you don't run out by deleting older backup sets.

Depending on your disk space situation, you can elect to keep more than one prior backup set or to have
the purge run before the new backup is created to free up space earlier. (Doing so only after the creation
of a new backup is successful, as I've elected to specify here, avoids the situation where the old backup
is deleted and the new backup fails for some reason, leaving you with perhaps less than you expected or
wanted.)

Click OK to move on.

Reflect will present the summary page again where you can click Finish to complete this part of our
configuration.
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Backup Save Options

What do you want do do now?

[]Run this backup now

[¥] save this backup as an XML Backup Definition File

You can run this backup at any time by double
dicking the saved XML file.

Enter a name for this backup definition.

NightlyBackup E]

C:\Users\LeoN\Documents'\Reflect\NightlyBackup.xml

QIQJ Cancel ]

Uncheck Run this backup now — we're just configuring things for the moment.

We do want to save this backup as an XML Backup Definition File. This basically saves all of the
choices that we've made so far so that they can be used in the next step.

If you like, you can enter a more descriptive name for the backup configuration — you can see that I've
elected to call mine NightlyBackup.

Click OK and the first part is complete: we've specified the backup details — the what it is that we want
to have happen.

Defining the Backup Schedule

Setting up an automated backup on a schedule boils down to simply telling Reflect when to run the
backup definition that we just created.

We'll actually define two separate automated jobs:

e A monthly full backup
e A nightly incremental backup

I've chosen monthly as my "Every so often™ combined with my "Always save one" full backup that we
defined earlier. That means that at any point in time, | can restore a file or my entire computer to the
state that it was in on any of the last 30 days. (Perhaps as much as the last 60 days, depending on when |
need the backup.)
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T Weciom Refiedt - Sedsrd Eaon” ——
File View Backup Restore OtherTasks Help

D> ol@®,

'Ba;m Restore [ Log

———————— et ce— = e e e = - - .
"” [ Creste a Bnkuﬂ Backup Definition Files | VBScript Files l MS-DOS Batchigles | Scheduled Backups 3
o Backup Tasks S : : :
“y ;
A Image all local drives on o 3

this computer, -

% Create an image of the
partition(s) required to

This list allows you to &

it and execute your scheduled Backup Definitions, VBScript or M
backup and restore weekly, monthly, at start-up
Windows.
To add to this list:
T :'e‘r“ File and Folder 1: Right click on an XML Backup Definition, VBScript ar MS-DOS batch file and select 'Schedule’.
CXUp 2. Or. Click the 'Add a new scheduled task’ button above.
Other Tasks ¥
=" Details

Click the Scheduled Backups tab and then click the Add icon with the green plus sign.

[
it

‘New Scheduled Task

Schedule

Select a file to schedule.

Backup Definition Files | vBSaript Files | MS-DOS Batch Files |
File Name Path

[c@s)

(2 NightlyBackup.xml| C:\Users\LeoN\Documents\Reflect\

Please press the Next button to continue.

Back [ Next > ][ Cancel ] F;nzsrh

Click the backup definition that we created in the previous step — this is the backup that we'll want to
have happen automatically.

Click Next.

Maintaining Windows 7 - Backing Up

An Ask Leo! Book
Copyright © 2012 32

http://ask-leo.com




Schedule

Enter the scheduled backup type and task name

Backup Type
@ Full

) Incremental
() Differential

Runasuser Password
MAINTAINING7\LeoN ssssesee

Task Name:

NightlyBackup - Full

Please press the Next button to continue.

| <Bak | [ Next>bJ[ Cancel |

Finish

Select Full as the backup type. This job will create a full system image backup when it runs.

Update the name of the task to be somewhat meaningful. I've simply added Full to the name to indicate

that this is the full backup job.

Click Next.
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New Scheduled Task

Schedule

Select the frequency for this backup.

Perform this task:

() Daily (7) When my computer starts
() Weekly ) Atlog on

@ Monthly

(7) One Time Only

Please press the Next button to continue.

< Back [ Nextzl-. }] Cancel 1 Fm.sh

For a monthly full backup, select Monthly.

Click Next.
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"

Monthly Schedule

Select time and day you want this backup te run.

Start Time:

Start Date:

Of month(s)

5/15/2012 = @ The |First « || Monday
January April [¥] July October
[V]February May [¥] August November
March [V] June September V| December

If missed then run at next start-up
Please press the Next button to continue.

| <Back || Next> || cancel |

Finish

Reflect is pretty flexible, but our needs are simple. I've selected that the full backup should happen at
1:05 AM on the first of every month.

You can also select If missed then run at next startup. | typically recommend that you leave this
checked for something as important as a full backup with a long time before it's scheduled to be run

again.

Click Next.
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New Scheduled Task
Schedule

Click *Finish'to create or update the scheduled task.

(2%  Name: NighttyBackup - Full
"‘::.': Program Name: reflect exe
Directory: C:\Program Files\Macrium“Reflect
Initial Directory: Not Set
Parameters: - -w "C:\Users\LeoN\Documents\Reflect\NightlyBackup xml"
Schedule: At 1:05 AM on day 1 of every month, starting 5/15/2012

Run if Start Missed: Y

< m »

Please press the Finish button to continue.

< Back ' VHext % [ Cancel ][ Finish ]

Finally, we're presented with a summary of what we've configured. If it all looks good, click Finish.
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¥ Macrium Reflect - Standard Edition
File View Backup Restore OtherTasks Help

PDHe@,

Backup iRestoreI Log |

&8 | Create a Backup | Backup Definition Files | VBScript Files | MS-DOS B3
' Backup Tasks R

P I} # { v I ¢ \t 2‘} .
A Image all local drives on t\b % % q \"..:‘.‘.

this computer.
N Type Schedul
lg:'e‘ Create an image of the ame Ype€ ochedule

partition(s) required to 5 NightlyBackup - Fulljob Full  At1:05 AM on day 1 of every moi

backup and restore

Windows.
%, Create a File and Folder
(e 4
backup.
Other Tasks ¥ Referenced File - NightlyBackup.xml
Image Options | XML View
" Details

Imaging Summary - Run a full backup at 1:05 am on day 1 of

—

ﬂ’ Backup Definttion File:  C:\Users‘\LeoN\Documents'\Reflect\N
Backup Type: Full
Destination: D:\{IMAGEID}-00-00.mrimg

Reflect returns to the scheduled job window and shows the newly added NightlyBackup - Full.job, ready
to go.

Now, we repeat the entire process for our daily incremental backup.
Click the Add icon with the green plus sign.

In the next dialog, click the same backup definition that you used for the full backup and click Next.
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New Scheduled Task

Schedule

Enter the scheduled backup type and task name

Backup Type
) Full

@ Incremental

() Differential
Runasuser ~ Password
MAINTAINING7\LeoN ssssesee
Task Name:
NightlyBackup Incremental|

Please press the Next button to continue.

[ <Back | [ mext> || cancel || Fish

This time, select Incremental as the Backup Type and change the Task Name field to include
something descriptive; perhaps you might even want to name it Incremental, as shown above.

Click Next.
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‘New Scheduled Task
Schedule
Select the frequency for this backup.
Perform this task:
@ Daily (7) When my computer starts
) Weekly ) Atlog on
7 Monthly
(7) One Time Only
Please press the Next button to continue.
| <Back || Next> d | cancel | | Finish

Choose Daily as the backup frequency.

Click Next.
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P = —

Daily Schedule

Select time of day you want this backup to run.

Start Time: Run:

06 :" @ Every Day

Start Date: ) Weekdays )
5/15/2012 ©Every |1 = days

If missed then run at next start-up
Please press the Next button to continue.

| <Bak | [ Nexq}__][ Cancel | [ Finish

Here, you can see that I've selected 5:06 AM.

We scheduled the full backup to run once a month at 1AM. This incremental backup will run every day,
including the day that the full backup runs. You should choose a start that allows sufficient time for the
prior backup operation to complete. In my example here, four hours is plenty of time for the monthly
backup to complete. Your times may be different.

Once again, you can also select If missed then run at next startup. On an incremental backup that
happens daily, this is less important, but I'd still recommend it.

Click Next.
Click Finish on the summary screen if everything looks right.

You're done!

l Create a Backup | Backup Definition Files I VBScript Files | MS-DOS Batch Files | Scheduled Backups

Name Type Schedule

(2. NightlyBackup - Full.job Full At 1:05 AM on day 1 of every month, starting 5/15/2012
#% NightlyBackup Incremental.job Incremental At 5:06 AM every day, starting 5/15/2012
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Macrium Reflect will now automatically create full backups once a month and incremental backups
daily. It will also automatically delete backup sets except for the one immediately prior to the backup set
currently being created.

If you need to make a change, you can right-click on those jobs listed in the scheduler and click Edit.

‘ Create a Backup] Backup Definition Files IVBScript Files I_l:

-« QA QA QA QA
LN, ""_ > \u_':::

Name Type Schedule
(‘-Jﬂ
#4 NightlyBackup Inc| *#  Refresh List b A

4 Add

Q, Edit

e Delete

Referenced File - Nigl| = Bun NO‘Q

Image Options XM

T

| . = I o N, £

If you like at this point, you can kick-start the whole process by running the full backup job right now.
Just right-click on it and click Run Now. Reflect will immediately begin running that backup job and
create a full backup of your machine.

Restoring From Periodic Backups

All's going well. You have periodic backups — system images or file backups.
Then one day, it happens.
You accidentally delete, misplace, or otherwise lose an important file.

Fortunately, you know that the file that you need is on one of your backups — all you need to do is go
retrieve it.

Regardless of the method or tool that you've used, there's no need to restore the entire backup just to
restore a single file or even a large number of files.

Restoring individual files using Macrium Reflect is extremely similar to the process used to restore
individual files from a Windows System Image, except that you don't have to go hunting for the files.

Open Reflect and click the Restore tab:
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Ore OherTasks Help

1 Image Restore | File and Folder Restore
" Restore Tasks A

Browse for an imagefile... a Refresh - Fold|
b

l LL Browse for an image or

backup file to restore & MBR Disk 1[368A3877] - Vinuzl HDD [0] FWR10003 <32.01 GB>
@ Open an image or

backup file in Windows £ 1- Sl R e Tl
Explorer NTFS Active
w‘ Detach a backup image —
“# from Windows explorer 24.4 MB
100.0 MB
Other Tasks ¥

Sort by... } Backup Date Location File Name Im

»

ID: B4A6017F52AD81F3 ' Folder D\
Type: Full . Type: Full

@Details
ﬂ B4A6017F52AD81F3-00-00.mrimg

Reflect will display the most recent backup images (both full and incremental) in the lower-right pane:

“ BAALO17F52ADB1F2-00-00 mrimg
Lo Feldes DA

Type Ful

Do 10007 100 P\

Inage D SAAEILIFSIATEIF)

“ SO2FESSCDEEDZOB2-01-01.mrimg
5o Fede DA

Typs Irremsesty!
D SAN2 00 M
Inage D S0IFIRECOIEDING

“ SO2FESSCOEED2082-00-00.mrimg
Y Foldes DY

Type il

Duoe SWAZ 1M PN

These are the backups that Reflect "knows about" because these are the backups that it's been creating. If
you have a different backup image or want to restore from an image that you have archived elsewhere,
you can use Browse for an image or backup file to restore in the left side Restore Tasks pane. Once
you locate the image or set of full and incremental images that you want to restore from, Reflect will
once again fill the lower right pane with the information from those files.
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Scroll down to the image that you want to restore from. Often that would be the most recent image, but
depending on your reasons for restoring, you might want to select a backup image from an earlier date.
Simply note the dates of each backup and click the backup image that you wish to use.

Now, click the Browse Image link in the right portion of the information about that image.

‘ ? Browse Image
I!- /

. o <
9 Verify Image + Other Actions... ¥

If your backup included multiple partitions, as ours did, then you may be presented with a dialog asking
you to select which partition it is that you wish to browse.

= ™

Backup Selection

Select the Backup or Image that you wish to browse and associate a drive letter in explorer.

Original location Backup Date Drive Letter Backup ID Capacity
[ ] s systemReserved  5/7/20124:00PM  NJA 03C7CSE63DF32071  100.0 MB
[ ] < MAINTAINING7 (C:) 5/7/20124:00PM N/A 03C7CSE63DF32071  31.90 GB
< | it P

Enable access to restricted folders OK

Here, you can see the System Reserved partition and the original C: partition included in the backup.
Check the box in front of the partition you wish to browse:
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Backup Selection

Select the Backup or Image that you wish to browse and associate a drive letter in explorer.

Original location Backup Date Drive Letter Backup ID Capacity
“#® System Reserved 5/7/2012 4:00 PM _} N3C7C5E63DF32071  100.0 MB

‘ MAINTAINING7 (C:) 5/7/2012 4.00 P 0 7C5E63DF32071  31.90GB
< | i ’
["]Enable access to restricted folders [ oK ] [ Cancel ]

N

You'll see that an option to select a drive letter for that partition becomes available. Typically, the

default selection is fine, but you can change it if you like.
The drive letter is used in the next step.

Click OK.

OC) s » MAINTAINING7 » MAINTAININGT (F) »

g o 2 Documents and Settings
o Libraries
= 4. Dropbox
E Documents

J’ i . PerfLogs
usic
. Perl
[=| Pictures E ; )
& vid . Program Files
ideos
ProgramData
Recovery

3 Homegroup

Qaicct Veobivng Infarmation

Organize v Include in library ¥ Share with ¥ Burn
P Desktop A Name .
4 Downloads o ;
E 2 SRecycle.Bin
“# Dropbox
e .. boot
=, Recent Places i
I cygwin
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Reflect now mounts the backup image and makes it appear as a virtual drive — drive F: in this case. This
virtual drive contains all of the files in the backup as they were at the time when the backup was taken.

From here, it's just a matter of using whatever Windows commands you're comfortable with to locate
and copy the file that you're attempting to restore.

I'll navigate to F:\Users\LeoN\My Documents\Snagit — the folder in the backup (mounted as virtual
drive F:) that contains the file | want to recover — right-click the file and click Copy:

@Q'z* MAINTAINING7 » MAINTAINING? (F) » Users » LeoN » My Documents » 5""’92“ >

Organize v £/l Open ~ Bumn New folder

P

Bl Desktop *  Name Date modified Type
& Downloads = I fIEIT
Program 11/12/2011 1:54 PM  File folder
*# Dropbox TS
: £/) SampleSNAG.snaq 3/21/2011 707 PM___ Snagit Editoy
. Recent Places -
Open
@B  Scan with Microsoft Security Essentials...
~ Libranes :
. Open with...
* Documents .
} - & Snagit >
A Restore previous versions
b=/ Pictures E
B videos Send to ;
c% Homegroup
NS
&, MAINTAINING? Delete
¢ Backup Drive (D Rename
# MAINTAINING7 Properties

Then, I'll navigate to a new folder that | created on my C: drive — C:\Restored — right-click again and
click Paste to copy the file to that location:
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@U" TR MAINTAINING?Q:VMAINTAINING7 (C:) » Restored zﬂ

Organize v Include in library » Share with » New folder

~

B Desktop 4 Name Date modified Type
& Downloads

%# Dropbox This folder is
| Recent Places
- Libraries
_;_:] Documents View >
@' Music Sort by »
Group by »

[e=| Pictures

m

Refresh
Customize this folder...

+J Homegroup
M MAINTAINING7 ’HI e;h‘g.l%t

£l MAINTAININGT Undo Rename Ctrl+Z
u Backup Drive (D

= Share with »

The result? A restored file:

&=/} » MANTAINING? » MAINTAINING? (C) » Restored

Organize v i/l Open Burn New folder

~

P Desktop 2 Name Date moedified
4 Downloads e

/) SampleSNAG.snag 3/21/2011 7:07 PM

“# Dropbox

3
;=! Recent Places

Finally, when you're done recovering files from that backup image, make sure to unmount it.

In Reflect's Restore Tasks pane:
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¥ Macrium Reflect - Standard Edition|
File View Backup Restore Q

OHe®;
kaup_ Restore {m |

" Restore Tasks ~

Browse for an image or
backup file to restore

@ Open an image or
backup file in Windows

Detach a backup image
from Windows explorer

Click the Details a backup image from Windows explorer. You'll then be presented with this dialog:

Detach Image

Drive Detach
o
-~ I—

Check the drive that you want to detach (it might be the only one, as you can see here) and click Detach.

As | mentioned, you can use any standard Windows file copying technique that you like to restore or
recover files from a mounted backup image. That's actually the beauty of Reflect (and, to be fair, the
.vhd approach used by Windows Backup), allowing you to simple mount the image as a virtual drive.
Once mounted, al most any Windows program will work. I could have just as easily used the Windows
Command Prompt to copy the file, for example.

It might be tempting to simply open the file in place — say with your word processing program, image
viewer, or whatever it is that normally works on the file you're recovering. | don't recommend doing that
— you run the risk of attempting to modify your backup, which you simply should not do. Modifying a
backup in any way means that it's no longer an accurate backup reflecting files as of the date it was
taken.
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Rather, copy the file or files from the backup to your local hard drive, as I did above. You can copy
them to a new location (also as | did above) or you can copy them back to their original location or
somewhere else entirely — that's up to you.

But as you can see, diving into your backup to recover that accidentally deleted file is pretty easy in
Macrium Reflect.

Testing Your Backups

Video

The single most common concern about backups that I heard from my newsletter readers when | asked
was very simple: they were concerned that the backup that they had so painstakingly created would fail
when it was needed.
It's a valid concern.
When it comes to full system image backups, the only true test is a complete restore. The problem, of
course, is that a restore overwrites whatever's on the machine. If you've got a working machine and want
to test your backup by restoring, if that fails, you no longer have a working machine.
Not exactly what we're looking to backups to do.
In this section, I'm going to look at how to stack the deck in favor of success. While we can't perform the
ultimate test of a complete restore, there are a few things that we can and should do after backups have
been created to make sure that they'll be there for us when the time comes.
The tests that we'll perform boil down to this:

o Confirm that the rescue media boots and can access your backups

« Confirm that a system image contains the files that you care about and that you can restore

individual files

In both cases, the process will look very similar to an actual restore or recovery, as we've performed
above.

With those tests succeeding, you can feel pretty confident that your backup is what you need it to be.
Most importantly, even if a complete restore operation still fails for some reason when needed at a later
date, you'll have confirmed that the backups taken do at least contain your precious data.

Test 1: Using rescue media to access the backup

The first step is to simply boot from the rescue media disc that you created earlier.
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W Macrium2Reflect

WWW.MACTRIM. COM Standard Edition (32-bt) WnPE

Edition:
Paramount Software UK Ltd Software Va@
Buid No.:

5.0
4363
See Help About for copyright detalls

e e %

This example uses the Windows PE-based rescue media.

The rescue media will automatically launch a copy of Macrium Reflect with the Restore Tasks tab
selected.
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um Reflect

Standard Edon Windows PE

Fie Vew Badep Restore Oter Tasa  Heb

Sadup Restoce |
K Restore Tasks 2 = r
- ovae fot an imece file.. Bafresh by Folders to search
" ek revwae fot an imece fi [N o p [olden e
Problers [}
Browse for an image or
badap fie to restore
ve Open o mage or badap
47 e in ' Windows Explorer
-'5 Detazh a backup mage
# 3 from Windows explorer
Sertby.. ) Backup Date ocation File Narme Imeges thet contain drive: M Drves »
2 for an image file o Eolerstoseanch

Ready
_@_- | Macrum Refiect - Sta..

Click Browse for an image file..., and locate your backup drive.

—“* T
s Select an image file

1]

] 02 @
Date modified Type

5/15/2012 1:28 PM  Disk Partition Im...
5/19/2012 9:40 AM Disk Partition Im...

s

=]

Open

Lookin: | — Backup Drive (D)
o= Name =
o #¥ 1B79E346 1DDD2494-00-00
RecentPlaces | ¥ 1B79E8461DDD2494-01-01
=
Libraries
A
-
Computer
<]
File name: ‘
Files of type:
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If you cannot locate your backup image or perhaps your entire backup drive at this point, then this test
has failed.

Particularly with external drives, this is the most common failure as occasionally not all rescue media
have support for all external devices.

If this happens, there are a few things to try next:

o Try the "other" type of rescue media. If you burned and are using a Windows PE-based rescue
disk, try the Linux-based equivalent. If you're using the Linux version, try the Windows
alternative.

o Make sure that Reflect is up-to-date and burn a new copy of your rescue media. The rescue
media is regularly updated with Macrium Reflect and support for additional external media may
have been added.

e Check with the Reflect support forums for further assistance.

Once you do successfully, locate your backup images, note the filenames: a string of letters and numbers
(the Reflect-assigned backup ID) followed by -00-00 and -01-01. The 00 is the initial full system image
and the 01 (or 02, 03, and so on) is the subsequently created incremental backup based on that full
system image.

Click the most recent incremental backup and click Open.

w Macrum Reflect - Standard Edaion Windows PE

At Vew Backp Restore Other Tasks Hep

Bacdwo usml
Alg Inage Restore | Fie and Foider Restore |
L Restore Tasks A
- “ ' 3 10 search Q arch Sst
4 Fi Windows Boot FTarcyte
g fm&m W VR Duk 1 [MSASY] - Vel HOO [ PANI000S <3201 08>
Erovcpe for an image or
bodup fe to restore £7 1 Symeee Baserved (Wone) &7 2 naINTAINGNG? (O}
v Open an mage or backup NTFS Acove NTFS Prary
£ fim i Wndows E
" pkarer

2ag v mesee
1wo.e ve MR -
+ Backup Date gLaticn Filg MNams Irmages that contain denve M Dives »

Y oo Jy 1B79E8461DDD2494-01-0L.mri
1 1 -01-01.mrimg = :

Dase: §19/20123:25 AM ooy S P Brouss lmags .m |
Type: Incremental -
Date: §/19/2012 9:35 AM Q Yty Image + Onhes AN, v
Irage 10: BT I000294

Jg 1B79E8461DDD2494-00-00.mrimg

Folder: x|
Types rd
Date: 5/15/2012 1:07PM

Image 10:  18NES6 1000264

Reflect displays the partitions contained in the backup in the upper pane and the sequence of backups on
which this incremental backup depends in the lower, with the incremental backup that we selected on
top.
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Click Restore Image.

#8) Drag partitions to the destination disk or click "Copy selected partitions” and dlick "Next’

Source
5/19/20129:25 AM  D:\1B79EE461D0D24%4-01-01.mnmg
PRI o MBR Dsk 1 [168A2677] - Vel HDD 0] FWRIOND <I2.01 GB>

57 1~ Sywwn Raservad (Nos) 7 2 - MAINTAINING? (C)

v NTFS Active NTFS Primary

[ e —————

244 MB 23,01 G8 v

100.0 M8 ~ 31.90 G& 2
Destination
Local disk Undo W Copy selected paritions Select a different target disk
.‘g way MBR Dk 1 [J68AJE77] - Vimasl WDD [0] PARIOND <3201 G8>

27 1 - Symem Resmrves (F) £ 2 - MAINTAINING? (C)

NTFS Active NTFS Pémary

— ]

M4 NE M9G8

100.0 M8 3190 G&

* Delete Existing partition Restored Partition Properties Verify image before restore [

Copy selected partitions when 1 dick Text'

Mext b | Cancel
Reflect displays the source and destination for a possible restore.
Click Next.
Restore Sumeary bl
Ay mace Fie D \1B79E84610DD2434-01-01 meimg
Image 1D: 1B73E8461DDD24%4
Date: 19 May 2012
Time: 0925
image Type incremental
Source Disk: MBR Disk 1 [368A3877] - Wtual HDD [0] FWR 10003 <32.01GB>
Destination Digk MBR Disk 1[368A3877] - Wwiuwal HDD [0] FWR 10003 <32 01GB>
Resore MER Y
Verfy. N -
Operation 1 of 2
Restore Parition 1 - System Reserved
NTFS 24 4 MB / 100.0 MB
Drive Letter None
Start Sector 2.048
End Sector 206.847
Parttion Type: Active
Operation 2 of 2
Rastore Parttion 2 - MAINTAINING7 C)
NTFS 2303GB /3190G8
Dnve Letter Auto
Start Sector 206 848
End Sactor 67,106,815
Partition Type: Primary v
{+_1 Advanced Options < EBack Cencel | | Finsh
z e [ L b
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>> DO NOT CLICK FINISH! <<

This summary screen reviews what Reflect would restore. If you've reached this point, then you're very
likely to be able to perform a successful restore if you ever need to do it.

Do not click Finish. Rather, click Cancel.

If you like, you can click Browse Image to use the rescue disc to review the contents of your backup
images. We'll instead do that in the next section from within Windows.

Remove the rescue disc from the drive and exit Reflect. Your system should reboot into Windows.
Test 2: Access the backup image from within Windows

Run Macrium Reflect and click the Restore tab once it's running:
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- File

View Backup Restore

7 Macrium Reflect - Standard Edition
Other Tasks Help

| Browsefor an image or
backup file to restore
@ Open an image or
backup file in Windows
Explorer

Detach a backup image
from Windows explorer

%

Other Tasks

g
ﬁ’Details

Restore Tasks ~

Image Restore

File and Folder Restore

]““ Browse for an image file...

<

-

Refresh rffﬁ

MER Disk 1 [368A3B77] - Virtual HDD [0] FWR10003 <32.01 GB>

ID:

1B79E8461DDD2494

Type: Incremental
Date: 5/19/2012 9:25 AM

Image ID: 1B79E8461DDD2494

—
12_" 1 - System Resarved (Nons) zf:
NTFS Active NTH
— -
244 MB 23.0
100.0 ME 31.9
Sort by... J Backup Date Location File Name Irr
"1‘! 1B79E8461DDD2494-01-01.mrimg
__/ Folder D\
Type: Incremental
Date: 5/19/2012 9:25 AM

&g 1B79E8461DDD2494-00-00.mrimg
h Folder:  D:\
Type: Full
Date: 5/15/2012 1:07 PM

ImageID: 1B79E8461DDD24%4

Reflect should list the most recent backup images in the lower-right pane, much like browsing with the
rescue media did. (You can use "Browse for an image file..." to locate other images, if you like.)

In the image list, click Browse Image in the most recent:

“‘ 1B79€8461DDD2494-01-01.mrimg
Folder D\
Type Incremental
Date: 5/19/2012 925 AM
Trrsage D= 1BT9EB4610002404

w Restore Imege

o
+ Qther Actions.. v
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Because our backup image contains more than one partition, Reflect asks you to choose which one to

mount:

Backup Selection

Select the Backup or Image that you wish to browse and associate a drive letter in explorer.

[ ] <= systemReserved  5/19/20129:25AM N/A
[k:o MAINTAINING7 (C:) 5/19/20129:25AM NJA

< | m

Original location Backup Date Drive Letter Backup ID Capacity
1B79E8461DDD2454  100.0 M

1B79E8461DDD24%4  31.90Gl

Enable access to restricted folders

OK Cancel

Select the one that corresponds to your system drive (C: in most cases) and click OK.

Reflect assigns the image a drive letter (F: in our example) and then opens Windows Explorer on the

mounted image.

Make sure that Windows itself is included in the image; use Windows Explorer to browse

Windows\System32 in the backup image:
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=% Videos

m

+& Homegroup

8 MAINTAINING?
£, MAINTAINING7

%% DVD Drive (E) R
o MAINTAINING7
5 S3 on 'psf' (V)

L3 VIDFOARCHIVF ™
' 2,868 items

@Uv| |, » MAINTAINING7 » MAINTAINING? (F:)

a Backup Drive (D|

|| 12520850.cpx
aaclient.dll
accessibilitycpl.dll
ACCTRES.dII
acledit.dll

aclui.dll [h
acppage.dll
acproxy.dll

| ActionCenter.dll
ActionCenterCPL.dlI
ActionQueue.dll

» Windows » System32 »

Organize v Include in library » Share with » Burn New folder
& Downloads = Name : Date moedified
n.; Dropbox R A AL L) P A LN dadV L
x ) zh- f13/2009 7:37 PNV
% RecentPlaces [ . zh-CN 7/13/2009 7:37 PM
1, zh-HK 7/13/2009 7:37 PM
e . zh-TW 7/13/2009 7:37 PM
. Libraries
= 7B296FB0-376B-497e-B012-9C450E1B732...  5/15/20121:02 PM
| ¢| Documents
: 7B296FB0-376B-497e-B012-9C450E1B732...  5/15/20121:02 PM
.-J7 Music o
] Pictures || 12520437 .cpx 6/10/2009 2:16 PM

6/10/2008 2:16 PM
11/20/2010 4:18 AM
11/20/2010 4:18 AM
7/13/2008 6:03 PM
7/13/2009 6:14 PM
7/13/2009 6:14 PM
11/20/2010 4:18 AM
7/13/2009 6:14 PM
11/20/2010 4:18 AM
11/20/2010 4:18 AM
11/20/2010 4:18 AM

Type

File fol
File fol
File fol
C74834
74834
CPX Fil
CPX Fil
Applicg
Applics
Applicg
Applica
Applicg
Applicd
Applicg
Applicg
Applicg
Applica

That Windows\System32 is present and full of files is a reasonable indicator that Windows itself has
been included in your image backup.

Now, navigate to a file or folder of your own, perhaps your own My Documents folder where you can

confirm that the files that you've created are included in the backup as well.

4. Recent Places

~a Libranes

+ Documents

21) SampleSNAG.snag

3/21/2011 707 PM

@va " » MAINTAINING7 » MAINTAINING? (F) » Users » LeoN » My Documents » Snagit »

Organize » Include in library » Share with » Bum New folder
& Downloads 2 Name Date modified Type
*+ Dropbox 3 ;5 :
Program 11/12/2011 1:54 PM  File foider

Snaglt Editoy
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Here, I've browsed to my own My Documents folder where | can see that a folder and data file that |
expect is present.

You should do this for a few of your own data files that you expect to back up. They don't have to be in
My Documents — it doesn't really matter where they are — but take a few moments to browse around the
backup image to locate the files that you care about.

If you can find them, then you can feel confident that they're not only successfully backed up, but that
you can restore them — either as part of restoring the entire system image or by extracting them from the
system image individually.

If you can't find them, then it's time to review the settings that created this backup. Is it backing up the
right disk? Are you examining the backup that you think you are? Did the files that you're looking for
exist at the time the backup was taken?

If you're not finding what you're looking for, then it's important to understand why and from that,
understand what you might need to do to make sure your backups contain what you expect in the future.

€ Macrium Reflect - Standard Edition

File View Backup Restore O

QI ION

-w

[Backup‘j\ Restore | Log ‘

| a
el
' Restore Tasks S

Browse for an image or
backup file to restore

“w Open an image or
backup file in Windows

Detach a backup image
from Windows explorer

-
.

Once you're done browsing around, be sure to detach the backup image.

Backing Up with Windows Backup

Unlike its predecessors Windows 7 includes a backup program that finally meets what I'd consider the
bare minimum in terms of features and usability to actually serve as a reasonable backup utility.

| do emphasis that it is the bare minimum. As we'll see some of the things we want to do aren't really
handled cleanly in Windows Backup, and the program often makes it difficult to understand exactly
what it's doing - something I find worrisome for a backup program.

However, it's free, and if for whatever reason you elect not to use a more full-featured backup program
(which, in all honesty, I would prefer you do), then using Windows Backup can be viable, and is most
definitely better than having no backup at all.
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Creating Image Backups

%7

Recycle Bin

% Snipping Tool

Sticky Notes

a’ Reflect

LeoN

Documents
Pictures

Music

Games
MAINTAINING7
Control Panel
Devices and Printers
Default Programs

Help and Support

The easiest way to start the Windows Backup program is to click the Start button in the Task Bar and

click the Search programs and files box.
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Recycle Bin

Progr
& Backup and Restore

Control Panel (3)

@ Restore data, files, or co from backup
1™ Create a restore point

% Back up your computer

| See maore results

I backup x| | Shutdown 11‘

€ © ©

Type in the word "backup" and a number of options appear. Click Backup and Restore.
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U\/ lB‘ » Control Panel » System and Security » Backup and Restore

Control Panel Home .
Back up or restore your files

'@reate a system image Backup

%' Create a system repair disc Windows Backup has not been set up.

Restore
Windows could not find a backup for this computer.

® Select another backup to restore files from

Recover system settings or your computer l}

In the Windows Backup and Restore application, click Create a system image.
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& & Create a system image
Where do you want to save the backup?

A system image is a copy of the drives required for Windows to run. It can also include additional
drives, A system image can be used to restore your computer if your hard drive or computer ever

stops working; however, you can't choose individual items to restore. How do | restore my computer
from a system image?

@ On a hard disk
4 Backup Drive (D:) 3191 GB free -|

On one or more DVDs

() On a network location

Select.

| Nex || Cancel ]

Choose the destination for your backup. In this example, I'll choose the backup drive attached to this
compulter.
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@ & Create a system image

Confirm your backup settings

Backup location:

o Backup Drive (D:)

The backup could take up to 26 GB of disk space.

The following drives will be backed up:

'., System Reserved (System)

@ MAINTAINING7 (C:) (System)

l Start backup ] Cancel

On the following page, confirm the backup settings and click Start Backup.

7

Create a system image

Do you want to create a system repair disc?

A system repair disc can be used to boot your computer. It also
contains Windows system recovery tools which can help you
recover Windows from a serious error or re-image your computer
from a system image.

| Don't show this message again [ Yes ] [ No ]

After the backup has completed, you'll be asked if you want to create a repair disc. This is the disc that
you would boot from if you ever need to restore your machine.

If you have your original Windows installation disc available, you can safely bypass this step or do it
later. The repair tools are available on the Windows installation disc.
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If you do not have your original installation media and you do have a CD burner, then click Yes and
follow the steps to burn a bootable System Repair CD.

Your System Image Backup using the Windows Backup utility is complete.

Preparing for Recovery

To restore an image to the system drive, you'll need to boot your computer from something other than
the system drive.

If you have your original Windows 7 installation media (typically, this is the DVD that was used to
install Windows 7 in the first place), you're actually done. The tools that you need to restore your image
backup are there.

If you don't have such a disc, you'll need a System Repair Disc.

Click the Start button and type "repair” into the search box. One of the options at the top will be Create
a System Repair Disc. Click that.

"> Create a system repair disc = T ;@
Select a CD/DVD drive and insert a blank disc into the drive

A system repair disc can be used to boot your computer, It also contains
Windows system recovery tools that can help you recover Windows from a
serious error or restore your computer from a system image.

Drive: %% DVD RW Drive (D:}

Creating disc...

Create disc Cancel

In the resulting dialog, chose the disk drive that has your DVD or CD writer, insert blank media into that
drive, and click Create disc.

When complete, Windows will display this reminder about using the system repair disc:
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Create a system repair disc

Using the system repair disc

You can use the system repair disc to access system recovery
options that can help you recover your computer from a
SErious error.

Please label your disc with the following information:

Repair disc Windows 7 64-bit

[7] Do not show this message again

Restoring from a Backup Image

Video

It happened. Something went wrong. You system no longer boots, or something's changed as a result of
the cleanup process that you don't understand how to undo.

It's time for the ultimate Undo: restoring your machine to a backup image taken earlier when the
machine was working properly.

Boot from your original Windows 7 installation disc. This is not the system recovery disk as provided by
your manufacturer, but something clearly labeled as Windows 7 for re-installation.
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% Install Windows

>
Windows 7

Language to install: b-.:;h'_-h [ EI

Time and currency format: English (United States) o

Keyboard or input method: [§}§

Enter your language and other preferences and click "Next™ to con

Copyright ® 2009 Microsoft Corporation. All rights resenved

Click Next.
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% Install Windows

-
Windows 7

Install now ‘E—!\

What to know before in’ 1g Windows

Repair your computer

Copyright @ 2009 ‘w osoft Corporation. All rights reserved

Do NOT click the Install now button, but instead click Repair your computer.

f System Recovery Options i X|

(-.

Use recovery tools that can help fix problems starting Windows.
Select an operating system to repair.

If your operating system isn't listed, dick Load Drivers and then

install drivers for your hard disks.
Operating System I Partition Size l Location |
Windows 7 32665 MB (E:) MAINTAL...

Restore your computer using a system image that you created

,,.,.'V

Load Drivers | I Next > I

Windows setup will examine your system for a moment, looking for existing installations of Windows

7.

When the scan is complete, you'll be presented with the dialog above. Select Restore your computer
using a system image... and click Next.
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i3 Re-image your computer j

Select a system image backup

This computer will be restored using the system image.

Everything on this computer will be replaced with the
information in the system image.

{+ Use the latest available system image(recommended)

Location:

| Backup Drive (D:)

Date and time: | 3/8/2012 4:26:39 PM (GMT-8:00)

Computer: I MAINTAINING7
" Select a system image %
= Back Next > Cancel

Typically, the appropriate response is the most recent image backup that the restore program can find.

Unless you have more than one backup image and know which one you specifically want, leave "Use
the latest"” selected and click Next.

i3 Re-image your computer

Xl
Choose additional restore options

]

e

™ Format and repartition disks

Select this to delete any existing partitions and reformat all disks Exclude disks, ., I
on this computer to match the layout of the system image.

If you're unable to select an option above, installing the drivers Install dovers... I
for the disks you are restoring to might solve the problem.

| Advanced... l

<Bad<|Nexq:§__] Cancel |
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The next page of options should typically be left alone for simple restores, such as the one we're doing.
Click Next.

i3 Re-image your computer i x|
Your computer will be restored from the following system
image:
Date and time:
Computer: | MAINTAINING7
Drives to restore: | \\?\Volume{85abcB86b-4a86-11df-
< Back Fini Cancel

On this confirmation screen, click Finish.

Re-image Your Computer A ‘5'

All data on the drives to be restored will be replaced with the data
in the system image.
Are you sure you want to continue?

e |

This final confirm simply points out that the contents of the hard disk will be completely replaced. Put
another way, everything currently on the hard disk will be erased and replaced with the contents from
the backup image. Because the image is a backup of the entire hard disk from an earlier time, that's
exactly what we want.

Click Yes.

The restore begins.
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Re-image Your Computer s 5]

Do you want to restart your computer now?
Your computer has been restored and will automatically restart in 47 seconds.

I

Restart now Don't restart |

After it all finishes, Windows reboots into the restored operating system, as it was on the day that the
backup was taken.

Automated Periodic Backups

Video

Regardless of whether you're spending time actively cleaning up your machine or just using it, backups
— most specifically automated backups — are one of the single most important things that you can do to
protect yourself from almost anything that might happen to your machine or your data.

To make backups happen automatically using Windows own built-in backup utility, we start by running
it.
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@ Restore dats, files, o uter from backup
1% Create a restore point

@ Back up your computer

2 See more result

‘ < i;bacikup ) A | Shut down lL‘

Click the Start menu and begin typing the word "backup” into the search box. Eventually, Backup and
Restore will appear under Programs. Click that.
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r'w‘p'[p » Control Panel » System and Security » Backup and Restore
el o e Back up or restore your files
& Create a system image Backup
% Create a system repai disc Windows Backup has not been set up,
Restore
Wmndows could not find & backup for this computer,
vSelect ancther backup to restore files from
Recover system settings or your computer
See aiso
Action Center
& Windows Easy Transfer

Click the Set up backup link.
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W) %9 Set up backup

destinatio

Save backup on:

Select where you want to save your backup

We recommend that you save your backup on an external hard drive. Guidelin

r choosing 3 backug

Backup Destination

. Backup Drive (D:) [Recommended]

Free Space Total Size

30.60 GB

3200 GB

{ Refresh

Save on a network...

| Next ][ Cancel ]

The first thing that you'll need to do is tell Windows Backup where to back up your data. In the example
above, Windows Backup is recommending the attached backup D: drive. Typically, if you have an
external hard disk, it should appear on the list and you would select it.

Alternately, you can elect to save on a network share; click Save on a network... if that's the case.
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1€ Set up backup

Select a network location

Specify the network location for your backup files and provide credentials for Windows Backup to
use when accessing the location.

Network Location:

| [ Browse...

Example: \\server\share

Network credentials

Windows Backup will need the username and password to access the network location when saving
your backup. Which credentials should I enter? h

Username:

Password:

»

Perhaps you have another machine that has made a portion of its hard drive available. Or perhaps you
have a Network Attached Storage (NAS) device for this purpose. You can select the network location to
which backups are to be saved here. Click OK when done.

After selecting the destination drive, click Next.
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@ %6 Set up backup

What do you want to back up?

@ Let Windows choose (recommended)

Windows will back up data files saved in libraries, on the desktop, and in default Windows folders.
Windows will also create a system image, which can be used to restore your computer if it stops
working. These items will be backed up on a regular schedule. How does Windows choose what

iles to back upi

Let me choose

You can select libraries and folders and whether to include a system image in the backup.
The items you choose will be backed up on a regular schedule.

| Next [ Cancel ]

Next, you'll need to tell Windows exactly what it is that you want backed up. Windows Backup offers
you two choices:

o Let Windows choose. Selecting this option will include local Libraries and the Default
Windows folders created for each user. These include AppData, Contacts, Desktop, Downloads,
Favorites, Links, Saved Games, and Searches. In addition, if the backup being backed-up to is
NTFS and has enough room, Windows Backup will also create a system image, which will
include Windows itself and all of the installed programs.

e Let me choose. This option allows you to specify what should be backed up. Note, however, that
anything in a folder that contains files that Windows needs to run, such as C:\Windows, and
installed program files will not be backed up even if they are in a selected folder.

When using Windows backup, | strongly encourage you to not only use the first option, but to also make
sure that your backup device is formatted using NTFS and that it has sufficient space for a complete
system image.

After making your selection, click Next.
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@ Qg Set up backup

Review your backup settings

Backup Location: Backup Drive (D:)

Backup Summary:

[ tems Included in backup
82, All users Default Windows folders and lo...
1M System image Included

Schedule: Every Sunday at 7:00 PM Change schedule

/1. Asystem repair disc might be required to restore a system image. More information

[ Save settings and run back!s; [ Cancel ]

This screen reviews your selections so far and also indicates the schedule that Windows Backup defaults
to — in this case, once a week at 7PM every Sunday.

Click Change Schedule to set your own schedule.
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9§ Set up backup

How often do you want to back up?

Files that have changed and new files that have been created since your last backup will be added to
your backup according to the schedule you set below.

¥| Run backup on a schedule (recommended)

How often: ‘Weekly v
What day: ‘Sunday -
What time: 7:00 PM -

[ OK j| Cancel ’

Your options are Daily, Weekly, and Monthly. For weekly, you can select the day of the week; for
monthly, you can select the day of the month. In all cases, you can select the time of day that you want
the backup to begin.

Exactly how often you'll want to backup depends heavily on how you use your computer and how costly
a time-period's worth of data loss would be.

For example, if your hard disk died on the day before your scheduled monthly backup, you could lose a
month's worth of information that hadn't yet been backed up. If that sends shivers down your spine, then
perhaps a more frequent backup schedule might be in order.

If you're a heavy computer user, perhaps a daily backup is the right choice.

In either case, you'll want to make sure that your backup drive has sufficient free space to hold your
backups.

Once you've decided on your backup schedule, set it and click OK.

Now, click Save settings and run backup. This will both run a backup immediately as well as schedule
backups to happen automatically in the future.
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o | ®s]

QQ laﬁ » Control Panel » System and Securty » Backup and Restore - ] 4y | | Search Control Pane Pl

Controf Panel Home 2
Back up or restore your files

& Tumn off schedule Backup
# Create 3 system image Location: Backup Drive (D:) | l’: é“_k up now
¥ Create a syster repair disc OE—
- 1013 G8 free of 3200 GB
=
- I
Next backup: 4/15/2012 700 PM
Last backup: 4/14/2012 3:20 PM
Contents: Files in hibraries and personal folders for all users and system
image
Schedule Every Sunday at 700 PM
‘9 Change settings
Restore
You can restore your files that were backed up on the current location. Restore my files

"?o:?r'r all ysers' files

ﬁhzlnl another backup o restore files from

Recover system settin g% or your computer

Action Center
& Windows Easy Transfer

Once the backup has been completed, you'll be returned to the Backup and Restore page. This time,
there'll be a summary of your backup drive and a link to manage how space on that drive is used.

Click Manage space.
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() % Manage Windows Backup disk space

Select how disk space is used by Windows Backup

Backup location: Space usage summary: Refresh
5 Backup Drive (D:) Data file backup: 560.99 MB

W Browsed System image: 1945GB

Other Files: 1.87 GB

Free space: b 1013 GB

Total size: 32,00 GB

Data file backup

You can free up disk space by deleting data file backups. View backups... |

J
System image

You can free up disk space by changing how Windows retains older

| Change settings...
system images. ' e ‘

How do my backup settings affect my disk space?

This summary shows more detail about how space is being used on the backup drive.

System Images are typically the largest users of disk space, so click Change Settings... to manage how
Windows deals with them.

Maintaining Windows 7 - Backing Up An Ask Leo! Book
Copyright © 2012 78 http://ask-leo.com




\J U Manage Windows Backup disk space

Select how Windows retains older system images

System images are being created automatically. You can free up space by keeping only the latest
system image.

@ Let Windows manage the space used for backup history (maximum 9.60 GB)

) Keep only the latest system image and minimize space used by backup
(this will free up to 384.00 KB space)

Ib [ OK I[ Cancel ]

Depending on the amount of available space on your backup drive, you can elect to simply let Windows
keep track of as many system images as it can, or you can tell it to keep only the latest.

If you're tight on space, keeping only the most recent is a reasonable choice. Otherwise, let Windows do
what it can.

Click OK after you've made your choice.

As you can see, you can also manage individual data file backups. Note that you cannot delete specific
files, but rather the entire data file backup that was taken on a particular day.

Click Close when you're done managing Windows Backup disk space.
At any time, you can come back to Backup and Restore to change the backup settings or schedule.

Restoring From Periodic Backups

All's going well. You have periodic backups — system images or file backups.
Then one day, it happens.
You accidentally delete, misplace, or otherwise lose an important file.

Fortunately, you know that the file that you need is on one of your backups — all you need to do is go
retrieve it.
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Regardless of the method or tool that you've used, there's no need to restore the entire backup just to
restore a single file or even a large number of files.

As we've seen earlier, the Windows backup actually performs two different kinds of backups: file
backups and system images.

How you recover the individual file from each is different.
Windows Backup — Restoring From File Backups

Start by opening up Windows Explorer on the drive containing your backups.

@Uv“—” » MAINTAINING7b » Backup Drive (D:)
Organize v Include in library « Share with v Burn New folder
v Favorites 2 Name Date modified Type
Bl Desktop SRECYCLE.BIN 5/4/2012 1:22 PM File fol
& Downloads 1® MAINTAINING7 5/6/201210:07 AM  File fol
*# Dropbox System Volume Information 5/6/201210:31 AM  File fol
= Recent Places . WindowsImageBackup 5/6/201210:10 AM  File fol
|| MedialD.bin 5/6/2012 10:06 AM BIN Filg
~a Libraries
<] Documents

$RECYCLE.BIN and System Volume Information are visible because | have Show hidden files
enabled, which I typically recommend.

The folder MAINTAING7 with the odd arrow & disc icon contains our file backups. Double-click on it
and Windows will ask if you want to restore files:

- )

-~ Windows Backup

Do you want to restore files from this backup?

How do I manage the disk space used by this backup?

[’f‘;‘Restorefiles” Cancel ]

Click Restore and Windows will present a list of all the backups that live in that folder.
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() % RestoreFiles (Advanced)

Select the backup that you want to restore files from

If the backup location you want is not listed below, connect the drive with the backup to this
computer, and then click Refresh.

Backup Period . Computer Backup location
5/6/2012 to 5/6/2012 MAINTAINING7 Backup Drive (D:)

I_Re_f[esh [ Browse network location... ]

[ Nm][Cancel]

In our example, we have only one, but if you've been taking periodic or automated backups, you'll
probably have several. Select the backup that is the most recent that you know contains the file you're
looking to restore and click Next.

Maintaining Windows 7 - Backing Up An Ask Leo! Book
Copyright © 2012 81 http://ask-leo.com




@ 2 Restore Files (Advanced)

Browse or search your backup for files and folders to restore

All files will be restored to their version backed up on 5/6/2012 10:05 AM.

L hoose a different date

" Select all files from this backup

Name In Folder Date modified Search... i

Browse for files ‘

. Browse for folders J

] Cancel

The next dialog allows you to choose what files or folders to restore. There are three methods for
selecting them:

« If you don't know where on your machine the file was located at, you can use Search... to locate

it within the backed up files.
« If you know the file's location, you can simply Browse for files to select the file to restore.
« If you want to restore an entire folder, you can click Browse for folders to select the folder to be

restored.

For our example, we'll restore a single file, so we click Browse for files.
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' Browse the backup for files

Uu ‘ » Backup on Backup Drive (D:) » v |
Organize v
E}* Microsoft® Windows | Backup of C:
5/4/2012 2:00 PM
Backup on Backup [ | Backup

LeoN's backup

The next step opens up a Windows Explorer-like dialog that allows you to browse the backup contents,
starting at the root of the backup.

Double-clicking Backup of C:, we encounter something that is important to understand:

' Browse the backup for files

@Uv’ » Backup on Backup D... » Backup of C: »

Organize ¥
UM Microsoft® Windows | Users
4/17/20106:12 PM
Backup on Backup [ a Backup

LeoN's backup

As you can see here, the only top-level folder contained in our file backup is the User folder. The
important thing to realize is that a Windows file backup does not backup every file on your machine. |
mentioned it earlier, but it's an important distinction to keep in mind.

For our example, we'll restore a file from C:\Users\LeoN\Documents — the My Documents equivalent in
Windows 7. I'll restore Snagit\SampleSNAG.snag from that folder:
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| ﬂb Browse the backup for files

Organize v

11/12/2011 1:53 PM

% Microsoft® Windows ' Program
Backup

.. Backup on Backup [

@—Ov! .. « LeoN » Documents » Snagit » vI‘, H Searc

. LeoN's backup

SampleSNAG.snag
J Snaglt Editor Image
~H§ 3/21/2011 7:07 PM

Any file in the backup can be selected in this manner.

Selecting the file adds it to the list of files to be restored:

(=5

rym
&P % Restore Files (Advanced)

Browse or search your backup for files and folders to restore
All files will be restored to their version backed up on 5/6/2012 10:05 AM.
Checese a different date
" Select all files from this backup

Name In Folder Date modified Search... ]

£]) SampleSNAG.snag  C:\Users\LeoN\Docum... 3/21/2011 7:07 PM [ Browseforfiles ]

| Browse for folders J

Remove all

[ Next ][ Cancel

You can repeat the process to select additional files or folders to be restored.
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Once you've done that, click Next.

&

@ 'Q;i Restore Files (Advanced)

Where do you want to restore your files?

@ In the original location

_) In the following location:

When restoring files, you have a couple of options:
e You can choose to place the files back in the original location in which they were found. Doing
so will overwrite any newer version of that same file.
e You can specify a different location to place the restored files.

| typically prefer to do the later for safety:
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@ 2 Restore Files (Advanced)

Where do you want to restore your files?

In the original location

© In the following location:

C:\Restored\ Browse...

Restore the files to their original subfolders

Example:

Onginal File: C:\SavedFiles\Note.txt
Restored File: C:A\Newlocation\Note.txt

| Rcstored Cancel l

Here, I've created a new folder (c:\Restored) and instructed Windows Backup to restore the files that I've
selected by placing them in that folder.

Click Restore.

'@ Restore Files (Advanced)

Your files have been restored

/1, Some files might be restored in a different user folder (for example, C:\Users\).
Why can't I find my restored files?

If we now go take a look at c:\Restored, where | indicated that the restored file should be placed:

Maintaining Windows 7 - Backing Up An Ask Leo! Book
Copyright © 2012 86 http://ask-leo.com




&>\ J=[ ) » MANTAININGTb » MAINTAINING? () » Restored

Organize v Include in library v Share with » Burn New folder
- E 3 72 Name Date modified
«{ Favorites
Desktop &/) SampleSNAG.snag 3/21/2011 7:07 PM

& Downloads

We see that the file has been placed there.

You can restore files like this as often as you like for as many files as you like, as long as you have the
corresponding backup to restore from.

Windows Backup - Restoring Files from a System Image
The good news about System Images created by Windows Backup is that everything is in there. By
definition, a system image contains all of the files and folders — yours, Window's, your applications ...

everything — that was on the drive being imaged.

The bad news is that for whatever reason, it isn't obvious in the Windows Backup on how to extract just
a single file from such an image at all. As we saw earlier, restoring the entire image isn't that difficult.

Back to good news: even though they don't make it obvious, restoring parts of your Windows Backup
system image is actually pretty easy.

We start in a very non-obvious place: disk management.

Right-click Computer in your Start menu and click Manage to start the Windows Computer
Management tool.

A Computer Management
File Action View Help

| A& Computer Management (Local | Layout | Type | File System | Status
4 {{} System Tools = Simple Basic NTFS Health
@ Task Scheduler C®» MAINTAINING7 (C:) Simple Basic NTFS Healt}
. §2] Event Viewer w System Reserved Simple Basic NTFS Healt}

> 2| Shared Folders
- & Local Users and Groups

151\ Performance

i Device Manager
45 Storage
=% Disk Management
.: Servicet and Applications
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Click Disk Management and you'll see your disk drives and partitions listed in the right-side pane.

Now, click the Action menu:

A Computer Management

File | Action I View Help

e

;%‘

ﬁfn

if
=
q
4
'\

|

|
|

Refresh
Rescan Disks
Create VHD

All Tasks

Help

R

&)

X & &

Volume
o MAINTAIN
w System Re

L

&= Device Manager

4 =3 Storage

Click Attach VHD.

VHD stands for "virtual hard disk" and .vhd files are images of entire hard disks stored in a single file.

As it turns out, Windows Backup uses this format when saving image backups.

We're going to mount or "attach" such an image.

Fe

Location:

Attach Virtual Hard Disk

Specify the virtual hard disk location on the computer.

["] Read-only.

Click Browse to begin locating the .vhd file corresponding to the backup.
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P

A Browse Virtual Disk files

Organize v New folder

| Recent Places 4

~a Libraries
7:1 Documents
ﬂ Music
b=/ Pictures
B videos

m

@Uv’u » MAINTAINING7b » Backup Drive (D:) »

Name

SRECYCLE.BIN
1 MAINTAINING7
A System Volume Information

WindowslmageBackup

Navigate to the root of your backup drive. In the example above, I'm looking at D:\, the root of the drive
on which I had Windows Backup place the backup images.

This time, we're going to look in the WindowslmageBackup folder. Double-click that.

Note: You may get a message that you need permission to access this folder. That's fine. Saying OK to
that warning should grant you permission. This may happen for each folder that we open.

The next folder will contain a folder with the name of your machine (presumably allowing multiple
machines with different names to all back up to the same location). Double-click that.

A Browse Virtual Disk files
@le <« Backup Drive (D:) » WindowslmageBackup » MAINTAINING7 »
Organize v New folder
i RecentPlaces  # Name Date modified Type
o . Backup 201{35-06 170530 5/6/201210:31 AM  Filefo
o Libraries e e —
Catalog 5/6/201210:31 AM  Filefo
| Documents SR ;
; . SPPMetadataCache 5/6/201210:31 AM  Filefo
@' Music
k= Pictures

Now, we find a folder that contains several sub-folders. The only one that we care about is the one that
begins with Backup, followed by a date and number. There may be more than one. Double-click the one
that represents the backup from which you want to restore files; most often, you'll want the most recent.

Name Date modified Type Size

| | 85abc86b-4a86-11df-955e-806e6f6e6963.vhd 5/6/2012 10:44 AM VHD File 49,167 KB

|| 85abc86c-4a86-11df-955e-806e6f6e6963.vhd 5/6/2012 10:31 AM VHD File 20,505,552 KB
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Here, you'll find the oddly named .vhd files, one for each disk partition included in the backup.

It can be a little difficult to determine which one is which. Our example above is pretty easy: the smaller
of the two files is the smaller "system reserved partition,” while the larger is the backup of the C: drive
that we took at the same time.

In general, image size is perhaps your best clue. If you have two similarly sized backups for similarly
sized drives, make your best guess — you can always repeat the rest of this process with the other image
if you turned out to be wrong.

Double-click the one that represents the backup of the drive that contains the file that you want to
restore.

pr

Attach Virtual Hard Disk (23m)
Specify the virtual hard disk location on the computer.

Location:
D:\WindowsImageBackup \MAINTAINING7\Backup 201 l Browse... |
" | Read-only.

| ok || cancel |

| actually recommend that you don't click the Read-only checkbox. Doing so may prevent some images
from being successfully mounted. If your image is mounted and appears empty like mine does, double-
check that this didn't get checked accidentally.

Click OK.
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Volume | Layout | Type | File System I Status

= Backup Drive (D:) Simple Basic NTFS Healthy (Primary Partition)

- MAINTAINING7 (C:) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition)
A MAINTAINING? (F:) Simple Basic NTFS Healthy (Primary Partition)

w System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition)

< 1 »

Disk 0 e

Basic System Reserved MAINTAINING7 (C)
32.09 GB 100 MB NTFS 31.90 GB NTFS
Online Healthy (System, Active, || Healthy (Boot, Page File, Crash Dump, Primary Partition)

4Disk 1 e

Basic Backup Drive (D)
32.00 GB 32.00 GB NTFS =
Online Healthy (Primary Partition) [}

CHDisk 2 I

Basic MAINTAINING7 (F)
31.90 GB 31.90 GB NTFS
Online Healthy (Primary Partition)

You'll note that a new drive has appeared in disk manager.

This new drive is the backup image mounted to appear as "just another drive" on your system. You can
browse the contents of that virtual drive using Windows Explorer or just about any tool for that matter.

And you can copy files from it.
In the example above, I can use Windows Explorer to copy a file from:
F:\Users\LeoN\My Documents\Snagit\SampleSNAG.snag
which is a single file from the backup image, to:
C:\whereever you want

Well, basically to wherever you might want to on your C: drive. You can copy it back to its original
location or elsewhere — it's up to you.

When you're done restoring files from the backup image, you need to unmount or "detach" it. Return to
the Disk Management tool, and right-click the leftmost column of the lower pane:
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Volume I Layoutl Type | File System I Status

» Backup Drive (D:) Simple Basic NTFS Healthy (Prim
- MAINTAINING7 (C:) Simple Basic NTFS Healthy (Boot
a MAINTAININGY (F:) Simple Basic NTFS Healthy (Prim
= System Reserved Simple Basic NTFS Healthy (Syste

New Spanned Volume...
CaDisk € New Striped Volume...
Basic New Mirrored Velume...
32'0_0 GB New RAID-5 Volume...
Online y (Boot, Page F
Convert to Dynamic Disk...
Convert to GPT Disk
= Disk 1
Basic Offline
32.00 GB
Online Detach VHD
Properties
“Disk 2 Help
Basic R TMAINTAININGT (Fy
31.9_0 GB 131.90 GB NTFS
Online Healthy (Primary Partition)
<4CD-ROM 0
CD-ROM (E3)
No Media

As you can see, Detach VHD is a menu item. Click it and the backup image will be detached from your
system and the virtual drive that was present will disappear. The backup image file remains, of course.

Virtual hard disks can be useful for various other tasks as well, but that's beyond the scope of this book.
For now, the fact that Windows Backup stores its System Images in the form of a .vhd file makes
accessing the contents of a system image fairly easy to do without requiring any additional tools.

Even if Windows Backup does "under-advertise” this fact just a little.

Testing Your Backups

Video
The single most common concern about backups that | heard from my newsletter readers when | asked
was very simple: they were concerned that the backup that they had so painstakingly created would fail
when it was needed.

It's a valid concern.
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When it comes to full system image backups, the only true test is a complete restore. The problem, of
course, is that a restore overwrites whatever's on the machine. If you've got a working machine and want
to test your backup by restoring, if that fails, you no longer have a working machine.

Not exactly what we're looking to backups to do.
In this section, I'm going to look at how to stack the deck in favor of success. While we can't perform the
ultimate test of a complete restore, there are a few things that we can and should do after backups have
been created to make sure that they'll be there for us when the time comes.
The tests that we'll perform boil down to this:

« Confirm that the rescue media boots and can access your backups

« Confirm that a system image contains the files that you care about and that you can restore

individual files

In both cases, the process will look very similar to an actual restore or recovery, as we've performed
above.

With those tests succeeding, you can feel pretty confident that your backup is what you need it to be.
Most importantly, even if a complete restore operation still fails for some reason when needed at a later
date, you'll have confirmed that the backups taken do at least contain your precious data.

Test 1: Using rescue media to access the backup

Insert your Windows installation disc or the Windows recovery disk that you created and reboot your
machine to boot from that media. I'll use the installation disc for my examples here.

Maintaining Windows 7 - Backing Up An Ask Leo! Book
Copyright © 2012 93 http://ask-leo.com




9 Install Windows

-
>
Windows 7

[ —————————

Language to mstalk {Englsh
! :

[ime and currency format: [ZREUNIEEEES RIPTE)

Keybooard of input method: [153

Enter yout language and other preferences and click "Ned" to ¢o8

Copyrgte € 2003 Microsoft Corpanstion. All righes mpsarved

Choose your language, time, and keyboard settings if they're different than what Windows offers as

default, and click Next.

% Install Windows

Windows 7

Install now f-.)\

3

What to know before installing, v

Repair your computer

Copyng © 2005 Microsoft Corporation. AR rights teserved.
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Click Repair your computer to start the recovery and maintenance tools that are also present on the

setup disc.

ﬂ System Recovery Options k 5_'

(¢ Use recovery tools that can help fix problems starting Windows.

Select an operating system to repair.

1f your operating system isn't isted, dick Load Drivers and then
nstall drivers for your hard disks.

at tem | Partition Size | Location |
32665 MB (E:) MAINTAL..

Restore your computer using a system image that you created

earlier,
I.oadormrs|| Next > |

The recovery tools will take a few seconds to locate all installations of Windows that it can find.

Ignore all of that.

Instead, click Restore your computer using a system image that you created earlier. and then click

Next.

3 Re-image your computer

Select a system image backup

This computer will be restored usng the system mage.
Everything on this computer wil be replaced with the
nformation in the system image.

(% Use the latest available system mage(recommanded)

Location: | Backup Drive (0:)
Date and tme: | 5/16/2012 2:02:17 PM (GMT-8:00)
Computer: [ MAINTAINING 7b

' Select a system image

X

ol e

The recovery tools once again search your system, looking this time for backup images from which to

restore.
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If the recovery tool cannot find a backup, then your system has failed this test. The most important thing
to check for before re-running this test is that your external backup drive is plugged in and turned on.
Try clicking Select a System Image, if available.

If you cannot resolve this problem, then you will very likely not be able to restore the entire system
image to your machine. Your files may still be backed up — we'll check on that momentarily — but
restoring your entire system from the image may not be possible.

Unfortunately, it's impossible for me to say what might lead to this type of failure. It could be, as I said,
as simple as the backup drive not being accessible or it could be something more complex such as
Windows Backup simply being stubborn (which, sadly, I've also seen). In a case like this , my advice
would be to carefully create a new system image backup and repeat the test.

Or consider a new backup program.

Assuming the tool was able to locate and identify your backup image, click Next.

You'll be presented with a screen containing additional restore options. Click Next.

3 Re-image your computer il x|
Your computer will be restored from the folowing system
‘ mage:
. Date and time: (16/2012 2:02: M (G :00)
Computer: | MAINTAINING 70
‘:' — Drives to restore: | \\?\Volume {85abcBsb-4a86- 1 1df

>> DO NOT CLICK FINISH! <<

We've taken the process to the brink of restoration. If everything has worked so far, then we've tested
what we can and can have a fairly high level of confidence that should a restore be needed, it'll most
likely work.

Do not click Finish. That would begin the actual restore process which is not what we want for this test.

Instead, click Cancel.
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‘k System Recovery Options ' x|

Choose a recovery tool
Operating system: Unknown on (Unknown) Local Disk

s Startup Repain
ﬁ Automatcaly fix problems that are preventing Windows from starting

. System Restore
[&- Restore Windows to an earfier point in time
System Image Recovery
& Recover your computer using a system image you created earker

[ Windows Memory Diagnostic
|ﬁ Check your computer for memory hardware errors

ey Command Prompt
Open a command prompt window

shutbown | Restart |

That'll return you to the System Recovery tools selection, where you can click Restart.
Remember to remove the disc that you booted from so as to boot back into Windows.
Test 2: Access the backup image from within Windows

In this test, we're going to look into the system image backup, confirm that a few files are present, and
then actually restore one of our own data files as a test.

Just as | described earlier, when discussing restoring files from a Windows backup image, right-click
Computer in your Start menu and click Manage to start the Windows Computer Management tool.

,‘% Computer Management
File Action View Help

5|
A Computer Management (Local | Volume l Layoutl Type l File System] Statug
4 [{' System Tools = Backup Drive (D:) Simple Basic NTFS Healt}
> @ Task Scheduler C®» MAINTAINING7 (C:) Simple Basic NTFS Health
. §4] Event Viewer = System Reserved Simple Basic NTFS HealtH

> 22| Shared Folders
. &% Local Users and Groups
» (8) Performance
74 Device Manager
4 =5 Storage
=% Difg Management
::], Services and Applications

Click Disk Management and you'll see your disk drives and partitions listed in the right-side pane.
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Now, click the Action menu:

Click Attach VHD.

;3; Computer Management

File [ Action | View Help

e

. Ne
s i

Refresh
Rescan Disks
Create VHD

R

All Tasks

Help

X & & g

Volume
[ Backup D
o MAINTAIN
= System Re

= Device Manager
4 =3 Storage

As we did before, we're going to mount or "attach™ the .vhd file created by Windows Backup.

=

Attach Virtual Hard Disk

—

=

Specify the virtual hard disk location on the computer.

Location:

[7] Read-only.

Click Browse to begin locating the .vhd file corresponding to the backup.

P

‘A Browse Virtual Disk files

Organize v

New folder

T
| Recent Places A Name

@U"u » MAINTAINING7b » Backup Drive (D:) »

SRECYCLE.BIN

"“5 ':::f:nents 18 MAINTAINING?
; J’ M 2 System Volume Information
;, p,::lc . WindowsIlmageBackup
|| FICTUreEs
E Videos
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Navigate to the root of your backup drive. In the example above, I'm looking at D:\, the root of the drive
on which I had Windows Backup place the backup images.

This time, we're going to look in the WindowsIimageBackup folder. Double-click that.

Note: You may get a message that you need permission to access this folder. That's fine and saying OK
to that warning should grant you permission. This may happen for each folder that we open.

The next folder will contain a folder with the name of your machine which you should double-click.

A Browse Virtual Disk files
@Qvl « Backup Drive (D:) » WindowslmageBackup » MAINTAINING7 »
Organize ¥ New folder
il RecentPlaces Name . Date modified Type
o Backup 201.{:95-06 170530 5/6/201210:31 AM  Filefo
a Libraries gt e et v
Catalog 5/6/201210:31 AM  Filefo
5| Documents Ui ey o Y
) ) SPPMetadataCache 5/6/2012 10:31 AM File fo
@' Music
b=/ Pictures

Now, we find a folder that contains several sub-folders. The only one that we care about is the one that
begins "Backup" followed by a date and number. There may be more than one. Double-click the one that
represents the backup you wish to test; I'll recommend using the most recent.

Name Date modified Type Size
|| 85abcB86b-4a86-11df-955e-806e6f6e6963.vhd  5/6/201210:44 AM  VHD File 49,167 KB
|| 85abcB86c-4a86-11df-955e-8066f6e6963.vhd 5/6/201210:31 AM  VHD File 20,505,552 KB

Here, you'll find the .vhd files, one for each disk partition included in the backup.

It can be a little difficult to determine which is which. Our example above is pretty easy: the smaller of
the two files is the smaller "system reserved partition,"” while the larger is the backup of the C: drive that
we took at the same time.

In general, image size is perhaps your best clue. If you have two similarly sized backups for similarly
sized drives, make your best guess — you can always repeat the rest of this process with the other image
if you turned out to be wrong.

Double-click the one that you choose to test.

Maintaining Windows 7 - Backing Up An Ask Leo! Book
Copyright © 2012 99 http://ask-leo.com




Attach Virtual Hard Disk

Specify the virtual hard disk location on the computer.

Location:
D:\WindowsImageBackup \MAINTAINING7\Backup 201 Browse... ]
[~ Read-only.

| ok || Cancel |

| actually recommend that you not click the Read-only checkbox. Doing so may prevent some images
from being successfully mounted. If your image is mounted and appears empty like mine does, double-
check that this didn't get checked accidentally.

Click OK.

Volume | Layout | Type I File System ' Status

= Backup Drive (D:) Simple Basic NTFS Healthy (Primary Partition)

- MAINTAINING7 (C:) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition)

A MAINTAINING? (F:) Simple Basic NTFS Healthy (Primary Partition)

w System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition)

< 1. '

|

4Disk 0 ! |
Basic System Reserved  MAINTAINING7 (C)
32-0_0 GB 100 MB NTFS 31.90 GB NTFS
Online Healthy (System, Active, | | Healthy (Boot, Page File, Crash Dump, Primary Partition)

4Disk 1 |

Basic Backup Drive (D)
32.00 GB 32.00 GB NTFS =
Online Healthy (Primary Partition) b

“4Disk 2 ]

Basic ' MAINTAINING7 (F:)
31.90 GB 31.90 GB NTFS
Online Healthy (Primary Partition)

You'll note that a new drive has appeared in disk manager.
This new drive is the backup image mounted to appear as "just another drive" on your system.

That means that we can go exploring in Windows Explorer.
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Volume

I Layoutl Type | File Systeml Status

wBackup Drive (D:)

= System Reserved

Simple Basic NTFS
CwMAINTAINING7 (C:) Simple Basic NTFS
Ca MAINTAININGT? (F:) Simple Basic NTFS
Simple Basic NTFS

Healthy (Primary Partition)

Healthwv (Primarv Partition)

Healthy (Boot, Page File, Crash Dump, Primary Partition)

™
Mark Partition as Active
Change Drive Letter and Paths...

Format...

Extend Volume...
Shrink Volume...

Add Mirror...

< | ] Delete Volume... P
|

CHpisk 2 R — Properties — o

Basic 'MAINTAINING7 (F) Help 7

31.% GB }31.% GB NTFS ’ ISP VA S i S S S S S S S S S S S S S S S S S S S S S S S S S b a o oy

Online S S S S ST S AT

~iCD-ROM 0
CD-ROM (E:)

No Media

m

Right-click the drive in Disk Management and click Explore.

My first test is simply to navigate to \Windows\system32 on that drive:
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Organize v

a Backup Drive (D #
- MAINTAINING7
B SRecycle.Bin

, boot
. cygwin
2. Documents ar
i+ Dropbox
. PerfLogs
Perl
. Program Files
ProgramData
. Recovery
. Restored
. System Volumr

, Users

, usr

1 . Windows

5 pss - lw2.pugets
L@ VIDFOARCHIVF1 ©
‘ 2,868 items

Include in library »

Name

B S

[

| aepic.dll

[&

]

m7] aitagent.exe
7 alg.exe
%] AltTab.dll

| amcompat.tlb

[

%| amstream.dll
amxread.dl|
ANSLSYS
apds.dll
apilogen.dll

EEEEE

api-ms-win-core-censole-11-1-0.dll

Share with =

Burn

-~

@Uv! .. » MAINTAINING7b » MAINTAINING7 (F) » Windows » System32 »

New folder

Date modified

FR RV VEITVIL SrOy T

7

11/20/2010 4:16 AM

7
/

/

-
/

11/20/2010 4:18 AM

/13/2009 6:14 PM

/1372009 6:14 PM
/1372009 6:14 PM
/1372009 2:04 PM

7/13/2009 6:14 PM

/]

-

/

7

-

api-ms-win-core-datetime-[1-1-0.dll 7
api-ms-win-core-debug-I1-1-0.dll 7
api-ms-win-core-delayload-11-1-0.dll 7

api-ms-win-core-fibers-11-1-0.dll 7

api-ms-win-core-file-[1-1-0.dll 7

-

/13/2009 2:40 PM
/13/2009 6:14 PM

7/13/2008 6:14 PM
7/15/2011 9:15 PM

/15/2011 9:15 PM
/1572011 9:15 PM
/15/2011 9:15 PM

api-ms-win-core-errorhandling-11-1-0.dll  7/15/2011 9:15 PM

/15/2011 9:15 PM
/15/2011 9:15 PM

Type

~ppiny
Applicg
Applicg
Applica
Applica
TLE Filg
Applica
Applicg
System
Applicg
Applicg
Applica
Applicg
Applica
Applica
Applicg
Applica

Applicg

If it exists and contains "a lot" of files and folders, that gives us a level of confidence about Windows

itself being backed up. You can certainly browse around and check for other Windows files, but having

this critical folder and its files present is pretty big indicator that the backup image at least contains

Windows.

Now, navigate to another folder of your own choosing that should contain the data files that you care
about. My Documents is an obvious choice.
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@Qv| » MAINTAININGTb » MAINTAINING (F:) » Users » LeoN » My Documents » Snagit

Organize v Include in library » Share with v Burn New folder
= Backup Drive (D # Name . Date modified Type
MAINTAINING7
— e Program 11/12/2011 1:54 PM  File fol
J ecycle.Bin =n
a y ?J' SampleSNAG.snag 3/21/2011 7:07 PM Snaglt
boot [b

cygwin

n A

Here, I've navigated to My Documents folder and located within it a folder and data file that | expect to
be present.

You should do this for a few of your own data files that you expect to be backed up. They don't have to
be in My Documents — it doesn't really matter where they are — but take a few moments to browse
around the backup image to locate the files that you care about.

If you can find them, then you can feel confident that they're not only successfully backed up, but that
you can restore them — either as part of restoring the entire system image or by extracting them from the
system image individually.

If you can't find them, then it's time to review the settings that created this backup. Is it backing up the
right disk? Are you examining the backup that you think you are? Did the files that you're looking for
exist at the time the backup was taken?

If you're not finding what you're looking for, it's important to understand why, and from that, understand
what you might need to do to make sure that your backups contain what you expect in the future.

After you've completed your tests, remember to detach the mounted drive.
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Volume I Layoutl Type | File System I Status

» Backup Drive (D:) Simple Basic NTFS Healthy (Prim
- MAINTAINING7 (C:) Simple Basic NTFS Healthy (Boot
a MAINTAININGY (F:) Simple Basic NTFS Healthy (Prim
= System Reserved Simple Basic NTFS Healthy (Syste

New Spanned Volume...
CaDisk € New Striped Volume...
Basic New Mirrored Velume...
32'90 GB New RAID-5 Volume...
Online y (Boot, Page F
Convert to Dynamic Disk...
Convert to GPT Disk
= Disk 1
Basic Offline
32.00 GB
Online Detach VHD
Properties
“HDisk 2 Help
Basic  RermAmTAImING 7Ry
31-9_0 GB 31.90 GB NTFS
Online Healthy (Primary Partition)
<4CD-ROM 0
CD-ROM (E))
No Media

In Disk Manager, right-click the mounted drive and click Detach VHD.

Afterword

| hope that some (if not most) of the items in this book help you get the most out of your Windows 7
computer for as long as you possibly can.

If it's helped you at all, then | consider this a success.

If you have found this book valuable, I'd really appreciate it if you posted a review up on Amazon.
That'll help more people find and get the value that you've found.

If you find what you believe to be an error in this book, please register your book and then visit the
errata page for this book. That page will list all known errors and corrections, and give you a place to
report anything you've found that isn't already listed.

If you're left with questions, suggestions, or — dare | say it — even complaints, then by all means let me
know. The best way is to, once again, register your book. That'll give you access to a prioritized
feedback form specifically for Maintaining Windows 7.
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If you prefer not to register, you can use this form:

http://ask-leo.com/book

That's the Ask-a-question form for newsletter subscribers and book purchasers.

If you have a more general technical question that's perhaps not related to what's covered in this book, |
strongly encourage you to visit Ask Leo! and search the site for your answer. | know | often sound like a
broken record on this, but I get asked so many questions that are answered already on the website that
you'd be shocked. It'll be faster for you if you can simply find it there first, rather than waiting for me to
get back to you.

If you do need to ask a question that's not answered on the site, use that ask-a-question form I mentioned
above:

http://ask-leo.com/book

If you haven't already subscribed, you might find my weekly newsletter helpful as well. Each week, |
highlight the latest articles published on Ask Leo!, reader comments, popular articles, and
recommendations along with some my own commentary and musings from time to time. Learn more
about the newsletter and sign up here:

http://newsletter.ask-leo.com

Thanks again for your support.

Here's to happy, safe, and problem-free computing.

Lﬂ':::a
—
Leo A. Notenboom
http://ask-leo.com

Register Your Book!

Having purchased this book, you're entitled to additional updates, errata, and other bonus materials. In
particular, many of the screenshots that you've seen throughout Maintaining Windows 7 have actually
been taken from companion videos that demonstrate and further explain the topics being discussed here
in the book.

Registering gives you access to all those videos and more.

Visit:

http://go.ask-leo.com/req?7
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right now and register. That link is mentioned only here and it's totally FREE to owners of Maintaining
Windows 7 &=,

You only need to register once to gain access to the bonus materials for this and all future volumes of
Maintaining Windows 7.

About the Author

I've been writing software in various forms since 1976. In over 18 years at Microsoft, | held both
managerial and individual contributor (i.e. programmer) roles in a number of groups ranging from
programming languages to Windows Help, Microsoft Money, and Expedia. Since leaving Microsoft,
I've been answering tech questions at the extremely popular Ask Leo! website (http://ask-leo.com) and
expending my efforts on various consulting and entrepreneurial projects ... like this book!

Curious for more? Someone asked and | answered on the site: Who is Leo?

Feedback, Questions and Contacting Leo

I truly appreciate reader input, comments, feedback, corrections, and opinions — even when the opinions
differ from my own! (Honest!)

Here's how best to contact me:

« If you have a computer or tech related question, the best approach by far is to first search Ask
Leo! (http://ask-leo.com). Many, many questions are already answered right there, and finding
those is much faster than waiting for me.

« If you can't find your answer using search, visit http://ask-leo.com/book and submit your
question. That's a special form just for book purchasers and newsletter subscribers, and it gets
prioritized attention.

« If you have a comment on any part of this book, register your book for access to a prioritized
feedback form. If you prefer not to register, simply use the form mentioned above to let me

Maintaining Windows 7 - Backing Up An Ask Leo! Book
Copyright © 2012 106 http://ask-leo.com



http://ask-leo.com/
http://ask-leo.com/about
http://ask-leo.com/
http://ask-leo.com/book

know. Just mention "Maintaining Windows 7" in your comment. Even though | may not reply,
every comment is read — honest.
« If you feel you didn't pay enough for this ebook or just want to throw more money my way, feel

free to visit http://buyleoalatte.com or http://buyleoabeer.com. )
« If you just want to drop me a line or have something that want to share that isn't covered above,
you can use http://ask-leo.com/book for that, too.

A Note of Thanks

I would like to thank the thousands of Ask Leo! newsletter subscribers and site visitors. Without your
support, and of course, your questions and comments, Ask Leo! would simply not be possible.

Thank you!

Lﬂ'«'::a
..::;l—
Leo A. Notenboom
http://ask-leo.com

Copyright & Administrivia

This publication is protected under the US Copyright Act of 1974 and all other applicable international,
federal, state and local laws. All rights are reserved.

Please note that much of this publication is based on my own personal experience and anecdotal
evidence. Although I've made every reasonable attempt to achieve complete accuracy of the content in
this book, I can assume no responsibility for errors or omissions. You should use this information as you
see fit and at your own risk.

Any trademarks, service marks, product names, or named features are assumed to be the property of
their respective owners. They are used only for reference. Unless specifically stated otherwise, there is
no implied endorsement if | use one of these terms.

Sharing this Document

A lot of work went into putting this ebook together. I can't tell you how many hours go into a work of
this type, but it's a lot. That means that this information has value, and your friends, neighbors, and co-
workers may recognize that value and want to share it.

The information in this document is copyrighted. Please do not share this information with others; you
purchased Maintaining Windows 7 and you have every right to use it. Another person who has not
purchased this document does not have that right. It is the sales of this valuable information that in part
makes the continued publishing of Ask Leo! possible. If enough people disregard that simple economic
fact, Ask Leo! would come to an end.
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If your friends think this information is valuable enough to ask you for it, I would hope that they would
think it is valuable enough to purchase for themselves. After all, the price is low enough that just about

anyone should be able to afford it.

It should go without saying that you may not post this document or the information it contains on any
electronic bulletin board, website, FTP site, newsgroup, or ... well, you get the idea.
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