CLEARED
For Open Publication

Feb 24,2021

Department of Defense
OFFICE OF PREPUBLICATION AND SECURIT)Y REVIEW

CAREER PATHWAY Developed By:
IT PROJECT MANAGER - The Interagency

ederal Cyber Career

(8 O 2) Pathways Working

Group

Endorsed By:

December 2020



dkluzik
Cleared


Table of Contents

CAREER PATHWAY IT PROJECT MANAGER (802) ..o 1
1 802-IT PROJECT MANAGER ...ttt ssssss s sassssss s s s sassss s sasasssssssasses 3
1.1 WOTK ROIE OVEIVIEW ..ccoreeieeeeeeceseeeseessesseseessesesssees s ssssssss s s ss st s sss s s ssssssssesas 3
1.2 000 /I 1= T <P 6
1.3 Core Knowledge, SKills, and ADIIITIES ...cccereereeerereeeeeneeseeseiseessessessesssssssssessesssessssssssssssessssssssssssssssssassssees 8
1.4 L0100 T3 010} 01 013 7= o Lok 1= PSPPSR 11
1.5 Suggested Qualifications / Capability INAICAtOTS ....ccvereereererreemreererrereereesee e ssesss e seeans 13
2 APPENDIX: 802-IT PROJECT MANAGER TASK ANALYSIS AND KSA MAPPING .......ccuusrresesns 14
2.1 Key to Reading the Task Analysis and KSA Mapping......eeemermeeseesseesssesseesseesssessssssessens 14
2.2 802-IT Project Manager Task Analysis and KSA Mapping......cceeeeneensesneesseensessesnsessssssesssenns 15




1 802-IT PROJECT MANAGER

1.1 WORK ROLE OVERVIEW
The table below provides an overview of various role-specific elements related to 802-IT Project
Manager.

Table 1. 802-IT Project Manager Work Role Overview

NICE Role Directly manages information technology projects.
Description
Personnel performing the 802-IT Project Manager work role are most commonly
aligned to the following Occupational Series: (Top 5 Shown)
o OPN_l | - 2210-Information Technology — 81%
ccupattlona - 391-Telecommunications — 3%
Series - 343-Management and Program Analysis — 3%
- 855- Electronics Engineering - 2%
- 1550-Computer Science - 2%
Personnel performing the 802 — IT Project Manager work role are most commonly
paired with the following complimentary Work Roles (Top 5 shown):
Work Role - 641-Systems Requirements Planner - 33%
Pairings - 801-Program Manager - 9%
- 803-Product Support Manager - 12%
- 411-Technical Support Specialist- 6%
- 451-System Administrator - 5%
Personnel performing the 802-IT Project Manager work role may unofficially or
alternatively be called:
Fun'ctllonal - Project Manager
Titles - IT Security / Cybersecurity Project Manager
- IT Manager / Director
- Information System Owner
Personnel performing the 802-IT Project Manager work role are most commonly
found within the following grades on the General Schedule.*
Distribution of - [ GS-4— redacted**
GS-Levels - [J GS-5-redacted**
- [ GS-6 —redacted**
- [ GS-7 - redacted**
- [J GS-8 —redacted**




- [0 GS-9 - redacted**
- GS-11-4%

- GS-12-12%

- GS-13-31%

- GS-14-31%

- GS-15-6%

*14% of all 802s are in non-GS pay plans and excluded from this section
*Percentages less than 3% have been redacted

On Ramps

The following work roles are examples of possible roles an individual may perform
prior to transitioning into the 802-Project Manager work role:

- 211-Law Enforcement Counterintelligence Forensics Analyst
- 212-Cyber Defense Forensics Analyst

- 221-Cyber Crime Investigator

- 411-Technical Support Specialist

- 421-Database Administrator

- 422-Data Analyst

- 431-Knowledge Manager

- 441-Network Operations Specialist

- 451-System Administrator

- 461-Systems Security Analyst

- 511-Cyber Defense Analyst

- 521-Cyber Defense Infrastructure Support Specialist
- 531-Cyber Defense Incident Responder

- 541-Vulnerability Assessment Analyst

- 612-Security Control Assessor

- 621-Software Developer

- 622-Secure Software Assessor

- 631-Information Systems Security Developer

- 632-Systems Developer

- 641-Systems Requirements Planner

- 661-Research and Development Specialist

- 671-System Testing and Evaluation Specialist

- 711-Cyber Instructional Curriculum Developer

- 712-Cyber Instructor

- 722-Information Systems Security Manager

- 723-Communications Security (COMSEC) Manager
- 732-Privacy Officer / Privacy Compliance Manager
- 751-Cyber Workforce Developer and Manager

- 752-Cyber Policy and Strategy Planner

- 803-Product Support Manager




Off Ramps

The following work roles are examples of common transitions an individual may
pursue after having performed the 802-IT Project Manager. This is not an
exhaustive list, nor does it consider learning and development opportunities an
individual may pursue to prepare themselves for performing alternate work roles:

- 711-Cyber Instructional Curriculum Developer

- 732-Privacy Officer / Privacy Compliance Manager
- 721-Cyber Workforce Developer and Manager

- 752-Cyber Policy and Strategy Planner

- 801-Program Manager

- 803-Product Support Manager

- 804-IT Investment/Portfolio Manager




1.2 CORE TASKS

The table below provides a list of tasks that represent the Core, or baseline, expectations for

performance in the 802-IT Project Manager work role, as well as additional tasks that those in this role
may be expected to perform.

Table 2. 802-IT Project Manager Core Tasks

TIaDsk Task Description Asgirtei!oonral
T0072 | Develop methods to monitor and measure risk, compliance, and assurance efforts. Core
T0174 Perform needs analysis to determine opportunities for new and improved business Core

process solutions.
T0196 | Provide advice on project costs, design concepts, or design changes. Core
T0207 | Provide ongoing optimization and problem-solving support. Core
T0208 | Provide recommendations for possible improvements and upgrades. Core
T0223 | Review or conduct audits of information technology (IT) programs and projects. Core
Evaluate the effectiveness of procurement function in addressing information Core
T0256 | security requirements and supply chain risks through procurement activities and
recommend improvements.
10277 Ensure that all acquisitions, procurements, and outsourcing efforts address Core
information security requirements consistent with organization goals.
Act as a primary stakeholder in the underlying information technology (IT) Core
T0340 | operational processes and functions that support the service, provide direction and
monitor all significant activities so the service is delivered successfully.
T0354 | Coordinate and manage the overall service provided to a customer end-to-end. Core
Ensure that appropriate Service-Level Agreements (SLAs) and underpinning contracts Core
T0370 | have been defined that clearly set out for the customer a description of the service
and the measures for monitoring the service.
10377 Gather feedback on customer satisfaction and internal service performance to foster Core
continual improvement.
Manage the internal relationship with information technology (IT) process owners Core
T0379 | supporting the service, assisting with the definition and agreement of Operating
Level Agreements (OLAs).
Review service performance reports identifying any significant issues and variances, Core
T0389 | initiating, where necessary, corrective actions and ensuring that all outstanding
issues are followed up.
T0394 Work with other service managers and product owners to balance and prioritize Core
services to meet overall customer requirements, constraints, and objectives.
T0407 | Participate in the acquisition process as necessary. Core
10415 Ensure that supply chain, system, network, performance, and cybersecurity Core
requirements are included in contract language and delivered.
T0493 | Lead and oversee budget, staffing, and contracting. Core
T0551 | Draft and publish supply chain security and risk management documents Additional
10199 Provide enterprise cybersecurity and supply chain risk management guidance for Additional
development of the Continuity of Operations Plans.
T0220 | Resolve conflicts in laws, regulations, policies, standards, or procedures. Additional




Tla;)k Task Description Asg:t?oor:al
10273 Develop.and document supply chain risks for critical system elements, as Additional
appropriate.
T0412 | Conduct import/export reviews for acquiring systems and software. Additional
T0414 Deve.lop supply chain, system, network, performance, and cybersecurity Additional
requirements.
10481 Identify and address cyber workforce planning and management issues (e.g. Additional

recruitment, retention, and training).




1.3 CORE KNOWLEDGE, SKILLS, AND ABILITIES
The table below provides a ranking of KSAs that represent the Core, or baseline, expectations for

performance in the 802-IT Project Manager work role, as well as additional KSAs that those in this role
may be expected to demonstrate.

Table 3. 802-IT Project Manager Core KSAs

Importance to

KSA ID Description Competency Work Role
Knowledge of cybersecurity and privacy principles. Information Foundational
K0004 Systems/Network to All Work
Security Roles
Knowledge of computer networking concepts and Infrastructure Foundational
KO0O01 | protocols, and network security methodologies. Design to All Work
Roles
Knowledge of laws, regulations, policies, and ethics as Legal, Foundational
KOOO3 | they relate to cybersecurity and privacy. Government, and to All Work
Jurisprudence Roles
Knowledge of risk management processes (e.g., methods | Risk Management | Foundational
K0002 | for assessing and mitigating risk). to All Work
Roles
Knowledge of cyber threats and vulnerabilities. Vulnerabilities Foundational
K0005 Assessment to All Work
Roles
Knowledge of specific operational impacts of Vulnerabilities Foundational
KO006 | cybersecurity lapses. Assessment to All Work
Roles
Knowledge of information technology (IT) Contracting/
K0257 I . Core
acquisition/procurement requirements. Procurement
0270 Knowledge of the acquisition/procurement life cycle Contracting/ Core
process. Procurement
Ability to ensure security practices are followed Contracting/
A0056 . Core
throughout the acquisition process. Procurement
Knowledge of information technology (IT) architectural Enterprise
K004/ concepts and frameworks. Architecture Core
Knowledge of the organization's enterprise information Enterprise
K0101 N . Core
technology (IT) goals and objectives. Architecture
Knowledge of service management concepts for Enterprise
K0200 | networks and related standards (e.g., Information Architecture Core
Technology Infrastructure Library, current version [ITIL]).
Skill in identifying measures or indicators of system Information
S0038 | performance and the actions needed to improve or Technology Core
correct performance, relative to the goals of the system. | Assessment
Knowledge of Import/Export Regulations related to Legal,
K0196 | cryptography and other security technologies. Government, and Core

Jurisprudence




Importance to

KSA ID Description Competency Work Role
Knowledge of the organization's core business/mission Organizational
K0146 Core
processes. Awareness
Knowledge of organizational process improvement Process Control
concepts and process maturity models (e.g., Capability
K0198 . . Core
Maturity Model Integration (CMMI) for Development,
CMMI for Services, and CMMI for Acquisitions).
Knowledge of resource management principles and Project
K0072 . Core
techniques. Management
Knowledge of capabilities and requirements analysis. Requirements
K0012 georeap d Y s Core
Analysis
Knowledge of Risk Management Framework (RMF) Risk Management
K0048 . Core
requirements.
Knowledge of supply chain risk management standards, | Risk Management
K0154 8 PPY 8 g Core
processes, and practices.
Knowledge of information technology (IT) supply chain Risk Management
K0169 | security and supply chain risk management policies, Core
requirements, and procedures.
Knowledge of how to leverage research and Strategic Planning
K0235 | development centers, think tanks, academic research, Core
and industry systems.
Knowledge of system life cycle management principles, Systems
KO090 | . . g y . y g P P y . Core
including software security and usability. Integration
Knowledge of new and emerging information technology | Technology
K0059 . . Core
(IT) and cybersecurity technologies. Awareness
Ability to oversee the development and update of the Third Party
A0039 life cycle cost estimate. Overyght/ Core
Acquisition
Management
Ability to evaluate/ensure the trustworthiness of the Third Party
A0045 supplier and/or product. Over§|'gf'1t/ Core
Acquisition
Management
Knowledge of Supply Chain Risk Management Practices Contractin
K0126 & PRI & e/ Additional
(NIST SP 800-161). Procurement
Knowledge of industry-standard and organizationall Data Analysis
K0043 g N Y . & y y Additional
accepted analysis principles and methods.
Knowledge of how information needs and collection Information
K0120 | requirements are translated, tracked, and prioritized Management Additional
across the extended enterprise.
Skill to translate, track, and prioritize information needs Information
S0372 | and intelligence collection requirements across the Management Additional

extended enterprise.




Importance to

KSA ID Description Competency Work Role
Knowledge of Cloud-based knowledge management Knowledge
K0194 | technologies and concepts related to security, Management Additional
governance, procurement, and administration.
K0165 | Knowledge of risk/threat assessment. Risk Management Additional
A0009 | Ability to apply supply chain risk management standards. | Risk Management Additional
Knowledge of import/export control regulations and Third Party
K0148 responsible agencies for the purposes of reducing supply Overéi.gf.lt/ Additional
chain risk. Acquisition
Management
Knowledge of functionality, quality, and security Third Party
K0164 requirements and how these will apply to specific items Over§ight/ Additional
of supply (i.e., elements and processes). Acquisition
Management

10




1.4 CoRE COMPETENCIES
The table below is a compilation of competencies aligned to the 802-IT Project Manager work role, and
their associated importance. Listed competencies are collections of three or more similar Knowledge,

Skills, or Abilities aligned to the Work Role. These competencies originate from the NICE Framework

Competency Pivot Tool.

Technical

Table 4. 802-IT Project Manager Core Competencies

Definition

Work Role Related KSAs

Importance

Competency

Contracting/

This area contains KSAs that
relate to the various types
of contracts, techniques for
contracting or

Knowledge of information technology (IT)
acquisition/procurement requirements.
[K0257]

Knowledge of the acquisition/procurement life
cycle process. [K0270]

C010 N . . Core
Procurement procurement, and contract Ability to ensure security practices are
negotiation and followed throughout the acquisition process.
administration. [A0056]
Knowledge of Supply Chain Risk Management
Practices (NIST SP 800-161). [K0126]
This area contains KSAs that Knowledge of information technology (IT)
relate to the principles, architectural concepts and frameworks.
concepts, and methods of [k0047] o ]
enterprise architecture to !(nowledge of the organization's enterprise
Enterprise align information |nf9rmat|on technology (IT) goals and
. co18 objectives. [K0101] Core
Architecture technology (IT) strategy, .
: Knowledge of service management concepts
plén.s, and systems with the for networks and related standards (e.g.,
mission, goals, structure, Information Technology Infrastructure Library,
and processes of the current version [ITIL]). [K0200]
organization.
Knowledge of risk management processes
(e.g., methods for assessing and mitigating
risk). [KO002]
Knowledge of Risk Management Framework
This area contains KSAs that (RMF) requirements. [K0948_]
' relate to the methods and Knowledge of supply chain risk management
Risk Co4a tools used for risk standards, pro'cesses, a'nd practices. [K0154] Core
Management Knowledge of information technology (IT)

assessment and mitigation
of risk.

supply chain security and supply chain risk
management policies, requirements, and
procedures. [K0169]

Knowledge of risk/threat assessment. [K0165]
Ability to apply supply chain risk management
standards. [A0009]

11
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Technical

Competency

Definition

Work Role Related KSAs

Importance

Third Party

Oversight/

Acquisition
Management

C056

This area contains KSAs that
relate to the process of
analyzing and controlling
risks presented to your
company, data, operations
and finances by parties
other than your own
company.

Ability to oversee the development and
update of the life cycle cost estimate. [A0039]
Ability to evaluate/ensure the trustworthiness
of the supplier and/or product. [A0045]
Knowledge of import/export control
regulations and responsible agencies for the
purposes of reducing supply chain risk. [K0148]
Knowledge of functionality, quality, and
security requirements and how these will
apply to specific items of supply (i.e., elements
and processes). [K0164]

Core

12




1.5 SUGGESTED QUALIFICATIONS / CAPABILITY INDICATORS

Table 5. 802-IT Project Manager Suggested Qualifications / Capability Indicators

For indicators of capability for the 802-IT Project Manager work role, please see Draft NISTR 8193 -
National Initiative for Cybersecurity Education (NICE) Framework Work Role Capability Indicators.

Section to be populated with updated DoD-8140 Qualification Matrix for 802-IT Project Manager.

13



https://csrc.nist.gov/CSRC/media/Publications/nistir/8193/draft/documents/nistir8193-draft.pdf
https://csrc.nist.gov/CSRC/media/Publications/nistir/8193/draft/documents/nistir8193-draft.pdf

2 APPENDIX: 802-IT PROJECT MANAGER TASK
ANALYSIS AND KSA MAPPING

2.1 KEY TO READING THE TASK ANALYSIS AND KSA MAPPING

Table 6. Key to Reading the Task Analysis and KSA Mapping

Proficiency Task Statement Importance
Overall Importance to Work
As Written Task as written within the NICE Cybersecurity Workforce Framework (NICE Framework). P Role
Entry Example behavioral indicator / task permutation for performing this task at an Entry skills proficiency level.
Intermediate | Example behavioral indicator / task permutation for performing this task at an Intermediate skills proficiency level.
Advanced Example behavioral indicator / task permutation for performing this task at an Advanced skills proficiency level.

Table 7. Primary Knowledge, Skills, and Abilities Required to Perform the above Task

Description Competency

Competency mapped to the

ID of K, S, or A | Knowledge, Skill or Ability needed to perform the task as written within the NICE Framework N
individual K, S, or A.

14



2.2 802-IT PROJECT MANAGER TASK ANALYSIS AND KSA MAPPING

Table 8. TO072 Task Analysis

Proficiency Task Statement Importance
As Written . . .
o Develop methods to monitor and measure risk, compliance, and
within Core
assurance efforts.
Framework
Entr Assist with the development of methods to monitor and measure risk, compliance, and assurance
v efforts.
, Develop, review and recommend methods to monitor and measure risk, compliance, and
Intermediate
assurance efforts.
Advanced Oversee, lead, and manage development of methods to monitor and measure risk, compliance,

and assurance efforts.

Table 9. Primary Knowledge, Skills, and Abilities Required to Perform the above Task

KSA ID Description Competency
| X
K0004 Knowledge of cybersecurity and privacy principles. Sr:/ic;rer:]nas?ISIthork S iy
Skill in identifying measures or indicators of system performance .
. . Information Technology
S0038 and the actions needed to improve or correct performance,
. Assessment
relative to the goals of the system.
K00O1 Knowledge of f:omputer netwprklng concepts and protocols, and s G Bt
network security methodologies.
K0002 Knowlfedge of rlstk'ma.nagetment processes (e.g., methods for BT
assessing and mitigating risk).
K0048 Knowledge of Risk Management Framework (RMF) requirements. Risk Management
K0165 Knowledge of risk/threat assessment. Risk Management
K0005 Knowledge of cyber threats and vulnerabilities. Vulnerabilities Assessment
K0006 Knowledge of specific operational impacts of cybersecurity lapses. | Vulnerabilities Assessment

15




Table 10. T0174 Task Analysis

Proficiency Task Statement Importance
As Written . . .
within Perform needs analysis to determine opportunities for new and Core
improved business process solutions.
Framework
Entr Research and provide information to perform needs analysis to determine opportunities for new
Y and improved business process solutions.
Intermediate Condf/ct needs analysis to determine opportunities for new and improved business process
solutions.
Advanced Conduct, evaluate and direct needs analysis to determine opportunities for new and improved
business process solutions.
Table 11. Primary Knowledge, Skills, and Abilities Required to Perform the above Task
KSA ID Description Competency
K led f industry-standard and izationall ted .
K0043 nowse ge'o'ln ustry-standard and organizationally accepte B AT
analysis principles and methods.
Knowledge of the organization's enterprise information . .
K0101 & . . 2 Enterprise Architecture
technology (IT) goals and objectives.
Skill to translate, track, and prioritize information needs and
S0372 intelligence collection requirements across the extended Information Management
enterprise.
Skill in identifying measures or indicators of system performance .
. . Information Technology
S0038 and the actions needed to improve or correct performance,
. Assessment
relative to the goals of the system.
K0146 Knowledge of the organization's core business/mission processes. | Organizational Awareness
Knowledge of organizational process improvement concepts and
process maturity models (e.g., Capability Maturity Model
K0198 . . Process Control
Integration (CMMI) for Development, CMMI for Services, and
CMMII for Acquisitions).
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
Knowledge of new and emerging information technology (IT) and
K0059 & ging gy (IT) Technology Awareness

cybersecurity technologies.

16




Table 12. T0196 Task Analysis

Proficiency Task Statement Importance
As Written . . . . .
_ Provide advice on project costs, design concepts, or design

within changes Core
Framework ges.

Entry Assist with development and evaluation of project costs, design concepts, or design changes.

Intermediate | Develop and evaluate project costs, design concepts, or design changes.

Advanced Review and authorize project costs, design concepts, or design changes.

Table 13. Primary Knowledge, Skills, and Abilities Required to Perform the above Task

KSA ID Description Competency
K0257 Knovx.llt.ac'ige of information technology (i) Contracting/Procurement
acquisition/procurement requirements.
K0270 Knowledge of the acquisition/procurement life cycle process. Contracting/Procurement
K0043 Knowlfedge. oflndustry-standard and organizationally accepted EE AT
analysis principles and methods.
K0101 Knowledge of the orgamzatpn s. enterprise information S AT TEEE
technology (IT) goals and objectives.
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
K | f functionalit lit it i t
nowledge o. unctionality, gga.l y, and securi y.requwemen s and Third Party Oversight/
K0164 how these will apply to specific items of supply (i.e., elements and o
Acquisition Management
processes).
A0039 Ability to oversee the development and update of the life cycle Third Party Oversight/

cost estimate.

Acquisition Management

17




Table 14. T0207 Task Analysis

Proficiency Task Statement Importance
As Written
within Provide ongoing optimization and problem-solving support. Core
Framework
Entry Assist with providing ongoing optimization and problem-solving support.
Intermediate | Provide ongoing optimization and problem-solving.
Advanced | Direct and oversee ongoing optimization and problem-solving.
Table 15. Primary Knowledge, Skills, and Abilities Required to Perform the above Task
KSA ID Description Competency
K0043 Knowlfedgg ofindustry-standard and organizationally accepted Bete ArEhEs
analysis principles and methods.
Knowledge of how information needs and collection requirements
K0120 are translated, tracked, and prioritized across the extended Information Management
enterprise.
Skill to translate, track, and prioritize information needs and
S0372 intelligence collection requirements across the extended Information Management
enterprise.
Skill in identifying measures or indicators of system performance .
. . . Information Technology
S0038 and the actions needed to improve or correct performance, relative
Assessment
to the goals of the system.
K0001 Knowledge of Fomputer netwgrklng concepts and protocols, and T e
network security methodologies.
K0146 Knowledge of the organization's core business/mission processes. Organizational Awareness
K0072 Knowledge of resource management principles and techniques. Project Management
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
K002 Knowlgdge of ris.k. ma.nagefment processes (e.g., methods for IRy R——
assessing and mitigating risk).
K0048 Knowledge of Risk Management Framework (RMF) requirements. Risk Management
K0005 Knowledge of cyber threats and vulnerabilities. Vulnerabilities Assessment

18




Proficiency

Table 16. T0O208 Task Analysis

Task Statement

Importance

As Written . . S
e Provide recommendations for possible improvements and

within uperades Core
Framework P& '

Entry Research and record recommendations for possible improvements and upgrades, as applicable.

. Review, evaluate, document and report recommendations for possible improvements and
Intermediate .
upgrades, as applicable.

Advanced Oversee, provide direction and ensure implementation of recommendations for possible

improvements and upgrades, as applicable.

Table 17. Primary Knowledge, Skills, and Abilities Required to Perform the above Task

KSA ID Description Competency
K0043 Knowlfedge. oflndustry-standard and organizationally accepted B A

analysis principles and methods.

— <o inf -

K0101 Knowledge of th? organlzatlon s enterprise information technology T Y

(IT) goals and objectives.

Skill in identifying measures or indicators of system performance .

. . . Information Technology
S0038 and the actions needed to improve or correct performance, relative
Assessment

to the goals of the system.
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis

Knowledge of how to leverage research and development centers, . .

2

K0235 think tanks, academic research, and industry systems. SR R
K0090 Knowledge of system life cycle management principles, including Sysians et

software security and usability.

19




Table 18. T0223 Task Analysis

Proficiency Task Statement Importance
As Writt . . . .
> . r|. " | Review or conduct audits of information technology (IT) programs

within and proiects Core
Framework projects.

Entr With guidance, assist with reviewing and conducting audits of information technology (IT)

Z programs and projects.
Intermediate | Assist/Conduct audits of information technology (IT) programs and projects.

Advanced | Oversee, review and/or conduct audits of information technology (IT) programs and projects.

Table 19. Primary Knowledge, Skills, and Abilities Required to Perform the above Task

KSA ID Description Competency
K0043 Knowlfedge' oflndustry-standard and organizationally accepted Data Analysis
analysis principles and methods.
K0004 Knowledge of cybersecurity and privacy principles. Isr:/fs(;:an;it/llt\)thwork St
Skill in identifying measures or indicators of system performance .
. . Information Technology
S0038 and the actions needed to improve or correct performance,
. Assessment
relative to the goals of the system.
K00O1 Knowledge of Fomputer netw.orking concepts and protocols, and e e e o
network security methodologies.
K0003 Knowledge of laws, regulations, policies, and ethics as they relate Legal, Government, and
to cybersecurity and privacy. Jurisprudence
Knowledge of risk management processes (e.g., methods for .
K0002 . e Risk Management
assessing and mitigating risk).
K0048 Knowledge of Risk Management Framework (RMF) requirements. Risk Management
K0165 Knowledge of risk/threat assessment. Risk Management
K | f lifi | inciples, includi
K0090 nowledge o s_ystem ife cyc e management principles, including Systems Integration
software security and usability.
K0005 Knowledge of cyber threats and vulnerabilities. Vulnerabilities Assessment

20




Table 20. T0256 Task Analysis

Task Statement

Proficiency

Importance

As Written | Evaluate the effectiveness of procurement function in addressing
within information security requirements and supply chain risks through Core
Framework | procurement activities and recommend improvements.
Entr Assists with the review of the effectiveness of the procurement function in addressing information
Y security requirements and supply chain risks through procurement activities and provide input.
Intermediate Review the effectiveness of procurement function in addressing information security requirements
and supply chain risks through procurement activities and recommend improvements.
Advanced Coordinate with procurement function leaders in addressing information security requirements
and supply chain risks through procurement activities and recommended improvements.
Table 21. Primary Knowledge, Skills, and Abilities Required to Perform the above Task
KSA ID Description Competency
KO126 Knowledge of Supply Chain Risk Management Practices (NIST SP T o ema———
800-161)
K0257 KnO\A./I-ec.jge of information technology (m Contracting/Procurement
acquisition/procurement requirements.
K0270 Knowledge of the acquisition/procurement life cycle process. Contracting/Procurement
Abili i i foll h h h
A0OS6 bi |t.y.tf) ensure security practices are followed throughout the e PR TE
acquisition process.
. . - Information
K0004 Knowledge of cybersecurity and privacy principles. S AT NE e SRy
K00O1 Knowledge of f:omputer neth)rking concepts and protocols, and s G Bt
network security methodologies.
K0003 Knowledge of laws, regulations, policies, and ethics as they relate Legal, Government, and
to cybersecurity and privacy. Jurisprudence
Knowledge of risk management processes (e.g., methods for .
K0002 . L Risk Management
assessing and mitigating risk).
K0048 Knowledge of Risk Management Framework (RMF) requirements. Risk Management
K0154 Knowledg.e of supply chain risk management standards, processes, A e
and practices.
Knowledge of information technology (IT) supply chain security
K0169 and supply chain risk management policies, requirements, and Risk Management
procedures.
A0009 Ability to apply supply chain risk management standards. Risk Management
Knowledge of functionality, (.qya-llty, and securlty.reqwrements and Third Party Oversight/
K0164 how these will apply to specific items of supply (i.e., elements and .
Acquisition Management
processes).
Ability to evaluate/ensure the trustworthiness of the supplier Third Party Oversight/
A0045 L
and/or product. Acquisition Management
K0005 Knowledge of cyber threats and vulnerabilities. Vulnerabilities Assessment
K0006 Knowledge of specific operational impacts of cybersecurity lapses. | Vulnerabilities Assessment

21




Table 22. T0277 Task Analysis

Proficiency

Task Statement

Importance

As Written | Ensure that all acquisitions, procurements, and outsourcing efforts
within address information security requirements consistent with Core
Framework | organization goals.
Become familiar with and provide input about your organization's information security
Entry requirements consistent with organizational goals to support acquisitions, procurement and
outsourcing efforts.
, Incorporate appropriate information security requirements to support acquisitions, procurements,
Intermediate .
and outsourcing efforts.
Advanced Oversee, lead, track, and/or author acquisitions, procurements, and outsourcing efforts

addressing information security requirements consistent with organization goals, as applicable.

Table 23. Primary Knowledge, Skills, and Abilities Required to Perform the above Task

KSA ID Description Competency
KO126 Knowledge of Supply Chain Risk Management Practices (NIST SP e Ty pre—
800-161)
K | f inf i hnol IT
K0257 non ?Flge of information tec . nology (IT) Contracting/Procurement
acquisition/procurement requirements.
K0270 Knowledge of the acquisition/procurement life cycle process. Contracting/Procurement
A0OS6 AbiIit.y.t.o ensure security practices are followed throughout the e PR TE
acquisition process.
K0101 Knowledge of the organizatign's. enterprise information B A
technology (IT) goals and objectives.
K0004 Knowledge of cybersecurity and privacy principles. Isr:/fsc;:a%it/llletwork St
K0001 Knowledge of f:omputer netwprklng concepts and protocols, and [T e
network security methodologies.
K0003 Knowledge of laws, regulations, policies, and ethics as they relate Legal, Government, and
to cybersecurity and privacy. Jurisprudence
K0146 Knowledge of the organization's core business/mission processes. | Organizational Awareness
K002 Knowl'edge of rls'k. ma.nagefment processes (e.g., methods for Ty ———
assessing and mitigating risk).
K0165 Knowledge of risk/threat assessment. Risk Management
Knowledge of information technology (IT) supply chain security
K0169 and supply chain risk management policies, requirements, and Risk Management
procedures.
K | f f ionali li i i
nowledge o. unctionality, (-:Il.,la.lty, and securlty_reqwrements and Third Party Oversight/
K0164 how these will apply to specific items of supply (i.e., elements and s
Acquisition Management
processes).
Ability to evaluate/ensure the trustworthiness of the supplier Third Party Oversight/
A0045 L
and/or product. Acquisition Management
K0005 Knowledge of cyber threats and vulnerabilities. Vulnerabilities Assessment
K0006 Knowledge of specific operational impacts of cybersecurity lapses. | Vulnerabilities Assessment
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Proficiency

Table 24. T0340 Task Analysis

Task Statement

Importance

Act as a primary stakeholder in the underlying information

As“\ll:{c:'ic;c]en technology (IT) operational processes and functions that support Core
the service, provide direction and monitor all significant activities
Framework L .
so the service is delivered successfully.
With supervision, support the underlying information technology (IT) operational processes and
Entry functions that support the service, and help provide direction and monitoring of all significant
activities so the service is delivered successfully.
Manage the underlying information technology (IT) operational processes and functions that
Intermediate | support the service, provide direction and monitor all significant activities so the service is
delivered successfully.
Manage, lead, and oversee the underlying information technology (IT) operational processes and
Advanced functions that support the service, provide direction and monitor all significant activities so the

service is delivered successfully.

Table 25. Primary Knowledge, Skills, and Abilities Required to Perform the above Task

KSA ID Description Competency
Abili nsur rity practi re foll hrough h
AOOS6 bi |t.y.tf) ensure security practices are followed throughout the e e T
acquisition process.
Knowledge of how information needs and collection
K0120 requirements are translated, tracked, and prioritized across the Information Management
extended enterprise.
Skill to translate, track, and prioritize information needs and
S0372 intelligence collection requirements across the extended Information Management
enterprise.
Skill in identifying measures or indicators of system performance .
. . Information Technology
S0038 and the actions needed to improve or correct performance,
. Assessment
relative to the goals of the system.
K0146 Knowledge of the organization's core business/mission processes. | Organizational Awareness
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
Knowl f risk management pr .g., meth for
K0002 ow fedge o 'Sf : a. agg ent processes (e.g., methods fo SR T
assessing and mitigating risk).
K0165 Knowledge of risk/threat assessment. Risk Management
A0039 Ability to oversee the development and update of the life cycle Third Party Oversight/
cost estimate. Acquisition Management
Knowledge of specific operational impacts of cybersecurit N
K0006 & P P P i ¥ Vulnerabilities Assessment

lapses.
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Table 26. T0354 Task Analysis

Proficiency Task Statement Importance
As Written . . .
o Coordinate and manage the overall service provided to a customer
within Core
end-to-end.
Framework
Entry Support efforts to coordinate the overall service provided to a customer end-to-end.

Intermediate | Coordinate and manage the overall service provided to a customer end-to-end.

Advanced Oversee and coordinate the overall service provided to a customer end-to-end.

Table 27. Primary Knowledge, Skills, and Abilities Required to Perform the above Task

KSA ID Description Competency

Knowledge of industry-standard and organizationally accepted .
K0043 . = L y < i R Data Analysis

analysis principles and methods.

Skill to translate, track, and prioritize information needs and
S0372 intelligence collection requirements across the extended Information Management

enterprise.

Skill in identifying measures or indicators of system performance .

. . Information Technology
S0038 and the actions needed to improve or correct performance,
. Assessment

relative to the goals of the system.
K0146 Knowledge of the organization's core business/mission processes. | Organizational Awareness
K0072 Knowledge of resource management principles and techniques. Project Management
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
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Table 28. T0370 Task Analysis

Proficiency

Task Statement
Ensure that appropriate Service-Level Agreements (SLAs) and

Importance

As Written L ;
o underpinning contracts have been defined that clearly set out for
within .. . Core
the customer a description of the service and the measures for
Framework . .
monitoring the service.
Familiarize yourself with, research and recommend appropriate Service-Level Agreements (SLAs)
Entry and underpinning contracts that clearly set out for the customer a description of the service and
the measures for monitoring the service.
Review, edit and/or author appropriate Service-Level Agreements (SLAs) and underpinning
Intermediate | contracts that clearly set out for the customer a description of the service and the measures for
monitoring the service.
Oversee, ensure and/or author appropriate Service-Level Agreements (SLAs) and underpinning
Advanced | contracts that clearly set out for the customer a description of the service and the measures for

monitoring the service.

Table 29. Primary Knowledge, Skills, and Abilities Required to Perform the above Task

KSA ID Description Competency
K led f inf tion technol IT
K0257 nov\./ g.ge orinformation ec.no ogy (IT) Contracting/Procurement
acquisition/procurement requirements.
K0270 Knowledge of the acquisition/procurement life cycle process. Contracting/Procurement
A0OS6 Abilit.y.tf) ensure security practices are followed throughout the R S
acquisition process.
K0043 Knowlfedgg oflndustry-standard and organizationally accepted e AR
analysis principles and methods.
K0101 Knowledge of the organlzatlgn s. enterprise information S AT TEEE
technology (IT) goals and objectives.
Knowledge of service management concepts for networks and
K0200 related standards (e.g., Information Technology Infrastructure Enterprise Architecture
Library, current version [ITIL]).
Knowledge of how information needs and collection requirements
K0120 are translated, tracked, and prioritized across the extended Information Management
enterprise.
Skill to translate, track, and prioritize information needs and
S0372 intelligence collection requirements across the extended Information Management
enterprise.
Skill in identifying measures or indicators of system performance .
. . Information Technology
S0038 and the actions needed to improve or correct performance,
. Assessment
relative to the goals of the system.
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
K0048 Knowledge of Risk Management Framework (RMF) requirements. Risk Management
K0165 Knowledge of risk/threat assessment. Risk Management
Knowledge of functionality, (.ql.Ja.Ilty, and securlty.requwements and Third Party Oversight/
K0164 how these will apply to specific items of supply (i.e., elements and o
Acquisition Management
processes).
A0O45 Ability to evaluate/ensure the trustworthiness of the supplier Third Party Oversight/
and/or product. Acquisition Management
K0006 Knowledge of specific operational impacts of cybersecurity lapses. | Vulnerabilities Assessment
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Table 30. TO377 Task Analysis

Proficiency

Task Statement

Importance

As Written . . . .
within Gather feedback on customer satisfaction and internal service Core
performance to foster continual improvement.
Framework
Entr Gather feedback on customer satisfaction and internal service performance to foster continual
y improvement.
Intermediate Monitor and provide analysis on gathered feedback on customer satisfaction and internal service
performance to foster continual improvement.
Advanced Assess the analysis of feedback and recommend/direct improvements to raise customer
satisfaction and internal service performance rating to foster continual improvement.
Table 31. Primary Knowledge, Skills, and Abilities Required to Perform the above Task
KSA ID Description Competency
Knowledge of how information needs and collection requirements
K0120 are translated, tracked, and prioritized across the extended Information Management
enterprise.
Skill in identifying measures or indicators of system performance .
. . Information Technology
S0038 and the actions needed to improve or correct performance,
. Assessment
relative to the goals of the system.
K0146 Knowledge of the organization's core business/mission processes. | Organizational Awareness
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Table 32. T0O379 Task Analysis

Proficiency Task Statement Importance
As Written | Manage the internal relationship with information technology (IT)
within process owners supporting the service, assisting with the Core
Framework | definition and agreement of Operating Level Agreements (OLAs).
Assist with managing the internal relationship with information technology (IT) process owners
Entry supporting the service, assisting with the definition and agreement of Operating Level Agreements
(OLAs).
Intermediate Manage internal relationship with information technology (IT) process owners supporting the
service, assisting with the definition and agreement of Operating Level Agreements (OLAs).
Oversee and maintain the internal relationship with information technology (IT) process owners
Advanced | supporting the service, assisting with the definition and agreement of Operating Level Agreements
(OLAs).
Table 33. Primary Knowledge, Skills, and Abilities Required to Perform the above Task
KSA ID Description Competency
K0101 Knowledge of the organizatiQn's. enterprise information S AT TEEE
technology (IT) goals and objectives.
Knowledge of how information needs and collection requirements
K0120 are translated, tracked, and prioritized across the extended Information Management
enterprise.
Skill to translate, track, and prioritize information needs and
S0372 intelligence collection requirements across the extended Information Management
enterprise.
Skill in identifying measures or indicators of system performance .
S0038 and the actions needed to improve or correct performance, el e e
. Assessment
relative to the goals of the system.
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
K0006 Knowledge of specific operational impacts of cybersecurity lapses. | Vulnerabilities Assessment

27




Proficiency

Table 34. TO389 Task Analysis

Task Statement

Importance

Review service performance reports identifying any significant

As Written | - L .
within issues and variances, initiating, where necessary, corrective Core
Framework | @ctions and ensuring that all outstanding issues are followed up.
Entry Review service performance reports and report any significant issues and variances.
. Where necessary, initiate, recommend, or escalate corrective actions and ensure that all issues
Intermediate
are addressed and resolved.
Ad J Provide guidance for resolution of complex issues and variances, or escalate as necessary
vance corrective actions and ensure all issues are addressed and resolved.
Table 35. Primary Knowledge, Skills, and Abilities Required to Perform the above Task
KSA ID Description Competency
Knowledge of how information needs and collection requirements
K0120 are translated, tracked, and prioritized across the extended Information Management
enterprise.
Skill to translate, track, and prioritize information needs and
S0372 intelligence collection requirements across the extended Information Management
enterprise.
Information
K0004 Knowledge of cybersecurity and privacy principles. .
€ ¥ y P yp P Systems/Network Security
Skill in identifying measures or indicators of system performance .
. . Information Technology
S0038 and the actions needed to improve or correct performance,
. Assessment
relative to the goals of the system.
K0146 Knowledge of the organization's core business/mission processes. | Organizational Awareness
K0072 Knowledge of resource management principles and techniques. Project Management
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
Knowledge of risk management processes (e.g., methods for .
K0002 ) = e . . > (eg Risk Management
assessing and mitigating risk).
K0165 Knowledge of risk/threat assessment. Risk Management
Knowledge of system life cycle management principles, includin .
KO090 = .y y . s o o & Systems Integration
software security and usability.
K0O006 Knowledge of specific operational impacts of cybersecurity lapses. | Vulnerabilities Assessment
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Proficiency

Table 36. T0394 Task Analysis

Task Statement Importance

As Written | Work with other service managers and product owners to balance
within and prioritize services to meet overall customer requirements, Core
Framework | constraints, and objectives.
iy Help' project lead work with service manag?rs and pr?duct owners to b'a/ance and Friqritize
services to meet overall customer expectations, requirements, constraints, and objectives.
Intermediate Work with service managers and product owners to balance and prioritize services to meet overall
customer requirements, constraints, and objectives.
Advanced Direct and advise those responsible for balancing and prioritizing services to meet overall
customer requirements, constraints, and objectives.
Table 37. Primary Knowledge, Skills, and Abilities Required to Perform the above Task
KSA ID Description Competency
K0043 Knowlgdgg ofindustry-standard and organizationally accepted EE AT
analysis principles and methods.
K0101 Knowledge of the organizati.on's. enterprise information Biaiaise ArdiiEaue
technology (IT) goals and objectives.
K0146 Knowledge of the organization's core business/mission processes. | Organizational Awareness
K0072 Knowledge of resource management principles and techniques. Project Management
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
K0002 Knowledge of risk management processes (e.g., methods for Risk Management
assessing and mitigating risk).
K0165 Knowledge of risk/threat assessment. Risk Management
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Table 38. T0407 Task Analysis

Proficiency Task Statement Importance
As Written
within Participate in the acquisition process as necessary. Core
Framework
Entry Participates in the acquisition process as necessary.
Intermediate | Leads the acquisition process.
Advanced | Oversees the acquisition process.
Table 39. Primary Knowledge, Skills, and Abilities Required to Perform the above Task
KSA ID Description Competency
K0257 Knovx.llt.ac'ige of information technology (i) Contracting/Procurement
acquisition/procurement requirements.
K0270 Knowledge of the acquisition/procurement life cycle process. Contracting/Procurement
AOOS6 Abl|lt.y.tf) ensure security practices are followed throughout the eI e e—
acquisition process.
K | fi - izationall
K0043 now ?dgg o .|ndustry standard and organizationally accepted EE AT
analysis principles and methods.
K0101 Knowledge of the organizatiF)n's. enterprise information Biaiaise ArdiiEaue
technology (IT) goals and objectives.
Skill to translate, track, and prioritize information needs and
S0372 intelligence collection requirements across the extended Information Management
enterprise.
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
Knowledge of functionality, gya!lty, and securlty.reqwrements and Third Party Oversight/
K0164 how these will apply to specific items of supply (i.e., elements and .
Acquisition Management
processes).
A0039 Ability to oversee the development and update of the life cycle Third Party Oversight/
cost estimate. Acquisition Management
A0045 Ability to evaluate/ensure the trustworthiness of the supplier Third Party Oversight/

and/or product.

Acquisition Management
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Proficiency

Table 40. T0415 Task Analysis

Task Statement

Importance

As Written | Ensure that supply chain, system, network, performance, and
within cybersecurity requirements are included in contract language and Core
Framework | delivered.
ity Monitor supply chain, system, network, performance, and cybersecurity requirements are included
in contract language and delivered.
. Identify and ensure that supply chain, system, network, performance, and cybersecurity
Intermediate . . . .
requirements are included in contract language and delivered.
Advanced Oversee the efforts to ensure that supply chain, system, network, performance, and cybersecurity

requirements are included in contract language and delivered.

Table 41. Primary Knowledge, Skills, and Abilities Required to Perform the above Task

KSA ID Description Competency
KO126 Knowledge of Supply Chain Risk Management Practices (NIST SP e Ty pre—
800-161)
K0257 KnO\A./I-ec.jge of information technology (m Contracting/Procurement
acquisition/procurement requirements.
K0270 Knowledge of the acquisition/procurement life cycle process. Contracting/Procurement
Abili i i foll h h h
A0OS6 bi |t.y.t.o ensure security practices are followed throughout the e PR TE
acquisition process.
K0043 Knowlfzdge. oflndustry-standard and organizationally accepted e AT
analysis principles and methods.
Knowledge of how information needs and collection requirements
K0120 are translated, tracked, and prioritized across the extended Information Management
enterprise.
Skill to translate, track, and prioritize information needs and
S0372 intelligence collection requirements across the extended Information Management
enterprise.
. . — Information
K0004 Knowledge of cybersecurity and privacy principles. ST NS e STy
Skill in identifying measures or indicators of system performance .
. . Information Technology
S0038 and the actions needed to improve or correct performance,
. Assessment
relative to the goals of the system.
K0001 Knowledge of f:omputer netwprklng concepts and protocols, and [T e
network security methodologies.
K0003 Knowledge of laws, regulations, policies, and ethics as they relate Legal, Government, and
to cybersecurity and privacy. Jurisprudence
K0196 Knowledge of Import/Export Regulations related to cryptography Legal, Government, and
and other security technologies. Jurisprudence
K0072 Knowledge of resource management principles and techniques. Project Management
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
K0154 Knowledge of supply chain risk management standards, processes, R T
and practices.
Knowledge of information technology (IT) supply chain security
K0169 and supply chain risk management policies, requirements, and Risk Management
procedures.
A0009 Ability to apply supply chain risk management standards. Risk Management
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KSA ID Description Competency
Knowledge of import/export control regulations and responsible Third Party Oversight/
K0148 . . . .
agencies for the purposes of reducing supply chain risk. Acquisition Management
K | f f ionalit li i i
nowledge o. unctionality, gga.lty, and securlty.requwements and Third Party Oversight/
K0164 how these will apply to specific items of supply (i.e., elements and o
Acquisition Management
processes).
Ability to evaluate/ensure the trustworthiness of the supplier Third Party Oversight/
A0045 s
and/or product. Acquisition Management
K0005 Knowledge of cyber threats and vulnerabilities. Vulnerabilities Assessment
K0006 Knowledge of specific operational impacts of cybersecurity lapses. | Vulnerabilities Assessment

32




Table 42. T0493 Task Analysis

Proficiency Task Statement Importance
As Written

within Lead and oversee budget, staffing, and contracting. Core
Framework

Entry With guidance, support efforts regarding budget, resources, and acquisitions.

Intermediate | Participate in efforts regarding budget, resources, and acquisitions.

Advanced | Oversee others responsible for budget, resources, and acquisitions.

Table 43. Primary Knowledge, Skills, and Abilities Required to Perform the above Task

KSA ID Description Competency
K0257 Knovx.llt.ac'ige of information technology (i) Contracting/Procurement
acquisition/procurement requirements.
K0270 Knowledge of the acquisition/procurement life cycle process. Contracting/Procurement
AOOS6 Abl|lt.y.tf) ensure security practices are followed throughout the eI e e—
acquisition process.
K | fi - izationall
K0043 now ?dgg o .|ndustry standard and organizationally accepted EE AT
analysis principles and methods.
K0101 Knowledge of the organizatit.bn's. enterprise information Biaiaise ArdiiEaue
technology (IT) goals and objectives.
Knowledge of how information needs and collection requirements
K0120 are translated, tracked, and prioritized across the extended Information Management
enterprise.
Skill in identifying measures or indicators of system performance .
. . Information Technology
S0038 and the actions needed to improve or correct performance,
. Assessment
relative to the goals of the system.
K0072 Knowledge of resource management principles and techniques. Project Management
K0012 Knowledge of capabilities and requirements analysis. Requirements Analysis
A0039 Ability to oversee the development and update of the life cycle Third Party Oversight/
cost estimate. Acquisition Management
Ability to evaluate/ensure the trustworthiness of the supplier Third Party Oversight/
A0045 L
and/or product. Acquisition Management
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