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Introduction

Windows Command-Line Administrator’s Pocket Consultant, Second Edition, is designed
to be a concise and compulsively usable resource for Windows administrators. This is
the readable resource guide that you'll want on your desk or in your pocket at all times.
The book discusses everything you need to perform core administrative tasks using
the Windows command line. Because the focus is directed toward providing you with
maximum value in a pocket-sized guide, you don’t have to wade through hundreds of
pages of extraneous information to find what you're looking for. Instead, you'll find
exactly what you need to get the job done.

In short, the book is designed to be the one resource you consult whenever you have
questions regarding Windows command-line administration. To this end, the book
concentrates on daily administration procedures, frequently used tasks, documented
examples, and options that are representative but not necessarily inclusive. The goal is
to keep the content so concise that the book remains compact and easy to navigate,
while ensuring that the book is packed with as much information as possible—making
it a valuable resource. Thus, instead of a hefty 1,000-page tome or a lightweight 100-page
quick reference, you get a valuable resource guide that can help you quickly and easily
perform common tasks, solve problems, and implement such advanced administration
areas as automated monitoring, memory leak analysis, disk partitioning, Active
Directory management, and network troubleshooting,.

Find Additional Content Online As new or updated material becomes
available that complements your book, it will be posted online on the Microsoft
Press Online Windows Server and Client Web site. Based on the final build of
Windows Server 2008, the type of material you might find includes updates to book
content, articles, links to companion content, errata, sample chapters, and more. This
Web site will be available soon at www.microsoft.com/learning/books/online/serverclient,
and will be updated periodically.

Who Is This Book For?

Windows Command-Line Administrator’s Pocket Consultant, Second Edition, covers
Windows Server 2008 and Windows Vista. The book is designed for:

Current Windows Server 2008 administrators

Support staff who maintain Windows Vista systems

n

m Accomplished users who have some administrator responsibilities

m Administrators upgrading to Windows Server from previous versions
n

Administrators transferring from other platforms

Xix



XX Introduction

To pack in as much information as possible, I had to assume that you have basic
networking skills and a basic understanding of Windows, and that Windows is
already installed on your systems. With this in mind, I don’t devote entire chapters to
understanding Windows architecture, installing Windows, or Windows startup and
shutdown. I do, however, cover scheduling tasks, monitoring Windows systems,
managing accounts, administering network services, and much more.

I also assume that you are fairly familiar with Windows commands and procedures as
well as the Windows user interface. If you need help learning Windows basics, you
should read the Windows documentation.

How Is This Book Organized?

Windows Command-Line Administrator’s Pocket Consultant, Second Edition, is designed
to be used in the daily administration of Windows systems, and as such the book is
organized by job-related tasks rather than by Windows features. Speed and ease of
reference is an essential part of this hands-on guide. The book has an expanded table
of contents and an extensive index for finding answers to problems quickly. Many
other quick reference features have been added as well. These features include quick
step-by-step instructions, lists, tables with fast facts, and extensive cross-references.
The book is organized into both parts and chapters.

Part [, “Windows Command-Line Fundamentals,” reviews the fundamental tasks you
need for command-line administration. Chapter 1 provides an overview of command-
line administration tools, techniques, and concepts. Chapter 2 is designed to help
you get the most out of the command shell. It details techniques for starting up the
command shell using parameters, how to control command path settings, what
redirection techniques are available, and how to use multiple commands in sequences.
Chapter 3 discusses the essentials for creating command-line scripts. You'll learn how
to set variables, work with conditional controls, and create procedures.

Windows provides many command-line tools to help in the management of daily
operations. Part I, “Windows Systems Administration Using the Command Line,”
discusses the core tools and techniques you'll use to manage Windows systems.
Chapter 4 explores techniques for configuring roles, role services, and features on
Windows servers. Chapter 5 discusses many of the key administration tools, including
those that help you gather system information, work with the Windows registry,
configure Windows services, and shut down systems remotely. Chapter 6 examines
the logging tools available for Windows systems that can help you identify and track
system problems, monitor applications and services, and maintain system security.
You'll also learn how to write events to the system and application logs. In Chapter 7,
youw'll learn about tools and techniques for monitoring applications, examining
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processes, and maintaining performance. Chapter 8 provides techniques you can use
to manage the way logging is performed, centralize event logging across the enterprise,
and collect and generate reports on performance data. Chapter 9 discusses ways you
can automate tasks to reduce the daily workload.

The book continues with Part III, “Windows File System and Disk Administration
Using the Command Line.” Users depend on hard disk drives to store their word-
processing documents, spreadsheets, and other types of data. If you've worked with
Windows Vista or Windows Server 2008 for any length of time, you’'ve probably used
the Disk Management tool. The command-line counterpart of Disk Management is
the disk partition utility (DiskPart). You can use DiskPart to handle most disk
management tasks as well as to perform some additional tasks that cannot be performed
in the graphical user interface. Chapter 10 provides an introduction to DiskPart and
also discusses FSUtil, ChkDsk, and CHKNTFS. Chapter 11 discusses partitioning
basic disks. Chapter 12 examines dynamic disks and how they are used. The chapter
also examines implementing, managing, and troubleshooting RAID.

Part IV, “Windows Active Directory Administration Using the Command Line,”
concentrates on the core commands you'll use for configuring, managing, and trouble-
shooting Active Directory. Chapter 13 discusses many of the key directory services
administration tools, including tools that help you gather directory information.
Chapter 14 examines tools that help you create and manage computer accounts in
Active Directory. You'll also learn how to configure domain controllers as global
catalogs and operations masters. Chapter 15 discusses creating and managing
accounts for users and groups in Active Directory.

The final part, Part V, “Windows Network Administration Using the Command Line,”
examines network printing, TCP/IP networking, and related issues. Chapter 16 examines
network printing and print services. Chapter 17 discusses configuring, maintaining,
and troubleshooting TCP/IP networking from the command line.

Appendix A provides a quick reference for command-line utilities discussed in the
book. In Appendix B, you'll find a quick reference for the contexts and commands
available when you are working with the network services shell (Netsh). You can use
Netsh to manage the configuration of various network services on local and remote
computers.

Conventions Used in This Book

I've used a variety of elements to help keep the text clear and easy to follow. You'll find
code terms and listings in monospace type, except when I tell you to actually type a
command. In that case, the command appears in bold type. When I introduce and
define a new term, [ put it in italics.
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Other conventions include:
m Notes To provide details on a point that needs emphasis

m Best Practices To examine the best technique to use when working with
advanced configuration and administration concepts

Cautions To warn you when there are potential problems you should look out for
More Info To provide more information on the subject

Real World To provide real-world advice when discussing advanced topics

Security Alerts To point out important security issues
m Tips To offer helpful hints or additional information

I truly hope you find that Windows Command-Line Administrator’s Pocket Consultant,
Second Edition, provides everything that you need to perform essential administrative
tasks as quickly and efficiently as possible. You're welcome to send your thoughts to
me at williamstanek@aol.com. Thank you.

Support

Every effort has been made to ensure the accuracy of this book. Microsoft Press pro-
vides corrections for books through the World Wide Web at the following address:

http://www.microsoft.com/mspress/support

If you have comments, questions, or ideas about this book, please send them to
Microsoft Press using either of the following methods:

Postal Mail:

Microsoft Press

Attn: Editor, Windows Command-Line Administrator’s Pocket Consultant, Second Edition
One Microsoft Way

Redmond, WA 98052-6399

E-mail:

mspinput@microsoft.com

Please note that product support isn’t offered through these mail addresses. For
support information, visit Microsoft’s Web site at http://support.microsoft.com/.



Chapter 5
Managing Windows Systems

Your job as an administrator is to plan, organize, and track the details that keep the
network running. If you're to survive without just muddling through, you need to
learn how to do those jobs quickly and efficiently. Fortunately, Windows supplies
plenty of command-line tools to help you with these tasks, and this chapter discusses
some of the more important tools for daily systems management.

Examining System Information

Often when you are working with a user’s computer or a remote server, you'll want to
examine some basic system information, such as who is logged on, the current system
time, or the location of a certain file. Commands that help you gather basic system
information include the following:

m DATE Displays and sets the current system date
m TIME Displays and sets the current system time

® WHOAMI Displays the name of the user currently logged on the system, such
as adatum\administrator

B WHERE Searches for files using a search pattern and returns a list of matching
results

To use DATE or TIME, simply type the command in a command shell window
followed by the /T parameter and press Enter. The output of date /tis the current date,
such as Wed 03/19/2008. The output of time /t is the current time, such as 04:35 PM.
To set the date or time, simply follow the command name with the desired date or
time. You enter the current date in MM-DD-YY format, where MM is for the two-digit
month, DD is for the two-digit day, and YY is for the two-digit year, such as entering
03-20-08 for March 20, 2008.

You enter the current time in HH:MM or HH:MM:SS format, where HH is for the
two-digit hour, MM is for the two-digit minute, and SS is for the two-digit second. If you
enter the time without designating A M. or PM., the TIME command assumes you are
using a 24-hour clock, where hours from 00 to 11 indicate A M. and hours from 12 to
23 indicate PM. All of the following examples set the time to 4:45 P.M.:

time 04:45 PM

time 04:45:00 PM

time 16:45:00

To use WHOAMI to determine who is logged on, simply type the command in a
command shell window and press Enter. If the computer is part of a workgroup, the

79
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output includes the name of the computer followed by a backward slash and the name
of the logged-on user, such as computer84\deanr. If the computer is part of a domain,
the output includes the name of the domain followed by a backward slash and the
name of the logged-on user, such as adatum\williams.

By default, WHERE searches the current directory and in the paths specified by the
PATH environment variable. This means you can quickly search for an executable in
the current path simply by typing where followed by the executable you want to find.
For example, if you want to find CMD.EXE, you can type the following:

where cmd.exe

The output is the full file path to CMD.EXE, such as:

C:\Windows\System32\cmd.exe
With WHERE, the other most common syntax you'll use is

where /r baseDir filename

Here, /1 is for a recursive search starting from the specified directory (\BaseDir) and
including all subdirectories, and filename is the name or partial name of the file to
search for, which can include wildcard characters. Use ? as a wildcard to match a single
character and * as a wildcard to match multiple characters, such as data???.txt or
data*.*. In the following example, you search the C:\ directory and all subdirectories
for text files that begin with data, as follows:

where /r C:\ data*.txt

You can also search for files of all types that begin with data, as in this example:
where /r C:\ data*.*

Sometimes when you are working with a computer, you'll want to obtain information
on the system configuration or the system environment. With mission-critical systems,

you may want to save or print this information for easy reference. Commands that help
you gather system information include the following:

m DRIVERQUERY Displays alist of all installed device drivers and their properties,
including module name, display name, driver type, and driver link date. With
verbose output, the command also lists the driver status, state, start mode,
memory usage, and file system path. Use the /V parameter to get verbose output
of all unsigned drivers.

W SYSTEMINFO Displays detailed system configuration information, including
operating system version, system type, system manufacturer, processor, BIOS
version, memory size, locale setting, time zone setting, and network card
configuration. This command also shows the hotfixes that have been installed.

To use these commands on a local computer, simply type the command name in a
command shell window and press Enter. With DRIVERQUERY, use the /V parameter
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to get verbose output for unsigned drivers, and the /Si parameter to display properties
of signed drivers, such as

driverquery /si

With the DRIVERQUERY and SYSTEMINFO commands, you can also specify the
remote computer to query and the Run As permissions. To do this, you must use the
expanded syntax, which includes the following parameters:

/S Computer /U [Domain\]User [/P Password]

where Computer is the remote computer name or 1P address, Domain is the optional
domain name in which the user account is located, User is the name of the user
account whose permissions you want to use, and Password is the optional password for
the user account. If you don’t specify the domain, the current domain is assumed. If
you don’t provide the account password, you are prompted for the password.

To see how the computer and user information can be added to the syntax, consider
the following examples:

Use the account adatum\wrstanek when querying MAILERL1 for driver settings:

driverquery /s mailerl /u adatum\wrstanek

Use the account adatum\administrator when querying CORPSERVERO1 for
system information:

systeminfo /s corpserver0l /u adatum\administrator

Tip The basic output of these commands is in table format. You can also format
the output as a list or lines of comma-separated values using /Fo List or /Fo Csv,
respectively. You may wonder why you should use the various formats. That's a
good question. For SYSTEMINFO, | recommend using the list format (/ Fo List) when
you want to see all details about system configuration, and for DRIVERQUERY |
recommend the verbose list format (/Fo List /V) when you are troubleshooting
unsigned drivers. Further, | recommend using comma-separated values when you
want to store the output in a file that may later be exported to a spreadsheet or
flat-file database. Remember you can redirect the output of the DRIVERQUERY and
SYSTEMINFO commands to a file by using output redirection (> or >>).

Working with the Registry

The Windows registry stores configuration settings. Using the Reg command-line
utility, you can view, add, delete, compare, and copy registry entries. Because the
Windows registry is essential to the proper operation of the operating system, make
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changes to the registry only when you know how these changes will affect the system.
Before you edit the registry in any way, perform a complete system backup and create
a system recovery data snapshot. This way, if you make a mistake, you can recover the
registry and the system.

Caution  Improperly modifying the Windows registry can cause serious
problems. If the registry becomes corrupted, you might have to reinstall the
operating system. Double-check the commands you use before executing them.
Make sure that they do exactly what you intend.

Understanding Registry Keys and Values

The Windows registry stores configuration settings for the operating system,
applications, users, and hardware. Registry settings are stored as keys and values,
which are placed under a specific root key controlling when and how the keys and
values are used.

Table 5-1 lists the registry root keys as well as a description and the reference name you
will use to refer to the root key when working with the REG command. Under the root
keys, you'll find the main keys that control system, user, application, and hardware
settings. These keys are organized into a tree structure, with folders representing keys.
For example, under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services,
you'll find folders for all services installed on the system. Within these folders are the
registry keys that store important service configuration settings and their subkeys.

Table 5-1 Keys in the Windows Registry

Root Key Reference Name Description
HKEY_CURRENT_USER HKCU Stores configuration settings
for the current user.
HKEY_LOCAL_MACHINE HKLM Stores system-level
configuration settings.
HKEY_CLASSES_ROOT HKCR Stores configuration settings

for applications and files.
Also ensures that the correct
application is opened when a
file is accessed.

HKEY_USERS HKU Stores default-user and
other-user settings by
profile.

HKEY_CURRENT_CONFIG HKCC Stores information about the

hardware profile being used.
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Keys that you want to work with must be designated by their folder path. For example,
the path to the DNS key is HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\
Services\DNS and, using the abbreviated path HKLM\SYSTEM\ CurrentControlSet\

Services\DNS, you can view and manipulate this key.

Key values are stored as a specific data type. Table 5-2 provides a summary of the main
data types used with keys.

Table 5-2 Registry Key Values and Data Types

Data Type

Description

Example

REG_BINARY

Identifies a binary value.
Binary values are stored
using base-2 (0 or 1 only)
but are displayed and
entered in hexadecimal
(base-16) format.

01 00 14 80 90 00 00 9¢ 00

REG_DWORD

Identifies a binary data
type in which 32-bit
integer values are stored
as four byte-length values
in hexadecimal.

0x00000002

REG_EXPAND_SZ

Identifies an expandable
string value, which is usually
used with directory paths.

%SystemRoot%\dns.exe

REG_MULTI_SZ

Identifies a multiple string
value.

Tepip Afd RpcSc

REG_NONE

Identifies data without a
particular type. This data is
written as binary values
but displayed and entered
in hexadecimal (base-16)
format.

234567 80

REG_SZ

Identifies a string value
containing a sequence of
characters.

DNS Server

As long as you know the key path and understand the available key data types, you
can use the REG command to view and manipulate keys in a variety of ways. REG
has several different subcommands, and we’ll explore some of them. The sections that
follow discuss each of the following REG subcommands:

B REG add Adds a new subkey or entry to the registry

B REG delete Deletes a subkey or entries from the registry

W REG query Lists the entries under a key and the names of subkeys (if any)
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B REG compare Compares registry subkeys or entries

B REG copy Copies a registry entry to a specified key path on a local or remote
system

B REG flags Displays and manages the current flags of a specified key
B REG restore Writes saved subkeys, entries, and values back to the registry
B REGsave Savesa copy of specified subkeys, entries, and values to a file

The following sections will also discuss the following commands for performing
advanced registry manipulation:

B REG import Imports a specified hive file into the registry

W REG export Exports specified subkeys, entries, and values to a registry file
B REG load Loads a specified hive file into the registry

B REGunload Unloads a specified hive file into the registry

Note The REG command is run using the permissions of the current user. If you
want to use a different set of permissions, the easiest way is to log on as that user.

Querying Registry Values

Using REG query, you can read registry values by referencing the full path and name
of a key or key value that you want to examine. The basic syntax is

reg query KeyName [/v ValueName]

where KeyName is the name of the key you want to examine and ValueName is an
optional parameter that specifies a specific key value. In the following example, you
query the DNS key under the current control set:

reg query HKLM\SYSTEM\CurrentControlSet\Services\DNS

Alternatively, if you know the specific key value you want to examine, you can limit
the query results using the /V parameter. In this example, you list the value of the
ImagePath entry for the DNS key:

reg query HKLM\SYSTEM\CurrentControlSet\Services\DNS /v ImagePath

The key path can also include the UNC name or IP address of a remote computer that
you want to examine, such as \\Mailerl or \\192.168.1.100. However, keep in mind
that on a remote computer, you can only work with the HKLM and HKU root keys. In
this example, you examine the DNS key on MAILER1:

reg query \\Mailerl\HKLM\SYSTEM\CurrentControlSet\Services\DNS
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Note If you specify a nonexistent key or value, an error message is displayed.
Typically, it reads: ERROR: The system was unable to find the specified registry key
or value.

Comparing Registry Keys

With REG compare, you can compare registry entries and values between two systems
or between two different keys on the same system. Performing registry comparisons
is useful in the following situations:

B When you are trying to troubleshoot service and application configuration
issues At such times, it is useful to compare the registry configurations
between two different systems. Ideally, these systems include one that appears to
be configured properly and one that you suspect is misconfigured. You can then
perform a comparison of the configuration areas that you suspect are causing
problems.

B When you want to ensure that an application or service is configured the same
way on multiple systems Here youwould use one system as the basis for testing
the other system configurations. Ideally, the basis system is configured exactly as
expected before you start comparing its configuration to other systems.

The basic syntax for REG compare is

reg compare KeyNamel KeyName2 [/v ValueName]

where KeyNamel and KeyName2 are the names of the subkeys that you want to
compare and ValueName is an optional parameter that specifies a specific key value
to compare. The key name can include the UNC name or IP address of a remote
computer that you want to examine. In the following example, you compare the DNS
key under the current control set on MAILER] and MAILER2:

reg compare \\Mailerl\HKLM\SYSTEM\CurrentControlSet\Services\DNS
\\MaiTer2\HKLM\SYSTEM\CurrentControlSet\Services\DNS

If the keys are configured the same, the output is

Results Compared: Identical
The operation completed successfully.

If the keys are configured differently, the output shows the differences. Any differences
that begin with the < character pertain to the first key specified and differences that
begin with the > character pertain to the second key specified. The output will also
state

Results Compared: Different
The operation completed successfully.
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Tip Differences are displayed because the /Od parameter is assumed by
default. Using additional parameters, you can also specify that you want to see all
differences and matches (/Oa), only matches (/Os), or no results (/On).

Additionally, if you want to compare all subkeys and entries recursively, you can add
the /S parameter, as shown in the following example:

reg compare \\Mailerl\HKLM\SYSTEM\CurrentControlSet\Services\DNS
\\Ma1iTer2\HKLM\SYSTEM\CurrentControlSet\Services\DNS /s

Now the key, all subkeys, and all related entries for the DNS key on MAILER1 and
MAILER? are compared.

Saving and Restoring Registry Keys

Before you modify registry entries, it is a good idea to save the keys you will use. If
anything goes wrong, you can restore those keys to their original settings. To save a
copy of a registry subkey and all its related subkeys and values, use REG save, as
shown here:

reg save KeyName "FileName"

where KeyName is the path to the subkey you want to save and FileName is the text
name of the registry hive file you want to create. The subkey path can include the UNC
name or [P address of a remote computer. However, on a remote computer, you can
only work with the HKLM and HKU root keys. Additionally, the filename should be
enclosed in double quotation marks and should end in the .hiv extension to indicate
itis a registry hive file, as shown in the following example:

reg save HKLM\SYSTEM\CurrentControlSet\Services\DNS "DNSKey.hiv"

Here, you are saving the DNS subkey and its related subkeys and values to the file
named Dnskey.hiv. The filename can also include a directory path, as shown in this
example:

reg save \HKLM\SYSTEM\CurrentControlSet\Services\DNS
"\\Mailerl\SavedData\DNSKey.hiv"

If the registry hive file exists, you will be prompted to overwrite the file. Press Y to
overwrite. If you want to force overwrite without prompting, use the /Y parameter.

To restore a registry key that you saved previously, use Reg restore. The syntax for REG
restore is

reg restore KeyName "FileName"

where KeyName is the path to the subkey you want to save and FileName is the text
name of the registry hive file you want to use as the restore source. Unlike REG copy,
REG restore can be used only on a local computer, meaning you cannot restore registry
keys on a remote computer using the command. You can, however, start a remote
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desktop session on the remote computer and then use the remote desktop logon to
restore the registry key on the local computer.

An example using REG restore is shown here:

reg restore HKLM\SYSTEM\CurrentControlSet\Services\DNS "DNSKey.hiv"
Here, you are restoring the DNS key saved previously to the DNSKey.hiv file.

Adding Registry Keys

To add subkeys and values to the Windows registry, use REG add. The basic syntax for
creating a key or value is

reg add KeyName /v ValueName /t DataType /d Data

where KeyName is the name of the key you want to examine, ValueName is the subkey
or key value to create, DataType is the type of data, and Data is the actual value you are
inserting. That seems like a lot of values, but it is fairly straightforward. Consider the
following example:

reg add HKLM\SYSTEM\CurrentControlSet\Services\DNS /v DisplayName

/t REG_SZ /d "DNS Server"

Here, you add a key value called DisplayName to the DNS key in the registry. The
key entry is a string with the “DNS Server” value. Note the double-quotation marks.
The quotation marks are necessary in this example because the string contains a
space. If the key or value you are attempting to add already exists, you are prompted to
overwrite the existing data. Enter Y to overwrite, or N to cancel. To force overwriting an
existing registry key or value without a prompt, use the /F parameter.

When you set expandable string values (REG_EXPAND_SZ), you must use the caret
(™) to escape the percent symbols (%) that designate the environment variable you
use. Consider the following example:

reg add HKLM\SYSTEM\CurrentControlSet\Services\DNS /v ImagePath
/t REG_EXPAND_SZ /d A%SystemRootA%\System32\dns.exe

Here, you enter ~%SystemRoot"% so that the SystemRoot environment variable is
properly entered and interpreted.

When you set non-string values, you don’t need to use quotation marks, as shown in
this example:

reg add HKLM\SYSTEM\CurrentControlSet\Services\DNS /v ErrorControl
/t REG_DWORD /d 0x00000001

Copying Registry Keys

Using REG copy, you can copy a registry entry to a new location on a local or remote
system. The basic syntax for REG copy is

reg copy KeyNamel KeyNameZ2
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where KeyNamel is the path to the subkey you want to copy and KeyName?2 is the path
to the subkey destination. Although the subkey paths can include the UNC name or IP
address of a remote computer, REG copy is limited in scope with regard to which root
keys you can use when working with remote source or destination keys, as follows:

m Aremote source subkey can use only the HKLM or HKU root keys.
m A remote destination subkey can use only the HKLM or HKU root keys.

In the following example, you copy the DNS subkey on the local system to the DNS
subkey on MAILER2:

reg copy HKLM\SYSTEM\CurrentControlSet\Services\DNS
\\MaiTer2\HKLM\SYSTEM\CurrentControlSet\Services\DNS

By adding the /S parameter, you can copy the specified subkey as well as all subkeys

and key entries under the specified subkey. In this example, the DNS subkey and all

related subkey and values are copied:

reg copy HKLM\SYSTEM\CurrentControlSet\Services\DNS
\\MaiTler2\HKLM\SYSTEM\CurrentControlSet\Services\DNS /s

If values exist at the destination path, REG copy will prompt you to confirm that you

want to overwrite each existing value. Press Y or N as appropriate. You can also press

A to overwrite all existing values without further prompting.

Note If you don't want prompts to be displayed, you can use the /F parameter to
force overwrite without prompting. However, before you copy over an existing
registry key, you may want to save the key so that it can be restored if problems
occur. To do this, use REG save and REG restore as discussed earlier in the section of
this chapter titled “Saving and Restoring Registry Keys.”

Deleting Registry Keys

To delete subkeys and values from the Windows registry, use REG delete. REG delete
has several different syntaxes. If you want to delete a subkey and all subkeys and
entries under the subkey, use the following syntax:

reg delete KeyName

where KeyName is the name of the subkey you want to delete. Although the subkey
path can include the UNC name or IP address of a remote computer, a remote source
subkey can use only the HKLM or HKU root keys. Consider the following example:

reg delete \\Mailerl\HKLM\SYSTEM\CurrentControlSet\Services\DNS2

Here you delete the DNS2 subkey and all subkeys and entries under the subkey on
MAILERI.

If you want to limit the scope of the deletion, specify that only a specific entry under
the subkey should be deleted using the following syntax:

reg delete KeyName /v ValueName



Chapter 5 Managing Windows Systems 89

where KeyName is the name of the subkey you want to work with and ValueName is the
name of the specific entry to delete. As before, the subkey path can include the UNC
name or IP address of a remote computer. However, a remote source subkey can use

only the HKLM or HKU root keys. In this example, you delete the Description entry for
the DNS2 subkey on MAILER2:

reg delete \\Mailer2\HKLM\SYSTEM\CurrentControlSet\Services\DNS2 /v
Description

Tip Inboth cases, you will be prompted to confirm that you want to delete the
specified entry permanently. Press Y to confirm the deletion. You can force deletion
without prompting using the /F parameter. Another useful parameter is /Va. Using
the /Va parameter, you can specify that only values under the subkey should be
deleted. In this way, subkeys under the designated subkey are not deleted.

Exporting and Importing Registry Keys

Sometimes you might find it necessary or useful to copy all or part of the registry to a
file and then use this copy on another computer. For example, if you've installed a
component that requires extensive configuration, you might want to use it on another
computer without having to go through the whole configuration process again. To do
this, you would install and configure the component, export the component’s registry
settings from the computer, copy the settings to another computer, and then import the
registry settings so that the component is properly configured. Of course, this technique
works only if the complete configuration of the component is stored in the registry, but
you can see how useful being able to export and import registry data can be.

When you use the REG export and REG import commands, exporting and importing
registry data is fairly easy. This includes branches of data stemming from a particular
root key as well as individual subkeys and the values they contain. When you export
data, you create a .reg file that contains the designated registry data. This registry file
is a script that can then be loaded back into the registry of this or any other computer
by importing it.

Because the registry script is written as standard text, you could view it and, if
necessary, modify it in any standard text editor as well. To export registry data to a
file in the current directory, use the following syntax:

reg export KeyName FileName

where KeyName is the name of the subkey you want to work with and FileName is the
name of the file in which to store the registry data. As before, the subkey path can
include the UNC name or IP address of a remote computer. However, a remote source
subkey can use only the HKLM or HKU root keys. In this example, you export the
MSDTC subkey on MAILERI1:

reg export \\Mailerl\HKLM\SOFTWARE\Microsoft\MSDTC msdtc-regkey.reg
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You can export keys at any level of the registry. For example, you export the HKLM
root key and all its subkeys using the following command line:

reg export HKLM hklm.reg

Tip Add the /Y parameter to force REG export to overwrite an existing file. You
can export the entire registry at the command line by typing regedit /e SaveFile,
where Savefile is the complete file path to the location where you want to save the
copy of the registry. For example, if you wanted to save a copy of the registry to
C:\Save\Regdata.reg, you would type regedit /e C:\Save\Regdata.reg.

Importing registry data adds the contents of the registry script file to the registry of
the computer you are working with, either creating new keys and values if they didn’t
previously exist or overwriting keys and values if they did previously exist. You can
import registry data using the REG import command and the following syntax:

reg import FileName

where FileName is the name of the registry file in the current directory you want to
import, such as:

reg import msdtc-regkey.reg

You cannot perform imports remotely or use non-local files for imports. When you
are importing registry keys, you must be logged on locally to the computer and the file
must exist on the local computer.

Loading and Unloading Registry Keys

Just as you sometimes must export or import registry data, you'll sometimes need to
work with individual hive files. The most common reason for doing this is when you
must modify a user’s profile to correct an issue that prevents the user from accessing
or using a system. For example, you may need to load and modify the settings for a
user profile because the user inadvertently changed the display mode to an invalid
setting and can no longer access the computer locally. With the user profile data
loaded into the registry, you could edit the registry to correct the problem and then
save the changes so that the user can once again log on to the system.

Another reason for loading registry keys is to change a particular part of the registry on
aremote system. Loading and unloading hives affects only HKEY_LOCAL_MACHINE
and HKEY_USERS, and you can perform these actions only when one of these

root keys is selected. Rather than replacing the selected root key, the hive you are
loading then becomes a subkey of that root key. HKEY_LOCAL_MACHINE and
HKEY_USERS are of course used to build all the logical root keys used on a system,
so you could in fact work with any area of the registry.

The file to be loaded must have been saved by the REG save command. You can load
a previously saved hive file using the REG load command and the following syntax:

reg load RootKey\KeyName FileName
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where RootKey is the root key under which the temporary key will be created, KeyName
is the name of the temporary subkey you want to create, and FileName is the name of
the saved hive file to load. You must create the temporary subkey under HKLM or
HKU. In the following example, you create a temporary key called CurrTemp under
HKLM and load the Working hiv hive file into this key:

reg load HKLM\CurrTemp Working.hiv

You cannot perform loads remotely or use non-local files for loads. When you are
loading registry keys, you must be logged on locally to the computer and the file must
exist on the local computer.

Once you load a registry key, you can manipulate its subkeys and values using the
techniques discussed previously. When you are finished modifying the key, you can
save the key to a new registry file using REG save. After you save the key, you can
unload the hive file and remove it from the computer’s memory and the working
registry by using the REG unload command and the following syntax:

reg unload RootKey\KeyName

where RootKey is the root key under which the temporary key was created and
KeyName is the name of the temporary subkey you want to unload. In the following
example, you unload the temporary key called CurrTemp under HKLM:

reg unload HKLM\CurrTemp

Note You can't work with hive files that are already being used by the operating
system or another process. You can, however, make a copy of the hive and then
work with it. At the command line, type reg save followed by the abbreviated name
of the root key to save and the filename to use for the hive file. For example, type
reg save hkcu c:\currhkcu.hiv to save HKEY_LOCAL_MACHINE to a file called
Currhkcu.hiv on the root folder of drive C. Although you can save the logical root
keys (HKCC, HKCR, HKCU) in this manner, you can save only subkeys of HKLM and
HKU for use in this technique.

Following these rules, if you needed to repair an area of the registry on a remote
computer, you could:

1. Access the remote computer and save the registry hive to a file using the REG
save command.

2. Copy the registry file to a folder on your computer using XCOPY or a similar
command.

3. Load the related hive file into the registry of your computer using the REG load
command.

4. Make any necessary changes and then save the changes using the REG save
command.
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5. Import the registry hive on the remote computer to repair the problem using the
REG import command.

6. After you test the changes on the remote computer, unload the registry hive from
your computer using the REG unload command.

Managing System Services

Services provide key functions to workstations and servers. To manage system services
on local and remote systems, you'll use the service controller command SC, which
has several subcommands, only some of which are explored here. The sections that
follow discuss each of these subcommands:

m SCconfig Configures service startup and logon accounts

SC query Displays the list of all services configured on the computer
SCqc Displays the configuration of a specific service

SCstart Starts services

SCstop Stops services

SC pause Pauses services

SC continue Resumes services

SC failure  Sets the actions to take upon failure of a service

SC gfailure Views the actions to take upon failure of a service

With all commands, you can specify the name of the remote computer whose services
you want to work with. To do this, insert the UNC name or IP address of the computer
before the subcommand you want to use. This makes the syntax

sc ServerName Subcommand

Viewing Configured Services

To get alist of all services configured on a system, type the following command at the
command prompt:
sCc query type= service state= all

or

sc ServerName query type= service state= all

where ServerName is the UNC name or IP address of the remote computer, such as
\\Mailerl or \\192.168.1.100, as shown in the following examples:

sc \\Mailerl query type= service state= all
sc \\192.168.1.100 query type= service state= all
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Note You must include a space after the equal sign (=) as used with type=
service and state= all. If you don't use a space, the command will fail.

With the state flag, you can also use the value active (to show running services only) or
inactive (to show all paused or stopped services). Consider the following examples:

sc \\Mailerl query type= service state= active
sc \\Mailerl query type= service state= inactive

In the first example, you query MAILER1 for a list of all services that are running. In

the second example, you query MAILERL1 for a list of all services that are stopped.

The output of SC query shows the services and their configurations. Each service entry
is formatted as follows:

SERVICE_NAME: W3SVC
DISPLAY_NAME: World Wide Web Publishing Service

TYPE : 20 WIN32_SHARE_PROCESS
STATE : 4 RUNNING
(STOPPABLE, PAUSABLE, ACCEPTS_SHUTDOWN)
WIN32_EXIT_CODE : 0 (0x0)
SERVICE_EXIT_CODE : 0 (0x0)
CHECKPOINT : 0x0
WAIT_HINT 1 0x0

As an administrator, the fields you will work with the most are

m Service Name The abbreviated name of the service. Only services installed on
the system are listed here. If a service you need isn’t listed, you'll need to install it.

m Display Name The descriptive name of the service.
m State The state of the service as Running, Paused, or Stopped.

Asyou’ll see if you run the SC query command, the outputis very long and is best used
with a filter to get only the information you want to see. For example, if you use the
following command, you clean up the output to show only the most important fields:

sc query type= service | find /v "x0"

Here you pipe the output of SC query through the FIND command and clean up the
output so the service entries appear, as shown in this example:

SERVICE_NAME: W3SVC
DISPLAY_NAME: World Wide Web Publishing Service
TYPE : 20 WIN32_SHARE_PROCESS
STATE : 4 RUNNING
(STOPPABLE, PAUSABLE, ACCEPTS_SHUTDOWN)

Note The parameter /V “x0" tells the FIND command to display only lines
of output that do not contain the text x0, which is the common text on the
WIN32_Exit_Code, Service_Exit_Code, Checkpoint, and Wait_Hint fields. By
specifying that you don't want to see lines of output that contain this value,
you therefore remove these unwanted fields from the display.
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If you know the name of a service you want to work with, you can use SC qc to display
its configuration information. The syntax is

sc qc ServiceName

where ServiceName is the name of the service you want to examine. The output for
individual services looks like this:

SERVICE_NAME: w3svc

TYPE : 20 WIN32_SHARE_PROCESS
START_TYPE HaA AUTO_START
ERROR_CONTROL H NORMAL
BINARY_PATH_NAME : C:\WINDOWS\System32\svchost.exe -k iissvcs
LOAD_ORDER_GROUP
TAG : 0
DISPLAY_NAME : World Wide Web Publishing Service
DEPENDENCIES : RPCSS
: HTTPFilter
: IISADMIN

SERVICE_START_NAME : LocalSystem

Note that the output doesn’t tell you the current status of the service. It does, however,
tell you the following:

Binary Path Name The file path to the executable for the service
Dependencies Services that cannot run unless the specified service is running
Display Name The descriptive name of the service

Service Start Name The name of the user account the service logs on as

Start Type The startup configuration of the service
Note Services that are configured to start automatically are listed as

AUTO_START. Services that are configured to start manually are listed as
DEMAND_START. Services that are disabled are listed as DISABLED.

Type The type of service and whether it is a shared process

Note When you are configuring a service logon, it is sometimes important to
know whether a process runs in its own context or is shared. Shared processes are
listed as WIN32_SHARE_PROCESS. Processes that run in their own context are listed
as WIN32_OWN_PROCESS.

Starting, Stopping, and Pausing Services

As an administrator, you'll often have to start, stop, or pause Windows services. The
related SC commands and their syntaxes are
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Start a service:

sc start ServiceName

Pause a service:

sc pause ServiceName

Resume a paused service:

sc continue ServiceName

Stop a service:
sc stop ServiceName

where ServiceName in each case is the abbreviated name of the service you want to
work with, such as

sc start w3svc

As with all SC commands, you can also specify the name of the remote computer
whose services you want to work with. For example, to start the w3svc on MAILER],
you would use the following command:

sc \\Mailerl start w3svc

The state listed in the results should show START_PENDING. With stop, pause, and
continue you'll see STOP_PENDING, PAUSE_PENDING, and CONTINUE_PENDING
respectively as well. If an error results, the output states FAILED and error text is
provided to describe the reason for the failure in more detail. If you are trying to start
a service that is already started, you'll see the error

An instance of the service is already running.

If you are trying to stop a service that is already stopped, you'll see the error

The service has not been started.

Configuring Service Startup

You can set Windows services to start manually or automatically. You can also turn
them off permanently by disabling them. You configure service startup using

sc config ServiceName start= flag
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where ServiceName is the abbreviated name of the service you want to work with and
flag is the startup type to use. For services, valid flag values are

B Auto Starts service at system startup

m Demand Allows the services to be started manually
m Disabled Turns off the service
[ ]

Delayed-Auto Delays the start of the service until all non-delayed automatic
services have started

Following this, you can configure a service to start automatically by using

sc config w3svc start= auto

or

sc \\Mailerl config w3svc start= auto

Note You mustinclude a space after the equal sign (=) as used with start= auto.
If you don't use a space, the command will fail. Note also the command only reports
SUCCESS or FAILURE. It won't tell you that the service was already configured in the
startup mode you've specified.

Disabling a service doesn't stop a running service. It only prevents it from being
started the next time the computer is booted. To ensure that the service is disabled
and stopped, run SC stop and then SC config.

Configuring Service Logon

You can configure Windows services to log on as a system account or as a specific user.
To ensure a service logs on as the LocalSystem account, use

sc config ServiceName obj= LocalSystem

where ServiceName is the name of the service you are configuring to use the Local-
System account. If the service provides a user interface that can be manipulated, add
the flags type= interact type= own, as shown in the following example:

sc config w3svc obj= LocalSystem type= interact type= own

The type= interact flag specifies that the service is allowed to interact with the Windows
desktop. The type= own flag specifies that the service runs in its own process. In

the case of a service that shares its executable files with other services, you would use
the type= share flag, as shown in this example:

sc config w3svc obj= LocalSystem type= interact type= share

Tip If you don't know whether a service runs as a shared process or in its own
context, use SC gc to determine the service’s start type. This command is discussed
in the section titled "Viewing Configured Services,” earlier in this chapter.
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Services can also log on using named accounts. To do this, use

sc config ServiceName obj= [Domain\]User password= Password

where Domain is the optional domain name in which the user account is located, User
is the name of the user account whose permissions you want to use, and Password is
the password of that account. Consider the following example:

sc config w3svc obj= adatum\webbies password= blue5!CraZy

Here, you configure W3svc to use the Webbies account in the Adatum domain. The
output of the command should state SUCCESS or FAILED. The change will fail if the
account name is invalid or doesn’t exist, or if the password for the account is invalid.

Note |If a service has been previously configured to interact with the desktop
under the LocalSystem account, you cannot change the service to run under a
domain account without using the type= own flag. The syntax therefore becomes sc
config ServiceName obj= [Domain\]User password= Password type= own.

Real World  As an administrator, you should keep track of any accounts that are
used with services. These accounts can be the source of huge security problems

if they're not configured properly. Service accounts should have the strictest
security settings and as few permissions as possible while allowing the service to
perform necessary functions. Typically, accounts used with services don't need
many of the permissions you would assign to a normal user account. For example,
most service accounts don't need the right to log on locally. Every administrator
should know what service accounts are used (so that he or she can better track
use of these accounts), and the accounts should be treated as if they were
administrator accounts. This means secure passwords, careful monitoring of account
usage, careful application of account permissions and privileges, and so on.

Configuring Service Recovery

Using the SC failure command, you can configure Windows services to take specific
actions when a service fails. For example, you can attempt to restart the service or run
an application.

You can configure recovery options for the first, second, and subsequent recovery
attempts. The current failure count is incremented each time a failure occurs. You can
also set a parameter that specifies the time that must elapse before the failure counter
is reset. For example, you could specify that if 24 hours have passed since the last
failure, the failure counter should be reset.

Before you try to configure service recovery, check the current recovery settings using
SC qfailure. The syntax is

sc gqfailure ServiceName
where ServiceName is the name of the service you want to work with, such as

sc gqfailure w3svc
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You can of course specify a remote computer as well, such as

sc \\Mailerl gfailure w3svc

or
sc \\192.168.1.100 gfailure w3svc

In the output, the failure actions are listed in the order they are performed. In the
following example output, W3svc is configured to attempt to restart the service the
first and second time the service fails and to restart the computer if the service fails a
third time:

[SC] QueryServiceConfig2 SUCCESS

SERVICE_NAME: w3svc
RESET_PERIOD (in seconds) : 86400
REBOOT_MESSAGE :
COMMAND_LINE :
FAILURE_ACTIONS 1 RESTART -- Delay = 1 milliseconds.
RESTART -- Delay = 1 milliseconds.
REBOOT -- Delay = 1000 milliseconds.

Note Windows automatically configures recovery for some critical system
services during installation. Typically, these services are configured so that they
attempt to restart the service. A few services are configured so that they run
programs. For example, the IS Admin service is configured to run a program called
lisreset.exe if the service fails. This program is an application that corrects service
problems and safely manages dependent IIS services while working to restart the IIS
Admin service.

The command you use to configure service recovery is SC failure and its basic syntax is
sc failure ServiceName reset= FailureResetPeriod actions= RecoveryActions

where ServiceName is the name of the service you are configuring, FailureResetPeriod
specifies the time, in seconds, that must elapse without failure in order to reset the
failure counter, and RecoveryActions are the actions to take when failure occurs plus the
delay time (in milliseconds) before that action is initiated. The available recovery
actions are

m Take No Action (indicated by an empty string "") The operating system won’t
attempt recovery for this failure but might still attempt recovery of previous or

subsequent failures.
B Restart The Service Stops and then starts the service after a brief pause.

B Run A Program Allows you to run a program or a script in case of failure. The
script can be a batch program or a Windows script. If you select this option, set
the full file path to the program you want to run and then set any necessary
command-line parameters to pass in to the program when it starts.
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B Reboot The Computer Shuts down and then restarts the computer after the
specified delay time is elapsed.

Best Practices When you configure recovery options for critical services, you
might want to try to restart the service on the first and second attempts and then
reboot the server on the third attempt.

When you work with SC failure, keep the following in mind:

B The reset period is set in seconds. Reset periods are commonly set in multiples
of hours or days. An hour is 3,600 seconds and a day is 86,400 seconds. For a
two-hour reset period, for example, you'd use the value 7,200.

B Each recovery action must be followed by the time to wait (in milliseconds)
before performing the action. For a service restart you’ll probably want to use
a short delay, such as 1 millisecond (no delay), 1 second (1,000 milliseconds),
or 5 seconds (5,000 milliseconds). For a restart of the computer, you'll
probably want to use a longer delay, such as 15 seconds (15,000 milliseconds)
or 30 seconds (30,000 milliseconds).

B Enter the actions and their delay times as a single text entry with each value
separated by a forward slash (/). For example, you could use the value: restart/
1000/restart/ 1000/ reboot/15000. Here, on the first and second attempts the
service is restarted after a 1-second delay, and on the third attempt the computer
is rebooted after a 15-second delay.

Consider the following examples:

sc failure w3svc reset= 86400 actions= restart/l/restart/1/reboot/30000

Here, on the first and second attempts the service is restarted almost immediately,
and on the third attempt the computer is rebooted after a 30-second delay. In addition,
the failure counter is reset if no failures occur in a 24-hour period (86,400 seconds).
You can also specify a remote computer by inserting the UNC name or IP address as
shown in previous examples.

If you use the Run action, you specify the command or program to run using the
Command= parameter. Follow the Command= parameter with the full file path to the
command to run and any arguments to pass to the command. Be sure to enclose the
command path and text in double quotation marks, as in the following example:

sc failure w3svc reset= 86400 actions= restart/l/restart/1/run/30000
command= "c:\restart_w3svc.exe 15"
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Restarting and Shutting Down Systems from the
Command Line

You'll often find that you need to shut down or restart systems. One way to do this is
to use the Shutdown utility, which you can use to work with both local and remote
systems. Another way to manage system shutdown or restart is to schedule a shutdown.
Here, you can use Schtasks to specify when shutdown should be run or you can create
a script with a list of shutdown commands for individual systems.

Real World Although Windows systems usually start up and shut down without
problems, they can occasionally stop responding during these processes. If this
happens, try to determine the cause. Some of the reasons systems might stop
responding include the following:

1. The system is attempting to execute or is running a startup or shutdown script
that has not completed or is itself not responding (and in this case, the system
might be waiting for the script to time out).

2. A startup initialization file or service may be the cause of the problem and if so,
you might need to troubleshoot startup items using the System Configuration
Utility (Msconfig). Disabling a service, startup item, or entry in a startup
initialization file might also solve the problem.

3. The system may have an antivirus program that is causing the problem. In
some cases, the antivirus program may try to scan the removable media drives
when you try to shut down the system. To resolve this, configure the antivirus
software so that it doesn’t scan the removable media drives or other drives with
removable media on shutdown. You could also try temporarily disabling or
turning off the antivirus program.

4. Improperly configured sound devices can cause startup and shutdown
problems. To determine what the possible source is, examine each of these
devices in turn. Turn off sound devices and then restart the computer. If the
problem clears up, you have to install new drivers for the sound devices you are
using or you may have a corrupted Start Windows or Exit Windows sound file.

5. Improperly configured network cards can cause startup and shutdown prob-
lems. Try turning off the network adapter and restarting. If that works, you might
need to remove and then reinstall the adapter’s driver or obtain a new driver
from the manufacturer.

6. Improperly configured video adapter drivers can cause startup and shutdown
problems. From another computer, remotely log on and try to roll back the
current video drivers to a previous version. If that’s not possible, try uninstalling
and then reinstalling the video drivers.
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Managing Restart and Shutdown of Local Systems

On alocal system, you can manage shutdown and restart using the following commands:

Shutdown local system:

shutdown /s /t ShutdownDelay /1 /f

Restart local system:

shutdown /r /t ShutdownDelay /1 /f

Cancel delayed shutdown of local computer:

shutdown /a

where /T ShutdownDelay is used to set the optional number of seconds to wait before
shutdown or restart, /L optionally logs off the current user immediately, and /F
optionally forces running applications to close without warning users in advance. In
this example, the local system is restarted after a 60-second delay:

shutdown /r /t 60

Best Practices In most network environments, system uptime is of the utmost
importance. Systems that are restarting or shutting down aren't available to users,
which might mean someone won't be able to finish her work and might get upset as
a result. Rather than shut down systems in the middle of business hours, consider
performing shutdowns before or after normal business hours. But if you need to
shut down a system during business hours, warn users beforehand if possible,
allowing them to save current work and log off the system as necessary.

Managing Restart and Shutdown of Remote Systems

With remote systems, you need to specify the UNC name or IP address of the system
you want to shut down or restart using the /M parameter. Thus, the basic syntax for
shutdown, restart, and cancel delayed shutdown needs to be modified as shown in
these examples:

Shutdown remote system:

shutdown /s /t ShutdownDelay /1 /f /m \\System
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Restart remote system:

shutdown /r /t ShutdownDelay /1 /f /m \\System

Cancel delayed shutdown of remote computer:

shutdown /a /m \\System

In this example, MAILERI is restarted after a 30-second delay:

shutdown /r /t 30 /m \\Mailerl

In this example, the system with the IP address 192.168.1.105 is restarted immediately
and running applications are forced to stop running:

shutdown /r /f /m \\192.168.1.105

Adding Shutdown or Restart Reasons and Comments

In most network environments, it’s a good idea to document the reasons for shutting
down or restarting computers. Following an unplanned shutdown, you can document
the shutdown in the computer’s system log by expanding the syntax to include the
following parameters:

/e /c "UnplannedReason" /d MajorCode:MinorCode

where /E replaces the /R switch, /C “UnplannedReason” sets the detailed reason
(which can be up to 512 characters in length) for the shutdown or restart, and /D
MajorCode:MinorCode sets the reason code for the shutdown. Reason codes are
arbitrary, with valid major codes ranging from 0 to 255 and valid minor reason
codes ranging from 0 to 65,535.

For a planned restart, consider the following example:

shutdown /r /m \\Mailerl /c "System Reset" /d 5:15

In this example, you are restarting MAILER1 and documenting the reason for the
unplanned restart as a “System Reset” using the reason code 5:15.

Table 5-3 summarizes the common reasons and codes for shutdowns and restarts for
Windows Vista and Windows Server 2008. As the table shows, Windows can generate
the prefix code E for Expected, U for Unexpected, and P for planned as well as various
combinations of these prefix codes.
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Table 5-3 Common Reasons and Codes for Shutdowns and Restarts

Prefix Code Major Code Minor Code Shutdown or Restart Type

U 0 0 Other (Unplanned)

E 0 Other (Unplanned)

EP 0 0 Other (Planned)

u 0 5 Other Failure: System
Unresponsive

E 1 1 Hardware: Maintenance
(Unplanned)

EP 1 1 Hardware: Maintenance
(Planned)

E 1 2 Hardware: Installation
(Unplanned)

EP 1 2 Hardware: Installation (Planned)

P 2 3 Operating System: Upgrade
(Planned)

E 2 4 Operating System:
Reconfiguration (Unplanned)

EP 2 4 Operating System:
Reconfiguration (Planned)

P 2 16 Operating System: Service pack
(Planned)

U 2 17 Operating System: Hotfix
(Unplanned)

P 2 17 Operating System: Hotfix
(Planned)

u 2 18 Operating System: Security fix
(Unplanned)

P 2 18 Operating System: Security fix
(Planned)

E 4 1 Application: Maintenance
(Unplanned)

EP 4 1 Application: Maintenance
(Planned)

EP 4 2 Application: Installation
(Planned)

E 4 5 Application: Unresponsive

E 4 6 Application: Unstable
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Table 5-3 Common Reasons and Codes for Shutdowns and Restarts

Prefix Code Major Code Minor Code Shutdown or Restart Type

u 5 15 System Failure: Stop error

E 5 19 Security issue

u 5 19 Security issue

EP 5 19 Security issue (Planned)

E 5 20 Loss of network connectivity

(Unplanned)

6 11 Power Failure: Cord Unplugged
6 12 Power Failure: Environment

P 7 0 Legacy API shutdown (Planned)

For the SHUTDOWN command, only the P: and the U: prefixes are accepted. For
example, with planned shutdowns and restarts, prefix the reason codes with p: to
indicate a planned shutdown, as shown here:

/c "PlannedReason" /d p:MajorCode:MinorCode
For instance, consider the following code:
shutdown /r /m \\Mailerl /c "Planned Application Upgrade" /d p:4:2

In this example, you are restarting MAILER1 and documenting the reason for the
planned restart as a “Planned Application Upgrade” using the reason code 4:2.



Chapter 7

Monitoring Processes and
Maintaining Performance

An important part of every administrator’s job is to monitor network systems and
ensure that everything is running smoothly—or as smoothly as can be expected,
anyway. As you learned in the previous chapter, watching the event logs closely can
help you detect and track problems with applications, security, and essential services.
Often when you detect or suspect a problem, you'll need to dig deeper to search out
the cause of the problem and correct it. Hopefully, by pinpointing the cause of a
problem, you can prevent it from happening again.

Managing Applications, Processes,
and Performance

Whenever the operating system or a user starts a service, runs an application, or
executes a command, Windows starts one or more processes to handle the related
program. Several command-line utilities are available to help you manage and monitor
programs. These utilities include the following:

W Task List (Tasklist) Lists all running processes by name and process ID. Includes
information on the user session and memory usage.

W Task Kill (Taskkill) Stops running processes by name or process ID. Using filters,
you can also halt processes by process status, session number, CPU time,
memory usage, user name, and more.

B Powershell get-process Displays performance statistics, including memory
and CPU usage, as well as a list of all running processes. Used to get a detailed
snapshot of resource usage and running processes. Available when you install
Windows PowerShell.

In the sections that follow, you'll find detailed discussions on how these command-line
tools are used. First, however, let’s look at the ways processes are run and the common
problems you may encounter when working with them.

Understanding System and User Processes

Generally, processes that the operating system starts are referred to as system processes;
processes that users start are referred to as user processes. Most user processes are run in
interactive mode. That s, a user starts a process interactively with the keyboard or mouse.
If the application or program is active and selected, the related interactive process has
control over the keyboard and mouse until you switch control by terminating the
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program or selecting a different one. When a process has control, it’s said to be
running “in the foreground.”

Processes can also run in the background, independently of user logon sessions.
Background processes do not have control over the keyboard, mouse, or other input
devices and are usually run by the operating system. Using the Task Scheduler, users
canrun processes in the background as well, however, and these processes can operate
regardless of whether the user is logged on. For example, if Task Scheduler starts a
scheduled task while the user is logged on, the process can continue even when the
user logs off.

Windows tracks every process running on a system by image name, process ID,
priority, and other parameters that record resource usage. The image name is the name
of the executable that started the process, such as Msdtc.exe or Svchost.exe. The process
ID is a numeric identifier for the process, such as 2588. The process ID is a priority-
indicator of how much of the system’s resources the process should get relative to
other running processes. With priority processing, a process with a higher priority
gets preference over processes with lower priority and may not have to wait to get
processing time, access memory, or work with the file system. A process with lower
priority, on the other hand, usually must wait for a higher-priority process to complete
its current task before gaining access to the CPU, memory, or the file system.

In a perfect world, processes would run perfectly and would never have problems. The
reality is, however, that problems occur and they often appear when you’d least want
them to. Common problems include the following:

B Processes become nonresponsive, such as when an application stops processing
requests. When this happens, users may tell you that they can’t access a particular
application, that their requests aren’t being handled, or that they were kicked out
of the application.

B Processes fail to release the CPU, such as when you have a runaway process that
is using up CPU time. When this happens, the system may appear to be slow or
nonresponsive because the runaway process is hogging processor time and is
not allowing other processes to complete their tasks.

B Processes use more memory than they should, such as when an application has
amemory leak. When this happens, processes aren’t properly releasing memory
that they’re using. As a result, the system’s available memory may gradually
decrease over time and as the available memory gets low, the system may be slow
to respond to requests or it may become nonresponsive. Memory leaks can also
make other programs running on the same system behave erratically.

In most cases, when you detect these or other problems with system processes, you'll
want to stop the process and start it again. You would also want to examine the event
logs to see whether you can determine the cause of the problem. In the case of memory
leaks, you want to report the memory leak to the developers and see whether an
update that resolves the problem is available.
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Aperiodic restart of an application with a known memory leak is often useful. Restarting
the application should allow the operating system to recover any lost memory.

Examining Running Processes

When you want to examine processes that are running on a local or remote system,
you can use the Tasklist command-line utility. With Tasklist, you can do the following:

Obtain the process ID, status, and other important information about processes
running on a system.

m View the relationship between running processes and services configured on a
system.

m View lists of DLLs used by processes running on a system.

m Use filters to include or exclude processes from Tasklist queries.
Each of these tasks is discussed in the sections that follow.
Obtaining Detailed Information on Processes

On alocal system, you can view a list of running tasks simply by typing tasklist at the
command prompt. As with many other command-line utilities, Tasklist runs by default
with the permissions of the currently logged-on user, and you can also specify the
remote computer whose tasks you want to query and the Run As permissions. To do
this, use the expanded syntax, which includes the following parameters:

/s Computer /u [Domain\]User [/p Password]

where Computer is the remote computer name or IP address, Domain is the optional
domain name in which the user account is located, User is the name of the user
account whose permissions you want to use, and Password is the optional password for
the user account. If you don’t specify the domain, the current domain is assumed. If
you don’t provide the account password, you are prompted for the password.

To see how you can add computer and user information to the syntax, consider the fol-
lowing examples:

Query Mailerl for running tasks:

tasklist /s mailerl

Query 192.168.1.5 for running tasks using the account adatum\wrstanek:

tasklist /s 192.168.1.5 /u adatum\wrstanek



128 Part Il Windows Systems Administration Using the Command Line

The basic output of these commands is in table format. You can also format the output
as a list or lines of comma-separated values using /Fo List or /Fo Csv, respectively.
Remember that you can redirect the output to a file using output redirection (> or >>),
such as tasklist /s mailer] >> current-tasks.log.

Regardless of whether you are working with a local or remote computer, the output
should be similar to the following:

Image Name PID Session Name Session# Mem Usage
System Idle Process 0 Services 0 28 K
System 4 Services 0 28,952 K
smss.exe 488 Services 0 776 K
CcSrss.exe 560 Services 0 5,272 K
wininit.exe 608 Services 0 4,056 K
CcSrss.exe 620 Console 1 13,004 K
services.exe 652 Services 0 7,456 K
Tsass.exe 664 Services 0 1,852 K
Tsm.exe 680 Services 0 6,400 K
svchost.exe 836 Services 0 7,228 K
winlogon.exe 868 Console 1 5,544 K
svchost.exe 932 Services 0 9,440 K
svchost.exe 984 Services 0 23,304 K
svchost.exe 1048 Services 0 12,208 K
svchost.exe 1100 Services 0 71,696 K
svchost.exe 1132 Services 0 36,920 K
dwm.exe 2832 Console 1 65,456 K
explorer.exe 2892 Console 1 25,624 K

The Tasklist fields provide the following information:
B Image Name The name of the process or executable running the process.
®m PID The process identification number.

m Session Name The name of the session from which the process is being run. An
entry of console means the process was started locally.

B Session # A numerical identifier for the session.

B Memory Usage The total amount of memory being used by the process at the
specific moment that Tasklist was run.

If you want more detailed information you can specify that verbose mode should be
used by including the /V parameter. Verbose mode adds the following columns of data:

W Status Current status of the process as Running, Not Responding, or
Unknown. A process can be in an Unknown state and still be running and
responding normally. A process that is Not Responding, however, more than
likely must be stopped or restarted.
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m User Name User account under which the process is running, listed in
domain\user format. For processes started by Windows, you will see the name
of the system account used, such as SYSTEM, LOCAL SERVICE, or NETWORK
SERVICE, with the domain listed as NT AUTHORITY.

B CPUTime The total amount of CPU-cycle time used by the process since its
start.

® Window Title Windows display name of the process if available. Otherwise, the
display name is listed as N/A for not available. For example, the HelpPane.exe
process is listed with the title Windows Help And Support Center

If you use Tasklist to examine running processes, you'll note two unique processes:
System and System Idle Process. System shows the resource usage for the local system
process. System Idle Process tracks the amount of CPU processing time thatisn’t being
used. Thus, a 99 in the CPU column for the System Idle Process means 99 percent of
the system resources currently aren’t being used. If you believe that a system is over-
loaded, you should monitor the idle process. Watch the CPU usage and the total CPU
time. If the system consistently has low idle time (meaning high CPU usage), you may
want to consider upgrading the processor or even adding processors.

As you examine processes, keep in mind that a single application might start multiple
processes. Generally, these processes are dependent on a central process, and from
this main process a process tree containing dependent processes is formed. When you
terminate processes, you'll usually want to target the main application process or the
application itself rather than dependent processes. This ensures that the application
is stopped cleanly.

Viewing the Relationship Between Running Processes and Services

When you use Tasklist with the /Svc parameter, you can examine the relationship
between running processes and services configured on the system. In the output,
you'll see the process image name, process ID, and a list of all services that are using
the process, similar to that shown in the following example:

Image Name PID Services

System Idle Process 0 N/A

System 4 N/A

SmSs.exe 488 N/A

csrss.exe 560 N/A

wininit.exe 608 N/A

csrss.exe 620 N/A

services.exe 652 N/A

lsass.exe 664 KeyIso, ProtectedStorage, SamSs
Tsm.exe 680 N/A

svchost.exe 836 DcomLaunch, PTugPlay

winlogon.exe 868 N/A
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svchost.exe 932 RpcSs

svchost.exe 984 WinDefend

svchost.exe 1048 Audiosrv, Dhcp, Eventlog, 1mhosts, wscsvc
svchost.exe 1100 AudioEndpointBuilder, CscService, EMDMgmt,

Netman, PcaSvc, SysMain,
TabletInputService, TrkWks, UmRdpService,
UxSms, WdiSystemHost, Wlansvc, WPDBusEnum,
wudfsvc

svchost.exe 1132 AelookupSvc, BITS, Browser, CertPropSvc,
EapHost, gpsvc, IKEEXT, iphlpsvc,
LanmanServer, MMCSS, ProfSvc, RasMan,
Schedule, seclogon, SENS, SessionEnv,
ShelTHWDetection, Themes, Winmgmt, wuauserv

svchost.exe 1384 EventSystem, fdPHost, FDResPub,
LanmanWorkstation, netprofm, nsi, SSDPSRV,
upnphost, W32Time, WebClient

svchost.exe 1520 CryptSvc, Dnscache, KtmRm, NlaSvc, TapiSrv,
TermService

spoolsv.exe 1776 Spooler

svchost.exe 1800 BFE, DPS, MpsSvc

dwm. exe 2832 N/A

explorer.exe 2892 N/A

By default, the output is formatted as a table, and you cannot use the list or CSV format.
Beyond formatting, the important thing to note here is that services are listed by
their abbreviated names, which is the naming style used by Sc, the service controller
command-line utility, to manage services.

You can use the correlation between processes and services to help you manage
systems. For example, if you think you are having problems with the World Wide Web
Publishing Service (W3svc), one step in your troubleshooting process is to begin
monitoring the service’s related process or processes. You would want to examine the
following:

B Process status
B Memory usage
B CPU time

By tracking these statistics over time, you can watch for changes that could indicate
the process has stopped responding or is a runaway process hogging CPU time, or that
there is a memory leak.

Viewing Lists of DLLs Being Used by Processes

When you use Tasklist with the /M parameter, you can examine the relationship
between running processes and DLLs configured on the system. In the output, you'll
see the process image name, process ID, and a list of all DLLs that the process is using,
as shown in the following example:
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Image Name PID Modules
System Idle Process 0 N/A
System 4 N/A
SmSS.exe 488 N/A
csrss.exe 560 N/A
wininit.exe 608 N/A
csrss.exe 620 N/A
services.exe 652 N/A
Tsass.exe 664 N/A
Tsm.exe 680 N/A
svchost.exe 836 N/A
winlogon.exe 868 N/A
svchost.exe 932 N/A
svchost.exe 984 N/A
svchost.exe 1048 N/A
svchost.exe 1100 N/A
svchost.exe 1132 N/A
dwm. exe 2832 ntd11.d11, kernel132.d11, ADVAPI32.d11,

RPCRT4.d11, GDI32.d11, USER32.d11,
msvcrt.dl1l, ole32.d11, OLEAUT32.d11,
UxTheme.d11, IMM32.d11, MSCTF.d11,
dwmredir.d11, SLWGA.d11, urlmon.d11,
SHLWAPI.d11, iertutil.d11, WTSAPI32.d11,
slc.d11, LPK.DLL, USP10.d11, comct132.d11,
NTMARTA.DLL, WLDAP32.d11, wS2_32.d11,
NSI.d11, PSAPI.DLL, SAMLIB.d11,
milcore.d11, dwmapi.d11, uDwM.d11,
WindowsCodecs.d11, ctagent.d11, d3d9.d11,
VERSION.d11, d3d8thk.d11, nvd3dum.dl1T,
IconCodecService.dT1

explorer.exe 2892 ntdl11.d11, kernel32.d11, ADVAPI32.d11,
RPCRT4.d11, GDI32.d11, USER32.d11,
msvcrt.d11, SHLWAPI.d11, SHELL32.d11,
ole32.d11, OLEAUT32.d11, SHDOCWW.d11,
UxTheme.d11, POWRPROF.d11, dwmapi.dlTl,
gdiplus.dll, slc.d11, PROPSYS.d11,
BROWSEUI.d11, IMM32.d11, MSCTF.d11,
DUser.d11, LPK.DLL, USP10.d11,
comct132.d11, WindowsCodecs.d11,
apphelp.d11, CLBCatQ.DLL, cscui.dll,
CSCDLL.d11, CSCAPI.d11,
IconCodecService.d11, Secur32.d11,
rsaenh.d11, msiltcfg.d11, VERSION.d11,
msi.d11, NTMARTA.DLL, WLDAP32.d11,
WS2_32.d11, NSI.d11, PSAPI.DLL, SAMLIB.d11,
SFC.DLL, sfc_os.d11, SETUPAPI.d11,
timedate.cpl, ATL.DLL, NETAPI32.d11,
OLEACC.d11, actxprxy.d11, USERENV.dT1
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Knowing which DLL modules a process has loaded can further help you pinpoint
what may be causing a process to become nonresponsive, to fail to release the CPU,
or to use more memory than it should. In some cases, you might want to check DLL
versions to ensure that they are the correct DLLs that the system should be running,.
Here, you would need to consult the Microsoft Knowledge Base or manufacturer
documentation to verify DLL versions and other information.

If you are looking for processes using a specified DLL, you can also specify the name of
the DLL you are looking for. For example, if you suspect that the printer spooler driver
Winspool.drv is causing processes to hang up, you can search for processes that use
Winspool.drv instead of Winspool32.drv and check their status and resource usage.

The syntax that you use to specify the DLL to find is

tasklist /m DLLName

where DLLName is the name of the DLL to search for. Tasklist matches the DLL name
without regard to the letter case, and you can enter the DLL name in any letter case.
Consider the following example:

taskTlist /m winspool.drv

In this example, you are looking for processes using Winspool.drv. The output of the
command would show the processes using the DLL along with their process IDs, as
shown in the following example:

Image Name PID Modules

explorer.exe 2892 WINSPOOL.DRV
rund1132.exe 3308 WINSPOOL.DRV
acrotray.exe 3340 WINSPOOL.DRV
IAAnotif.exe 3464 WINSPOOL.DRV
InteTHCTAgent.exe 3584 WINSPOOL.DRV
DrgToDsc.exe 3636 WINSPOOL.DRV
WINWORD.EXE 4836 WINSPOOL.DRV

Filtering Task List Output

Using the /Fi parameter of the Tasklist utility, you can filter task lists using any of the
information fields available, even if the information field isn’t normally included in the
output because of the parameters you've specified. This means you can specify that
you want to see only processes listed with a status of Not Responding, only information
for Svchost.exe processes, or only processes that use a large amount of CPU time.

You designate how a filter should be applied to a particular Tasklist information field
using filter operators. The following filter operators are available:

m Eq Equals. If the field contains the specified value, the process is included in
the output.

m Ne Notequals. If the field contains the specified value, the process is excluded
from the output.
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m Gt Greater than. If the field contains a numeric value and that value is greater
than the value specified, the process is included in the output.

B Lt Lessthan. If the field contains a numeric value and that value is less than the
value specified, the process is included in the output.

m Ge Greater than or equal to. If the field contains a numeric value and that value
is greater than or equal to the value specified, the process is included in the out-
put.

m Le Lessthan or equal to. If the field contains a numeric value and that value is
less than or equal to the value specified, the process is included in the output.

As Table 7-1 shows, the values that you can use with filter operators depend on the
task list information field you use. Remember that all fields are available even if they
aren’t normally displayed with the parameters you've specified. For example, you can
match the status field without using the /V (verbose) flag.

Table 7-1 Filter Operators and Valid Values for Tasklist

Filter Field Name Valid Operators Valid Values

CPUTime eq, ne, gt, It, ge, le Any valid time in the format hh:mm:ss
Services eq, ne Any valid string of characters

ImageName eq, ne Any valid string of characters

MemUsage eq, ne, gt, It, ge, le Any valid integer, expressed in kilobytes (KB)
Modules eq, ne DLL name

PID eq, ne, gt, It, ge, le Any valid positive integer

Session eq, ne, gt, It, ge, le Any valid session number

SessionName eq, ne Any valid string of characters

Status eq, ne Running, Not Responding, Unknown
Username eq, ne Any valid user name, with user name only or

in domain\user format

WindowTitle eq, ne Any valid string of characters

You must use double quotation marks to enclose the filter string. Consider the
following examples to see how you can use filters:

Look for processes that are not responding:

tasklist /fi "status eq not responding"

When working with remote systems, you can’t filter processes by status or window
title. A workaround for this in some cases is to pipe the output through the FIND
command, such as tasklist /v /s Mailerl /u adatum\wrstanek | find /i “not
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responding”. Note that in this case, the field you are filtering must be in the output,
which is why the /V parameter was added to the example. Further, you should specify
that the FIND command should ignore the letter case of characters by using the /1
parameter.

Look for processes on Mailerl with a CPU time of more than 30 minutes:

tasklist /s Mailerl /fi "cputime gt 00:30:00"

Look for processes on Mailerl that use more than 20,000 KB of memory:

tasklist /s Mailerl /u adatum\wrstanek /fi "memusage gt 20000"

Enter multiple /Fi "Filter” parameters to specify that output must match against
multiple filters:

tasklist /s Mailerl /fi "cputime gt 00:30:00" /fi "memusage gt 20000"

Monitoring System Resource Usage and Processes

When you are working with processes, you'll often want to get a snapshot of system
resource usage, which will show you exactly how memory is being used. One way to
get such a snapshot is to use the Typeperf command to display current values for key
counters of the memory object. As discussed in Chapter 6, “Event Logging, Tracking,
and Monitoring,” the Memory object is one of many performance objects available,
and you can list its related performance counters by typing typeperf -q Memory at a
command line.

Table 7-2 provides a summary of key counters of the Memory object. Most counters of
the Memory object display the last observed value or the current percentage value
rather than an average.

Table 7-2 Key Counters of the Memory Object

Memory
Object Counter Counter Description

% Committed  The ratio of Committed Bytes to the Commit Limit. Committed memory

Bytes In Use is the physical memory in use for which space has been reserved in the
paging file if it needs to be written to disk. The commit limit is deter-
mined by the size of the paging file. If Windows increases the paging file
size, the commit limit increases as well, and the ratio is reduced.
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Table 7-2 Key Counters of the Memory Object

Memory

Object Counter Counter Description

Available
MBytes

The amount of physical memory, in megabytes, immediately available
for allocation to a process or for system use. This is physical memory
not currently being used and available for use. It is equal to the sum of
memory assigned to the standby (cached), free, and zero page lists.
When less than five percent of memory is free, the system is low on
memory and performance can suffer.

Cache Bytes

The sum of the System Cache Resident Bytes, System Driver Resident
Bytes, System Code Resident Bytes, and Pool Paged Resident Bytes
counters. This provides information on the memory used by the oper-
ating system kernel. Critical portions of kernel memory must operate in
physical memory and can't be paged to virtual memory; the rest of
kernel memory can be paged to virtual memory.

Cache Bytes
Peak

The maximum number of bytes used by the file system cache since the
system was last restarted.

Cache
Faults/sec

The rate at which faults occur when a page sought in the file system
cache is not found and must be retrieved from elsewhere in memory

(a soft fault) or from disk (a hard fault). The file system cache is an area of
physical memory that stores recently used pages of data for applications.

Commit Limit

The amount of virtual memory, measured in bytes, that can be commit-
ted without having to extend the paging file(s). As the number of
committed bytes grows, the paging file is allowed to grow up to its
maximum size, which can be determined by subtracting the total physical
memory on the system from the commit limit. If you set the initial paging
file size too small, the system will repeatedly extend the paging file and
this requires system resources. It is better to set the initial page size as
appropriate for typical usage or simply use a fixed paging file size.

Committed
Bytes

The amount of committed virtual memory, in bytes. Committed
memory is the physical memory in use for which space has been
reserved in the paging file if it needs to be written to disk. Each physical
drive can have one or more paging files. If a system is using too much
virtual memory relative to the total physical memory on the system,
you might need to add physical memory.

Demand Zero
Faults/sec

The rate at which a zeroed page is required to satisfy a fault, according
to the difference between the values observed in the last two samples,
divided by the duration of the sample interval. Pages emptied of
previously stored data and filled with zeros are a security feature of
Windows that prevent processes from seeing data stored by earlier
processes that used the memory space.

Free & Zero
Page List Bytes

The amount of physical memory, in bytes, that is assigned to the free
and zero page lists. This memory does not contain cached data and is
immediately available for allocation to a process or for system use.
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Table 7-2 Key Counters of the Memory Object

Memory

Object Counter Counter Description

Free System

The number of page table entries not currently in use by the system.

Page Table

Entries

Modified Page  The amount of physical memory, in bytes, that is assigned to the

List Bytes modified page list. Areas of memory on the modified page list contain
cached data and code that is not actively in use by processes, the
system, or the system cache. Windows needs to write out this memory
before it will be available for allocation to a process or for system use.

Page The number of pages faulted per second. This counter includes both

Faults/sec hard and soft faults. Soft faults result in memory lookups. Hard faults
require access to disk.

Page The number of read operations required per second to resolve hard

Reads/sec page faults. Hard page faults occur when a requested page isn't in
memory and the computer has to go to disk to get it. Too many hard
faults can cause significant delays and hurt performance.

Page The number of page writes to disk to free up space in physical memory.

Writes/sec Pages are written to disk only if they are changed while in physical
memory.

Pages The rate at which pages are read from disk to resolve hard page faults.

Input/sec Hard page faults occur when a requested page isn't in memory and the
computer has to go to disk to get it. Too many hard faults can cause
significant delays and hurt performance.

Pages The rate at which pages are written to disk to free up space in physical

Output/sec memory. If the computer has to free up memory too often, this is an
indicator that the system doesn't have enough physical memory
(RAM).

Pages/sec The number of memory pages that are read from disk or written to disk
to resolve hard page faults. It is the sum of Pages Input/sec and Pages
Output/sec.

Pool Non- The number of calls to allocate space in the nonpaged pool. The

paged Allocs nonpaged pool is an area of system memory area for objects that
cannot be written to disk, and must remain in physical memory as long
as they are allocated.

Pool Non- The size, in bytes, of the nonpaged pool, an area of system memory for

paged Bytes

objects that cannot be written to disk, but must remain in physical
memory as long as they are allocated. If the size of the nonpaged pool
is large relative to the total amount of virtual memory allocated to the
computer, you might want to increase the virtual memory size. If this
value slowly increases in size over time, a kernel mode process might
have a memory leak.
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Table 7-2 Key Counters of the Memory Object

Memory
Object Counter

Counter Description

Pool Paged The number of calls to allocate space in the paged pool. The paged

Allocs pool is an area of system memory for objects that can be written to disk
when they are not being used.

Pool Paged The total size, in bytes, of the paged pool. The paged pool is an area of

Bytes system memory for objects that can be written to disk when they are
not being used. If the size of the paged pool is large relative to the total
amount of physical memory on the system, you might need to add
memory to the system. If this value slowly increases in size over time, a
kernel mode process might have a memory leak.

Pool Paged The size, in bytes, of the paged pool that is currently resident and

Resident Bytes

actively being used. Typically, the resident bytes in the paged pool is a
smaller amount than the total bytes assigned to the paged pool.

Standby Cache
Core Bytes

The amount of physical memory, in bytes, that is assigned to the core
standby cache page lists. A standby cached page list is an area of
memory that contains cached data and code that is not actively in use
by processes, the system, or the system cache. It is immediately available
for allocation to a process or for system use. If the system runs out of
available free-and-zero memory, memory on lower priority standby
cache page lists will be repurposed before memory on higher priority
standby cache page lists.

System Cache
Resident Bytes

The size, in bytes, of the pageable operating system code in the file
system cache. This value includes only current physical pages and does
not include any virtual memory pages not currently resident.

System Code
Resident Bytes

The size, in bytes of the operating system code currently in physical
memory that can be written to disk when not in use.

System Code
Total Bytes

The size, in bytes, of the pageable operating system code currently in
virtual memory. It is a measure of the amount of physical memory
being used by the operating system that can be written to disk when
not in use and does not include code that must remain in physical
memory and cannot be written to disk.

System Driver
Resident Bytes

The size, in bytes, of the pageable physical memory being used by
device drivers. It is the working set (physical memory area) of the
drivers.

System Driver

The size, in bytes, of the pageable memory and pageable virtual

Total Bytes memory currently being used by device drivers. It includes physical
memory and code and data paged to disk.

Transition The rate at which page faults are resolved by recovering pages that

Faults/sec were being used by another process sharing the page, or were on the

modified page list or the standby list, or were being written to disk at
the time of the page fault. The pages were recovered without additional
disk activity.
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Table 7-2 Key Counters of the Memory Object

Memory
Object Counter Counter Description

Transition Pages The rate at which the number of transition cache pages were reused for

RePurposed/sec a different purpose. These pages would have otherwise remained in
the page cache to provide a soft fault in the event the page was
accessed in the future. These pages can contain private or sharable

memory.
Write The rate at which page faults are caused by attempts to write that have
Copies/sec been satisfied by copying the page from elsewhere in physical memory.

Sample 7-1 provides an example of how you can use Typeperf to get a snapshot of
memory usage. In this example, you use a counter file called Perf.txt to specify the
counters you want to track. You collect five samples with an interval of 30 seconds
between samples and save the output in a file called SaveData.txt. If you import the
data into a spreadsheet or convert it to a table in a Microsoft Office Word document,
you can make better sense of the output and will know exactly how the computer is
using memory.

Note | chose to track these counters because they give you a good overall
snapshot of memory usage. If you save the command line as a script, you can run
the script as a scheduled task to get a snapshot of memory usage at various times
of the day.

Sample 7-1 Getting a snapshot of memory usage

Command-line
typeperf -cf c:\logs\perf.txt -o c:\logs\savedata.txt -sc 5 -si 30

Source for Perf.txt

\memory\% Committed Bytes In Use
\memory\Available MBytes
\memory\Cache Bytes
\memory\Cache Bytes Peak
\memory\Committed Bytes
\memory\Commit Limit
\memory\Page Faults/sec
\memory\Pool Nonpaged Bytes
\memory\Pool Paged Bytes

Sample output

"(PDH-CSV 4.0)","\\SERVER12\memory\% Committed Bytes In Use","
\\SERVER12\memory\Available MBytes","\\SERVER12\memory\Cache Bytes","
\\SERVER12\memory\Cache Bytes Peak","\\SERVER12\memory\Committed Bytes","
\\SERVER12\memory\Commit Limit","\\SERVER12\memory\Page Faults/sec","
\\SERVER12\memory\Pool Nonpaged Bytes","\\SERVER12\memory\Pool Paged
Bytes"
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"03/25/2008 14:24:28.033","22.860837","2023.000000","260632576.000000", "
280514560.000000","1636175872.000000","7157112832.000000", *80.494007","
73240576.000000","152875008.000000"

"03/25/2008 14:24:30.033","22.861294","2023.000000","260653056.000000", "
280514560.000000", "1636208640.000000","7157112832.000000","70.997253","
73240576.000000","152875008.000000"

"03/25/2008 14:24:32.033","22.861294","2023.000000","260653056.000000", "
280514560.000000", "1636208640.000000","7157112832.000000","3.000142","
73261056.000000","152875008.000000"

"03/25/2008 14:24:34.033","22.861581","2023.000000","260673536.000000", "
280514560.000000", "1636229120.000000","7157112832.000000","15.999741","
73154560.000000","152875008.000000"

"03/25/2008 14:24:36.033","22.861695","2023.000000","260681728.000000", "
280514560.000000", "1636237312.000000","7157112832.000000","6.499981","
73134080.000000","152875008.000000"

You can obtain detailed information about running processes using the Windows
PowerShell Get-Process cmdlet. See Table 7-3 for a summary of this cmdlet’s significant
properties. At a Windows PowerShell prompt, you can view important statistics for
all processes by following these steps:

1. Getall the processes running on the server and store them in the $a variable by
entering:

$a = get-process

2. Use the InputObject parameter to pass the process objects stored in $a to Get-
Process and then pass the objects to the format-table cmdlet along with the list
of properties you want to see by entering:

get-process -inputobject $a | format-table -property ProcessName,
BasePriority, HandleCount, Id, NonpagedSystemMemorySize,
PagedSystemMemorySize, PeakPagedMemorySize, PeakVirtualMemorySize,
PeakWorkingSet, SessionId, Threads, TotalProcessorTime,
VirtualMemorySize, WorkingSet, CPU, Path
The order of the properties in the comma-separated list determines the display order.
If you want to change the display order, simply move the property to a different
position in the list.

When you know the process you want to examine, you don’t need to use this multistep
procedure. Simply enter the name of the process without the .exe or .dll instead of
using —inputobject $a. In the following example, you list details about the winlogon
process:

get-process winlogon | format-table -property ProcessName, BasePriority,
HandTeCount, Id, NonpagedSystemMemorySize, PagedSystemMemorySize,
PeakPagedMemorySize, PeakVirtualMemorySize, PeakWorkingSet, SessionId,
Threads, TotalProcessorTime, VirtualMemorySize, WorkingSet, CPU, Path
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You can enter part of a process name as well using an asterisk as a wildcard to match
a partial name. In this example, Get-Process lists any process with a name that starts

with winl:

get-process winl* | format-table -property ProcessName, BasePriority,
HandTeCount, Id, NonpagedSystemMemorySize, PagedSystemMemorySize,

PeakPagedMemorySize, PeakVirtualMemorySize, PeakWorkingSet, SessionId,
Threads, TotalProcessorTime, VirtualMemorySize, WorkingSet, CPU, Path

Tip By default, many properties that measure memory usage are defined as
32-bit values. When working with Get-Process on 64-bit systems, you'll find that
these properties have both a 32-bit and 64-bit version. On 64-bit systems with
more than 4 GB of RAM, you'll need to use the 64-bit versions to ensure you get

accurate values.

Table 7-3 Properties of Get-Process and How They Are Used

Property Name

Property Description

BasePriority

Shows the priority of the process. Priority determines how
much of the system resources are allocated to a process. The
standard priorities are Low (4), Below Normal (6), Normal (8),
Above Normal (10), High (13), and Real-Time (24). Most
processes have a Normal priority by default, and the highest
priority is given to real-time processes.

CPU

Shows the percentage of CPU utilization for the process.
The System Idle Process shows what percentage of CPU
power is idle. A value of 99 for the System Idle Process means
99 percent of the system resources currently aren't being
used. If the system has low idle time (meaning high CPU
usage) during peak or average usage, you might consider
upgrading to faster processors or adding processors.

Description

Shows a description of the process.

FileVersion

Shows the file version of the process's executable.

HandleCount

Shows the number of file handles maintained by the process.
The number of handles used is an indicator of how dependent
the process is on the file system. Some processes have
thousands of open file handles. Each file handle requires
system memory to maintain.

Id

Shows the run-time identification number of the process.

MinWorkingSet

Shows the minimum amount of working set memory used by
the process.

Modules

Shows the executables and dynamically linked libraries used
by the process.
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Table 7-3 Properties of Get-Process and How They Are Used

Property Name

Property Description

NonpagedSystem- Shows the amount of virtual memory for a process that
MemorySize / cannot be written to disk. The nonpaged pool is an area of
NonpagedSystem- RAM for objects that can't be written to disk. You should note
MemorySize64 processes that require a high amount of nonpaged pool
memory. If the server doesn't have enough free memory,
these processes might be the reason for a high level of page
faults.
PagedSystem- Shows the amount of committed virtual memory for a
MemorySize / process that can be written to disk. The paged pool is an area
PagedSystem- of RAM for objects that can be written to disk when they
MemorySize64 aren't used. As process activity increases, so does the amount
of pool memory the process uses. Most processes have more
paged pool than nonpaged pool requirements.
Path Shows the full path to the executable for the process.
PeakPageMemorySize /  Shows the peak amount of paged memory used by the
PeakPageMemorySize64  process.

PeakVirtualMemorySize /
PeakVirtualMemorySize64

Shows the peak amount of virtual memory used by the
process.

PeakWorkingSet /

Shows the maximum amount of memory the process used,

PeakWorkingSet64 including both the private working set and the non-private
working set. If peak memory is exceptionally large, this can
be an indicator of a memory leak.

PriorityBoostEnabled Shows a Boolean value that indicates whether the process has

the PriorityBoost feature enabled.

PriorityClass

Shows the priority class of the process.

PrivilegedProcessorTime

Shows the amount of kernel-mode usage time for the
process.

ProcessName

Shows the name of the process.

ProcessorAffinity

Shows the processor affinity setting for the process.

Responding Shows a Boolean value that indicates whether the process
responded when tested.

Sessionld Shows the identification number user (session) within which
the process is running. This corresponds to the ID value listed
on the Users tab in Task Manager.

StartTime Shows the date and time the process was started.
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Table 7-3 Properties of Get-Process and How They Are Used

Property Name

Property Description

Threads

Shows the number of threads that the process is using.
Most server applications are multithreaded, which allows
concurrent execution of process requests. Some applications
can dynamically control the number of concurrently executing
threads to improve application performance. Too many
threads, however, can actually reduce performance, because
the operating system has to switch thread contexts too
frequently.

TotalProcessorTime

Shows the total amount of CPU time used by the process
since it was started. If a process is using a lot of CPU time, the
related application might have a configuration problem.
This could also indicate a runaway or nonresponsive process
that is unnecessarily tying up the CPU.

UserProcessorTime

Shows the amount of user-mode usage time for the process.

VirtualMemorySize /
VirtualMemorySize64

Shows the amount of virtual memory allocated to and
reserved for a process. Virtual memory is memory on disk
and is slower to access than pooled memory. By configuring
an application to use more physical RAM, you might be able
to increase performance. To do this, however, the system
must have available RAM. If it doesn't, other processes
running on the system might slow down.

WorkingSet /
WorkingSet64

Shows the amount of memory the process is currently using,
including both the private working set and the non-private
working set. The private working set is memory the process
is using that cannot be shared with other processes. The non-
private working set is memory the process is using that can
be shared with other processes. If memory usage for a
process slowly grows over time and doesn’t go back to the
baseline value, this can be an indicator of a memory leak.

Stopping Processes

When you want to stop processes that are running on a local or remote system, you can
use the Taskkill command-line utility. With Taskkill, you can stop processes by process
ID using the /Pid parameter or image name using the /Im parameter. If you want to

stop multiple processes by process ID or image name, you can enter multiple /Pid or
/Im parameters as well. With image names, however, watch out, because Taskkill will
stop all processes that have that image name. Thus if three instances of Helpctr.exe are

running, all three processes would be stopped if you use Taskkill with that image name.

As with Tasklist, Taskkill runs by default with the permissions of the user who is
currently logged on, and you can also specify the remote computer whose tasks you
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want to query, and the Run As permissions. To do this, you use the expanded syntax,
which includes the following parameters:

/s Computer /u [Domain\]User [/p Password]

where Computer is the remote computer name or 1P address, Domain is the optional
domain name in which the user account is located, User is the name of the user
account whose permissions you want to use, and Password is the optional password for
the user account. If you don’t specify the domain, the current domain is assumed. If
you don’t provide the account password, you are prompted for the password.

Note Sometimes it is necessary to force a process to stop running. Typically, this

is necessary when a process stops responding while opening a file, reading or writing

data, or performing other read/write operations. To force a process to stop, you use

the /F parameter. This parameter is only used with processes running on local
systems. Processes stopped on remote systems are always forcefully stopped.

Tip Asyou examine processes, keep in mind that a single application might start
multiple processes. Generally, these processes depend on a central process, and
from this main process a process tree containing dependent processes is formed.
Occasionally, you may want to stop the entire process tree, starting with the parent
application process and including any dependent processes. To do this, you can use
the /T parameter.

Consider the following examples to see how you can use Taskkill:

Stop process ID 208:

taskkill /pid 208

Stop all processes with the image name Cmd.exe:

taskkill /im cmd.exe

Stop processes 208, 1346, and 2048 on MAILER1:

taskkill /s Mailerl /pid 208 /pid 1346 /pid 2048

Force local process 1346 to stop:

taskkill /f /pid 1346
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Stop a process tree, starting with process ID 1248 and including all child
processes:

taskkill /t /pid 1248

To ensure that only processes matching specific criteria are stopped, you can use all
the filters listed in Table 7-1 except SessionName. For example, you can use a filter to
specify that only instances of Cmd.exe that are not responding should be stopped
rather than all instances of Cmd.exe (which is the default when you use the /Im
parameter).

As with Tasklist, Taskkill provides a Modules filter with operators EQ and NE to allow
you to specify DLL modules that should be excluded or included. As you may recall,
you use the Tasklist /M parameter to examine the relationship between running
processes and DLLs configured on the system. Using the Taskkill Modules filter with
the EQ operator, you could stop all processes using a specific DLL. Using the Taskkill
Modules filter with the NE operator, you ensure that processes using a specific DLL
are not stopped.

Tip When you use filters, you don't have to specify a specific image name or
process ID to work with. This means you can stop processes based solely on
whether they match filter criteria. For example, you can specify that you want to
stop all processes that aren't responding.

As with Tasklist, you can also use multiple filters. Again, you must use double quotation
marks to enclose the filter string. Consider the following examples to see how you
can use filters with Taskkill:

Stop instances of Cmd.exe that are not responding:

taskkill /im cmd.exe /fi "status eq not responding"

Stop all processes with a process ID greater than 4 if they aren’t responding:

taskkill /fi "pid gt 4" /fi "status eq not responding"

Stop all processes using the Winspool.drv DLL:

taskkill /fi "modules eq winspool.drv"
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Although the /Im and /Pid flags are not used in the second example, the process IDs
are filtered so that only certain processes are affected. You don’t want to stop the system
or system idle process accidentally. Typically, these processes run with process IDs

of 4 and 0 respectively, and if you stop them, the system will stop responding or shut
down.

Detecting and Resolving Performance Issues
Through Monitoring

At the command line, Tasklist and Windows PowerShell Get-Process provide everything
you need for detecting and resolving most performance issues. However, you'll often
need to dig deep to determine whether a problem exists and if so, what is causing the
problem.

Monitoring Memory Paging and Paging to Disk

Often, you'll want to get detailed information on hard and soft page faults that are
occuring. A page fault occurs when a process requests a page in memory and the
system can’t find it at the requested location. If the requested page is elsewhere in
memory, the fault is called a soft page fault. If the requested page must be retrieved
from disk, the fault is called a hard page fault.

To see page faults that are occurring in real time, enter the following at the command
line:

typeperf "\memory\Page Faults/sec" -si 5

To stop Typeperf, press Ctrl+C. Page faults are shown according to the number of hard
and soft faults occuring per second. Other counters of the Memory object that you
can use for tracking page faults include:

B Cache Faults/sec
Demand Zero Faults/sec
Page Reads/sec

Page Writes/sec

Write Copies/sec

Transition Faults/sec
m Transition Pages RePurposed/sec

Pay particular attention to the Page Reads/sec and Page Writes/sec, which provide
information on hard faults. Although developers will be interested in the source of
page faults, administrators are more interested in how many page faults are occurring.
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Most processors can handle large numbers of soft faults. A soft fault simply means the
system had to look elsewhere in memory for the requested memory page. With a hard
fault, on the other hand, the requested memory page must be retrieved from disk,
which can cause significant delays. If you are seeing a lot of hard faults, you may need
to increase the amount of memory or reduce the amount of memory being cached
by the system and applications.

In addition to counters of the Memory object discussed previously, you can use the
following objects and counters to check for disk paging issues:

B Paging File(*)\% Usage The percentage of the paging file currently in use. If
this value approaches 100 percent for all instances, you should consider either
increasing the virtual memory size or adding physical memory to the system.
This will ensure that the computer has additional memory if it needs it, such as
when the computer load grows.

B Paging File(*)\% Usage Peak The peak size of the paging file as a percentage
of the total paging file size available. A high value can mean that the paging file
isn’t large enough to handle increased load conditions.

B PhysicalDisk(*)\% Disk Time The percentage of time that the selected disk spent
servicing read and write requests. Keep track of this value for the physical disks
that have paging files. If you see this value increasing over several monitoring
periods, you should more closely monitor paging file usage and you might
consider adding physical memory to the system.

B PhysicalDisk(*)\Avg. Disk Queue Length The average number of read and write
requests that were waiting for the selected disk during the sample interval. Keep
track of this value for the physical disks that have paging files. If you see this
value increasing over time and the Memory\Page Reads/Sec is also increasing,
the system is having to perform a lot of paging file reads.

The asterisks in parentheses are placeholders for the object instance. If a particular
object has multiple instances, such as when a computer has multiple physical disks or
multiple paging files, you can use an object instance to track a specific occurrence of
that object. You could also elect to track all instances of an object, such as whether you
want to monitor all physical disks on a system. Specify _Total to work with all counter
instances, or specify individual counter instances to monitor.

Sample 7-2 provides an example of how you can use Typeperf to get a snapshot of disk
paging. In this example, you use a counter file called PagePerf.txt to specify the
counters you want to track. You collect five samples with an interval of 30 seconds
between samples and save the output in a file called SavePageData.txt. If you import
the data into a spreadsheet or convert it to a table in a Word document, you can make
better sense of the output and a better understanding of how the computer is using the
page file and paging to disk.
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Sample 7-2 Checking disk paging

Command line
typeperf -cf c:\logs\pageperf.txt -o c:\logs\savepagedata.txt -sc 5
-si 30

Source for PagePerf.txt

\memory\Pages/Sec

\Paging File(_Total)\% Usage

\Paging File(_Total)\% Usage Peak
\PhysicalDisk(_Total)\% Disk Time
\PhysicalDisk(_Total)\Avg. Disk Queue Length

Monitoring Memory Usage and the Working Memory Set for
Individual Processes

You can use Tasklist to get basic memory usage for a process. The syntax you can use is:

tasklist /fi "pid eq ProcessID"

where ProcessID is the id number of the process you want to work with. The output
from Tasklist will show you how much memory the process is currently using. For
example, if you were tracking process ID 7292, your output might look like the
following:

Image Name PID Session Name Session# Mem Usage

jvappm.exe 7292 1 7,424 K

In this example, the process is using 7,424 KB of memory. By watching the memory
usage over time, you can determine whether the memory usage is increasing. If
memory usage is increasing compared to a typical baseline, the process might have a
memory-related problem.

Sample 7-3 provides the source for a command-line script that checks the memory
usage of a process over a timed interval. The script expects the process ID you want to
work with to be passed as the first parameter. If you do not supply a process ID, error
text is written to the output.

Sample 7-3 Viewing memory usage at the command line

MemUsage.bat

@echo off

if "%1"=="" (echo Error: please enter Process ID to track) & (goto
EXIT)

tasklist /fi "pid eq %1"
timeout /t 600
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tasklist /fi "pid eq %1"
timeout /t 600

tasklist /fi "pid eq %1"
tEXIT

Sample output
Image Name PID Session Name Session# Mem Usage

jvapm.exe 7292 1 7,452 K
Waiting for O seconds, press a key to continue ...

Image Name PID Session Name Session# Mem Usage

jvapm.exe 7292 1 7,452 K
Waiting for O seconds, press a key to continue ...

Image Name PID Session Name Session# Mem Usage

jvapm.exe 7292 1 7,452 K

In Sample 7-3, the process’s memory usage does not change over the sampled interval.
Because of this, it is unlikely the process has a memory leak, but to be sure you'd
need to sample over a longer period.

You can use the Windows PowerShell Get-Process cmdlet to track detailed memory
usage for individual processes. The syntax you can use is

get-process ProcessName | format-table -property
NonpagedSystemMemorySize, PagedSystemMemorySize, VirtualMemorySize,
PeakVirtualMemorySize, MinWorkingSet, WorkingSet, PeakWorkingSet

where ProcessName is the name of the process without the .exe or .dll. In a Windows
PowerShell script, such as the one shown as Sample 7-4, you could combine the Get-
Process cmdlet with the start-sleep cmdlet to view the memory usage for a process at
timed intervals.

Sample 7-4 Viewing detailed memory usage

MemUsage.psl

get-process msdtc | format-table -property NonpagedSystemMemorySize,
PagedSystemMemorySize, VirtualMemorySize, PeakVirtualMemorySize,
MinWorkingSet, WorkingSet, PeakWorkingSet

start-sleep -seconds 600
get-process msdtc | format-table -property NonpagedSystemMemorySize,

PagedSystemMemorySize, VirtualMemorySize, PeakVirtualMemorySize,
MinWorkingSet, WorkingSet, PeakWorkingSet
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start-sleep -seconds 600
get-process msdtc | format-table -property NonpagedSystemMemorySize,

PagedSystemMemorySize, VirtualMemorySize, PeakVirtualMemorySize,
MinWorkingSet, WorkingSet, PeakWorkingSet

Sample output

Nonpaged PagedSystem Virtual Peak Working Peak
System Memory Memory Virtual Set Working
MemorySize Size Size MemorySize Set
6304 70544 41766912 63631360 6287360 6344704
Nonpaged PagedSystem Virtual Peak Working Peak
System Memory Memory Virtual Set Working
MemorySize Size Size MemorySize Set
8123 96343 56243535 97423424 9147256 9348942
Nonpaged PagedSystem Virtual Peak Working Peak
System Memory Memory Virtual Set Working
MemorySize Size Size MemorySize Set
17564 129645 48934246 97423424 9987384 10344706

Note Windows PowerShell script files have the .ps1 filename extension. To run a
script at the Windows PowerShell prompt, you type the name of the script and,
optionally, the filename extension. You must specify the fully qualified path to the
script file, even if the script is in the current directory. To indicate the current
directory, type the directory name or use the dot (.) to represent the current
directory. With the MemUsage.ps1 script in the current directory, you can run the
script by entering .\memusage.ps1 at the Windows PowerShell prompt.

The Get-Process properties examined in Sample 7-4 provide the following information:

B NonPagedSystemMemorySize Shows the amount of allocated memory that
can’t be written to disk

B PagedSystemMemorySize Shows the amount of allocated memory that is
allowed to be paged to the hard disk

m VirtualMemorySize Shows the amount of virtual memory allocated to and
reserved for a process

W PeakVirtualMemorySize Shows the peak amount of paged memory used by the

process

m WorkingSetSize Shows the amount of memory allocated to the process by the
operating system

m PeakWorkingSet Shows the peak amount of memory used by the process
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When you focus on these properties, you are zeroing in on the memory usage of a
specific process. The key aspect to monitor is the working memory set. The working
set of memory shows how much memory is allocated to the process by the operating
system. If the working set increases over time and doesn’t eventually go back to base-
line usage, the process may have a memory leak. With a memory leak, the process isn’t
properly releasing memory that it’s using, which can lead to reduced performance of
the entire system.

In Sample 7-4, the process’s memory usage changes substantially over the sampled
interval. While it is most likely the process is simply actively being used by users or the
computer itself, the process should eventually return to a baseline memory usage. If
this doesn’t happen, the process may have a memory-related problem.

Resolving Performance Bottlenecks

Because memory is usually the primary performance bottleneck on both workstations
and servers, I've discussed many techniques previously in this chapter that you can use
to help identify problems with memory. Memory is the resource you should examine
first to try to determine why a system isn’t performing as expected.

However, memory isn’t the only bottleneck. Processor bottlenecks can occur if a
process’s threads need more processing time than is available. If a system’s processors
are the performance bottleneck, adding memory, drives, or network connections won'’t
solve the problem. Instead, you might need to upgrade the processors to faster clock
speeds or add processors to increase the computer’s upper capacity. With servers, you
could also move processor-intensive applications to another server.

Typeperf counters you can use to check for processor bottlenecks include the following:

m System\Processor Queue Length Records the number of threads waiting to be
executed. These threads are queued in an area shared by all processors on the
system. The processor queue grows because threads have to wait to get processing
time. As a result, the system response suffers and the system appears sluggish or
nonresponsive. Here, you might need to upgrade the processors to faster clock
speeds or add processors to increase the server’s upper capacity.

B Processor(*)\% Processor Time Records the percentage of time the selected
processor is executing a non-idle thread. You should track this counter separately
for each processor instance on the server. If the % Processor Time values for
all instances are high (above 75 percent) while the network interface and disk
input/output (I/O) throughput rates are relatively low, you might need to
upgrade the processors to faster clock speeds or add processors to increase the
server’s upper capacity.

B Processor(*)\% User Time Records the percentage of time the selected processor
is executing a non-idle thread in User mode. User mode is a processing mode for
applications and user-level subsystems. A high value for all processor instances
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might indicate that you need to upgrade the processors to faster clock speeds or
add processors to increase the server’s upper capacity.

B Processor(*)\% Privileged Time Records the percentage of time the selected
processor is executing a non-idle thread in Privileged mode. Privileged mode is a
processing mode for operating system components and services, allowing direct
access to hardware and memory. A high value for all processor instances might
indicate that you need to upgrade the processors to faster clock speeds or add
processors to increase the computer’s upper capacity.

B Processor(*)\Interrupts/sec Records the average rate, in incidents per second,
that the selected processor received and serviced hardware interrupts. If this
value increases substantially over time without a corresponding increase in
activity, the system might have a hardware problem. To resolve this problem, you
must identify the device or component that is causing the problem. Each time
drivers or disk subsystem components such as hard disk drives or network
components generate an interrupt, the processor has to stop what it is doing to
handle the request because requests from hardware take priority. However,
poorly designed drivers and components can generate false interrupts, which tie
up the processor for no reason. System boards or components that are failing can
generate false interrupts as well.

Note The asterisks in parentheses are placeholders for the object instance. On
multiprocessor systems, you might need to rule out processor affinity as a cause
of a processor bottleneck. By using processor affinity, you can set a program or
process to use a specific processor to improve its performance. Assigning processor
affinity can, however, block access to the processor for other programs and
processes.

A system’s hard disks are rarely the primary reason for a bottleneck. If a system is
having to do a lot of disk reads and writes, it is usually because there isn’t enough
physical memory available and the system has to page to disk. Because reading from
and writing to disk is much slower than reading and writing memory, excessive paging
can degrade the server’s overall performance. To reduce the amount of disk activity,
you want the system to manage memory as efficiently as possible and page to disk only
when necessary.

You can use these counters to monitor disk reads and writes:

m PhysicalDisk(*)\% Disk Time Records the percentage of time the physical disk is
busy. Track this value for all hard disk drives on the system in conjunction with
Processor(*)\% Processor Time and Network Interface(*)\Bytes Total/sec. If the
% Disk Time value is high and the processor and network connection values
aren’t high, the system’s hard disk drives might be creating a bottleneck.

B PhysicalDisk(*)\Current Disk Queue Length Records the number of system
requests that are waiting for disk access. A high value indicates that the disk-waits
are impacting system performance. In general, you want very few waiting requests.
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B PhysicalDisk(*)\Avg. Disk Write Queue Length Records the number of write
requests that are waiting to be processed.

W PhysicalDisk(*)\Avg. Disk Read Queue Length Records the number of read
requests that are waiting to be processed.

B PhysicalDisk(*)\Disk Writes/sec Records the number of disk writes per second,
which indicates the amount of disk I/O activity. By tracking the number of writes
per second and the size of the write queue, you can determine how write
operations are impacting disk performance.

m PhysicalDisk(*)\Disk Reads/sec Records the number of disk reads per second,
which indicates the amount of disk I/O activity. By tracking the number of reads
per second and the size of the read queue, you can determine how read opera-
tions are impacting disk performance.

Networking components can also cause bottlenecks. A delay between when a request
is made, the time the request is received, and the time a user gets a response can cause
users to think that systems are slow or nonresponsive. Unfortunately, in many cases,
the delay users experience when working over the network is beyond your control.
This is because the delay is a function of the type of connection the user has and the
route the request takes. The total capacity of a computer to handle requests and the
amount of bandwidth available to a computer are factors you can control, however.
Network capacity is a function of the network cards and interfaces configured on the
computers. Network bandwidth availability is a function of the network infrastructure
and how much traffic is on it when a request is made.

You can use the following counters to check network activity and look for bottlenecks:

B Network Interface(*)\Bytes Received/Sec Records the rate at which bytes are
received over a network adapter.

m Network Interface(*)\Bytes Sent/Sec Records the rate at which bytes are sent
over a network adapter.

m Network Interface(*)\Bytes Total/Sec Records the rate at which bytes are sent
and received over a network adapter. Check the network card configuration if
you think there’s a problem.

m Network Interface(*)\Current Bandwidth Estimates the current bandwidth for
the selected network adapter in bits per second. Check to ensure the current
bandwidth matches the type of network card configured on the computer. Most
computers use 10 megabit, 100 megabit, or 1 gigabit network cards. Keep in
mind that if the computer has a 1 gigabit network card, the networking devices
to which the computer connects must also support this speed.
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managing, 125
547
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arguments. See parameters

arithmetic operators, 41-42

ARP (Address Resolution Protocol) cache,
416-417

arrow keys, browsing command history, 13

assignment operators, 41-42

AT (@) command, 32-33

attributes. See parameters

audit events, 107

AUTOCHK command, check NTFS
parameter, 250-252

Autoexec.nt, 4

B
background color, 11
Background Intelligent Transfer Service
(BITS) Server Extensions, 65
background processes, 126
backquote (*), 52
backup domain controllers (BDCs), 331
basic disks. See also partitions
converting from dynamic, 242
converting to dynamic, 241-242
overview, 225-226
partitioning. See partitions, basic disks
.bat extension, 27
batch mode
MS-DOS command shell, 8
Windows command shell, 5
BDCs (backup domain controllers), 331
binary values, 41
BitLocker Drive Encryption, 64, 72
BITS server extensions, 72
bitwise operators, 41
Boolean values, 44
built-in variables, 35

C
/C, command line parameter, 19
call statements, scripts, 54
capacity planning, for print spoolers,
377-382
case awareness, 36
case sensitivity
string comparisons, 46
variable names, 36
chaining commands, 25-26
Check NTFS parameter, AUTOCHK
command, 250-252
child domains, Active Directory, 298

Chkdsk.exe (Check Disk)
analyzing disk without repairing it,
246-249
fixing disk errors, 249-250
CMAK (Connection Manager
Administration Kit), 65, 72
.cmd extension, scripts, 27
Cmd.exe
command history buffer, 12-13
environment defaults, 4
external commands, 7
internal commands, 5-7
options for starting, 4
parameters, 4, 18
processing modes, 8-9
cmdlet, 9, 10
CNs (common names), 300
color
COLOR command, 33-34
Colors tab, command-prompt properties, 11
scripts, 33-34
command chaining, 25-26
command echoing, 31-33
command history buffer, 12-13
command path
file extensions and file associations, 21-22
managing, 20-21
command shell
chaining commands, 25-26
command execution sequence, 17
command path, 20-21
file associations, 21
file extensions, 21
grouping commands, 25, 26
MS-DOS (Command.com), 8-9
PowerShell (Powershell.exe), 9-10
redirection techniques, 23
startup, 18
syntax of commands, 17
Windows (Cmd.exe), 4-7
Command.com, 8-9
Command-line Utility (Typeperf). See
Typeperf (Command-line Utility)
command-prompt properties
Colors tab, 11
Font tab, 11
Layout tab, 11
Options tab, 11
commands
compared with statements, 29



DiskPart, 227-231

execution sequence, 17

FSUtil (File System Utility), 243-244
grouping, 25, 26

parsing output of, 51-53

syntax, 17

commands, listed

ACTIVE (DiskPart), 227, 240-241
ADD (DiskPart), 227

ADD ADDRESS (Netsh), 413

ADD WINSSERVER (Netsh), 416
ARP, 453

ASSIGN (DiskPart), 227, 264

ASSOC (shell command), 6, 22, 453
AT (@) (shell command), 32-33
ATTRIB, 453

ATTRIBUTES (DiskPart), 228
AUTOCHK, 250-252

AUTOMOUNT (DiskPart), 228
BCDEDIT, 454

BEHAVIOR (FSUtil), 243

BREAK (DiskPart), 228, 292

BREAK (shell command), 6

BREAK DISK (DiskPart), 289

CACLS. See commands, listed, ICACLS
CALL (shell command), 6, 455

CD (CHDIR) (shell command), 6, 455
CHKDSK, 455

CHKNTES, 250-252, 455

CHOICE, 456

CIPHER, 456

CLEAN (DiskPart), 228, 238-239
CLIP, 456

CLS (shell command), 6, 29-30, 456
CMD (shell command), 18, 456
CMDKEY, 457

COLOR (shell command), 6, 33-34, 457
COMP, 457

COMPACT, 457

CONVERT (DiskPart). See CONVERT
COPY (shell command), 6, 458
CREATE (DiskPart), 228

DATE (shell command), 6, 79, 458
DCGPOFIX, 458

DCPROMO, 328

DEFRAG, 458

DEL (ERASE) (shell command), 6, 459
DELETE (DiskPart), 228

DELETE PARTITION (DiskPart), 276-277
DELETE VOLUME (DiskPart), 285
DETAIL (DiskPart), 228

commands, listed 549

DETAIL DISK (DiskPart), 288

DETAIL VOLUME (DiskPart), 288

DIR (shell command), 5, 6, 459

DIRTY (FSUtil command), 243

DISKCOMP, 459

DISKCOPY, 459

DISKPART, 459-460

DOSKEY, 460

DPATH (shell command), 6

DRIVERQUERY, 80, 460

DSADD. See DSADD

DSADD COMPUTER, 302, 315, 460

DSADD GROUP, 356, 358-359, 460-461

DSADD USER, 302, 339-340,
342-343, 461

DSGET, 301-302

DSGET COMPUTER, 315-316, 319-321,
461-462

DSGET GROUP, 356, 361-362, 462

DSGET SERVER, 316, 328-329, 462-463

DSGET SITE, 331-333

DSGET USER, 340, 347-349, 352 463

DSMGMT, 463

DSMOD. See DSMOD

DSMOD COMPUTER, 316, 322, 323, 464

DSMOD GROUP, 356-357, 363-364, 464

DSMOD SERVER, 317, 331, 464

DSMOD USER, 340, 350-351, 354-355,
464-465

DSMOVE. See DSMOVE

DSMOVE GROUP, 366-367

DSMOVE USER, 353-354

DSQUERY *, 304, 467

DSQUERY COMPUTER, 302,
311-312, 465

DSQUERY CONTACT, 303, 465-466

DSQUERY GROUP, 303, 361-362, 466

DSQUERY OU, 303

DSQUERY PARTITION, 303, 466

DSQUERY QUOTA, 303, 466

DSQUERY SERVER, 303, 328-329,
466-467

DSQUERY SITE, 304, 332-333, 467

DSQUERY SUBNET, 304

DSQUERY USER, 304, 311-312, 340,
347-348,361-362, 467

DSRM, 301, 355, 468

DSRM COMPUTER, 327

DSRM GROUP, 368

DSRM USER, 313-314

ECHO (shell command), 6, 31-33, 468
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ECHO OFF (shell command), 31-32

ENDLOCAL (shell command), 6,
40-41, 468

ERASE, 468

ESENTUTL, 468

EVENTCREATE. See EVENTCREATE

EXIT, 6, 19, 228,470

EXPAND, 470

EXTEND (DiskPart), 229, 276

FC, 470

FILE (FSUtl command), 243

FILESYSTEMS (DiskPart), 229, 267-270

FIND, 23-24, 470

FINDSTR, 470

FOR, 471

FOR (shell command), 6

FORFILES, 471

FORMAT (DiskPart), 229, 266-271, 471

FSINFO (FSUtil command), 243, 244-245

FTP, 471

FTYPE (shell command), 6, 21, 472

GET-EVENTLOG (PowerShell), 472

GETMAC, 473

GET-PROCESS (PowerShell), 472

GET-SERVICE (PowerShell), 472

GOTO (shell command), 6, 473

GPT (DiskPart), 229

GPUPDATE, 473

HARDLINK (FSUtl command), 243

HELP (DiskPart), 229

HOSTNAME, 473

ICACLS, 473

IF (shell command), 6, 474

IMPORT (DiskPart), 229

INACTIVE (DiskPart), 229

INPUTPATH (ServerManagerCmd), 68

INSTALL (ServerManagerCmd), 68, 75-76

IPCONFIG, 475

LABEL (DiskPart), 274, 475

LIST (DiskPart). See LIST

LIST DISK (DiskPart), 288

LIST PARTITION (DiskPart), 257

LIST VOLUME (DiskPart), 263, 279-280

LOGPATH (ServerManagerCmd), 69

MD (MKDIR) (shell command), 6, 475

MKLINK (shell command), 6

MORE, 23-24, 475

MOUNTVOL, 476

MOVE (shell command), 6, 476

NBTSTAT, 476

NET ACCOUNTS, 476

NET COMPUTER, 476

NET CONFIG SERVER, 477

NET CONFIG WORKSTATION, 477

NET CONTINUE, 477

NET FILE, 477

NET GROUP, 477

NET LOCALGROUP, 357, 361, 478

NET PAUSE, 478

NET PRINT, 478

NET SESSION, 478

NET SHARE, 479

NET START, 479

NET STATISTICS, 479

NET STOP, 479

NET USE, 233, 480

NET USER, 341, 345-346, 480

NET VIEW, 480

NETDOM ADD, 481

NETDOM COMPUTERNAME, 481

NETDOM JOIN, 324-326, 481

NETDOM MOVE, 481

NETDOM MOVENT4BDC, 482

NETDOM QUERY, 482

NETDOM REMOVE, 482

NETDOM RENAMECOMPUTER,
326-327,482

NETDOM RESET, 483

NETDOM RESETPWD, 323-324, 483

NETDOM TRUST, 483

NETDOM VERIFY, 483

NETSH, 405-408, 484

NETSTAT, 484

OBJECTID (FSUtl), 243

OFFLINE (DiskPart), 229

ONLINE (DiskPart), 229, 284

PATH (shell command), 6, 20-21, 484

PATHPING, 484

PAUSE (shell command), 6, 485

PING, 485

POPD (shell command), 6, 485

PRINT, 485

PROMPT (shell command), 6, 485

PUSHD (shell command), 7, 486

QUERY (ServerManagerCmd), 68, 74-75

QUOTA (FSUtil command), 243

RD (RMDIR) (shell command), 7, 486

RECOVER (DiskPart), 230, 486

REG ADD, 83, 87, 486

REG COMPARE, 84, 486

REG COPY, 84, 87-88, 486

REG DELETE, 83, 88-89, 487



REG EXPORT, 84, 89-90

REG FLAGS, 84

REG IMPORT, 84, 89-90

REG LOAD, 84

REG QUERY, 83, 487

REG RESTORE, 84, 86-87, 487

REG SAVE, 84, 86, 487

REG UNLOAD, 84

REG_BINARY, 83

REG_DWORD, 83
REG_EXPAND_SZ, 83, 87
REG_MULTI_SZ, 83

REG_NONE, 83

REG_SZ, 83

REGSVR32, 487

REM (DiskPart), 230

REM (shell command), 7, 30-31, 487
REMOVE (DiskPart), 230, 264-265
REMOVE (ServerManagerCmd), 68, 77
REN (RENAME) (shell command), 7, 488
REPADMIN (NTDSUtil), 335-336
REPAIR (DiskPart), 230, 294
REPAIR (FSUtil), 244
REPARSEPOINT (FSUtl), 244
RESCAN (DiskPart), 230, 234-235
RESOURCE (FSUtil), 244

RESTART (ServerManagerCmd), 69
RESULTPATH (ServerManagerCmd), 69
RETAIN (DiskPart), 230

RMDIR (RD) (shell command), 7, 486
ROUTE, 488

RUN (shell command), 8

RUNAS, 488

SAN (DiskPart), 230

SC CONFIG, 92, 96-97, 489

SC CONTINUE, 94-95, 489

SC FAILURE, 92, 97-99, 489

SC PAUSE, 92, 94-95, 489

SC QC, 92,94, 489

SC QFAILURE, 92, 490

SC QUERY, 92-93, 490

SC START, 92, 94-95, 490

SC STOP, 92, 94-95, 490
SCHTASKS, 191

SCHTASKS /CHANGE, 204, 213-216, 490
SCHTASKS /CREATE, 204-206, 491
SCHTASKS /DELETE, 204, 222, 491
SCHTASKS /END, 204, 221, 491
SCHTASKS /QUERY, 216, 218, 491
SCHTASKS /RUN, 204, 221
SELECT (DiskPart), 230

comparison operators 551

SERVERMANAGERCMD, 492

SET (shell command), 7, 35, 492

SET ADDRESS (Netsh), 411

SETID (DiskPart), 230

SETLOCAL (shell command), 7,
40-41, 493

SET-SERVICE, 492

SETX (shell command), 20-21

SHIFT, 493

SHIFT (shell command), 7, 34

SHRINK (DiskPart), 230, 274-275

SHUTDOWN, 493

SORT, 493

SPARSE (FSULil command), 244

START (shell command), 7, 494

STOP-PROCESS (PowerShell), 494

STOP-SERVICE (PowerShell), 494

SUBST, 494

SYSTEMINFO, 80, 495

TAKEOWN, 495

TASKKILL, 495

TASKLIST, 495

TIME (shell command), 7, 79, 495

TIMEOUT, 495

TITLE (shell command), 7, 33, 496

TRACERPT, 496

TRACERT, 496

TRANSACTION (FSUtil command), 244

TYPE (shell command), 7, 496

TYPEPERF, 496

UNIQUEID (DiskPart), 231

USN (FSUtil command), 335-336, 244

VER, 497

VERIFY (shell command), 7, 497

VERSION (ServerManagerCmd), 69

VOL (shell command), 7, 274, 497

VOLUME (FSUtil command), 244

‘WAITFOR, 497

‘WBADMIN, 497

WHATIF (ServerManagerCmd), 69

WHERE, 79, 80, 499

WHOAMI, 79, 499

command-shell window, 29-30
comments

adding to scripts, 30-31
printers, 391
shutdowns and restarts, 102

common names (CNs), 300
comparison operators, 45-46

list of, 46
using with \iif\I statements, 41, 45-46
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computer accounts
creating, 317-318
customizing, 318-319
deleting, 327
directory queries for, 302-304
enabling/disabling, 322
joining to a domain, 324-326
list of command-line tools for, 315-317
location or description attribute, 322
moving, 327
renaming, 326-327
resetting locked, 322-324
searching for, 311-312, 319-321
system information and, 81
viewing, 319-321
computer configuration
detail information, 438-442
problems, 436-437
conditional statements, 43-46
Config.nt, 4, 8
configuration commands, 8
configuration information
gathering, 80-81
stored in registry, 80
Windows Server 2008, 59-61
configuration settings, TCP/IP
deleting, 416-418
obtaining/saving, 422-424
Connection Manager Administration Kit
(CMAK), 65, 72
connection problems, troubleshooting,
450-452
connection states, TCP, 432
contacts, 303

containers, Active Directory, 298, 300-301

context names, Netsh, 405-407, 501-503
CONVERT

basic disks to/from dynamic disks, 241-242

commands, 228, 457
CvtArea parametet, 272-274
disk space needed by, 271
partition or volume to NTFS, 271-274
partition table styles, 238
core-server installation, 59-61
Create Basic Task Wizard, 198-200
CScript, 372
Cul+C, 4
Curl+S, 4
cursor
interactive mode, 5
options, 11

CvtArea parameter, CONVERT command,
272-274
cylinders, 258

D
-D parameter, DSQUERY, 306
Data Collector Sets
collecting performance counter data,
178-179
configure logging schedule, 179-180
export settings into XML file, 177-178
Logman, 173-176
Reliability And Performance Monitor, 175
starting and stopping, 176-177
types of, 175
viewing reports, 187-190
data types, registry, 83
datagrams. See IP datagrams
date formats, 211
defragmenting disks
analysis only, 253-255
parameters, 252
two-step process, 252
delims option, file content, 52
-Desc parameter, DSQUERY, 305
Desktop Experience tools, 65, 72
device drivers, 80, 373-376
DFS Replication log, Event Log service, 106
DHCP (Dynamic Host Configuration
Protocol), 62, 70, 409-410
client commands, 510
server commands, 505-507
server v4 commands, 507-508
server vb commands, 509-510
directories. See also Active Directory
iterating through, 49-51
listing, 5
Directory Service log, Event Log
service, 106
disk drives. See hard disk drives
disk mirroring and duplexing. See RAID-1
(disk mirroring and duplexing)
disk striping. See RAID-0 (disk striping)
disk striping with parity. See RAID-5 (disk
striping with parity)
DiskPart. See also partitions, basic disks;
volumes
basic and dynamic disks, 225-226
commands and scripts, 227-231
converting basic disks to/from dynamic
disks, 241-242
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drive installation, 234-235
drive status and configuration,
235-237
example of working with, 226
focus, 226-227
listing disks and partitions, 226
partition styles, 238-239
partition table styles, 238-239
script examples, 232-234
setting active partition, 240-241
tasks used for, 225
display options, command-prompt, 11
Distinguished Names. See DNs
(Distinguished Names)
Distributed File System (DES) tools, 15
distribution groups
creating, 357-360
defined, 356
division (/) operator, 42
DLLs, viewing by processes, 130-132
DN (Distinguished Names)
group membership and, 362
overview, 300
searches for, 307, 316
DNS (Domain Name System)
Active Directory's use of, 297
name resolution settings, 411
resolver cache, 450
setting DNS servers, 414
troubleshooting DNS configuration,
449
DNS Server, 62, 70
IPv4 configuration, 414-415
IPv6 configuration, 420-421
DNS Server log, Event Log
service, 106
DNS Server tools, 15
dollar sign ($), 310
domain controllers
connecting to any available, 306
connecting to specific, 305-306
defined, 297
finding read-only, 337-338
global catalogs and, 330
installing and demoting, 328
logon options, 306
properties, 317
searching for, 303, 328-329
domain local groups, 357-358, 363
Domain Name Service (DNS) Server, 59

Domain Name System. See DNS (Domain
Name System)
domain naming master role, 333-335
domain structure, Active Directory, 298
domain user accounts, 339, 342-343
Domain Users group, 344
domainroot, DSQUERY, 307
double ampersand (&& ), 25
double pipe (] |), 25
double quotation marks ("), 20, 46, 52
drive letters
assigning, 232, 263-264
changing, 264
removing, 264-265
drivers. See device drivers
drives. See hard disk drives
DSADD
computer accounts, 315, 317-318
domain user accounts, 342-343
group accounts, 358-359
overview, 301-302
DSMOD
computer accounts, 322
global catalog servers, 331
group scope, 363-364
groups, removing members, 365-366
groups, replacing all members, 366
overview, 301-302
user account password settings, 353
user account properties, 350-351
user accounts, enabling/disabling,
351-352
user accounts, renaming, 354-355
DSMOVE
command, 465
moving or renaming Active Directory
objects, 312-313, 327
overview, 301-302
DSQUERY
Active Directory command-line tools, 311
output format for names, 309-310
overview, 301-302
dynamic disks. See also volumes
bringing online, 284
converting to/from basic disks, 241-242
overview, 225-226
Dynamic Host Configuration Protocol
(DHCP), 409-410
Dynamic host Configuration Protocol
(DHCP) Server, 59




554 /E:ON, command line parameter

E
/E:ON, command line parameter, 19
/E:OFF, command line parameter, 19
Echo Reply, IP datagram, 427
Echo, IP datagram, 427
edit options, command-prompt, 11
EFI system partitions (ESP), 260-261
enterprise systems, event logging across,
164-174
environment variables
built-in, 35
clearing, 36
error level, 112
localizing scope of, 40-41
names, 36-37
overview, 35-36
setting, 35
uses of, 4
value substitution, 38-40
eol option, file content/command output,
52
eq (equals) operator, 132
equ (equality) operator, 46
error codes, DiskPart scripts, 231
error events, 107
errorlevel variables, 35-36, 112
errors
fixing disk errors, 249-250
redirecting, 24
escape character (), 19, 38
ESP (EFI system partitions), 260-261
event forwarding, 164-166
Event Log service, 105. See also event logs
event logs, 106-114. See also Windows
Events Command Line Utility
(Wevtutil)
centralizing across enterprise systems,
164-174
customizing events, 112-114
event forwarding, 165-166
event types, 105-107
filtering events, 114-117
types of logs, 105-106
viewing events, 109-110
Event Viewer, 108, 114-117
exporting events using, 160-162
subscriptions, creating, 166172
subscriptions, managing, 172-173
troubleshooting scheduled tasks, 196-197
event-based tasks, 195

EVENTCREATE

creating custom events, 112

examples, 114

overview, 108

syntax, 112-113, 469
events

custom, 112-114

defined, 105

filtering, 114-117, 163-164

properties, 107-108

types of, 105-107

viewing, 109-110
executables, file extensions for, 21
exFAT, 266, 268
exponential values, 43
extended partitions, 259-260
extended volumes, 283-284
external commands

MS-DOS command shell, 8-9

syntax of, 7

Windows command shell, 7

F
Failover Clustering tools, 15, 65, 72
failure Audit events, 107
FAT16/32
converting to NTFS, 271
extended volumes and, 284
fault tolerance, 239. See also RAID
Fax Server, 63, 70
file associations, 21
file extensions, 21
File Replication Service log, Event Log
service, 106
File Server Resource Manager tools, 15
File Services, 59, 63, 70-71
File System Utility. See FSUtil (File System
Utility)
file systems, Windows operating systems,
265-266
files
iterating through groups of, 49
parsing content of, 51-53
filters
events, 114-117, 160-163
Taskkill, 144-145, 495
Tasklist, 133, 495
firewall
Advfirewall, Netsh, 503-504
context commands, Netsh, 510-511



flow control, 43
focus, 226-227
Font tab, command-prompt, 11
for statements
overview, 46
stepping through a series of values, 48
syntax, 47
working with directories, 49-51
working with groups of files, 49
forestroot, DSQUERY, 307
forest-wide operation master role, 333
Forward Events log, Event Log
service, 106
FSULtil (File System Utility)
commands, 243-244
marking disk as dirty, 246
obtaining drive information with, 244-246
overview, 243
Full Screen display mode, 11
full-server installation, 59

G
gateways
adding, 413-414
deleting, 417
metric, 412
ge (greater than or equal to) operator, 133
geq (greater than or equal to) operator, 46
get-event, PowerShell
filtering events, 110-112
viewing events, 109-110, 472
get-process, PowerShell, 125,
148-150, 472
global catalog servers, 330-333
adding/removing, 331
cache settings and preferences, 331-333
finding, 330-331
overview, 330
global groups, 358, 363
goto call, subroutines, 54-56
GPT (GUID Partition Table)
converting basic disks to dynamic disks,
241-242
creating partitions for GPT disks,
260-261
overview, 237-238
partition style, 238-239
partition types, 225
greater than or equal to (ge) operator, 133

hard disk drives 555

Group Policy Management Console
(GPMC), 65, 72
grouping commands, 25, 26
groups, 357-368
adding members, 364-365
adding user accounts to, 344
changing type or scope, 363-364
creating local groups and assigning
members, 360-361
creating security and distribution groups,
357-360
deleting, 368
determining membership in, 362-363
list of command-line tools for, 356-357
membership, 318-319
moving, 366-367
removing members, 365-366
renaming, 367
replacing all members, 366
scope of, 363-364
searching for, 303, 361-362
types of, 356
viewing, 361-362
gt (greater than) operator, 133
gtr (greater than) operator, 46
GUI tools, 108
GUID Partition Table. See GPT (GUID
Partition Table)

H
hard disk drives

analyzing without repairing it, 246-249

auto check on startup, 250-252

basic and dynamic disks, 239-240

checking status and configuration,
235-237

converting basic disks to/from dynamic
disks, 241-242

defragmenting, 252-246

fixing errors, 249-250

focus, 226-227

installing, 234-235

listing disks and partitions, 226

marking as dirty, 246

obtaining drive information with FSUtil,
244-246

partition styles, 238-239

partition table styles, 238-239

setting active partition, 240-241
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Hardware Events log, Event Log service, 106
hive files, using, 90-92
HKEY_CLASSES_ROOT, 82
HKEY_CURRENT_CONFIG, 82
HKEY_CURRENT_USER, 82
HKEY_LOCAL_MACHINE, 82
HKEY_USERS, 82

hot swapping, 235

HTTP context commands, Netsh, 511-512
Hyper-V, 71

|
1/0 (input/output), 24
ICMP (Internet Control Message Protocol),
426-429
if statements, 43-46
comparisons in, 41, 45-46
if, 43-44
if defined/if not defined, 45
if else, 44
if not, 44-45
nesting, 45
information events, 107
infrastructure master role, 333-335
input redirection (<), 23
input/output (I/O), 24
insert mode, 11
integer arithmetic, 41
interactive mode
MS-DOS command shell, 8
Netsh, 408
Windows command shell, 5
interface commands
context, Netsh, 512
IPv4 context, Netsh, 513-514
IPv6 context, Netsh, 514-516
subcontext, Netsh, 516-519
interface ip
delete ARPCACHE, 417
show ADDRESS, 411, 419
show CONFIG, 423
show DNSSERVERS, 414, 421
show GLOBAL, 425
show ICMP, 426-427
show INTERFACE, 407-408
show IPSTATS, 429
show TCPCONN, 431
show TCPSTATS, 432
show UDPCONN, 433
show UDPSTATS, 434

Hardware Events log, Event Log service

show WINSSERVERS, 416, 450
interfaces, computer, 424-425
internal commands
MS-DOS command shell, 8
syntax of, 7
Windows command shell, 5-7
Internet Control Message Protocol (ICMP),
426-429
Internet Printing Client, 65, 72
Internet Protocol version 4 (IPv4). See IPv4
(Internet Protocol version 4)
Internet Protocol version 6 (IPv6). See [Pv6
(Internet Protocol version 6)
Internet SCSI (iSCSI) devices, 65
Internet Storage Name Server (iSNS),
65,72
IP addresses
adding new, 413-414, 419-420
configuration, 411-418
dynamic, 413
static, 411-412
IP configuration, troubleshooting, 448-452
IP datagrams
fragmentation and reassembly, 429
statistics, 426-427
ipconfig, 422
IPsec commands, Netsh, 519-521
IPv4 (Internet Protocol version 4)
addresses and gateways, adding, 413-414
addresses, setting, 411-413
ARP cache, deleting, 416-417
DNS servers, setting, 414
DN servers, specifying additional, 415
dynamic address, 413
TCP/IPv4, deleting, 417-418
WINS server, setting, 415-416
WINS server, specifying additional, 416
IPv6 (Internet Protocol version 6)
addresses, 410-411, 418-420
DNS servers, setting, 420-421
TCP/IPv6 settings, deleting, 421
iSCSI (Internet SCSI) devices, 65
iSNS (internet Storage Name Server), 65
iteration statements
directories, 49-51
for statements, 47-48
groups of files, 49
parsing file content and output, 51-53
series of values, 48
iterator (for), 47



K

/K, command line parameter, 19

Kerberos Key Distribution Center,
323-324

keys, registry, 82-92

L
-L parameter, DSQUERY, 306
labels, subroutines, 54-55
Layout tab, command-prompt, 11
LDM (Logical Disk Manager), 262-263
le (less than or equal to) operator, 133
leq (less than or equal to) operator, 46
less than (It) operator, 133
Line Printer Remote (LPR) Port Monitor, 65,
72
LIST
disk output, 235
DiskPart commands, 226
partition information, 257
Local Area Connection interface, 424-425
local groups
creating and assigning members, 360-361
defined, 356
managing with NET LOCALGROUP, 357
local loopback interface, 424
local print devices, 376 382
local systems
scheduling tasks on, 191-198
stop running processes, 143
viewing running processes, 127-129
local user accounts
creating, 345-346
defined, 339
managing, 341
parameters, 345-346
location information
printers, 391
system information, 79
log files, 197-198. See also event logs
Logical Disk Manager (LDM). See LDM
(Logical Disk Manager)
logical drives, 259-260
logical structures, Active Directory, 299
Logman
alert parameters, create and update,
185-186
counter parameters, create and update,
181-182
delete user-defined data collector, 177-178
export command, 177

Migration utility (Printbrm.exe) 557
import command, 177
performance alerting syntax, 187
query command, 176
record performance data, 180-183
starting and stopping, 176-177
view data collector configuration, 175
logon
configuring system, 96-97
DSQUERY, 306, 309
loops. See for statements
Iss (less than) operator, 46
1t (less than) operator, 133

M
MAC addresses, 411, 422
malware tool, Windows Defender, 193
Master Boot Record. See MBR (Master Boot
Record)
Master File Table (MFT), 272, 273
mathematical expressions
arithmetic operators, 41-42
assignment operators, 41-42
bitwise operators, 41
comparison operators, 41
exponential values, 43
operator precedence, 42-43
overview, 41
MBR (Master Boot Record)
converting basic disk to dynamic disks,
241-242
creating partitions for MBR disks, 258-259
overview, 237-238
partition style, 238-239
partition types, 225
member servers, promoting, 327
membership, groups. See groups
memory
leak analysis, 126-127
monitoring, 118
usage, 147-150
memory paging, 145-147
Message Queuing, 65, 72
MFT (Master File Table), 272, 273
Microsoft Reserved (MSR) partition. See
MSR (Microsoft Reserved) partition
Microsoft Update Standalone Package
(MSU) files, 13
Microsoft Windows. See Windows systems
Microsoft Windows XP. See Windows XP
Migration utility (Printbrm.exe). See
Printbrm (Migration utility)
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mirrored sets. See RAID-1 (disk mirroring
and duplexing)
modulus (%) operator, 42
monitoring
memory usage, 147-150
processes. See process monitoring
scheduled tasks, 196-198
system performance, 117-123
mount points
assigning, 263-264
changing, 264
removing, 264-265
Msconfig (System Configuration Utility),
100
MS-DOS command shell, 8-9
MSR (Microsoft Reserved) partition, 261-262
MSU files (Microsoft Update Standalone
Package), 13
Multipath I/O (MPIO), 65, 72
multiplication (*) operator, 42

N
-Name parameter, DSQUERY, 304-305
names
Active Directory objects, 300, 312-313
DSQUERY output format for, 307
environment variables, 36-37
groups, 367
printers, 386-387
user accounts, 342, 354-355
namespace, Active Directory, 298-299
native commands (built-in), Windows
command shell, 5
ne (not equals) operator, 132
neq (inequality) operator, 46
nesting
if statements, 45
inheriting environment settings, 19
NET Framework, 61, 64, 72
NetBIOS, 407
NETDOM
JOIN, 324-326
RENAMECOMPUTER, 326-327
RESETPWD, 323-324
Netio, Netsh commands, 524-525
NETSH, 405-408
Netsh (network services shell)
Advfirewall, 503-504
ARP cache, deleting, 416-417
Bridge commands, 504-505
configuration settings, 418-421

connection problems, 450-452

context names and meaning, 405-407,
501-503

DHCP client commands, 510

DHCP server commands, 505-507

DHCP server v4 commands, 507-508

DHCP server v6 commands, 509-510

diagnostic information, 435-436

DN configuration problems, 449

DNS server settings, 414

firewall commands, 510-511

HTTP commands, 511-512

ICMP statistics, 426-429

interface commands, 512

interface configuration, 411-421

interface IPv4 commands, 513-514

interface IPv6 commands, 514-516

interface subcontext commands, 516-519

IP address configuration, 411-421

IP address configuration problems,
448-449

IP datagrams, 426-430

IPsec commands, 519-521

IPv4 commands, 417-418

LAN commands, 521-522

NAP commands, 522-524

Netio commands, 524-525

NPS commands, 525-527

P2P commands, 528-530

proxy client problems, 406

RAS AAAA commands, 532

RAS commands, 530-531

RAS DemandDial commands, 532

RAS diagnostics commands, 533

RAS IP and RAS IPv6 commands, 533-534

remote computers, 408-409

Routing IP IGMP and Nat commands,
538-539

Routing IP subcontext commands, 535-536

Routing IP, AutoDHCP and DNSproxy
commands, 537-538

Routing IP, Relay and Rip commands,
539-540

Routing IP, RouterDiscovery, [Pv6 and
IPv6 Relayv6 commands, 541-542

Routing IP, Routing Demanddial
commands, 534-535

RPC commands, 542

RRAS commands, 530-531

scripts, 409-410

TCP connections, 430-433



UDP connections, 430, 433-434
WiIinHTTP commands, 543
WINS commands, 543-545
WINS configuration problems, 450
WINS server settings, 416
Winsock commands, 545
WLAN commands, 546
NETSH interface IP. See interface ip
Network Access Protection (NAP)
commands, 522-524
network attached printers, 385
network drives, mapping, 233
Network Load Balancing (NLB), 65, 72
Network Load Balancing tools, 15
Network Policy and Access Services (NPAS),
63,71
Netsh commands, 525-527
network print devices, 376, 382
Noerr parameter, DiskPart commands, 227
noninteractive mode, Netsh, 408
nonresponsive processes, 196
not equals operator (ne), 132
notepad.exe, 60
NTDSUtil, 335
NTFS
converting FAT/FAT32 to, 271
extended volumes and, 284

(o]
ObjectDN, 307

objects, Active Directory
moving or renaming, 312-313
naming, 300
querying, 304
removing, 313-314
representing network resources as,
298-299
operating systems
command-line technique compatibility, 3
configuration entries and meaning,
442-448
Windows file systems, 265-266
operation master roles, 333-337
configuring, 335-337
finding, 333-335
overview, 333
seizing, 335, 336-337
transferring, 336
operators
assignment operators, 41-42

partitions, basic disks 559

comparison operators, 45-46

filter operators, 132-133

precedence, 42-43
Options tab, command-prompt, 11
OUs (organizational units), 298-303
output format for names, 309-310
output redirection (> or >>), 23

P

P2P (Peer-To-Peer) context commands,
Netsh, 528-530
page faults, 145-147
parameters
passing startup to Cmd.exe, 4
passing startup to Config.nt, 8
passing startup to Powershell.exe, 4
passing to command line, 18-19
passing to scripts, 34-35
servermanagercmd, 68-69
SHIFT command, 34
Taskkill, 142-143, 495
parent domains, Active Directory, 298
parentheses (())
grouping commands, 25
nested if statements, 45
using in if statements, 44
parsing, file content and output, 51-53
partition table styles, DiskPart, 238-239
partitions
converting partition or volume to NTFES,
271-274
focus, 226-227
listing, 226
primary and extended, 232
searching for, 303
setting active, 240-241
styles, 238-239
partitions, basic disks, 257
assigning drive letters or mount points,
263-264
changing/deleting volume label, 274
creating for GPT disks, 260-261
creating for MBR disks, 258-259
deleting, 276-277
extending, 276
formatting, 266-271
obtaining partition information, 257
removing drive letters or mount points,
264-265
shrinking, 274-275
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passwords
computer accounts, 322-324
policies, 312
user accounts, 352-353
path variable (%path%, 20
PCL (printer control language), 393
PDC emulator master role, 333-335
PDCs (primary domain controllers), 331.
See also domain controllers
Peer Name Resolution Protocol (PNRP),
66, 72
Peer-To-Peer (P2P) context commands,
Netsh, 528-530
percent (%), 34-35
performance
bottleneck resolution, 150-152
data tracking, 119-123
managing, 125
monitoring, 117-123
objects, 118-119
performance logging
collecting counter data, 178-183
configuring counter alerts, 183-187
Data Collector Sets, 175-178
viewing data collector reports, 187-190
physical structures, Active Directory, 299
PhysicalDisk monitoring, 119
physically attached printers, 383-384
PING
adapter, 452
dhep, 451
dns, 451
gateway, 451
ip, 451
iphost, 451
loopback, 451
mail, 451
wins, 451
piping (]), 23
pop-up windows, 13
ports, printer
creating/setting TCP/IP ports, 388-389
deleting TCP/IP ports, 390
listing TCP/IP ports, 389-390
types of, 376
ports, TCP/UDP, 430-434
PostScript, 393
Powershell.exe. See also Windows
PowerShell
get-event, 109-112, 472

get-process, 125, 148-150, 472
get-service, 472
options for starting, 9-10
parameters, 4, 9
scripts using, 9-10
starting, 9-10
stop-process, 494
stop-service, 494
primary partitions, 258-259, 262
print device mode, 393
print monitor for a print device, 375
Print Queue counter object, 377-379
print servers
backing up configurations, 402-403
migrating printers and queues, 404
overview, 371, 382
restoring configurations, 403-404
Print Services, 59, 63, 71, 373
print spoolers
configuring, 394-395
fixing corrupted, 397
tracking print spooler information and
usage statistics, 371
troubleshooting, 396-397
Printbrm (Migration utility), 373
backing up print server configurations,
402-403
migrating printers and queues, 404
restoring print server configurations,
403-404
Printer and Faxes folder, Control Panel,
383
printer control language (PCL), 393
printers, 371-404
advanced options, 395
comments and location information, 391
creating/setting TCP/IP ports for, 388-389
deleting, 387
deleting TCP/IP ports, 390
drivers, 373-376
installing network attached, 385
installing physically attached, 383-384
listing installed, 385-386
listing TCP/IP ports, 389-390
managing, 371-373
overview, 371
print device mode, 393
properties configuration, 391
publishing in Active Directory, 392-393
queue management, 397-401



renaming, 386-387
scheduling print jobs, 393-394
scripts, 372
separator pages, 393
sharing, 392
Simple Network Management Protocol
(SNMP) Services, 66, 74, 389
spooling configuration, 394-395
spooling problems, 396-397
support and troubleshooting information
for, 371-382
tracking print spooler information and
usage statistics, 371
viewing default, 386
Prnenfg
commenting printers, 391
overview, 391
publishing printers in Active Directory,
392-393
renaming printers, 386-387
scheduling print jobs, 393-394
setting separator pages and changing print
device mode, 393
sharing printers, 392
spooling configuration, 394-395
Prndrvr utility
detailed driver information, 374-375
listing printer drivers, 373
overview, 373
remote and network printer information,
375
specific printer information, 375-376
Prnjobs
pausing/resuming printing, 400-401
removing document and canceling print
job, 401
viewing print jobs, 398-399
Prnmgr
configuring physically attached print
devices, 383-384
deleting printers, 387
installing physically attached print
devices, 383-384
listing all printers on local computer,
385-386
overview, 382
viewing and setting default printer, 386
Prnport
creating/changing TCP/IP ports, 388-389
deleting TCP/IP ports, 390

quotas 561

listing TCP/IP port information, 389-390
Prngqctl

emptying print queue, 399-400

pausing/resuming printing, 399
procedures, 54, 56
process IDs, 126
process monitoring

application management, 125

common problems, 126

filtering Tasklist information (/Fi), 133, 495

memory leak analysis, 126-127

memory paging, 145-147

memory usage, 147-150

nonresponsive processes, 133

obtaining process information, 127-129

stopping processes, 142-145

system and user processes, 125-127

system resource usage, 134-142

using Typeperf utility, 119

viewing DLLs used by processes, 130-132

viewing relationship between running

processes and services, 129-130

processes, managing, 125
processing modes

MS-DOS command shell, 8

Windows command shell, 8-9
properties. See parameters
ProvisionStorage command-line tool, 15
proxy clients, troubleshooting, 406
publishing printers, in Active Directory,

392-393

/Q, command line parameter, 19

queries. See also searches
configured tasks (Schtasks /Query), 218
Event Viewer, 114-117, 160-162
Logman, 175-176
registry values, 84-85
servermanagercmd, 68, 74-75
services, 92-94
Wevtutil, 163

queues, print, 397-401
emptying, 399-400
pausing/resuming printing, 399, 400-401
removing document and canceling print

job, 401

viewing jobs in, 398-399

QuickEdit Mode, 11

quotas, 303
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quotation marks (")
command syntax and, 20
processing string and variable values, 52
use of, 38,53

qWave, 72

R
RAID
converting basic disk to dynamic before
using, 239
levels, 285-286
RAID Logical Unit Number (LUN), 259
RAID-0 (disk striping), 286-288
implementing, 287-288
overview, 285
reasons for using, 286-287
repairing, 293
RAID-1 (disk mirroring and duplexing),
288-289
breaking mirrored sets, 291-292
configuring, 289
overview, 285
reasons for using, 288-289
resynchronizing/repairing mirrored sets,
292-293
RAID-5 (disk striping with parity), 289-291
configuring, 290-291
overview, 286
reasons for using, 290
regenerating, 293-294
RAS commands, Netsh, 530-531
diagnostics, 533
RAS AAAA, 532
RAS DemandDial, 532
RAS IP and RAS IPv6, 533-534
RAW datatype, 388
RDNs (relative DNs), 300, 309-310
read-only domain controllers, finding,
337-338
recovery, 97-99. See also RAID
redirecting standard error (2>&1), 24
redirection techniques, 23
regedit.exe, 60
registry
adding keys, 87
comparisons, 85-86
copying keys, 87-88
deleting keys, 88-89
file associations and types in, 22
keys and values, 82-92
loading and unloading keys, 90-92

querying, 84-85
saving and restoring keys, 86-87
relative counter path, 182
relative DNs (RDNs), 300, 309-310
relative ID master role, 333-335
Reliability And Performance Monitor
collecting counter data, 178-179
configuring counter alerts, 184-185
creating and managing data collectors, 175
delete user-defined data collector, 177
save data collector as a template, 177
starting and stopping, 176-177
view data collector reports, 188
Remote Access Service (RAS) commands,
Netsh, 530-531
Remote Assistance, 66, 72
Remote Differential Compression
(RDC), 72
Remote Procedure Call (RPC) firewall, 542
Remote Procedure Call (RPC) over HTTP
Proxy, 66
Remote Server Administration Tools
(RSAT), 66, 72-73. See also RSAT
(Remote Server Administration
Tools), Windows Vista
remote systems
Netsh working with, 408-409
scheduling tasks on, 191-198
startups and shutdowns, 101-102
stop running processes, 143
viewing running processes, 127-129
Removable Storage Manager (RSM), 66, 73
replication, Active Directory, 335-336
resource usage. See process monitoring
retransmission time-out (RTO), 428-429
role services, Windows 2008 server
component names, 70-71
installing, 75-76
managing, 68-75
removing, 77
working with, 61-67
root domain, Active Directory, 298
round-trip time (RTT), 428-429
routers, 428
Routing And Remote Access Service (RRAS),
commands, Netsh, 530-531
Routing IP commands, Netsh
AutoDHCP and DNSproxy, 537-538
DemandDial, 534-535
IGMP and Nat, 538-539
Relay and Rip, 539-540



RouterDiscovery, IPv6 and IPv6 Relayvo,
541-542
Routing Demanddial, 534-535
subcontext, 535-536
RPC over HTTP Proxy, 73
RRAS commands, Netsh, 530-531
RSAT (Remote Server Administration
Tools), Windows Vista
configuring and selecting, 15-16
registering, 14-15
removing, 16
using, 14
RTO (retransmission time-out), 428-429
RTT (round-trip time), 428-429
run as options, DSQUERY, 306
Run dialog box, starting command line
from, 18
runaway processes, 196

S
-S parameter, DSQUERY, 306
SAM (Security Accounts Manager)
Active Directory compared with, 297
output format for names, 310
queries using SAM account name, 304-305
SAM account name for groups, 359
-Samid parameter, DSQUERY, 305
SC (service controller), 92-99
SC CONFIG, 92, 96-97
SC CONTINUE, 94-95
SC FAILURE, 92, 97-99
SC PAUSE, 92, 94-95
SCQC, 92,94
SC QFAILURE, 92
SC QUERY, 92-93
SC START, 92, 94-95
SC STOP, 92, 94-95
Scheduled Task Wizard. See Task Scheduler
Scheduled Tasks folder, 194, 204
scheduling tasks
event-based tasks and, 195
monitoring scheduled tasks, 196-198
on local and remote systems, 191-198
overview, 191
print jobs, 393-394
Scheduled Tasks folder, 194
user accounts and passwords, 196
Windows features for, 192
with Schtasks. See Schtasks
with Task Scheduler. See Task Scheduler

scripts 563
schema master role, 333-335
Schtasks
changing task parameters, 213-216
changing task properties, 213-216
creating tasks, 204-206
credentials/privileges, 209
deleting tasks, 204, 222
examples, 206-211
overview, 191, 204
querying configured tasks, 216, 218
quotation marks, 208
remote computers, 208
running tasks immediately, 204, 221
ScheduleType values, 205-206
scheduling tasks, 204-211
start times and dates, 211
stopping running tasks, 221
subcommands, 204
tasks triggered by events, 211-213
XML configuration files, 217-220
scope
groups, 358, 363-364
variable, 40-41
screen buffer, 11
scripts
adding comments, 30-31
arithmetic operators, 41-42
assignment operators, 41-42
clearing command-shell window before
writing, 29-30
color settings, 33-34
command echoing and, 31-33
common statements and commands for, 29
comparison operators, 45-46
creating, 27-29
DiskPart, 231-234
ECHO OFF command, 31-32
enabling for execution, 9-10
environment variables, 35
exponential values, 43
for statements, 47-48
if statements, 43-46
iterating through directories, 49-51
iterating through groups of files, 49
localizing scope of variables, 40-41
mathematical expressions, 41
name variables, 36-37
Netsh (network services shell), 409-410
operator precedence, 42-43
overview, 27




564 Search dialog box, starting command line from

parsing file content and output, 51-53
passing arguments to, 34-35
powershell, using, 9-10, 148-150
printer management, 372
procedures, 54, 56
search order and, 21
security for, 9-10
selection statements, 43-46
stepping through a series of values, 48
subroutines, 54-56
title settings, 33
tracking errors in, 112
value variables, 37-40
Search dialog box, starting command line
from, 18
searches. See also queries
AD objects, 304
command executables, 20-21
command history, 13
computer accounts, 311-312, 319-321
contacts, 303
domain controllers, 303, 328-329
file system information with WHERE, 80
global catalog servers, 330-331
group accounts, 303, 361-362
logon and run as permissions for, 306
name, description, and SAM parameters,
304-305
OUs (organizational units), 303
scope of, 308-309
scripts, 21
sites, 304
strings with FIND, 23-24
subnets, 304
user accounts, 304, 311-312, 347-348
security. See also passwords
event logs, 106, 113
service accounts and, 97
user accounts, 344
Security Accounts Manager. See SAM
(Security Accounts Manager)
security groups
as default group, 359
creating, 272, 357-360
defined, 356
security identifier (SID), 355
selection statements
comparison operators with, 45-46
if statements, 43-46
overview, 43-46
semicolon (;), 20

separator pages, 393
Server Manager, 13, 61, 67
server roles, 61
ServerManagerCmd, 61, 67
parameter values, 69
parameters, 68-69
services
security of service accounts, 97
viewing relationship with running
processes, 129-130
setup.exe, 60
sharing printers, 392
shutdowns, Windows systems, 100-102
SID (security identifier), 355
Simple Mail Transfer Protocol (SMTP)
Server, 66, 73
Simple Network Management Protocol
(SNMP) Services, 389, 66, 74
Simple TCP/IP Services, 66, 73
simple volumes, 282-283
single quotation ('), 52
sites, Active Directory, 299, 304
skip option, file content/command output,
52
software RAID. See also RAID
source quench messages, ICMP, 428
spanned volumes, 280, 283
special characters
escaping, 19
variable names and, 38
spooler. See print spoolers
SQL Server 2005 Embedded Edition, 67
standard error, redirecting, 24
start node, DSQUERY, 307
starting command shell, 4, 18
starting powershell.exe, 9-10
startup files
MS-DOS command shell, 8
Windows command shell, 4
startup, configuring system, 96-97
statements, compared with commands, 29
static IP addresses, 411-412
Storage Manager for SANs tools, 15, 66, 74
strings, 45-46
striped sets. See RAID-0 (disk striping)
striping with parity. See RAID-5 (disk
striping with parity)
subnet masks, 428
subnets
Active Directory, 299
directory queries for, 304



TCP/IP (Transmission Control Protocol/ Internet Protocol)

subroutines, 54-56

subscriptions, 166-174

substitution, variable values, 38-40

Subsystem for UNIX-based Applications
(SUA), 67, 74

subtraction (-) operator, 42

success audit events, 107

support tools. See Windows Support Tools

switches, passing arguments to command
line, 19
system
built-in variables, 35
gathering system information, 80-81
performance monitoring, 117-123
processes, 125-127
resource usage, 134-142
System Configuration Utility (Msconfig),
100
system idle, task scheduling, 195
System log, Event Log service, 105
system logon, task scheduling at, 195
system services. See also SC (service
controller)
configuring recovery, 97-99
configuring startup, 96-97
managing, 92-99
querying configured services, 92-94
starting, stopping, pausing, 94-95
system start, task scheduling at, 195

T
/T:fg, command line parameter, 19
Task Scheduler. See also scheduling tasks
copying/moving tasks between systems,
203
Create Basic Task Wizard, 198-200
creating advanced tasks, 201-202
creating basic tasks, 198-200
enabling/disabling tasks, 203
importing/exporting tasks, 203
library. See Task Scheduler Library
log files, 200-198
managing task properties, 203
multitasking, 196
operational log, 197
overview, 192
properties, 194
removing tasks, 204
running background processes, 126
running multiple programs, utilities, or
scripts, 194-195

running tasks immediately, 204
scheduling tasks, 192-196
Schtasks compared with, 191, 204
user credentials/privileges, 194, 196

Task Scheduler Library

creating new folders, 194
features, 192-193

Taskkill utility

command, 495
examples, 143
filters, 144-145
overview, 125
Tasklist utility, 125-150
command, 495
fields, 128-129
filtering Tasklist information, 133
for memory usage, 147-150
functions of, 127
overview, 125
parameters, 142-143
viewing DLLs used by processes (/M),
130-132
viewing relationship between running
processes and services (/Svc),
129-130
viewing running processes, 127-129
TCP (Transmission Control Protocol)
connections, 430-433
protocols and ports, 430-432
statistics, 432-433
TCP/IP (Transmission Control Protocol/
Internet Protocol)
ARP cache, deleting, 416-417
computer configuration detail
information, 438-442
computer configuration problems,
436-437
configuration settings, deleting,
416-418
connection problems, 450-452
diagnostic information, 435-436
DNS servers, 422-424
ICMP statistics, 426-429
IP addresses, 410-411 424-426. See also
[Pv4 (Internet Protocol version 4);
IPv6 (Internet Protocol version 6)
IP datagram fragmentation and
reassembly, 426-430
IP, DNS, and WINS configuration
problems, 448-452
managing, 410-421

565




566 Telnet Client

Netsh and, 405-408
obtaining/saving configuration settings,
422-424
ports. See ports
proxy client problems, 406
Simple TCP/IP Services, 66
supporting, 422-434
TCP connections, 430-433
troubleshooting. See troubleshooting
TCP/IP networking
UDP connections, 430, 433-434
viewing IP address and interface
configuration, 424-426
WINS servers, 415-416
Telnet Client, 74
Telnet Server, 74
Terminal Services, 63, 71
text, color properties, 11
TFTP Client, 74
time formats, task scheduling, 211
time-to-live (TTL), 416, 427
tokens option, file content/command
output, 52
tool resources
Administration Tool Pack, 14
Remote Server Administration Tools
(RSAT), Windows Vista, 13-16
Windows Support Tools, 3
Tracerpt, 188-190
tracks, on cylinders, 258
Transmission Control Protocol (TCP)
connections, 432
protocols and ports, 430-432
statistics, 432-433
Transmission Control Protocol/Internet
Protocol. See TCP/IP (Transmission
Control Protocol/Internet Protocol)
troubleshooting
accounts, 311-312, 324
connection problems, 450-452
diagnosis and, 422
disk errors and bad sectors, 231
DNS configuration, 449
DNS names, 450
drive conversion, 270-271
drive status, 284, 286-287, 288-289
drives, 227
group accounts, 360-361
group membership, 366
IP configuration, 448-452

memory leaks, 126-127

mirrored sets, 2903-294

monitoring and logging and, 105-106

performance logs, 187-190

process management tools for, 145

process monitoring, 130

processes, 126

proxy clients, 406

registry, 80, 88, 89-90

scheduled tasks, 196-197

scripts, 28-29

security of service accounts, 97

servermanagercmd, 76, 77

service and application configuration, 80

system recovery, 97

tasks that do not start, 198

verbose list format for, 80, 216

volume status, 280-282

Windows start-up and shut down, 100
troubleshooting printers, 371-382

driver and printer information, 371-382

print spooling, 396-397
troubleshooting TCP/IP networking

client problems, 430-432

computer configuration, 436-442

connectivity verification, 450-452

datagram fragmentation and reassembly,

426-430

diagnostic information, 435-436

DNS resolver cache, 450

DNS servers, 449

gateways, 451-452

IP addresses, 448-449

mail connectivity, 451

operating system configuration,

442-448

release and renew configuration, 450

routing and message delivery, 426-429

TCP connections, 432

UDP connections, 430, 433-434

WINS servers, 450
trust relationships, Active Directory, 298
Trusted Platform Module (TPM), 64
TTL (time-to-live), 416, 427
Typeperf (Command-line Utility), 117-123

parameters, 120

performance data tracking, 119-123

performance objects, 118-119

Print Queue counter object, 377-379

print servers usage statistics, 378-379



Windows Events Command Line Utility (Wevtutil) 567

U Visual Disk Services (VDS), 66
/U, command line parameter, 19 volumes, 279-285
UDP (User Datagram Protocol), 430, 433-434 bringing dynamic disks online, 284
Universal Description Discovery Integration capabilities of, 279
(UDDI) Services, 63 changing/deleting volume label, 274
universal groups converting to NTFS, 271-274
converting to global or domain local creating simple, 282-283
scope, 363 creating with DiskPart, 225-226
membership caching, 331-333 defined, 279
overview, 358 deleting, 285
Update Sequence Number (USN), 335-336, dynamic disks and, 239, 240
244 extending simple volumes, 283-284
UPN, 309-310 focus, 226-227
uptime, startups and shutdowns and, 101 listing, 226, 263
usebackq option, file content/command listing current, 274
output, 52 obtaining volume information, 279-280
user accounts, 339-357 RAID and. See RAID
creating domain, 342-343 status information, 280-282
creating local, 345-346
customizing, 344-345 \")
deleting, 355 warning events, 107
directory queries for, 304 Web Server (I1S), 64
enabling/disabling, 351-352 Wevtutil. See Windows Events Command
group membership for, 349-350 Line Utility (Wevtutil)
list of commands, 339-340 Windows Communication Foundation
managing local machine, 341 (WCF) Activation Components,
moving, 353-354 64
parameters, 350-351 Windows Defender, 193
passwords, 352-353 Windows Deployment Services (WDS), 64,
properties, 350-351 71
renaming, 354-355 Windows Event Log service, 105-108
resetting expired, 352 Windows Events Command Line Utility

searching for, 311-312
security parameters, 344
system information and, 81
types of, 339
viewing and finding, 347-348
User Datagram Protocol (UDP), 430, 433-434
user processes, 125-127
user session, task scheduling at, 196
user variables, built-in, 35
USN (Update Sequence Number),
335-336, 244
utilities, program management and
monitoring, 125

\")

values, variable, 37-40, 48

variables. See environment variables;
errorlevel variables; user variables,
built-in

(Wevtutil), 153-164
autobackup, 157, 159
clearing event logs, 164
command options, 155
commands, listed, 154
examples, 159
exporting logs, 160
filtering events, 163-164
Find command, using, 155-156
isolation property, 158
log configuration modifications, 159
log configuration options, 157-158
log configuration, viewing, 163
log security, 158, 159
logs available, listing of, 155-156
permissions, 154-155
query parameter, 163
registered event log publishers, listing of,
156-157




568 Windows Firewall with Advanced Security commands

status information, 158
subcommands, 153
subscriptions, managing, 173-174
syntax, 154-155
Windows Firewall with Advanced Security
commands, 503-504
Windows HTTP (WinHTTP) commands,
543
Windows Internal Database, 67
Windows Internet Naming Service (WINS)
commands, 543-545
Windows Management Instrumentation
(WMI) objects, 436-437
Windows PowerShell, 67, 74
computer configuration diagnosing,
436-437
event logs, 107, 109
filtering events, 111-112
monitoring memory usage, 148-150
operating system information, 442-448
viewing events, 109-110
Windows Process Activation Service, 67
Windows Server 2000 Administration Tool
Pack, 14
Windows Server 2003 Administration Tool
Pack, 14
Windows Server 2008
command-line technique compatibility,
3
configurations, 59-61
features, 61, 64-67
multiple IP addresses, 413
roles and role services. See role services,
Windows 2008 server
Server Manager, 13, 61, 67
width and length of command line
display, 4
Windows Server Backup, 67, 74
Windows Server Resource Kit, 3
Windows Server Update Services, 64
Windows SharePoint Services, 64
Windows Support Tools, 3
Windows System Resource Manager
(WSRM), 67, 74
Windows System Resource Manager tools,
15
Windows systems, 79-104
command shell, 7
event logging. See event logs

file systems, 265-266
properties, 11-12
registry keys and values, 82-92
registry keys, adding, 87
registry keys, copying, 87-88
registry keys, deleting, 88-89
registry keys, loading and unloading,
90-92
registry keys, saving and storing, 86-87
registry querying, 84-85
registry, comparing, 85-86
restarts/shutdowns from command line,
100-102
scheduling tasks, 192
service recovery, configuring, 97-99
service startup, configuring, 96-97
services, starting, stopping, pausing, 94-95
system information, 80-81
system services, 92-99
viewing configured services, 92-94
Windows Vista
command-line technique compatibility, 3
Microsoft Remote Server Administration
Tools for Windows Vista, 13-16
multiple IP addresses, 413
width and length of command line
display, 4
Windows-Internal-DB, 74
WINS
configuration problems, 448-452
name resolution settings, 411
server settings, 415-416
WINS Server, 67, 74
Winsock commands, Netsh, 545
Wired AutoConfig Service commands,
521-522
Wireless Networking, 67, 74
WLAN commands, Netsh, 546
WMI (Windows Management
Instrumentation) objects, 436-437
‘WSM command-line tool, 15

X
/X, 249, 251, 272
X86, 238, 260
type 3 drivers, 374
XML configuration files, scheduling tasks
for, 217-220
X-Path, 114-117, 160-162
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