Office of the State Controller

SAP Secure Login Client Set-Up

Important: All users who work in the Integrated HR-Payroll System using the SAP GUI will need to have
the SAP Secure Login Client (SLC) installed and properly set-up on their workstations. The SLC does not
replace the SAP GUI. Users will need both the SAP GUI and the SLC to continue to login to the
Integrated HR-Payroll System from the Fiori interface. This document details the one-time set-up
process for the SLC, which happens after it has been installed.

Confirm Secure Login Client is Installed

If the SAP SLC installed correctly, it should be in the workstation’s Startup Apps.

Click on the Window Search icon.
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The Startup App listing displays. Ensure SAP SLC is displayed in this list and that the toggle is on.
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If Secure Login Client is displayed, continue with set-up.

Note: If Secure Login Client is not displayed, please stop this process and refer to the
Installation Instructions found on the Technical Download page on the OSC website. Return to
these instructions after installation is complete.

Close out of the Settings window by clicking the X in the top right of the window.
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https://www.osc.nc.gov/state-agency-resources/customer-service-hr-payroll/best-support-materials/technical-downloads
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Secure Login Client Set-Up

Important: State Network or VPN is required to complete SAP SLC set-up.

The SAP SLC should be running in the background. Locate and click the “carrot” icon on the bottom
right of your screen. This will show hidden icons.
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Click on the SAP Secure Login Client icon, shown below.
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The SAP Secure Login Client window displays.
Note: You may see one or multiple lines in the Profiles section.

i SAP Secure Login Client - O X
File View Help

Profiles

@/  Enayption-only emergency mode is not active.
Double click if single sign-on failed suddenly.

i
[ I @EADS.NCADS.NET)
| Kerberos Token
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Click on File, then Options...

€ SAP Secure Login Client - O *

View  Help
| Dptlons...l\ |'
Leg Cut b

: Imergency mode s not active.
Log Out and Exit  |gle sign-on failed suddenty.

HE @EADS.NCADS.NET)
B Kerberos Token

The Secure Login Client — Options window displays. On the SNC tab, select the Smart Mode radio
button.

Secure Login Client - Options ? >

SNC  Ppolicy Groups 5SH Agent  Tradng

(0 Legacy Compatibility Mode
Select if mast of your backend systems =till use an old SAP Cryptographic Librany.

(®) Smart Mode

Best choice I maost of your backend systermns use 3 new AP Cryptographic Librany.

The client will use the mest appropriste credentizls you own, or f2ll back on encryption-only mode, if suppored
by the backend system.

[J Prefer Kerberos

() Encrypticn Only Mede
Select only if you do not want to perform Kerberos or X509 cenificate-baszed single sign-on at sl

[ Server Session Key Mode

Use this mode to reuse the first authentication for 2l following connections and sessions with the szme backend
TyStEMm.
Clozing the lzst sezsion will reset the status.

For 2l zpplications listed below. reset the status only if the process exis

For 2l spplications listed below. do not share their session keys with any other process:

[J Allow Manual Server Trust

Set = tempaorary trust exception if 2 backend systemn’s X508 certificate cannot be verified sutomaticaly.
Your exception will be valid for the current Windows session only.

Cancel Agply
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Click on the Policy Groups tab. Click in the Host field and type the following URL into that field:

https://sso.mybeacon.its.state.nc.us

- Options ? x

sMC  Policy Groups  S5H Agent  Tracing
-~
Host Ghttps:l}’sso.m}rbeacnn.its.state.nc.us)
Refresh Clear

Group
Update Policy | 5 startup w

(®) Do Mot Use a Proxy

(0 Use IE Proxy Settings

() Use Manual Proxy Settings

Y 9
Status
0K Cancel Apply
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Click the Refresh button under the URL.

Secure Login Client - Options ?

SNC  Policy Groups  55H Agent  Tracing

Host hitps://sso.mybeacon.its.state.nc.ug

Clear
Group —
Update Policy | 5 startup “

(®) Do Not Use a Proxy
() Use IE Proxy Settings
() Use Manual Proxy Settings

Status

Cancel Apply
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The Group field will auto-populate. Ensure the value is Prod_Web Client Group. The Status field will
also update to “OK”.

Secure Login Client - Options ? >

SNC  Policy Groups  5sH Agent  Tracing

Host | https://sso.mybeacon.its.state.nc.us |

Cies

Group ( Prod_Web Client Group i )

Update Policy | 5 startup -

(®) Do Net Use a Proxy
(0 Use |E Proxy Settings
(0 Use Manual Proxy Settings

Status 0K )

oK Cancel Apply

Click Apply.
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A Security Warning window will display. This is expected. Click Yes.
Note: If you do not see the Security Warning, check your other monitors.

Important — If the Security Warning window displays, continue. If the Security Warning window does
not display, please continue here.

You are about to install a certificate from a certification
! authority [CA) claiming to represent:

Secure Login Root CA

Windows cannot validate that the certificate is actually from
“Secure Login Root CA", You should confirm its arigin by
contacting “Secure Login Root CA™, The following number will
assist you in this process:

Thumbprint {shal): ESC33DES 8AT4FSE0 6787T00F C24DAAEF
B0AAFDEE

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?
Yes b Mo

Click OK.

Cancel Apply
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The SAP Secure Login Client window will now be updated with additional profile information. Ensure
the following two profiles are shown.

[ SAP Secure Login Client — O >
File  View  Help

Profiles

@/ Encryption-only emergency mode s not gctive.
@D Doubie click if single sign-on failed suddently.

[ | | @EADS.NCADS.NET)
B Kerberos Token

i
il :

%] % You are not logged in
F Prod_Web Adapter (zzo.mybeacon.its.state.nc.us)
User Group

ﬁ i Local Security Hub
P,

Up and running
Port: 443 v

Important — If you do not see these profile lines, please continue here.

Note: You may have additional, non-SAP related information shown as well.
You have successfully completed set-up for the SAP SLC!

Close out of the SAP Secure Login Client window by clicking the X in the top right of the window. The
application will continue to run in the background.

4 SAP Secure Login Client — O @
File  View  Help

Profiles

@/ Encryption-only emergency mode is not active.
@™ Double dick if single sign-on failed suddenly.

@ (@EADS.NCADS.NET)

[ | Kerberos Token
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Troubleshooting

The Secure Login Client set-up did not complete successfully.
Close all applications and reboot your machine.

The Security Warning window may display as part of the reboot process. If it does, click Yes.

You are about to install a certificate from a certification
! authority [CA) claiming to represent:

Secure Login Root CA

Windows cannot validate that the certificate is actually from
“Secure Login Root CA™, You should confirm its arigin by
contacting “Secure Login Root CA™, The following number will
assist you in this process:

Thumbprint (shal): E3C33DB5 8AT4FSB0 6787TT00F CE4DAAEF
S0AAFDEE

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Yes h Mo

Once your workstation has completed rebooting, click on the SAP Secure Login Client icon, shown
below.

[ = p

SAP Secure Login Client

1:22 PM
10/7/2022

”~ 76°F A~ dx ,_!_, o 71 o

Page 10 of 11



Office of the State Controller
SAP GUI Installation/Upgrade

The SAP Secure Login Client window will now be updated with additional profile information. Ensure
the following two profiles are shown.

| SAP Secure Login Client — O .
File  View  Help

Profiles

0/ Encryption-only emergency mode is not active.
@73 Double dlick if single sign-on failed suddenly.
| || @EADS.NCADS.NET)
B Kerberos Token

&
i d

e % Youare not logged in
F Prod_Web Adapter (sso.mybeacon.its.state.nc.us)
User Group
ﬁ' Local Security Hub
! Up and running
. Port: 443 A

If the Security Warning window did not display as part of the reboot process, return here and attempt
set-up again.
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