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From the Desk of
Vice Chancellor
Prof. (Dr.) S. Surya Prakash

Welcome to the Rajiv Gandhi National Cyber Law
Centre(RGNCLC), NLIU, Bhopal. The Centre is committed to
contributing to Cyber Law, Cyber Security, and other
Cyberspace-related issues. In addition to training the
students, we transform them into distinguished information
technology (IT) consultants, legal advisers, information
security experts, technology managers, researchers,
government officials, police officers, and public prosecutors.

We support our innovative students through Cyber Security
Incubation Centre and provide technical training to our
students through the state-of-the-art “Digital Forensic
Laboratory” .

We aspire to advance and progress in accommodating rich
knowledge 1in cyber law and information security and
achieving national and international distinction. It gives me
immense pleasure to introduce the Rajiv Gandhi National
Cyber Law Centre as a Centre of Excellence in Cyberspace.



From the Desk of Dean
(PG Studies)
Prof. (Dr.) Rajiv Khare

Rajiv Gandhi National Cyber Law Centre (RGNCLC), NLIU,
Bhopal, started the Master of Cyber Law and Information
Security Program in 2011. Within a short period, the Centre
has established its credentials as a Centre of Excellence of
National Eminence. The Centre has been associated with
several research and training programs sponsored by the
Ministry of Electronics and Information Technology and
Department of Revenue, Ministry of Finance, Government of
India, which adds to qualitative improvement in teaching and
learning.

“I wish the Rajiv Gandhi National Cyber Law Centre all the
success and glory.”



From the Desk of
Head of the Department
Prof. (Dr.) Atul Kumar Pandey

The impact of Information Technology (IT) has been
revolutionary in all sections of society. One must adapt to the
technological changes taking place in the world to grow
further and more responsibly and remain unaffected by
malevolent developments. It also becomes imperative to focus
on innumerable challenges arising from Information and
Communication Technology (ICT) advancement. At our Centre,
we indulge in articulating a framework that would protect
against cyber attackers and, at the same time, also develop a
shield. The aim is to stay protected from all miscreants and
delinquents. Through our collective efforts, we would be
delighted to contribute by adding proficient cyber law and
information security professionals.

“Let’s be a part of every success.”



THE NATIONAL LAW INSTITUTE
UNIVERSITY, BHOPAL

The National Law Institute University, Bhopal (NLIU, Bhopal) was established
by the Rashtriya Vidhi Sansthan Vishwavidyalaya Adhiniyam (41 of 1997)
enacted by the Madhya Pradesh State Legislature, recently substituted by the
Madhya Pradesh National Law Institute University Act, 2018 (6 of 2018), has
been a leading law school in the country imparting legal education and
promote research and publication. NLIU, Bhopal, is recognised by the
University Grants Commission and the Bar Council of India.

The vision of NLIU, Bhopal, is to become one of the world’s best centres of
legal education, training and research. The objective of the NLIU, Bhopal, is
to contribute to national development by instilling a sense of responsibility
among its students while simultaneously cultivating the spirit of intellectual
freedom, qualities of leadership, imaginative power and clarity.

Situated in the sylvan surroundings in the beautiful city of Bhopal, the NLIU,
Bhopal, is a crucial milestone for legal education and research in India. The
key objectives of the NLIU, Bhopal, are:

e To advance and disseminate learning and knowledge of the law and legal
processes and their role in national development,

e To develop in the students and research scholars a sense of responsibility
to serve society in the field of law by developing skills regarding advocacy,
legal services, legislation, and reforms in the existing laws, and

e To organise lectures, seminars, symposia, and conferences to promote
legal knowledge and make law and legal processes efficient instruments of
social development.



RAJIV GANDHI NATIONAL CYBER LAW
CENTRE

Rajiv Gandhi National Cyber Law Centre (RGNCLC), NLIU, Bhopal, is a
Centre of Excellence in Cyber Law and Information Technology. The
RGNCLC was established in 2006 at NLIU, Bhopal, by the Ministry of
Human Resource Development (now Ministry of Education),
Government of India. The RGNCLC is the first Centre in the nation to
deal with new and critical issues relating to various techno-legal
aspects of cyberspace through regular and distance learning courses.

The RGNCLC is one of the select few centres/institutions in the nation
providing a Master’s Degree in Cyber Law and Information Security.
The RGNCLC was shaped and constituted with the objectives of
developing professional expertise and skilled human resources in the
Cyber Law and Information Technology field to match contemporary
challenges emerging in Cyberspace & Cybersecurity. The RGNCLC
aspire to enable and facilitate legal and technical experts to
efficiently regulate and create opportunities to meet economic
challenges posed by the rapid technology development through
rigorous research activities and publications, which influence
virtually every area of development and social action in the nation.

In the present era, Information Technology and Cybersecurity is an
area with immense potential and is one of the most rapidly growing
fields of study. In today’s advancing world, there is a need to keep
pace with technological leaps. The growth brings advantages and
disadvantages that must be dealt with care and caution to achieve a
practical regulatory framework. The Rajiv Gandhi National Cyber Law
Centre (RGNCLC) aims to provide techno-legal practical knowledge in
the field of Cyberspace and Information Technology. The RGNCLC
offers a platform for students to learn and do research in

Information Technology and Cyber Law. The RGNCLC aims to facilitate
a better understanding of the implementation of policies, legislation
of cyber laws, propagation of advanced technologies, and creation of
the regulatory framework of Information Technology and Cyber Law in
India.
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PROGRAMS OFFERED

The program offered by the RGNCLC, Department of Cyber Law
and Information Security, NLIU, Bhopal, are as follows:

e Ph.D.in Cyber Law and Information Security
[Admission through All India Entrance Test]

e Master of Cyber Law and Information Security (MCLIS)
[Admission through All India Entrance Test]

e B.Sc. LL.B. (Hons.) [Cyber Security]
[Admission through CLAT]

e Online PG Diploma Program in Cyber Law, Crime Investigation & Digital
Forensics [Offered to Judicial Officers, Police Officers, Law Enforcement Agencies,
Cyber Cells, and Public Prosecutors in collaboration with National e-Governance
Division(NeGD) Ministry of Electronic & IT, Govt. of India, New Delhi]

e P.G. Diploma in Cyber Laws & Cyber Forensics [Offered to Officers of Central Board
of Indirect Taxes and Customs (CBIC) Officers in collaboration with National Academy
of Indirect Taxes, Faridabad, Ministry of Finance, Govt. of India, New Delhi]
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MASTER OF CYBER LAW AND
INFORMATION SECURITY (MCLIS)
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Rajiv Gandhi National Cyber Law Centre (RGNCLC),
NLIU, Bhopal, offers a post-graduate degree
program, Master of Cyber Law and Information
Security. The Master of Cyber Law and Information
Security (MCLIS) is the flagship program of Rajiv
Gandhi National Cyber Law Centre (RGNCLC), NLIU,
Bhopal.

The program aims to develop the skills required to
deal with the practical problems related to
Cyberspace and Information Security from the
perspective of technology and the regulatory
framework. The program also aims to provide
practical industrial cyber training and develop a
comprehensive understanding of the national and
international regulatory framework.
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OBJECTIVE

The advancement in Information Technology has revolutionised almost
all areas of human endeavour. Consequently, information security
challenges and the vulnerability of cyberspace have resulted in a complex
regulatory framework. We aim to inculcate the dynamics of information
security and cyber law matrix from a techno-legal perspective through
the blended skill of Law and Technology. The MCLIS course seeks to
develop professional expertise and skilled human resources in Cyber Law
and Information Technology to match contemporary challenges

emerging in Cyberspace & Cybersecurity.

The MCLIS course endeavours to develop technical skills through
practical learning to better understand the information security
challenges from the technological background. The MCLIS course intends
to tutor students to comprehensively understand the National and
International Cyber Regulatory Framework, keeping in mind the
industrial demand and technological advances. At the same time, learn
how to harmonise the complex Cyber World legal problems with

technological advancements.
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INTAKE AND ELIGIBILITY

Intake: For the Master of Cyber Law and Information Security (MCLIS)
Program Batch 2024-26, there shall be an intake of Sixty-Six (66) Indian
Students plus Five (5) Foreign Students.

All reservations for various categories, as per the rules of the NLIU,
Bhopal, shall apply. In case the application of some other reservation
must be brought into force and, likewise, seats must be adjusted, it may
then be incorporated.

Eligibility: The eligibility for admission to the Master of Cyber Law and
Information Security (MCLIS) Program Batch 2024-26 are as follows:

(a) The candidate must have obtained a bachelor’s degree in any
discipline with at least 50% of marks in aggregate or equivalent grade

from a recognized University, and

(b) The candidate must have qualified the All-India Entrance Test
conducted by the University for admission to the Program.

Students whose results are awaited may also apply subject to the
condition that by the time of admission to the Program, the candidates
should be able to produce a marks sheet/pass certificate of the qualifying

examination.
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SEAT DISTRIBUTION

The seat distribution for the Master of Cyber Law and Information Security (MCLIS)
Program Batch 2024-26 shall be as follows:

No. of MNa. af

Category Seals Category S ot

Scheduled Caste Scheduled T'ribe

I 1

(16%) 10 (20%) i
Other Backward : |
Classes™® { 14% ) 8 Linrescrved 30
Supernumerary Quota (EWS} i

Seat Matrix for MCLIS Program 2024-26

*Only those OBC candidates can claim reservation under this category whose
parental income is less than the prescribed sum for creamy layer. Such
candidates have to produce requisite certificate from competent authority to
the effect that their parents at present do not come under creamy layer
category.

® 50% Seats are horizontally reserved for candidates having domicile
certificate of State of Madhya Pradesh in the respective category,

e Reserved for candidates from the Economically Weaker Section

e Three seats are horizontally reserved for candidates of Persons with
Disability

e 18 seats are horizontally reserved for women candidates.

In addition to the above seats, five seats shall be earmarked for Foreign Nationals. In case
of non-availability of Foreign Nationals, the vacant seats will not be converted to
any other category.
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ADMISSION PROCEDURE

Admission to MCLIS Program shall be as under:

e Candidates to the Program shall be admitted through ‘All India Written
Entrance Test’ consisting of ‘Written Test carrying 150 marks and ‘Personal

Interview carrying 50 marks conducted by the University.

e ‘Written Test’ Question Paper shall be objective type consisting of 150
questions. Each question will carry one mark and negative marking of 0.25
marks for each incorrect answer will be applied. The duration of the

‘Written Test’ shall be two hours.

e Candidates who fail to appear either in ‘Written Test’ or ‘Personal Interview

shall not be eligible for admission.

Online Application forms shall be available on the website of the NLIU, Bhopal

(https://nliu.ac.in/admissions/). The fee for the Online application form is

Rs.1000/- for General & OBC Category candidates and Rs.500/- for SC/ST
Category candidates, which is to be paid through Online Mode

(https://nliu.ac.in/pay-online/) only.

The last date for submission of the Online
Application Form is - 15™ April 2024 (Monday)
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https://nliu.ac.in/admissions/
https://nliu.ac.in/pay-online/

IMPORTANT DATES

1. Date of All India Written Test: 12th May 2024 (Sunday) [10:00am to 12:00pm]

2. Date and Time for Personal Interview:
12th May 2024 (2:00pm to 5:00pm),
13th May 2024 (10:00am to 5:00pm),
14th May 2024 (10:00am to 5:00pm)

Centre of Written Test and Personal Interview for the admission to the MCLIS
Program Batch 2024-26: To be notified on the NLIU, Bhopal Website
(www.nliu.ac.in/).

Syllabus for All India Written Test

The syllabus for the All India Written Test for admission to the MCLIS Program Batch
2024-26 shall be as follows:

e Aptitude Test: (30 Questions)

e General Awareness: (30 Questions)

e English (Basic Proficiency): (30 Questions)
e Computer Knowledge: (30 Questions)

e Cyber Security: (30 Questions)

Duration of the MCLIS Program
e The minimum duration of the MCLIS Program shall be Two Years.
e The maximum duration of the MCLIS Program shall be Four Years.
Note:

e The University notifies the fee structure of the MCLIS Program from time to
time. Hostel Charges as per the NLIU, Bhopal Rules. Fee structure will be
available on website.

e Applicants are advised to visit the NLIU, Bhopal website regularly.
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PROGRAM STRUCTURE

Semesfen-1

e Research Methodology

e Cyber Environment

e Cyber Law

e Cryptography and Network Security
e Privacy and Access Management

Semesfen-IT

e Cybercrimes

e E-Commerce Security and Law

e Cyber Operations Security

e 4IR and Law

e Information Security Compliances and
Risk Management

Semesten-IT1

e Intellectual Property Rights in Cyberspace

e Mobile Wireless and VoIP Security

e Business Continuity Planning and IT Auditing
e Cyber Forensics and Law

e Cloud Computing Security and Law
Semesfern-I1¥ Note: Program structure
may be revised as per the
_ _ _ industry requirement.
Dissertation and Internship
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PLACEMENT AND INTERNSHIPS

We provide On-Campus Placement assistance to our students who have
enrolled in the Master of Cyber Law and Information Security (MCLIS)

program. Our students are placed in the leading Corporate Houses in the
country.

Placement Statistics: MCLIS Batch 2021-2023

14%

= Shell India * KPMG India « Deloitte Indin E&LY GDS * Paramount
« F1S Global » RiskPro = Cybercube = Shiprocket * CredAble
s Cyvber SRC * Pierian Services = Protechmanize
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CYBER SECURITY INCUBATION CENTRE

The Cybersecurity Incubation Centre (CIC) was established at Rajiv
Gandhi National Cyber Law Centre, NLIU, Bhopal, with the seed-money
of Rs. 77,00,000/- provided by the Department of Mines, Government of
Madhya Pradesh. The Cybersecurity Incubation Centre (CIC) aims to
nurture budding entrepreneurs in Cyber Law and Information Security.
The Cybersecurity Incubation Centre aspire to facilitate an
entrepreneurial ecosystem for young minds. The Cybersecurity
Incubation Centre provides a platform and opens doors for pitching,
prototyping and brainstorming new ideas and proposals to new and

budding entrepreneurs.

The Cybersecurity Incubation Centre provides amenities that modern-
day start-ups require, like wireless internet facilities, make-shift
ideation space, meeting zones, and recreation corners. The students can
finally move out of their hostel dorms to brainstorm under one roof to

realise their dreams and aspirations.

The Cybersecurity Incubation Centre partners with various corporate
entities, government institutions and venture capitalists to catalyse
entrepreneurial efforts and create a sustainable impact. The
Cybersecurity Incubation Centre seeks to raise external validation,
generate jobs, and support start-ups in the time to come. The
Cybersecurity Incubation Centre encourages passing out students of the
Masters in Cyber Law and Information Security to test their ideas’ real-
life applicability and viability and provide initial seed funds on a case-to-
case basis.



DIPLOMA PROGRAMS OFFERED UNDER MoU

MoU with National Academy of Customs
Indirect Taxes and Narcotics, Faridabad

On 28th November 2019, the National Academy of Customs Indirect Taxes
and Narcotics (NACIN), Faridabad, signed an MoU with the Rajiv Gandhi
National Cyber Law Centre (RGNCLC), NLIU, Bhopal, for organising a
customised accreditation two weeks’ course for 45 IRS Officer-Trainees
and 45 other in-service Central Board of Indirect Taxes and Customs
(CBIC) officers, leading to the award of PG Diploma in ‘Cyber Laws &
Cyber Forensics’.

RGNCL, NLIU, Bhopal, shall conduct PG Diploma in ‘Cyber Laws & Cyber
Forensics’ at NACIN, Faridabad, once every year for five years, starting
from 2020-21. The course will impart specialised skills to the CBIC
officers to enable them to identify relevant digital evidence in tax evasion
cases, safely retrieve it, analyse it properly, and subsequently produce it
in any formal quasi-judicial proceedings as well as in any court

proceedings, in such a matter that its integrity is not compromised.
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MoU with NeGD, Ministry of Electronics
and Information Technology

An MoU was signed between the Rajiv Gandhi National Cyber Law Centre
(RGNCLC), NLIU, Bhopal and National e-Governance Division (NeGD),
Ministry of Electronics and Information Technology (MeitY) to offer a
nine-month Online PG Diploma Program in Cyber Law, Crime
Investigation &amp; Digital Forensics’ through its Learning Management
System (LMS) targeting Judicial Officers, Police Officers, Law
Enforcement Agencies, Cyber Cells and Public Prosecutors to acquire the
requisite skills and to deal with Cyber Forensics cases efficiently and
effectively as per the Information Technology Act, 2000 while adopting
global best practices, standards and guidelines.

As a combined effort of the RGNCLC, NLIU, Bhopal and the NeGD, the
Online PG Diploma program on ‘Cyber Law, Crime Investigation &amp;
Digital Forensics’ was launched on 9th November 2020, through a virtual
event by Shri Ajay Sawhney, Secretary, MeitY in the presence of eminent
dignitaries-. More than 500 Judges, Public Prosecutors, Police Officers,
and other Government Officials have enrolled as the first batch of the
‘Online PG Diploma Program in Cyber Law, Crime Investigation and

Digital Forensics’.

The goal of the program is to enable Police Officers, State Cyber Cells,
Law Enforcement Agencies, Prosecutors and Judicial Officers with the
requisite skills to deal with Cyber Forensics Cases efficiently and
effectively as per the Indian Cyber Law while adopting global best
practices, standards and guidelines using the digital transformation.

(U 18



ACADEMIC ACTIVITIES

Two-Day International e-Conference on ‘Artificial
Intelligence and Law

Rajiv Gandhi National Cyber Law Centre, NLIU, shall be organising the
Two-Day International e-Conference on ‘Artificial Intelligence and Law’
on 17th and 18th November 2022, in collaboration with the Centre for
Cyber Law and Innovation, ICFAI Law School, The ICFAI University,
Dehradun. The objective of the Two-Day International e- Conference on
Artificial Intelligence and Law is to initiate debate regarding the
relevance of Artificial Intelligence in the present digital age and its
implication on the legal industry.

Five-Day Online FDP on ‘Cyber Security and Digital

Forensics

Rajiv Gandhi National Cyber Law Centre, NLIU, Bhopal, in association
with the Department of Information Technology, Oriental Institute of
Science and Technology Bhopal, and RGPV, Bhopal, conducted a faculty
awareness program on ‘Cyber Security and Digital Forensics’ from 21st
September to 25th September 2021.

{3 19



First National e-Conference on ‘Regulation of
Cryptocurrency in India

Rajiv Gandhi National Cyber Law Centre, NLIU, Bhopal, in association
with the School of Information Technology, RGPV, Bhopal, is organising
First National e-Conference on ‘Regulation of Cryptocurrency in India’
was held on 24th July 2021. The purpose of the e-Conference is to invite
academicians, researchers, domain experts and industry experts to
ponder on the regulation of Cryptocurrency in India and, at the same
time, analyse the ‘Cryptocurrency and Regulation of Official Digital
Currency Bill, 2021’, which intends to ban all private cryptocurrency and
facilitate a framework for the creation of digital currency to be issued by
the Reserve Bank of India.

National Workshop on ‘Blockchain Technology
and Cyber Security

Rajiv Gandhi National Cyber Law Centre, NLIU, Bhopal, in association
with ICFAI University, Dehradun, organised a national-level workshop on

blockchain technology and cyber security on 10th April 2021.
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Global Peace Challenge 2.0:

International Hackathon Competition

Rajiv Gandhi National Cyber Law Centre, NLIU, Bhopal, partnered with
CyberPeace Foundation in an International Hackathon Competition, i.e.,
“Global CyberPeace Challenge 2.0” , conducted from 10th October 2020 to
oth February 2021.

One-Day e-Conference on Twenty Years

of the Information Technology Act, 2000

Rajiv Gandhi National Cyber Law Centre, NLIU, Bhopal, in association
with School of Information Technology, RGPV, Bhopal; Jagran LakeCity
University, Bhopal; and CyberPeace Foundation, New Delhi, organised an
e-Conference on completion of ‘Twenty Years of the Information
Technology Act, 2000’ on 19th December 2020. The purpose of the e-
Conference is to invite academicians, researchers, domain experts and
industry experts to ponder on the effectiveness of the Information
Technology Act, 2000 and, at the same time, propose the changes that
may be reorganised to suit the evolving nature of cyberspace and

Information and Communication Technology (ICT).
We think Digital — Cybercrime and Redressal

A Webinar on the topic “We think Digital — Cybercrimes and Redressal”
was conducted in association with CyberPeace Foundation on 1ith
December 2020 to spread awareness about cybercrimes and cybercrime
redressal.

(U 21



Two-Day National Conference on the
‘Blockchain Technology: Adoption, Regulation

and Security

Rajiv Gandhi National Cyber Law Centre, NLIU, organised the National
Conference on the ‘Blockchain Technology: Adoption Regulation and
Security’ on 18th and 19th October 2019, in collaboration with Rajiv
Gandhi Proudyogiki Vishwavidyalaya (RGPV), Bhopal; Jagran Lakecity
University (JLU), Bhopal; and Infinity Law-Tech and Education Services
(ILTES) Hyderabad. The conference aimed to garner a robust academic
response to address the recent and imminent challenges in the legal
framework concerning Blockchain Technology. The conference brought
forth issues like the application and design of Hyperledger, practical use
cases of Blockchain Technology, and other challenges relating to the

practical implementation of Blockchain Technology.
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FACULTY PROFILE
DEPARTMENT OF CYBER LAW, NLIU

PROF. (DR.) ATUL KUMAR PANDEY

Prof. (Dr.) Atul Kumar Pandey is a Professor of Cyber Law is the Founding Head of the Department of
Cyber Law and Information Security, National Law Institute University (NLIU), Bhopal. Chairperson,
Rajiv Gandhi National Cyber Law Centre, Established by the Ministry of HRD, Govt. of India (Now
Ministry of Education) and Chairperson, Cell for Science & Technology at NLIU, Bhopal. Dr. Atul holds
his Doctoral Degree from National Law University, Jodhpur; M.S. (Cyber Law and Information Security)
IIIT-Allahabad; and Master of Business Laws from the University of Lucknow. Dr. Atul designed and
introduced the Master of Cyber Law and Information Security and the P.G. Diploma in Cyber Law and
Cyber Forensics at NLIU, Bhopal.

He was awarded a fellowship by the Diplo Foundation, Switzerland, to attend the Internet Governance
Capacity Building Program in 2008. He was invited to visit the United States of America under
International Visitor Leadership Program (IVLP) on “Linking Digital Policy to Cybercrime Law
Enforcement” by the U.S. Department of State, Washington, DC, in 2017.

He has delivered more than two hundred invited lectures in various programs organised by institutions
of national repute like- National Law Universities, IIITs, NITs, Judicial Academies, Police Academies,
JNU etc. Dr. Atul is actively involved in training judges, Police Officers, IRS Officers and Officers of
Banks. Dr. Pandey is the Principal Investigator for the Project ‘Online Capacity Building Program on
Cyber Law, Cybercrime Investigation and Digital Forensics’ awarded by the Ministry of Electronics and
Information Technology, Govt. India to train thousands of Police Officers across the country. He is the
Coordinator of the Post Graduate Diploma in Cyber Laws & Cyber Forensics being run in collaboration
with the National Academy of Indirect Taxes Custom and Excise (NACIN), Faridabad, under the
Ministry of Finance for the IRS Officers. He coordinates University-wide distance learning Programs on
cyber law and cyber security and is Associate Editor of the Indian Law Review, Journal of NLIU, Bhopal.
Dr. Atul’s interests broadly lie at the intersection of information technology and law.
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FACULTY PROFILE
DEPARTMENT OF CYBER LAW, NLIU

DR. POOJA KIYAWAT
: Sesags )

.
Dr. Pooja Kiyawat completed her B.A.LL.B.(Hons.) with aspecialisation in
Energy Laws from the University of Petroleum and Energy Studies, Dehradun;
LL.M. in Cyber Law and Cyber Security from National Law University, Jodhpur;
and Ph.D. from Jagran LakeCity University, Bhopal. She has more than seven
years of teaching experience. Before joining NLIU, Bhopal, in November 2021,
she worked as a Law Faculty in Jagran LakeCity University, Bhopal. She has
published two books with international publishers and six research papers in
national and international journals.

Pooja has a deep interest in Cyber Law and conducts Training Sessions as a
Resource Person on Cyber Law and Cyber Security for Naib Tehsildars, Officers
of Civil Services of Madhya Pradesh and Indian Administrative Services (IAS) at
RCVP Norohna Academy of Administration and Management. She has
completed a Certificate Course on Cyber Law from the London School of
Economics and Political Science and the Direct Trainer Skills Course (DTS) and
Design of Training Course (DOT) course sponsored by the Department of
Personnel and Training, Government of India, at RCVP Noronha Academy of
Administration and Management, Bhopal.
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FACULTY PROFILE
DEPARTMENT OF CYBER LAW, NLIU

DR. ASTITWA BHARGAVA
: - —I

Dr. Astitwa Bhargava obtained his Ph.D. in Cyber Law and Information Security

from the National Law University, Jodhpur. He also holds M.S. in Cyber Law and
Information Security from the National Law Institute University, Bhopal, and
B.E. in Computer Science from R.G.P.V, Bhopal. He has completed certifications
like CDPSE, CTPRP, CCSK, OneTrust Privacy Management Professional,
OneTrust Expert Certifications, and BigID Privacy Management Professional.

He has more than ten years of teaching and corporate experience. Before
joining N.L.I.U, Bhopal, in January 2022, he worked as an Assistant Manager,
Consulting at KPMG, Bangalore. Dr. Astitwa’s research and teaching interests
are in Data Privacy and Protection, Information Security Compliances (ISO
27001:2013, NIST 800-53, NIST CSF, HIPAA, etc.), Risk Management, Business
Continuity Planning and Disaster Recovery Planning. He has published
research papers in National and International forums on Data Privacy and
Protection, various information security compliances, e- commerce security,
BYOD, and Big Data. He has also presented several research papers at various
International and National Conferences.
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FACULTY PROFILE
DEPARTMENT OF CYBER LAW, NLIU

DR. SATYA PRAKASH

I

I
Dr. Satya Prakash earned his Ph.D. in Information Technology, Master of
Science in Cyber Law and Information Security from IIIT-Allahabad, Prayagraj,
Uttar Pradesh, and LL.B. from the University of Allahabad. Presently, he is
working as an Assistant Professor in the Department of Cyber Law, Rajiv
Gandhi National Cyber Law Centre, National Law Institute University, Bhopal.
He has more than three years of experience as a Project Associate. He has also
more than three years of experience teaching as an Assistant Professor and two
years as a Guest Lecturer. He is a visiting faculty at NFSU, Bhopal. He has
delivered several lectures on cyber security and the digital forensics domain as

a resource person in various workshops nationally and internationally.

He delivered a lecture in a training program at M.P. Police Academy under the
DSI scheme of BPRD on Investigation of Cyber Crime Cases.

He is a certified Information Security Management System Auditor/Lead
Auditor ISO 27001, A 17226 Certified by IRCA, and Access Data Certified
Examiner (ACE). His area of interest includes Information Security, Digital

Forensics, Cyber Security, and Cloud Security.
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Contact Details:

National Law Institute University,
Kerwa Dam Road, Bhopal-462044
Website: www.nliu.ac.in

Email: admissionmclis@nliu.ac.in

Phone: 0755-2696965
Mobile No: 9795460027
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