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Bottom Line Up Front

Approximately 1000 COARNG M-Day personnel must migrate their own email.

This process must be done from Government Furnished Equipment (GFE) on the Department of
Defense information networks (DODIN) either via hardwire connection at a COARNG facility or
connected to the VPN. This means the use of VDI or other COARNG systems for M-Day service
members. Do not attempt this process directly from personally owned devices.

e VMware Horizon Client

4+ New Server

cloud.co.ngh.army.
mil

You MUST have an active COARNG account to complete these steps. If you do not have an account you must

follow the steps located at https://co.ng.mil/Resources/ COARNG-Network-Accounts/ARMY-Users/
New accounts are not created on drill weekends!
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Definitions

The following terms may be utilized in this how to process, or in future
troubleshooting processes, and are provided here for clarification.

GFE - Government Furnished Equipment (a laptop or cell phone provided by the COARNG G6)
DODIN- Department of Defense Information Network (often called the NIPR, or .mil network)
* You must be hardwired at an armory, or connected via the VPN to be on this network.
* Note, VDI desktops are all connected to this network
NIPR - Non-classified Internet Protocol (IP) Router Network (often used interchangeably with DODIN)
VPN —Virtual Private Network (this is a connection authorized only for GFE to allow you to be onthe DODIN remotely)
VDI - Virtual Desktop Infrastructure (This is a virtual desktop that resides onthe DODINand is accessed through a thin client at an
armory, or an application on your personal computer)
Thin Client — a computer system at an armory designed to only connectto a VDI desktop
EXO — Exchange Online (this is the service that will provide your army.mil email mailbox
Teams — This is one of many applications provided by Army 365 (just because you have a Teams account does not mean you have an
army.mil mailbox yet)
Webmalil https://webmail.apps.mil this is the web location to access army.mil email without the Outlook application (not to be confused
with OWA)
OWA — Office Web Application https://web.mail.mil/owa this is the web location to access mail.mil email without the Outlook application.
DEE - Department of Defense Enterprise Email (this is the old mail.mil email service)
Deprovision— Deletion of your existing DEE mailbox
COARNG User Account— This accountis required to log onto any COARNG device, including VDI
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From any computer with a CaC reader, open the web browser and visit https://webmail.apps.mil.
« If you do NOT receive a 500 error and your mailbox appears, continue on.

 If you receive a 500 error, STOP HERE. This method will not work for you. You will be in an
assisted migration group and must follow a different set of instructions located at
https://co.ng.mil/Portals/25/Documents/Assisted-Email-Migration.pdf
0O == Sion in to Outlook x| | hups//congaccountcongbarm x | -+ x
“« > C @ ) https://login.microsoftonline.us/common/oauth2/authorize?client_id=00000002-0000-0ff1-ce00-000000000000&redirect_uri=https%3a%2f%2fwebmail.apps.mil%2fowa®?... g  T= s
Outlook

B® Microsoft

Sign in
to continue to Outlook

Terms of use  Privacy & cookies .- .
L Type here to search i

. 931 AM
an)
M) 512072021 B
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ﬁ Web mail logon

This is what the Web mail logon page will look like. Log on with your normal .MIL
Email, but insert @army.mil in place of @mail.mil.

m) = Signin X | httpsy//congaccount.co.ngb.arm X | + = X
& @) ()] () https://sts1.auth.ecuf.deas.mil/adfs/Is/?client-request-id=7cd5e1a1-a7c1-18aa-df98-1e639ddcfd42 &wa=wsignin1.08wtrealm=urn%3afederation%3amicrosoftonline.us&w... ~ ¢g = 2

Coumea-willy D | RyuCEGENE N

uU.s.
\ DEPT OF
[———. DEFENSE

‘ joe.a,someonelmil@army.mil

‘ / . ‘ Password
l

Sign in with CAC/PIV

I have read & consent to terms in the Information
Systems User Agreement.

¥ ; :

-

DoD Home DEAS Privacy Sign-In Help

9:32 AM
. A Q) E‘

L Type here to search 9/29/2021
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| have an Army 365 mailbox, now what?

If you have emails in your DoD webmail account (@mail.mil) that you wish to keep, you will need to
manually copy them to your new @army.mil account prior to deleting/deprovision or they will be lost

permanently.

If you DO NOT have any emails in your Army webmail account (or VDI Outlook) you wish to keep. Start
with slide #42. WARNING: Choosing this option will DELETE any past or current mail.mil email and cannot

be retrieved!

Follow the flow chart on the next slide for the proper place to start.
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VDI Self Migration Flow Chart

Do you have

No

(@mail.mil) that

you wish to keep?

Are you working

from a thin client

at an armory or
a personal
computer?

Thin client at armory Personal computer

Do you have

Do you have Horizon View
Outlook set up in (VDI app)

VDI already? installed?

Go to the
next page
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Installing VMWare Horizon Client

] Download ¥Mware Horizon Clie: X | = = X
N aVI g ate to & C )] [@llhttps://customerconnectvmware.com/en/downloads/info/slug/desktop_end_user_computing/vmware_horizon_clients/horizon_8 a {E, > ] = g .

https ://V\,\N\N-Vmware . C 0 m/q O/VI eWC I I e ntS vmware" CUSTOMER CONNECT Products and Accounts Knowledge Communities Support Learning Register Login
and find your system. Click Go to

Home / VMware Horizon Clients

Downloads. : . o
Download VMware Horizon Clients
Select Version: Product Resources
VMware Ijlorwzon Clients for Windows, Mac, iOS, Lmux.'chrome and Android allow you to conne'ct to your VMware View My Download History
Horizon virtual desktop from your device of choice giving you on-the-go access from any location Product Info
- X . Documentation
Click here for a list of certified thin clients, zero clients, and other partner solutions for VMware Horizon
Horizon Mobile Client Privacy
Horizon Community
Read More
Product Downloads Drivers & Tools OEM Addons
Product Release Date
Vv  VMware Horizon Client for Windows
VMware Horizon Client for Windows 2021-07-15 GO TO DOWNLOADS
Vv VMware Horizon Client for Mac
VMware Horizon Client for macOS 2021-09-17 GO TO DOWNLOADS
Vv  VMware Horizon Client for Linux
https//www.ymware.com/go/hcl fizon Client for 32-bit Linux 2021-01-07 GO TO DOWNLOADS -

O Type here to search
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Installing VMWare Horizon Client

vmware CUSTOMER CONNECT Products and Accounts Knowledge Communities Support Learning

Select DOWNLOAD NOW
Save the file or run it fromthere. Details Flome /- VMware Horizon Client for Windows
on how your computer will install the Download Product

Cl|e nt VaI’y by com p ute l. Select Verslon Product Resources

View My Download History

Documentation Release Notes Product Info
Documentation
Release Date 2021-07-15 Horizon Mobile Client Privacy
Horizon Community
Type Product Binaries
Product Downloads Drivers & Tools Open Source Custom ISOs OEM Addons @
File Information
VMware Horizon Client for Windows
DOWNLOAD NOW
File size: 299.35 MB
File type: exe
Read More

Information about MD5 checksums, and SHA1 checksums and SHA256 checksums
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Navigate to https://www.militarycac.com/dodcerts.htm
in orderto download your rootinstaller and enable your
CAC to work on your PC. Follow the instructions on the
site for installing and running InstallRoot on your
system.

é
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Installing DoD root certificates

C @

Mountain Strong
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ARY

MILI

Search MilitaryCAC:
‘ || Search ‘

Mae a Donation

CAC.COM

com |_us |_ml |_mobi | net | org

Site Map

The Definitive Source for Everything CAC
Common Access Card help for your
Personal Computer

A Home @ StartHere v € FAQs v Deals & Training v (3) Support ¥

STEP 3: INSTALL the Department of Defense (DoD) CERTIFICATES

Installation Steps

Step 1: Obtain a CAC Reader
Step 2: CAC Reader driver
Step 3: DoD Certificates
Step 4: ActivClient

Step da: Update ActivClient

Step 5: |E adjustments

InstallRoot automates the install of the DoD certificates onto your Windows
computer

To access DoD websites from your computer, you need these certificates on your
computer. You may need to reinstall the certificates if the CAC enabled web site
won't load, the website you are visiting is prompting you with the message there is a
problem with the website's Security Certificate | site is not trusted, you have
received a new CAC, or your DoD website worked up until recently and doesn't

now.

Log into a CAC enabled website now

Apple computer users follow these instructions

Windows RT / Windows 10 S mode users follow these instructions (or anyone not wanting to install the InstallRoot
5.5 program below)

Chromebook users follow these instructions

InstallRoot is created by DISA for Windows computers, if you have any problems with this file, please contact

ihem
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Connecting to VDI from home

IS System is non-compliant for CVE-Z are. 8l o Eme: T pleas
@ vMware Horizon Client -

4+ New Server

Search for VMWare in the
search box (bottom left

corner on desktop). Click L~
Open, to open VMWare. 4

cloud.co.ngb.army.

I you have not used VDI ™ @' WVMware Horizon Client

before click +New Server,
and enter
cloud.co.ngb.army.milin
the bOX and Select Enter the name of the Connection Server
Connect. cloud.co.ngb.army.mil

vmware Horizon

Once you see the icon for Cancel

cloud.co.ngb.army.mil
double click on the icon
for cloud.co.ngb.army.mil
to selectthe VDI client.

10:14 AM

H O Type here to search i ! @B D) e B
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Connecting to VDI from home

«¥ Ccancel

Loading...

Selectyour Authentication
certificate. If you do not
see the Authentication
certificate, select More
Choices. Enter your PIN
when prompted.

(=]

j‘ Cancel Loading...

@

vmware Horizon

Server : (3% https:ffdoud.co.ngb.army.mi

PIM: [

Windows Security >

Signature -
BROWMN.MICHAELWAYMNE.1398254119

Issuer: DOD EMAIL CA-49
Valid From: 9/2/2019 to 9/2/2022

Click here to view certificate properties

More choices

Authentication -
BROWMN.MICHAELWAYMNE. 1298254119

Issuer: DOD ID CA-52
\falid From: 9/2/2019 to 9/2/2022

OK Cancel
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Log into My Desktop

If this is your firsttime ® VWhuare Horzon Cient " e+ %
|0gg|ng |nt0 VDI’ r|ght C||Ck %Y i doud.co.ngb.army.mil 2 0-
the My Desktop icon and r—]
make sure the PColP option E-- F -
is checked. 2 Logoft

_./ PColP (default)

My Desk VMware Blast

Double click on the My E«_mrmnp
1 isplay 5
Desktop icon. o

Create Shortcut to Desktop
Add to Start Menu

Follow the prompts as you P
logon to My Desktop.

; .y 1028AM
E L Type here to search LM 9/30/2021 B
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Configure your COARNG account for mail.mil

Follow the below steps:

1.

> W

Go to https://congaccount.co.ngb.army.mil/EmailFix.aspx, enter your full PIV Cert, to includethe
department code that you are with (examples are at the top of the web page).

Click “Get User Data”. It will tell you either whether you are configured for setting up either an
@mail.mil or @army.mil account.

If you are configured for @mail.mil do nothing here now and skip the next page

If you are configured for @army.mil select the button @mail.mil, and follow the steps on the next

Enter the full PIV for the service member below. Then select the appropriate button for vour needs. PIV = DODID PLUS -->= AIR FORCE: 157004, ARMY" 121004, CIVILIAN: 121002, CONTRACTOR: 121005, NFG: 121006
Enter PIV Here

User Name User is configured for setting up email for:

To set up mail.mil @Mail.mil To set up Army.mil @Army.mil

mailbox mailbox

All Rights are reserved by COARNG/GS6.
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On your desktop, in the bottom left corner in the search bar, type “CMD”.

The command prompt window will display.

Type the command “GPUPDATE /FORCE”".

This final step is very important: After the update has finished it will ask if it's ok to log off, type “N” for no.
*DO NOT LOG OFF. If you log off at this point, everything will reset back to the original settings.

(im] cl Mail - Townley, Adam L SGT US/ X https://congaccount.co.ngb.arm X @& EAMS-A Single Sign-On X +

<~ C &

congaccount.co.ngb.army.mil/EmailFix.aspx

Enter the full PTV fo & 121004, CIVILIAN: 121002. CONTRACTOR: 121005. NFG: 121006

crosoft Wi
(c) 2019 Micro
Enter PIV He C 2\ Adam. Townley>gpupdate /force
Updati policy

User Name Computer Policy update has completed successfully.
The following warnings were encountered during computer policy proces
Zonemappi setti 3 xp * Zonemapping settings might have it
wn log file. Please click on the information™ link.
~ Policy update has completed succ
The following warnings were encountered during user policy proce
The Group Policy
ust e processeg e stem startup or user 1 - e el will wait for Group Policy processing to finish complet]

ely jefgre the/next startup or logon for this us y result in slow startup and boot performance.

mar more d¥tailed information, review the event log or run GPRESULT /H GPReport.html from the command line to acces

ormation about Group Polify

“ertain us

OK to log off

6 AM
9/29/2021
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e Create Outlook Profile in VDI

S e arC h fO r O u t | OO k : Document1 - Word

. . Insert  Design  Layout  References  Mailings Review  View  Acrobat Q Tell me what you want to do... Signin ,C}.Share
In the search box in - TN F——— D -
PR . . - ] =53 A A
O Calibri Bodyi~|11 - & A Aa-|# i=-i=-"- &3 A T | apbcend| asBocedd AaBbCe AaBbCcl AAB asebcen acsbod assbecod | G R k3 &L
N Bac

Paste | : BT U-sx,x A-¥-A-=s===1=- H-0- T Normal | TNoSpac.. Heading1 Heading 2 Title Subtitle  Subtle Em.. Emphasis = . Create and Share Request

the lower left corner " Sromapime B Usexx A4 B2k b saea LTS st
Clipboard o Font & Paragraph o Styles ] Editing Adobe Acrobat A
of the search bar.
Welcome to Microsoft Qutlook 2016 s

Click Open to open

Outlook.
Welcome to Outlook 2016

CI |Ck N eXt . Outlook helps you manage your life with powerful tools for email,
calendar, contacts, and tasks.

Let's get started. In the next few steps, we'll add your email account.

\ 4

< Back Cancel

Page2of2 Owords [ ] B - 1 + 100%

o oo FASAM
E R Type here to search ~ @) 9/29/2021 E1
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Create Outlook Profile in VDI

Select yes, and then .

Insert  Design  Layout References  Mailings Review  View  Acrobat Q Tell me what you want to do...

CIiCk NeXt Calibri (Body)~ |11~ A A Aa- A

Paste o 2 M .. AL
- <~ Format Painter BEU =i x| G- A

LOFind ~ [?b

=A i \
201 T | naBbcepd| AaBbcend AaBbHC( AaBbCcl aB AaBbCcD  AaBbCcDd  AaBbCcDA #®_Replace
Sac
& - i T Normal | TNo Spac.. Heading1 Heading 2 Title Subtitle  Subtle Em.. Emphasis |5 [ Select =

Create and Share Request
Adobe PDF  Signatures

5| Editing Adobe Acrobat A

Clipboard 5 Font 5 Paragraph & Styles

Microsoft Outlook Account Setup X

Add an Email Account

Use Outlook to connect to email accounts, such as your organization's Microsoft Exchange Server or an Exchange Online
account as part of Microsoft Office 365. Qutlook also works with POP, IMAP, and Exchange ActiveSync accounts.

Do you want to set up Cutlook to connect to an email account?

@ ves
OnNo

< Back Cancel

B e B - 1 + 100%

Page 10of 1 0words

14 PM
H P Type here to search 10/5/2021
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reate Outlook Profile In

Document? - Word
I I n e d OeS n Ot au to_ Insert  Design Layout  References  Mailings  Review  View  Acrobat Q Tell me what you want to do.
e Find ~
> o L

signin S Share

P . 1 x - A A
I O Calibri (Body, - |11 A A Aa- A4 20 T | naBbCeDd AaBbCcDd ARBHC( AsBbCcl AQ B Aasbeen aasbecnd  aasbecnd E—
-|| 2B
Paste | . B I U -abex. % A-%-A- Oy - - TNormal | TNoSpac.. Heading1 Heading 2 Title Subtitle  Subtle Em... Emphasis | - _  Create and Share Request
p O p u ate y e n ter yO u r - < Format Painter = : = — ls Select Adobe PDF  Signatures
Clipboard = Font & Paragraph = Styles ) Editing Adobe Acrobat ~

mail.mil email .
ad d reSS an d Sel eCt AUtguﬁsffzg:aslig:npaucaHy configure many email accounts.
Next>

(@) E-mail Account

Townley, Adam L SGT USARMY NG COARNG (US|

E-mail Address: adam.Ltownley.mil@mail.mil

example: ellen@contoso.com

() Manual setup or additional server types

e Conce

Page2of3 Owords (4

O Type here to search
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Click finish to
complete the set up.

Your mail.mil email
will now begin to
populate.

UNCLASSIFIED

reate Outlook Profile in VDI

Document1 - Word

Insert  Design  Layout  References  Mailings  Review  View  Acrobat Q Tell me what you want to do...

2 . e s med M [hm 8_—

L . - A A . = A A
0 Galibri (Body,-|11 - A A" | Aa %= 8 T asbccod| Awgbcedd AaBLC( faBbCr AQD asebced Assbcedd acsbeeod | .
M “ac
Paste | . BT U-sex, A~W-A.I= == TNormal | TNoSpac.. Heading1 Heading2  Title Subtitle  Subtle Em.. Emphasis |5 Create and Share Request
- ¥ Format Painter N ’ . = = I select Adobe PDF  Signatures
Clipboard ] Font f Paragraph f Styles f Editing Adobe Acrobat
Add Account X

Searching for your mail server settings...

Configuring

Qutlook is completing the setup for your account. This might take several minutes,
+/  Establishing network connection
+/  Searching for adam.|.townley.mil@army.mil settings

+/  Logging on to the mail server

Congratulations! Your email account was successfully configured and is ready to use.

D Change account settings ‘Add another account...

Cancel

n) e o aa L

Page 5of 8 Owords [E’

H P Type here to search

Mountain Strong
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Configure your COARNG account for army.mil

Go to https://congaccount.co.ngb.army.mil/EmailFix.aspx, enter your full PIV Cert, to include the
department code that you are with (examples are at the top of the web page).

Click “Get User Data”. It will tell you either whether you are configured for setting up either an
@mail.mil or @army.mil account.

If you are configured for @army.mil do nothing here now and skip the next page

If you are configured for @mail.mil select the button @army.mil, and follow the steps on the next

Enter the full PIV for the service member below. Then select the appropniate button for your needs. PIV = DODID PLUS = AIR FORCE: 157004. ARMY: 121004, CIVILIAN: 121002, CONTRACTOR: 121005, NFG: 121006
Enter PIV Here

User Name User is configured for setting up email for:

To set up mail.mil @Mail.mil To set up Army.mil

mailbox mailbox

All Rights are reserved by COARNG/G6.
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On your desktop, in the bottom left corner in the search bar, type “CMD”.

The command prompt window will display.

Type the command “GPUPDATE /FORCE”".

This final step is very important: After the update has finished it will ask if it's ok to log off, type “N” for no. *If
you log off at this point, when you log back in everything will reset back to the original settings.

(im] cl Mail - Townley, Adam L SGT US/ X https://congaccount.co.ngb.arm X @& EAMS-A Single Sign-On X +

<~ C &

congaccount.co.ngb.army.mil/EmailFix.aspx

Enter the full PTV fo & 121004, CIVILIAN: 121002. CONTRACTOR: 121005. NFG: 121006

crosoft Wi
(c) 2019 Micro
Enter PIV He C 2\ Adam. Townley>gpupdate /force
Updati policy

User Name Computer Policy update has completed successfully.
The following warnings were encountered during computer policy proces

Zonemappi setti 3 xp * Zonemapping settings might have it
wn log file. Please click on the information™ link.
~ Policy update has completed succ

The following warnings were encountered during user policy proce

The Group Policy
ust e processeg stem startup or user 1 - e el will wait for Group Policy processing to finish complet]
SeWore thefnext startup or logon for this us vy result in slow startup and boot performance.

mar more d¥tailed information, review the event log or run GPRESULT /H GPReport.html from the command line to acces

ormation about Group Polify

“ertain us

OK to log off

6 AM
9/29/2021
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Add Army 365 Emalil Profile to Outlook

If you have just
completed the
gpupdate process,
close and re-open
Outlook. Once you
have successfully
opened Outlook in
VDI, and have the
mail.mil mailbox
configured, select
File

Unread Mail 69

Sent ftems

Deleted tems 349
 lucas.e.orown.mil@mail.mil

b Archives

BnarBoint Lt

UNCLASSIFIED

Al Unread

We didn't find anything to show here.

SharePoint Lists - Outlook

[=1 Iy Mesting
H o ) ' = =
Clean Up 1M E Team Emil i . = Address Book
New  New - Delete | Reply Reply Forward Move Rules | Unread/ Categorize Follow .
Email tems~ ¥ unk~ Al More ¥ Create New e | Resd Up Y Filter Email -
New Delete Respond Quick Steps F] Move Tags Find
; 4
4 Favorites Search SharePoint Lists [Ctrl+E) P | Current Folder -
Inbax 25

ByDate ™ Newest &

Mountain Strong
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Select
Account Settings,
Account Settings

UNCLASSIFIED

Adding Army 365 email to Outlook Client

©

Infa

Open & Export

Save as Adobe

PDF

Office Account

Options

Exit

Account Information

(‘/‘1 lucas.e.brown.mil@mail.mil
[ % Microsoft Exchange

= Add Account

[TI Account Settings
- Change settings for this account or set up more
Account connections.
Seftings - Access this account on the web.
— il.rmil
[T| Account Settings... il
A‘I} Add and remove accounts or
change existing connection settings.
9 ® Delegate Access .
&8® e others permission to receive (OUt of C"HEICE']

items and respond on your behalf. fy others that you are out of office, on vacation, or

55, Download Address Book... sl e

Qﬁ Download a copy of the Global
Address Book.

EB Manage Mobile Notifications
- E Set up SM5 and Mobile box by emptying Deleted [tems and archiving.

Motifications.
Tools - | A

LT = Loa D

Mountain Strong
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Adding Army365 email to Outlook Client

E-mail Accounts
You can add or remove an account. You can select an account and change its settings. o show here,

E-mail  Data Files RSSFeeds SharePoint Lists Address Books

Select New e 7 chinge.. X Remove

MName Type

@ lucas.e.brown.mil@mail.mil Microsoft Exchange (send from this account by def...

Add Account

Auto Account Setup
COutlook can automatically configure many email accounts.

@ E-mail Account
Selected

Your Mame:

Example: Ellen Adams

E nter E-mail Address: | |ycas.ebrown.mil@armymil
username@army.mil |

Example: ellen@contoso.com

Password:

Retype Password:

Type the password your Internet service provider has given you.
ts

O Manual setup or additional server types

Select Next e ] [

Mountain Strong



Select Allow for any
POpuUps

UNCLASSIFIED

Adding Army 365 email to Outlook Client

Microsoft Outiook x

/) Allow this website to configure lucas.e.brown.mil@ army.mil
1) server settings?
hitps//autodiscover-s-dod.office 365, us/autodiscover/autodiscover.aml|

OUr account was redirected 1o this website for settings
You should only allow settings from sources you know and trust

[(]0on't ask me about this website agan

Select Finish then
OK and restart
Outlook client

| -

E-mail Accounts
You can add or remove an account, You can select an account and change its settings.

E-mail  Data Files RS5 Feeds SharePoint Lists Address Books
MNew... 1
= |

MName Congratulations!
@ lucas.e.brg

‘Configuring

Outlook is completing the fetup for your account. This might take several minutes.
Establishing fgetwork connection

Searching for lucas.e.brown.mil@armymil settings

Logging on tg the mail server

Selected accour

Congratulal

| You must restart Outlook for these changes to take effect.

|:| Change account settings

.
»

Add another account...

Finish Cancel

Mountain Strong
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Your new
@army.mil email
will be listed on the
left side

UNCLASSIFIED

Adding Army 365 email to Outlook Client

lucas.e.brown.mil@army.mil - Outlook

Send / Recewe Folder View Acrobat Q Tell me what you want to do...
Ijl l._: lgnore Meeting ) @
MNew :ew Clean Up Delete | Reply Reply Forward " — Team Emal Maove RE Assign Unread/ Categor
Email ltems~ & Junk~ oAl More F Create New - -

= Palicy - Read
Mew Delete Respond Quick Steps P Move Tags

4 Favorites Search lucas.e.brown.mil@army.mil (Ctrl=E) AL | Current Folder -

Inbox 548

All Unread By Date ~  Mewest 4

Unread Mail 1495 We didn't find anything to show here,

Sent ltems

Deleted ltems 325

- » b lucas.e.brown.mil@army.mil

i lucas.e.brown.mil@mail.mil
- Archives
t SharePoint Lists

t Qutlook Data File

Mountain Strong
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This step will help your Outlook mailbox to show all of your emails at once, not just the last years worth. This

step helpsin the process of moving emails. If you do not do this step you may lose email older than 1 year old.

Select File

Unread Mail 69
Sent ltems
Deleted ltems 349
» lucas.e.orown.mil@mail.mil

» Archives

*BharePaint Liss

UNCLASSIFIED

Setting Cache Exchange Mode

% o SharePaint Lists - Outlook = -
_——}n AU Send/Receive  Folder  View  Acrobat @ Tell mewhat youwant to do...
EI =1 Ign Meeting
" = =
Clean Up M X Team Email | i EE Address Book
New New - Delete | Reply Reply Forward Mave Rules | Unread/ Categorize Follow i
Email lems~ 4 Junk~ Al More F Create New ¥ . Read Up Y Filter Email -
New Delete Respond Quick Steps [Ff Move Tags Find
= 4
4 Favorites Search SharePoint Lists [Ctrl+E) £ | cumentFolder -
e All Unread ByDate ™  Newest ¢

We didn't find anything to show here,
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: UNCLASSIFIED

Setting Cache Exchange Mode

©

Account Information

Open & Export
(‘/‘1 lucas.e.brown.mil@mail.mil
[ %

Microsoft Exchange
#F Add Account

Save as Adobe
Select PO ['_Tili- Account Settings
ACCOunt Settlngs’ 5 — 5:::S:tisilngsforthls account or set up more
ACCOU nt Settl ngs Seftings - Access this account on E:emm;r;:;uaf

[ @ | Account Settings...
—> 8% Add and remove accounts or
change existing connection settings.

Office Account
9 ® Delegate Access .
ass Give others permission to receive (OUt of Gﬂ:lce]

items and respond on your behalf,

Options

fy others that you are out of office, on vacation, or
-mail messages,

Exit E_L Download Address Book...
Qﬁ Download a copy of the Global
Address Book.

EE Manage Mobile Notifications

Set up SM5 and Mobile box by emptying Deleted [tems and archiving.
Motifications.

Tools - | A

LT = Loa D
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Select Data Files

UNCLASSIFIED

Setting Cache Exchange Mode

Data Files
Qutlook Data Files

Select mail.mil
mailbox

Select Settings...

|- -
E-mail ”, Data Files RSS Feeds SharePoint Lists Address Books

L3 Add.. Zr Settings.. @ Set as Default X Remove 3 Open File Location...

Mame Location
Archives ChUsers\Mlichael.B
@ michaelw.broyns00....  C\Users\Mlichael.B

Microsoft Exchange *

»
General Advanced Security

Mailboxes

Select Advanced

Open these additional mailboxes:

Uncheck Use
Cached Exchange
Mode

Select OK

Add...
Select a data file in the list, then click Settings for
display the folder that contains the data file. To .
down Outlook. Cached Exchange Mode Settings
» [/|Use Cached Exchange Mode
Download shared folders
[ ] pownload Public Folder Favorites
Cutlook Data File Settings...
Mailbox Maode
- Outlook is running in Unicode mode against Microsoft
30/202 6848 S. Revere Pkwy Exchange.
720 250-1138 Office
|_ij_| RILI 970-301-7391 Cell

za720e > cancel

Mountain Strong
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Select your
@mail.mil mailbox

Select Rules ->
Manage Rules and
Alerts

Forwarding DEE to Army365

4 Favorites
Inbox 19
Unread Mail T6
Send Bemd
Deleted Heres 350

lucas.ebrown,milE anmy.mil

——>|  lucas.c.brown.mil@mail.mil

t Archives

SharePoint Lists

UNCLASSIFIED

Monday, May 10, 2029

Mountain Strong
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UNCLASSIFIED

Forwarding DEE to Army365

E-mail Rules  Manage Alerts

Apply changes to this f Rules Wizard x

Select NeW Ru | e > - New Rule... Chan{ 5tartfrom atemplate or from a blank rule

——— Step 1: Select a template
Rule (applied in the .

— Stay Organized

|:| where my name is in T
Move messages from someone to a folder
D sent only to me im ith ifi ds in th bject to a fold
D Orders Tracker . Mmre messages wi ttspeu |chor 5in X e STL-I lJ:I: o a folder
D USARMY 16 LE 235 ||- Flcm'e messagesfsen oapu T|_r: gfrcu:p o a folder
D 9355 OPS CENTER J ag messa.ges rom sc-meorfe. or follow-up
D SPOKE 8.1 ARSyste e UMtt:uveDRiS iterns from a specific RSS Feed to a folder
o Date

[] 53 Mailing List ¥ 1P

Display mail from someone in the New ltem Alert Window
Rule description (click g o) Play a sound when | get messages from someone
Apply this rule after t @ Send an alert to my mobile device when | get messages from someone

where my name is in ] Start from a blank rule
. :

R eccaacce Apply rule on messages | receive

Select Apply rule
on messages |
receive

*=] Apply rule on messages | send

|:| Enable rules on all n

Step 2: Edit the rule description [click an underlined value]

Apply this rule after the message arrives

Select Next

- -I—I o
23 Iﬂ Tancel T oAtk V| Mext = Finish
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Forwarding DEE to Army365

This step ensures all mail from
this today on that are sent to
your DEE (@mail.mil) will be
forwarded to your @army.mil
email address. This will also
forward any mail sentto a distro
list or mailbox that you are a
member with your @mail.mil
email address are forwarded.

Leavethecheckboxesblank
and all email will forward to

@army.mil, or optionally you can
include a date span

Rules Wizard

What do you want to do with the message?
Step 1: Select action(s)

| Jimove it to the specified folder

[ ] assign it to the category category

[ ] delete it

[ ] permanently delete it

[ ] move a copy to the specified folder

[ ] forward it to people or public group

[ ] forward it to people or public group as an attachment
[ ] redirect it to people or public group

[ ] have server reply using a specific message
[ ] reply using a specific template

[ ] flag message for follow up at this time

[ ] clear the Message Flag

[ ] clear message's categories

[ ] mark it as importance

[ ] print it

[ ] play 2 sound

[ ] mark it as read

[ ] stop processing mare rules

Step 2: Edit the rule description (click an underlined value)

Apply this rule after the message arrives

Se|eCt NeXt Cancel < Back > Finish

Mountain Strong
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Forwarding DEE to Army 365

Rules Wizard x>

What do you want to do with the message?
Step 1: Select action(s)

[] move it to the specified folder A
[] assign it to the category category
[] delete it
[] permanently delete it
[] move a copy to the specified folder
[] forward it to people or public group
[ farward it to neanle ar nublic aroun as an attachment
Select redirect it | redirect it to people or public group :
[ | have server reply using a specfic message
[] reply using a specific template
to peo p I e Or [] flag message for follow up at this time
pub“c group [] clear the Messlage Flag .
[] clear message's categories
[] mark it as importance
[] print it
[ play a sound
[] mark it as read
[] stop processing maore rules b4

Step 2: Edit the rule description (click an underlined value)

Apply this rule after the message arrives

aschiara e mama icin tha To or e koo
whars.muynamaleln s Lo nrl oo

Se|eCt peOp|e Or —— 1 redirect itto people or public aroup
public group

Cancel < Back Finish

Mountain Strong
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e

Forwarding DEE to Army 365

Rule Address

Search: (® Mame only () More columns  Address Book
| Go JE Langley-Eustis - lucas.e.brown.mil@mail. mil w Advanced Find
I
Enter ysoon A CIV USARMY MEDCOM MCAC S4) Clini b
@army.m i| address ; Abadie, Wesley M Col USAF 633 MDG [US4) Otolaryngologist !
l’;lg:‘iﬁbbnndanza, Jessica M S5gt USAF 192 PW [US4) Percision Guided Munitions Crew Member
a Abbott, Christopher D CIV USARRMY USAMC [LISA) Project Engineer l
: 2 Abbott, lessica L Lt Col USAF [USA)
- H
Ensure yOU add Slng Ie & Abbott, Jessica 5 CPT USARMY NORAD-USMC JTF - C5 (USA)
H i
guotation ('"') marks at 2 Abdal, Jassem M CTR (USA] |
ﬁ:‘aﬁbdallah, Wally CTR USAF ACC A5-3-9 [U5SA) Program Analyst
the ends Of M Eﬁaﬁbdul Hakeem, |brahim A1C USAF 1 MXG [LISA) Line Delivery Technician
@army.mil address & Abdulai, Osman 55G USARMY 7 TRANS BDE-X (USA) cargo specialist
a Abeel, Daniel R MAJ USARMY 244 AWM BDE [LISA) Aeromedical physician assistant
@aﬁbendschnen, Amanda B 55gt USAF NG VALANG [LUSA] KO
& Aberdeen, Michael D 55G USARMY AVNCOE (USA)
Enter ; Abernathy, Richard O [Rick} CTR USAF [US4&) Program Analyst f
I dd ; Aberra, Hossana H CTR USARMY AFC-FCC [LUSA] Data Steward
@army'ml a ress o Abisaab, Ayad M Maj USAF (US4) i
Eif;aﬁblao, Marvin M M5gt USAF [USA) Crew Commander W
. - e e e e e e e e e . ,
Ensure you add single
quotation ( ' ) mal’kS at L » To -» Jucas.e brown.mil@army. mil o
> oK Cancel i
the ends of your
@army.mil address

Mountain Strong
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Select Next

UNCLASSIFIED

Forwarding DEE to Army365

Rules Wizard

What do you want to do with the message?
Step 1: Select action(s)

[] maove it to the specified folder "~
[] assign it to the category category

[] delete it

[] permanently delete it

[] move a copy to the specified folder

[] forward it to people or public group

[] forward it to people or public group as an attachment

redirect it to people or public group

[[] have server reply using a specific message

[] reply using a specific template

[] flag message for follow up at this time

[] clear the Message Flag

[] clear message's categories

[] mark it as importance

[] print it

[] play a sound

[] mark it as read

[] stop processing more rules hd

Step 2: Edit the rule description [click an underlined value)

Apply this rule after the message arrives
where my name is inthe To or Cc box
redirect it toiBrown, Lucas E MAJ USARMY 83 51G BDE [LISA):

taret —fari—> Finish

Mountain Strong
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Forwarding DEE to Army365

Are there any exceptions?
Step 1: Select exception(s) (if necessary)

[] except if from people or public group Y
[] except if the subject contains specific words

[] except through the specified account

[] except if sent only to me

[] except where my name is in the To box

[ except if it is marked as importance

[ except if it is marked as sensitivity

[] except if it is flagged for action

[] except where my name is in the Cc box

[] except if my name is inthe To or Cc box

[] except where my name is not in the To box

[] except if sent to people or public group

[] except if the body contains specific words

[] except if the subject or body contains specific words

[] except if the message header contains specific words

[] except with specific words in the recipient's address

[] except with specific words in the sender's address

[] except if assigned to category category v

Step 2: Edit the rule description [click an underlined value]
Apply this rule after the message arrives
where my name is in the To or Cc box
redirect it to Brown, Lucas E MAJ USARMY 93 SIG BOE [(USA]

Select Finish —

Cancel < Back MNext > Finish

Mountain Strong
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Email Management

Zend S Receve Acrabat iJ Tell rve what you want to do...

¥ -'_' % lgnare x [ Mewting Wl O st A T hansge bR 1 X = |
- : ¥ Clean Up = hy = ":I_ = "':I_ - > - [ELE - il " Dane y = . . . [} Address
TN Lt Ielete R R orwarc Pt Aowe ules Unresd Categorize Follows
Email [tems = | S Junk = B .ﬁ:":" [T Mare = 5 Reply & Delete ¥ Creste Mew - - - [y r‘_' Vg~ ¥ Filter Erme
Pd vt Drelete Redp ke Slepi a Mowe Tagi Fard
+ Favorites X P S % [CErl=f =
Iribox All  Unread By Date = Mewest =
Unresd Mail 75 4 Today
Sant ltema
Brown, Lucas E MAJ USARMY 93 5IG BDE {U5A)
Deleted Mems 350 P& Example Email 7155 P
Drag and drop el I Ialls 4 lucas.e brown.mil@& army,mil B
= L ¥: Last Week
. . 4 Inbox B2
Two Weekis Ago
between @mail.mil and
Thiee Weeks Ago
. I Divafin =
Last Maonih
Sent emis
@arllly-llll s Olddes
Dieleted Mems &
Aurchive
Canversation History Ehere bo vigw mare on Mioroiofl Exchanas

Fisndk Ervias]
Duthox
R55 Feeds

Search Faldem

Groups

e

lucas.e BbrowinmilEmail. mal
- liulei
S¥rd Qperatepns 47
Owrder Updates 28
Dt [61]
Sent [temd
Dreleted Hems 350
Canveriation History
FaSd Msiling List
LA
Jundk E-Miail [177]

Dutbax
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Email Management

Or -right click and
move emails between
@mail.mil and
@army.mil

All Unread
4 Today

Brown, Lucas E MAJ USARMY 93 SIG BDE (USA)
FW: Example Email R Ad P
Yesterday 3 Quick Print
Last Week 2 R
Two Weeks Ago 2 Reg .
Three Weeks Ago &3 Forward

Last Month

Older

*  Move

\ 4

Note that this process
will take time in the
background as files
are copied.

7:55 PM

From: Bry{
Sent: Mo
To: Browrdl
Subject:

Example

Lucas Bro

Mountain Strong

38



Drag and drop
meetings

Accepting a
meeting on
@mail.mil will
forward the meeting
to @army.mil

UNCLASSIFIED

Calendar Management

4--91"8-2

)
,mn 213

7%’ m% 20

M MIDN

June 2021

My Calendars

Calendar - luca
Calendar - Ao»
Calondas - 1ucay
Birthday

Other Calendars

Operaton

New Group

Shared Calend

Rutt, Matthen

Kedo, Beryarrn

May 17 -

Calensat - lucht.e SecwnmidSmalmil X

s o
and GEd  GES

Wi A Ky

e

0

Ay 363 Mow-Ty

[TEAM

GENER

Keae o [TEAM
GENER
Pere O

esde

rrsar

*  Calendar - lucas e browo mil acmy. mil x

— — prp— —— om— PO
— b -~ 2
Weock  Week Month § Open £-ma Shace Calerdte
Wesk Calendlaer Calendar Permuniscns
:3. 2021 Newport News, Vieginka « o ’ 181°8 /50
TULSOAY L Y HURSDAY " Y MONDAY
1 qQ 1 4
s o SC2012  [TLAM SC20N2 and sKon 2 o
and  GE» and GENER Windiows 10 Mot ard and  GEF  GEM
win FO MU wisdon  Saxc Wanh Wingor Win K
My Mo Mcroselt Teams Macras Mvy
$C Sche ::.:" Sehioeder, e sne [TEAM T
St Normatuat | Brow 2 Normaizat
FW: G3 Project & [TEAMS.
Reom IO and 1 GENERATED)
Mediodk, GO
e TIAM: OMS A Armay 345 How-Tt
GEINIRATID) GINIR  COVR e
Petwark PAMC MHed > Dead
e Canceled USR
» o P2 (OC0)
Asreyy 0365 19T 8 R
Telecony™M5 Tean USARMY Ft
Joteph, Chingt { Gardon T 99
mu
GIN
[TEAMS [TEAMS [TEAMS (TEAMS v B W
GENERATED) GENERATED) GENERATED] GENERATED] GEr TF
Perez, Jooatra Perez, Jomatha( Pesez, lonatha Perez Jonathe ¥ | Ns.

TUESOAY

716 :
583 .
£

“s

St Normataat

W1 G3 Project &
®oom 36 and 1
Mediock, GO

0365 WT »
Telecony™M5 Tean
Joteph, Cheist |

(VEAME P TF
GENER  0365:
Pere ¢ Brow

(TEAMS
GENERATED)
Bragg Notmak -
[TEAMS
GEINIRATID)
Netwark PMCT
" ”

o

L

[TEAM: - FW: TF
GEMER . 0365
Pere O - Brow O

HURSDAY

SC002 and
Windowns 10 Mot
Wash

Mcrotet Teamt
$Schioeder, Re'

S Normalizat .

o
.

Macran
Sthe

QM3 v
CVR [re
Decd

[TEAM

(TEAMmS
GENERATED]
Pesez Jonatha

frong
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Use your out of office
to let senders know
your email address
has changed.

A\ LA WAW §

(/‘j michael.w.brown500.mil@mail.mil
L' Microsoft Exchange

+ Add Account

(&

Account
Settings -

«

Automatic
Replies

=T

g
Cleanup
Tools ~

0]

Manage Rules
& Alerts

UNCLASSIFIED

I R I I IR NP B I K O O

Account Settings

Change settings for this account or set up more
Access this account on the web.
https://web-cols05.mail.mil fowa/

Automatic Replies (Out of Officg

Use automatic replies to notify others that you
available to respond to e-mail messages.

Mailbox Cleanup

Manage the size of your mailbox by emptying |

—
3.55 GB free of 4 GB

Rules and Alerts

Use Rules and Alerts to help organize your incg
updates when items are added, changed, or rer

Slow and Disabled COM Add-in

Mountain Strong

Let Others Know

() Do not send automatic replies
(@) send automatic replies
[_]only send during this time range:

Thu 9/3/2021 8:.00 AM
Fri 9/10/2021 8:00 AM

Automatically reply once for each sender with the following messages:
.'_‘ - - - . - -
zi Inside My Organization e, Outside My Organization (On)

Segoe Ul ~ | |7 o

BIUA::;:EE

= mmc— 3 —

I have received your email, however my email address has changed. Please update your

contacts to use @army.mil rather than @mail.mil|

Rules...

Cancel

40



UNCLASSIFIED

Upload your .pst files into Army 365

If you have

archived files you

must move them

between your T Move Folder X

archives and  oearen foigers Move the selected folder to the folder:

@army. mil b st v E’g micl:silc.::.brownSDl}.miI@army.miI ~ [ ]
RSS Feeds Cancel

Right click the folder T

and select move. - Tl 5 velesd ems o0

Move to the b alerts e

@army.mil inbox, or ATC % Eglgz%m oy

a sub folder. =R (B Joumal

Mountain Strong



UNCLASSIFIED

Request DEE mailbox be deprovisioned

Copy/Paste the link below into your browser to access the DEE Deprovision request form. (vou mustbe on the DODIN network)

https://armyeitaas.sharepoint-mil.us/teams/EXOMigration/SitePages/Self-Submit-for-DEE-Deletion--Info-Page.aspx

Self-Submit for DEE Deletion: Info Page

Before proceeding with this form:

Self-Migration Guides:

CENTER
Submit before the timer runs out to go on the
ARMY 365

next migration batch!
EMAIL MIGRATION

05 05 24 09

Scroll down until you see the green CLICK HERE TO SUBMIT
button. Click the button and fill out the SIS SlE L

. . i FOR DELETION
form per instructions on the next slide.

Mountain Strong
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UNCLASSIFIED

Request DEE mailbox be deprovisioned

Fill in your email

address. Be sure to
enter your @mail.mil
email address.

Select NGB as your
MACOM

v

Select ARMY-GUARD
as your customer
Code

v

=] DEE Email Address *

lyouremail.mil@mail.mi

Your official, DoD issued, DEE (mail.mil) email
address. If you are not sure what that is, you
can login to https:;//portal.apps.deas.mil/ and
under My Account, Account Info, it should be
listed under "Current Email’

Organization Details

& MACOM, COCOM, ASCC, or DRU *

NGB

Parent QOrganization, see
https://www.army.mil/organization/ for
structure, Note, PEO’s fall under USAASC

Select Yes

v

Scroll down and save.

—>

4 Customer Code *

ARMY-GUARD

You can identify this information by visiting
https://portal.apps.deas.mil/, logging in with
your CAC, select MY ACCOUNT, then
ACCOUNT INFO, and look at the field for
CUSTOMER CODE

By submitting this form, | understand that | am submitting for my DEE email address 1

 Manual Migration Checklist - Completed

' - A
(@) Yes

QNO

Have you completed the steps outlined in the
manual migration checklist? The checklist can
be found below:

Mountain Strong
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Create your new Outlook Profile

UNCLASSIFIED

‘A Remove DEE Mailbox / Add EXO Mailbox [1]

1. To begin: In the Windows Search Bar
next to the Windows Start Menu, type
Control Panel and hit Enter to open the
app that appears

2. Inthe Windows Search at upper-right

corner of the Control Panel window
type in “mail” and hit Enter

3. From the results, click on Mail (32-bit)

4. From the Mail Settings window, click

on Show Profiles

2 control pane|

e &E

Mountain Strong

E-mail Aczounis...

EEEEE
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UNCLASSIFIED

Create your new Outlook Profile

In the Mail window, highlight your current
profile and click Remove.

Click Add, then type a name for your
profile. It can be anything you want, but it
is recommended to identify it as “Army
365" somehow.

The Add Account wizard appears. It
should automatically populate your name
and email based on your Active Directory
user account attributes. Edit your email
address to @army.mil and leave password
fields blank. Click Next.

You’'ll be presented with a sign-in window.
Make sure the address is your @army.mil,
then click Sign in with CAC/PIV. Select
your Authentication certificate.

If you do not see “U.S. Dept of Defense”
window shown to the right you are likely
missing the computer policy updates
required for Army 365 integration with
Outlook. Please contact your 56/G6, IMO,
or Servicing NEC for assistance.

A Remove DEE Mailbox / Add EXO Mailbox [2]

@ ta

General

'\;B Thetollawing profiles are s28 up on this computen
v

Ee—l el
Esaniple shav® conto s on

Remove  Properties Copy...

‘When starting Micrasolt Gutlook, use this prafile:
21 Prompt for 3 profile to be used
() Alwzys Lise this profile

(=13 cancel

.i -
General

J.-\D The following profiles sre set up on this computer
=

2

'\_] Create New Protile aK I
Frofile Hame: Cancel
riameanmy. mil

MR SEATAG MICTD S0 LLTIDAK, LS E RIS proie:
ChPrampt far a profile to be used
@) Always use this profile

aK cancel Apply

]

Aaits ACCOURE SoTuR
Dtinck.

[ 2-mall Account.

our Hama:
Example Eln Adams

Paz e i

Ratype Prsiward

7] Manual uetup or addricnal s fype

Typeihe passwand your inemet servios provider fas gieen pou

gy ——

us.
m DEPT OF
=  DEFENSE

Earmy.mil

Mountain Strong
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UNCLASSIFIED

Create your new Outlook Profile

A Remove DEE Mailbox / Add EXO Mailbox [3]

9. |If you receive the “Congratulations!” message us.
to the right you have successfully connected G Q DEFENSE
your Army 365 Mailbox to Outlook 2016. Click T p—
Finish to continue. ' o

] e arzaunt amsange & anethes Bcsont

oL Consent to terms in the Information

10. Launch Outlook 2016. You will be presented
with another authentication prompt. Select — -
Sign in with CAC/PIV and choose your ‘:::(":es
Authentication certificate. Urvead Vil 1
For Follow Uip
Sent ltems
Deleted ltems
11. You may need to wait several minutes while it I_’ ‘lmm 1 @army.mil
connects and downloads mailbox contents, but Drafts[11]
then you should see your A365 EXO mailbox Sent ltems
listed in the folder view to the left in Outlook Deleted ftzms
2016 Archive

Mountain Strong
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Publish Certificates

“A Configure Certificates for A365 EXO Email [1]

1. To enable decryption and digital
signing of emails, you’ll need to
configure your email security
settings. Click File in the top-left
corner of Outlook.

2. Select Options.

3. Select Trust Center.

4. Select Trust Center Settings.

5. Select Email Security.

6. Select Settings...

. fi% Ignore
o S X
- . Clean Up~
Mew  New Delete
Email ltems - & Junk-

Mewr Deleke

Mountain Strong
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UNCLASSIFIED

Publish Certificates

‘A Configure Certificates for A365 EX0 Email [2]

10.

11.

Select New, and name the configuration.
It can be anything you want, but it is

recommended to identify it as “Army 365"

somehow.

Check the box for “Default Security
Setting for this cryptographic message
format”.

Under Certificates and Algorithms, click
Choose... next to the Signing Certificate
and select your Signature certificate.
Choose SHAL.

Under Certificates and Algorithms, click
Choose... next to the Encryption
Certificate and select your Encryption
certificate. Choose AES (256-bit).

Click OK when finished. You should now
be able to open encrypted emails
received in your EXO mailbox.

Change Security Settings

Security Setting Preferences
Security Settings Name:

@ army. mil

Cryptography Fggmat:  S/MIME

efault Seculty Setting for this cryptographic message format
E Default Secufity Setting for all cryptographic messages

Security Frmm— New

Delete

S—
Certificates and Algorithms
Signing Certificate: Signature Choose...

Hash Algorithm: SHA1

Encryption Certificate: |Encryption

Encryption Algorithm:  AES [256-bit)

Send these certificates with signed messages

:: 0K |I Cancel

Mountain Strong
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