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EXPECTATIONS

• This is not Active Directory PowerShell 

Training (that would take hours/days).

• Meant to spark ideas on how to work with AD 

better.

• Lots of PowerShell example code – how it’s 

used is up to you! 

• This session is interactive - Please ask 

questions! 



AGENDA

• Interfacing with Active Directory through PowerShell.

• PowerShell Active Directory Module Cmdlets

• Forest & Domain Discovery 

• Useful AD Cmdlets

• Computers, Users, & Groups, Oh My!

• Interesting AD Config Data

• Service Accounts

• DCs & GCs

• AD Replication Power

• Tips & Tricks

• References



POWERSHELL & ACTIVE DIRECTORY

• PowerShell v1: NET & ADSI

• PowerShell v2 & newer: PowerShell Active Directory Module

• Import-module servermanager;

add-windowsfeature rsat-ad-tools

• Import-module servermanager;

add-windowsfeature rsat-ad-PowerShell 



.NET

“.NET Framework is a software framework developed by 

Microsoft that runs primarily on Microsoft Windows. It 

includes a large class library known as Framework Class 

Library (FCL) and provides language interoperability 

(each language can use code written in other languages) 

across several programming languages. Programs 

written for .NET Framework execute in a software 

environment (as contrasted to hardware environment), 

known as Common Language Runtime (CLR), an 

application virtual machine that provides services such as 

security, memory management, and exception handling. 

FCL and CLR together constitute .NET Framework.”

-Wikipedia



ACTIVE DIRECTORY .NET
• Get the Current Domain:

• [System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain().Name

• [System.DirectoryServices.ActiveDirectory.Domain]::GetComputerDomain().Name

• Get the Computer’s Site:

• [System.DirectoryServices.ActiveDirectory.ActiveDirectorySite]::GetComputerSite()

• List All Domain Controllers in a Domain:

• [System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain().DomainControllers

• Get Active Directory Domain Mode:

• [System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain().DomainMode

• List Active Directory FSMOs:

• ([System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest()).SchemaRoleOwner

• ([System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest()).NamingRoleOwner

• ([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).InfrastructureRoleOwner

• ([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).PdcRoleOwner

• ([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).RidRoleOwner



ACTIVE DIRECTORY .NET
• Get Active Directory Forest Name:

• [System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().Name

• Get a List of Sites in the Active Directory Forest:

• [array] $ADSites = [System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().Sites

• Get Active Directory Forest Domains:

• [System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().Domains

• Get Active Directory Forest Global Catalogs:

• [System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().GlobalCatalogs

• Get Active Directory Forest Mode:

• [System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().ForestMode

• Get Active Directory Forest Root Domain:

• [System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().RootDomain



OLD SCHOOL - ADSI

• Active Directory Service Interface (ADSI)

• “Active Directory Service Interfaces (ADSI) is a set of COM interfaces used to access the features of 

directory services from different network providers. ADSI is used in a distributed computing 

environment to present a single set of directory service interfaces for managing network resources. 

Administrators and developers can use ADSI services to enumerate and manage the resources in a 

directory service, no matter which network environment contains the resource.”

• ADSI Example:

• $UserID = “JoeUser”

• $root = [ADSI]''

• $searcher = new-object System.DirectoryServices.DirectorySearcher($root)

• $searcher.filter = "(&(objectClass=user)(sAMAccountName= $UserID))"

• $user = $searcher.findall()

• $user



POWERSHELL ACTIVE DIRECTORY MODULE

• Requires AD Web Services (ADWS) running on targeted DC (TCP 9389)

• Get-ADDomainController –Discover –Service “ADWS”

• SOAP XML message(s) over HTTP translated on DC

• PowerShell AD Cmdlet Example:

• Import-module ActiveDirectory

• $UserID = “JoeUser”

• Get-ADUser $UserID –property *



ACTIVE DIRECTORY DRIVE



FINDING USEFUL AD COMMANDS

• Get-Module -ListAvailable

• Get-Command -module ActiveDirectory

• PowerShell AD Module Cmdlets:

• Windows Server 2008 R2:   76 cmdlets

• Windows Server 2012:      135 cmdlets

• Windows Server 2012 R2: 147 cmdlets



POPULAR CMDLETS: WINDOWS SERVER 2008 R2

• Get/Set-ADForest

• Get/Set-ADDomain

• Get/Set-ADDomainController

• Get/Set-ADUser

• Get/Set-ADComputer

• Get/Set-ADGroup

• Get/Set-ADGroupMember

• Get/Set-ADObject

• Get/Set-ADOrganizationalUnit

• Enable-ADOptionalFeature

• Disable/Enable-ADAccount

• Move-ADDirectoryServerOperationMasterRole

• New-ADUser

• New-ADComputer

• New-ADGroup

• New-ADObject

• New-ADOrganizationalUnit



(SOME) NEW CMDLETS: WINDOWS SERVER 2012+

• *-ADResourcePropertyListMember

• *-ADAuthenticationPolicy

• *-ADAuthenticationPolicySilo

• *-ADCentralAccessPolicy

• *-ADCentralAccessRule

• *-ADResourceProperty

• *-ADResourcePropertyList

• *-ADResourcePropertyValueType

• *-ADDCCloneConfigFile

• *-ADReplicationAttributeMetadata

• *-ADReplicationConnection

• *-ADReplicationFailure

• *-ADReplicationPartnerMetadata

• *-ADReplicationQueueOperation

• *-ADReplicationSite

• *-ADReplicationSiteLink

• *-ADReplicationSiteLinkBridge

• *-ADReplicationSubnet

• *-ADReplicationUpToDatenessVectorTable

• Sync-ADObject



ACTIVE DIRECTORY DISCOVERY: GET-ADROOTDSE



ACTIVE DIRECTORY DISCOVERY: GET-ADFOREST



ACTIVE DIRECTORY DISCOVERY: GET-ADDOMAIN



GET-ADDOMAINCONTROLLER



GET-ADCOMPUTER



QUICK AD COMPUTER COUNT

• $Time = (Measure-Command ̀

{[array] $AllComputers = Get-ADComputer -filter * -properties 

Name,CanonicalName,Enabled,passwordLastSet,SAMAccountName,LastLogonTimeSt

amp,DistinguishedName,OperatingSystem }).TotalMinutes

$AllComputersCount = $AllComputers.Count

Write-Output “There were $AllComputersCount Computers discovered in 

$DomainDNS in $Time minutes… `r “



FINDING INACTIVE COMPUTER ACCOUNTS



GET-ADUSER



AD DOMAIN USER STATISTICS

Import-Module ActiveDirectory
$DomainDNS = [System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain().Name 
[array]$AllUsers = Get-ADUser -filter * -properties 
Name,DistinguishedName,Enabled,LastLogonDate,LastLogonTimeStamp,LockedOut,msExchHom
eServerName,SAMAccountName
$AllUsersCount = $AllUsers.Count
Write-Output “There were $AllUsersCount user objects discovered in $ADDomainDNSRoot … “

[array] $DisabledUsers = $AllUsers | Where-Object { $_.Enabled -eq $False }
$DisabledUsersCount = $DisabledUsers.Count

[array] $EnabledUsers = $AllUsers | Where-Object { $_.Enabled -eq $True }
$EnabledUsersCount = $EnabledUsers.Count
Write-Output “There are $EnabledUsersCount Enabled users and there are $DisabledUsersCount
Disabled users in $DomainDNS “



FINDING INACTIVE USER ACCOUNTS



FINDING USERS USING ANR
• Ambiguos Name Resolution (ANR) used by Outlook to find users

• Import-Module ActiveDirectory

Get-ADObject -LDAPFilter { (&(ObjectClass=User)(ANR=Thor) ) }

• ANR queries are compared to indexed attributes such as:

• sAMAccountName

• displayName

• Name (cn)

• givenName (first name)

• sn (surname aka last name)

• legacyExchangeDN

• proxyAddresses (Exchange attribute)



GET & SET AD ATTRIBUTES

• Find all users and display $AttributeName

• Get-ADUser -filter * -SearchBase $SourceOU -properties *,$AttributeName

• Find all users with $AttributeName = $AttributeValue

• Get-ADUser -filter { $_.”$AttributeName” -eq $AttributeValue } -properties 

$AttributeName

• Find all users where $AttributeName has a value

• Get-ADUser -filter { $AttributeName –like “*” } –prop $AttributeName

• Update $User $AttributeName to "$AttributeValue

• Set-ADUser $User -replace @{ "$AttributeName" = "$AttributeValue" }



GET-ADGROUP



GET AD DOMAIN GROUP STATISTICS

[array]$AllADGroups = Get-ADGroup -Filter * -Properties *

$AllADGroupsCount = $AllADGroups.Count

Write-Output “There are $AllADGroupsCount Total groups in AD `r “

[array]$ADUniversalGroups = $AllADGroups | Where {$_.GroupScope -eq “Universal” }

[int]$ADUniversalGroupsCount = $ADUniversalGroups.Count

Write-Output “There are $ADUniversalGroupsCount Universal groups in AD “

[array]$ADSecurityGroups = $AllADGroups | Where {$_.GroupCategory -eq “Security” }

$ADSecurityGroupsCount = $ADSecurityGroups.Count

Write-Output “There are $ADSecurityGroupsCount Security groups in AD “



GET-ADGROUPMEMBER



GET LOGONTIMESYNCINTERVAL VALUE 



GET ACTIVE DIRECTORY INSTANTIATION DATE



GET AD PASSWORD POLICY



GET AD TOMBSTONE LIFETIME



THE AD RECYCLE BIN
• Requires Forest Functional Mode = Windows Server 2008 R2

• Enable the Recycle Bin (as Enterprise Admin)
Enable-ADOptionalFeature –Identity ‘CN=Recycle Bin Feature,CN=Optional Features,CN=Directory 
Service,CN=Windows NT,CN=Services,CN=Configuration,DC=DOMAIN,DC=COM’ –Scope 
ForestOrConfigurationSet –Target ‘DOMAIN.COM’

• Find all Deleted Users
$DeletedUsers = Get-ADObject -SearchBase “CN=Deleted Objects,DC=DOMAIN,DC=COM” -Filter 
{ObjectClass -eq “user”} -IncludeDeletedObjects -Properties lastKnownParent

• Restore all Deleted Users
$DeletedUsers | Restore-ADObject

• Restore users deleted on a specific date
$ChangeDate = Get-Date (“1/1/2015″)
Get-ADObject -Filter { (whenChanged -eq $changeDate) -and (isDeleted -eq $true) -and (name -ne 
“Deleted Objects”)  -and (ObjectClass -eq “user”) } -IncludeDeletedObjects -Properties * |  Restore-
ADObject



GET DOMAIN RID STATS



ENUMERATE DOMAIN TRUSTS



GET AD SITES



BACKUP DOMAIN GPOS… FOR FREE!

Import-module GroupPolicy

Backup-GPO –All –Domain “mlab.adsecurity.org” –Path “c:\GPOBackup”



FINDING SERVICE ACCOUNTS



SERVICE ACCOUNTS INVENTORY SCRIPT

https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Find-PSServiceAccounts

https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Find-PSServiceAccounts


DISCOVERING SERVICES IN AD WITH SPNS: SQL

Active Directory SPN Directory:

http://adsecurity.org/?page_id=183



INVENTORY SQL SERVERS

https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Discover-PSMSSQLServers

https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Discover-PSMSSQLServers


FINDING DOMAIN CONTROLLERS

• Get-ADDomain

import-module ActiveDirectory

$ADInfo = Get-ADDomain

$ADDomainReadOnlyReplicaDirectoryServers = 

$ADInfo.ReadOnlyReplicaDirectoryServers

$ADDomainReplicaDirectoryServers = $ADInfo.ReplicaDirectoryServers

$DomainControllers = $ADDomainReadOnlyReplicaDirectoryServers + ` 

ADDomainReplicaDirectoryServers

• Get-ADDomainController

import-module ActiveDirectory

$DomainControllers = Get-ADDomainController -filter * -DomainName $DOMAIN



DOMAIN CONTROLLER INVENTORY

Import-Module ActiveDirectory

Get-ADDomainController –filter * | `

select hostname,IPv4Address,IsGlobalCatalog,IsReadOnly,OperatingSystem | `

format-table -auto 



DOMAIN CONTROLLERS DISCOVERY

• Discover PDCe in domain:

Get-ADDomainController –Discover –ForceDiscover –Service “PrimaryDC” –

DomainName “lab.adsecurity.org”

• Discover DCs in a Site:

Get-ADDomainController –Discover –Site “HQ”

• Find all Read-Only Domain Controllers that are GCs

Get-ADDomainController –filter `

{ (isGlobalCatalog –eq $True) –AND (isReadOnly –eq $True) }



DISCOVERING GLOBAL CATALOGS (GCS)

• Forest GCs

import-module ActiveDirectory

$ADForest = Get-ADForest

$ADForestGlobalCatalogs = $ADForest.GlobalCatalogs

• Domain DCs that are GCs

import-module ActiveDirectory

$DCsNotGCs = Get-ADDomainController -filter { IsGlobalCatalog -eq $True}

• Domain DCs that are not GCs

import-module ActiveDirectory

$DCsNotGCs = Get-ADDomainController -filter { IsGlobalCatalog -eq $False }



ACTIVE DIRECTORY DATABASE INTEGRITY CHECK

Write-Output "Checking the NTDS database for errors (semantic database 

analysis) `r "

Stop-Service ntds -force

$NTDSdbChecker = ntdsutil "activate instance ntds" "semantic database 

analysis" "verbose on" "Go" q q

Start-Service ntds

Write-Output "Results of Active Directory database integrity check: `r "

$NTDSdbChecker



FINDING FSMOS

• AD Cmdlets

Import-Module ActiveDirectory

(Get-ADForest).SchemaMaster

(Get-ADForest).DomainNamingMaster

(Get-ADDomain).InfrastructureMaster

(Get-ADDomain).PDCEmulator

(Get-ADDomain).RIDMaster

• .Net

([System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest()).SchemaRoleOwner

([System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest()).NamingRoleOwner

([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).InfrastructureRoleOwner

([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).PdcRoleOwner

([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).RidRoleOwner



MOVING FSMOS

• Can PowerShell move the FSMO role from one DC to another?

get-command -module activedirectory -noun *Master*

• Moving FSMO Roles

Move-ADDirectoryServerOperationMasterRole -Identity $DCName -OperationMasterRole RIDMaster

Move-ADDirectoryServerOperationMasterRole -Identity $DCName -

OperationMasterRole DomainNamingMaster

Move-ADDirectoryServerOperationMasterRole -Identity $DCName -OperationMasterRole PDCEmulator

• Seizing FSMO Roles

Move-ADDirectoryServerOperationMasterRole -Identity $DCName -OperationMasterRole PDCEmulator –

FORCE



REPADMIN VS. POWERSHELL
REPADMIN PowerShell

2012 Cmdlets

/FailCache Get-ADReplicationFailure

/Queue Get-ADReplicationQueueOperation

/ReplSingleObj Sync-ADObject

/ShowConn Get-ADReplicationConnection

/ShowObjMeta Get-ADReplicationAttributeMetadata

/ShowRepl  
/ReplSum Get-ADReplicationPartnerMetadata

/ShowUTDVec Get-ADReplicationUpToDatenessVectorTable

/SiteOptions Set-ADReplicationSite

2008 R2 Cmdlets

/ShowAttr Get-ADObject

/SetAttr Set-ADObject

/PRP Get-ADDomainControllerPasswordReplicationPolicy

Add-ADDomainControllerPasswordReplicationPolicy

Remove-ADDomainControllerPasswordReplicationPolicy

Get-ADAccountResultantPasswordReplicationPolicy

Get-ADDomainControllerPasswordReplicationPolicyUsage



REPLICATION CMDLETS (2012)
GET-ADREPLICATIONPARTNERMETADATA



REPLICATION CMDLETS (2012)
GET-ADREPLICATIONPARTNERFAILURE



REPLICATION CMDLETS (2012)
GET-ADREPLICATIONUPTODATENESSVECTORTABLE



TIPS & TRICKS

• Schedule a Backup-GPO PowerShell script to run weekly (at least!)

• ADSI properties are often Case senSitive

• Properties with a space or special character require quotes:

• $Object.”Property with spaces”

• PowerShell Remoting uses TCP 5985 (HTTP) or TCP 5986 (HTTPS)

• Don’t use credentials in Group Policy Preferences (MS14-025) 



REFERENCES

• ADSecurity.org – Filled with AD/Microsoft Security & PowerShell Goodness

• CMD to PowerShell Reference:

http://blogs.technet.com/b/ashleymcglone/archive/2013/01/02/free-download-cmd-to-powershell-guide-for-ad.aspx

• PowerShell AD Cmdlet SOAP XML Messages

http://blogs.msdn.com/b/adpowershell/archive/2009/10/05/how-to-view-soap-xml-messages-to-and-from-ad-webservices-

and-powershell.aspx

• The AD: Drive

http://blogs.technet.com/b/heyscriptingguy/archive/2013/03/18/playing-with-the-ad-drive-for-fun-and-profit.aspx

• Repadmin to PowerShell

http://blogs.technet.com/b/ashleymcglone/archive/2012/10/17/ad-group-history-mystery-powershell-v3-repadmin.aspx

• Quest AD cmdlets are useful, though not as necessary.

https://support.software.dell.com/download-install-detail/5024645

http://blogs.technet.com/b/ashleymcglone/archive/2013/01/02/free-download-cmd-to-powershell-guide-for-ad.aspx
http://blogs.msdn.com/b/adpowershell/archive/2009/10/05/how-to-view-soap-xml-messages-to-and-from-ad-webservices-and-powershell.aspx
http://blogs.technet.com/b/heyscriptingguy/archive/2013/03/18/playing-with-the-ad-drive-for-fun-and-profit.aspx
http://blogs.technet.com/b/ashleymcglone/archive/2012/10/17/ad-group-history-mystery-powershell-v3-repadmin.aspx
https://support.software.dell.com/download-install-detail/5024645


BONUS SLIDES FOLLOW…



VALIDATE INPUT AS IP ADDRESS

• $IPAddress = ’10.10.10.10’

$IPAddressCheck = [System.Net.IPAddress]::parse($IPAddress)

• If there's data in $IPAddressCheck it's a valid IP.

Example Result:

Address           : 168430090

AddressFamily : InterNetwork

ScopeId : 

IsIPv6Multicast   : False

IsIPv6LinkLocal   : False

IsIPv6SiteLocal   : False

IPAddressToString : 10.10.10.10



ENUMERATE DOMAIN DFS SHARES
$DomainDNS = [System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain().Name 

$ADDomainDistinguishedName = (Get-ADDomain).DistinguishedName

$DFSConfigObjectDN = "CN=Dfs-Configuration,CN=System,$ADDomainDistinguishedName“

$DFSConfigurationObject = Get-ADObject $DFSConfigObjectDN

$DFSShareData = Get-ChildItem "AD:$DFSConfigObjectDN"

ForEach ($DFSShareDataItem in $DFSShareData)

{  ## OPEN ForEach ($DFSShareDataItem in $DFSShareData)

$DFSShareDataItemDN = $DFSShareDataItem.DistinguishedName

$DFSShareDataItemNameArray = $DFSShareDataItemDN -split '=‘

$DFSShareDataItemNameArray2 = $DFSShareDataItemNameArray -split ',‘

$DFSShareDataItemName = $DFSShareDataItemNameArray2[1]

$DFSShareDataItemServerPath = Get-ADObject $DFSShareDataItemDN -property *,RemoteServerName

Write-Output "DFS Share Name: $DFSShareDataItemName `r “

Write-Output "$DFSShareDataItemDN `r “

$DFSShareDataItemServerPathName = ($DFSShareDataItemServerPath.RemoteServerName) -replace ('\*',"")

$DFSShareDataItemServerPathName

write-output " `r “

}  ## CLOSE ForEach ($DFSShareDataItem in $DFSShareData)



CONVERT DOMAIN DN TO FQDN

$ADObjectDN = "CN=Object1,OU=OrgUnit1,DC=child,DC=domain,DC=com"

[array]$ADObjectDNArray = $ADObjectDN -Split(",DC=")

[int]$DomainNameFECount = 0

ForEach ($ADObjectDNArrayItem in $ADObjectDNArray)

{

IF ($DomainNameFECount -gt 0)

{ [string]$ADObjectDNArrayItemDN += $ADObjectDNArrayItem + "." }

$DomainNameFECount++

}

$ADObjectDNDomainName = $ADObjectDNArrayItemDN.Substring(0,$ADObjectDNArrayItemDN.Length-1)



CONVERT DOMAIN FQDN TO DN

$DomainFullyQualifiedDomainName = "child.domain.com"

$DomainFullyQualifiedDomainNameArray = $DomainFullyQualifiedDomainName -Split("\.")

[int]$DomainNameFECount = 0

ForEach ($DomainFullyQualifiedDomainNameArrayItem in $DomainFullyQualifiedDomainNameArray)

{

IF ($DomainNameFECount -eq 0)

{ [string]$ADObjectDNArrayItemDomainName += "DC=" +$DomainFullyQualifiedDomainNameArrayItem }

ELSE

{ [string]$ADObjectDNArrayItemDomainName += ",DC=" +$DomainFullyQualifiedDomainNameArrayItem }

$DomainNameFECount++

}

$ADObjectDNArrayItemDomainName

http://child.domain.com/

