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® This is not Active Directory PowerShell
Training (that would take hours/days).

®* Meant to spark ideas on how to work with AD
better.

* Lots of PowerShell example code — how it’s
used is up to you! ©

®* This session is interactive - Please ask
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enviro

known as Commec

application virtual machine that provides services such as
security, memory management, and exception handling.
FCL and CLR together constitute .NET Framework.”
-Wikipedia
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* [Syste in().DomainMode

*® List Active Directory FSMC

* ([System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest()).SchemaRoleOwner
([System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest()).NamingRoleOwner

¢ ([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).InfrastructureRoleOwner
/3 ([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).PdcRoleOwner

([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).RidRoleOwner




® [System.C tForest().GlobalCatalogs

® Get Active Directory Fore ode:

* [System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().ForestMode
Y ® Get Active Directory Forest Root Domain:
/ ® [System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().RootDomain




Sroot = [AD

Ssearcher = new-object .DirectoryServices.DirectorySearcher(Sroot)

Ssearcherfilter = "(&(objectClass=user)(sAMAccountName= SUserlD))"

Suser = Ssearcher.findall()

Suser




PS C:\temp> import-module servermanager ; add-windowsfeature rsat-ad-powershell

Success Restart Needed Exit Code Feature Result

NoChangeNeeded {}




PS8 C:xUsepssLukeSkywalker> import—module
PS8 C:xUseps-LukeSkywalker> dir ad:

OhjectClass

domainDHS
Conf iguration conf iguration
Schema dHD
DomainDnsZones domainDHS
ForesztDnsZones domainDHS

PS8 AD:-~dc=labh.dc=adsecurity.dc=org> dipr
OhjectClass

organizationallnit

builtinDomain

container

organizationallnit

C) Domain Controllers organizationallnit

Domain Management organizationallnit
ForeignSecurityPr... containepr
Infrazstructure infraztructurellpdate
LostAndFound lostAndFound

[Managed Sewrvice A... container

Program Data container

\ Service Accounts organizationallnit
System container
[Users container

PS8 AD:=~dc=labh.dc=adzsecurity.dc=org>

activedirectory

PSS C:xUserssLukeSkywalker* set—location ad:
PS5 AD:=%* set—location "'dc=lab.dc=adsecurity,dc=org"

DistinguishedName

DC=1lab,DC=adsecurity,DC=0rg

CH=Conf iguration.DC=lab,.DC=adsecurity, DC=0rg
CHN=Schema,CH=Conf iguration,DC=labh.DC=adsecurity,.DC=0rg
DC=DomainDnzZones .DC=1ab,.DC=adsecurity.DC=0rg
DC=ForestDnzZones .DC=1labh.DC=adsecurity,.DC=o0rg

DizstinguishedName

OU=Admin Groups.DC=lab.DC=adsecurity.DC=0rg
CN=Builtin.DC=lah,.DC=adzecurity,.DC=0rg
CH=Computers.,.DC=lab.DC=adsecurity . DC=0prg

OU=Corpdl . .DC=1ab.DC=adsecurity, DC=0rg

OU=Domain Controllers.DC=lab,DC=adsecurity,. DC=0rg

OU=Domain Management,DC=lah.DC=adsecurity.DC=0prg
CH=ForeignSecurityPrincipals . DC=1lab.DC=adsecurity,.DC=0rg
CHN=Infraszstructure . DC=lab.DC=adsecurity.DC=0rg
CHN=LoztAndFound,.DC=1ab,Di=adsecurity,. DC=0rg

CHN=Managed Service HAccounts.DC=lab.,DC=adsecurity.DC=0rg

CH=NTDS Quotas.DC=labh.DC=adsecurity.DC=0rg

CH=Program Data.DC=lab.DC=adsecurity.DC=0rg O
OU=Service Accounts. DC=lab.DC=adsecurity,.DC=o0rg ‘
CH=Sy=s=tem,.DC=1ah.DC=adsecurity, DC=0rg

CH=TPH Devices.DC=lah.DC=adsecurity.DC=0rg

CHN=Users . DC=lab,.DC=adsecurity,.DC=o0rg
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* Windows Server 2012: 135 cmdlets 7; -
* Windows Server 2012 R2: 147 cmdlets =




asterRole

* Get/Set-ADGroupMember
* Get/Set-ADObject

®* New-ADObject

®* New-ADOrganizationalUnit
* Get/Set-ADOrganizationalUnit




° 3‘. - iteLink

ADReplicationSiteLinkBridge
* *-ADResourcePropertyLis ) * *_ADReplicationSubnet

o k_
ADResourcePropertyValueType * *_ADReplicationUpToDatenessVectorTable

*-ADDCCloneConfigFile * Sync-ADObject
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PS C:\Windows\system32> get-adrootdse

configurationNamingContext

currentTime
defaultNamingContext
dnsHostName

domainFunctionality
dsServiceName

forestFunctionality
highestCommittedUSN
isGlobalCatalogReady
isSynchronized
TdapServiceName
namingContexts

rootDomainNamingContext
schemaNamingContext
serverName

subschemaSubentry
supportedCapabilities

supportedControl

supportedLDAPPolicies
supportedLDAPVersion
supportedSASLMechanisms

//

: CN=Configuration,DC=1ab,DC=adsecurity,DC=0rg
: 1/18/2015 9:07:52 PM

: DC=lab,DC=adsecurity,DC=0rg

: ADSDCO05.lab.adsecurity.org
domainControllerFunctionality :
: Windows2003Domain

: CN=NTD5 Settings,CN=ADSDC05,CN=Servers,CN=Default-First-5ite-Name,CN=51ites,CN=Configuration,DC=lab,DC

Windows2012R2

=adsecurity,DC=org

: Windows2003Forest
- 110986

{TRUE}

{TRUE}

lab.adsecurity.org:adsdc0O53%@LAB . ADSECURITY.ORG
{DC=1ab,DC=adsecurity,DC=o0rg, CN=Configuration,DC=lab,DC=adsecurity,DC=0rg,

CN=Schema,CN=Configuration,DC=1ab,DC=adsecurity,DC=0rg,

DC=DomainDnsZones ,DC=lab,DC=adsecurity,DC=0rg...}

: DC=lab,DC=adsecurity,DC=0rg
: CN=Schema,CN=Configuration,DC=1ab,DC=adsecurity,DC=org
: CN=ADSDC05,CN=Servers ,CN=Default-First-Site-Name,CN=51ites ,CN=Configuration,DC=1ab,DC=adsecurity,DC=0r

g

: CN=Aggregate,CN=Schema,CN=Configuration,DC=lab,DC=adsecurity,DC=0org

{1.2.840.113556.1.4.800 (LDAP_CAP_ACTIVE_DIRECTORY_OID), 1.2.840.113556.1.4.1670
(LDAP_CAP_ACTIVE_DIRECTORY_V51_0ID), 1.2.840.113556.1.4.1791
(LDAP_CAP_ACTIVE_DIRECTORY_LDAP_INTEG_OID), 1.2.840.113556.1.4.1935
(LDAP_CAP_ACTIVE_DIRECTORY_V61 OID)...}

1.2.840.113556.1.4.319 (LDAP_PAGED_RESULT_OID_STRING), 1.2.840.113556.1.4.801
(LDAP_SERVER_SD_FLAGS_0ID), 1.2.840.113556.1.4.473 (LDAP_SERVER_SORT_OID), 1.2.840.113556.1.4.528
(LDAP_SERVER_NOTIFICATION_OQID)...}

{MaxPoolThreads, MaxPercentDirSyncRequests, MaxDatagramRecv, MaxReceiveBuffer...}

{3, 2}

{GSSAPI, GSS5-SPNEGO, EXTERNAL, DIGEST-MD5}

O



PS C:\Windows\system32> get-adforest

ApplicationPartitions :
CrossForestReferences :
: ADSDCO1.lab.adsecurity.org

DomainNamingMaster
Domains

ForestMode
GlobalCatalogs

Name
PartitionsContainer
RootDomain
SchemaMaster

Sites

SPNSuffixes
UPNSuffixes

{DC=DomainDnsZones ,DC=1ab,DC=adsecurity,DC=0rg, DC=ForestDnsZones,DC=1ab,DC=adsecurity,DC=0rg}
i}

{lab.adsecurity.org}

; Windows2003Forest

{ADSDCO1. lab. adsecurity.org, ADSDCO02.lab.adsecurity.org, ADSDCO04.lab.adsecurity.org,

ADSDCO05. lab.adsecurity.org}
: lab.adsecurity.org
: CN=Partitions,CN=Configuration,DC=lab,DC=adsecurity,DC=0rg
: lab.adsecurity.org
: ADSDCO1.1lab.adsecurity.org

{Default-First-Site-Name}

{}
{}

T ——



AllowedDNSSuffixes
Ch1ldDomains
ComputersContainer
DeletedobjectsContainer
DistinguishedName

DNSRoot
DomainControllersContainer
DomainMode

DomainSID

Forest

InfrastructureMaster
LastLogonReplicationInterval
LinkedGroupPolicyObjects

LostAndFoundContainer
ManagedBy

Name

NetBIOSName

ObjectClass

objectGUID

ParentDomain
PDCEmulator
QuotasContainer
ReadonlyReplicaDirectoryServers
\ ReplicaDirectoryServers

RIDMaster
SubordinateReferences

SystemsContainer
UsersContainer

PS C:‘\Windows\system32> Get-ADDomain

: CN=Computers,DC=lab,DC=adsecurity,DC=0rg
: CN=Deleted Objects,DC=1ab,DC=adsecurity,DC=0rg
: DC=lab,DC=adsecurity,DC=0rg

: OU=Domain Controllers,DC=lab,DC=adsecurity,DC=0rg
: Windows2003Domain

1 5-1-5-21-1473643419-774954089-2222329127
ForeignSecurityPrincipalsContainer :

{}
{1

lab. adsecurity.org

CN=ForeignSecurityPrincipals,DC=1ab,DC=adsecurity,DC=0rg
lab. adsecurity.org

: ADSDCO1. Tab. adsecurity.org

{cn={ABDBAOB1-F312-4F2A-9F95-143800450BB8}, cn=policies,cn=system,DC=1ab,DC=adsecurity,DC=0rg,

- cn={19DB3FB7-0098-4F85-8E24-B03050C6B6DE}, cn=policies, cn=system,DC=1ab,DC=adsecurity,DC=o0rq,

CN={31B2F340-016D-11D2-945F-00C04FB984F9} ,CN=Policies,CN=System,DC=1ab,DC=adsecurity,DC=0rg}

: CN=LostAndFound,DC=lab,DC=adsecurity,DC=0rg

Tab

. ADSECLAB
: domainDNS
- 6d46828-b721-463d-9696-3b3714€2676a

: ADSDCO1.lab.adsecurity.org
: CN=NTDS Quotas,DC=lab,DC=adsecurity,DC=0rg

{ADSDCO1. 1ab. adsecurity.org, ADSDCO2.lab.adsecurity.org, ADSDCO4.lab.adsecurity.org, //

) ADSDCO5. lab. adsecurity.org}
: ADSDCO2.1lab.adsecurity.org

{DC=ForestDnsZones ,DC=lab,DC=adsecurity,DC=0rg, DC=DomainDnsZones,DC=1ab,DC=adsecurity,DC=0rg,

CN=Configuration,DC=lab,DC=adsecurity,DC=0rg}
: CN=System,DC=lab,DC=adsecurity,DC=0rg
: CN=Users,DC=lab,DC=adsecurity,DC=0rg



PS C:\Windows\system32> Get-ADDomainController

ComputerObjectDN
DefaultPartition
Domain

Enabled

Forest

Hos tName
InvocationId
IPv4Address
IPvbAddress
IsGlobalCatalog
IsReadOnly
LdapPort

NETTS

NTDSSettingsObjectDN

OperatingSystem

OperatingSystemHotfix :
OperatingSystemServicePack :
OperatingSystemVersion
OperationMasterRoles

Partitions

ServerObjectDN
ServerObjectGuid
Site

Ss1Port

)/

: CN=ADSDCO5 ,0U=Domain Controllers,DC=1ab,DC=adsecurity,DC=0rg
: DC=lab,DC=adsecurity,DC=0rg

: lab.adsecurity.org

: True

: lab.adsecurity.org

: ADSDCO05.1ab.adsecurity.org

: 2df64259-T56d-4ebl-acde-3b67548a0977

A I [ I

: True
: False

389

- ADSDCOS
: CN=NTDS Settings,CN=ADSDCO05,CN=Servers ,CN=Default-First-Site-Name,CN=5S1ites ,CN=Configuration,DC=1ab,DC=adse

curity,DC=org

: Windows Server 2012 R2 Datacenter

: 6.3 (9600)

{}
{DC=ForestDnsZones ,DC=1ab,DC=adsecurity,DC=org, DC=DomainDnsZones,DC=1ab,DC=adsecurity,DC=0rg,

CN=Schema,CN=Configuration,DC=1ab,DC=adsecurity,DC=0org, CN=Configuration,DC=lab,DC=adsecurity,DC=org...}
: CN=ADSDCO5 ,CN=Servers ,CN=Default-First-5Site-Name,CN=51ites,CN=Configuration,DC=lab,DC=adsecurity,DC=0rg
: de8af971-b5af-4a32-9531-7f61f95el15cf
: Default-First-5ite-Name
: 636



PS C:‘\Windows\system32> get-adcomputer adsdc05

DistinguishedName
DNSHostName
Enabled

Name

ObjectClass
0objectGUID
SamAccountName
SID

)/

: CN=ADSDCO05,0U=Domain Controllers,DC=1ab,DC=adsecurity,DC=0rg
: ADSDCO05. lab.adsecurity.org

: True

- ADSDCO5

. computer

- 72b0cl6d-alb6-4f31-bd36-901744a699%¢ec

- ADSDCO5%

: 5-1-5-21-1473643419-774954089-2222329127-1602
UserPrincipalName :

O



stLogonTimeSt

Write-Otp mputers discovered in

K SDomainDNS in STime mint




PS C:\Windows\system32> $InactiveDate = (get-date).AddDays(-10)
Get-ADComputer -filter {(LastLogonDate -le $InactiveDate) -AND (PasswordLastSet -le $InactiveDate)} -property Name,IPv4Address,
LastLogonDate,PasswordLastSet,Description,Created, DNSHos tName

Created : 12/7/2014 12:13:35 PM

Description -

DistinguishedName : CN=ADSWKWINS8,CN=Computers,DC=1ab,DC=adsecurity,DC=o0rg
DNSHos tName : ADSWKWin8.lab.adsecurity.org

Enabled : True

IPv4Address : 172.16.11.202

LastlLogonDate : 1/6/2015 2:31:23 PM

Name : ADSWKWINS8

ObjectClass : computer

ObjectGUID : ff423c3c-842c-41a2-ba02-0d035364a249
PasswordLastSet : 1/7/2015 10:58:35 AM

SamAccountName : ADSWKWIN8S

SID : S5-1-5-21-1473643419-774954089-2222329127-1109
UserPrincipalName :

N —

O



PS C:‘\Windows\system32> get-aduser "hansolo™

DistinguishedName
Enabled

GivenName

Name

ObjectClass
objectGUID
SamAccountName
SID

surname
UserPrincipalName

: CN=Han Solo,CN=Users,DC=1ab,DC=adsecurity,DC=0rg
: True

: Han

: Han Solo

. user

: 8239fdc4-f82a-4346-abbb-facleb4b7bbf

: HanSolo

: 5-1-5-21-1473643419-774954089-2222329127-1107

: Solo

: HanSolo@lab.adsecurity.org



SDisabledU

[array] SEnabledUsers = SAllUsers | Where-Object $_.nabled -eq STrue }
SEnabledUsersCount = SEnabledUsers.Count

Write-Output “There are SEnabledUsersCount Enabled users and there are SDisabledUsersCount
Disabled users in SDomainDNS “




PS C:\Windows\system32> $InactiveDate = (get-date).AddDays(-15)
Get-ADUser -filter {(LastLogonDate -le $InactiveDate) -AND (PasswordLastSet -le $InactiveDate)} -property SAMAccountName,DisplayName,’
LastlogonDate,PasswordlLastSet,Description,Created,UserPrincipalName

Created : 12/28/2014 7:15:49 PM

Description :

DisplayName : svc-SQLAgent(01

DistinguishedName : CN=svc-SQLAgent(0l,0U=Service Accounts,DC=lab,DC=adsecurity,DC=0org
Enabled : True

GivenName :

LastlLogonDate : 12/28/2014 7:18:02 PM

Name : svc-S0LAgentOl

ObjectClass I user

0ObjectGUID : eba3c6ll-6eab-46bc-b68c-cBf28685e715
PasswordLastSet - 1/3/2015 1:42:01 PM

SamAccountName : svc-5SQLAgentO1

SID : 5-1-5-21-1473643419-774954089-2222329127-1606
Surname :

UserPrincipalName : svc-50LAgent01@lab. adsecurity.org

Created : 12/28/2014 7:16:23 PM
Description :
DisplayName : svC-S0QLDBEngine(l
DistinguishedName : CN=svc-SQLDBEngine(0l,0U=Service Accounts,DC=1ab,DC=adsecurity,DC=0rg
Enabled : True
GivenName :
LastlLogonDate - 12/28/2014 7:18:02 PM
\ MName : svc-SQLDBEngine0l O
ObjectClass I user
0ObjectGUID : 9f05af08-412c-4e95-8064-ad7a690ee495
PasswordLastSet : 1/3/2015 1:43:26 PM
SamAccountName : svC-S0QLDBEngine(l
51D : 5-1-5-21-1473643419-774954089-2222329127-1607
Surname :
UserPrincipalName : svc-SQLDBEngine(l@lab. adsecurity.org




Name

givenName (first name

sn (surname aka last name)
legacyExchangeDN
proxyAddresses (Exchange attribute)




e | -properties

* Find

* Get-ADUser -filter { SAttributeName —like “*” } —prop $AttributeName

- * Update SUser SAttributeName to "SAttributeValue
/) * Set-ADUser SUser -replace @{ "SAttributeName" = "SAttributeValue" }




PS C:\Windows\system32> get-adgroup "Administrators”

DistinguishedName : CN=Administrators,CN=Builtin,DC=lab,DC=adsecurity,DC=0rg
GroupCategory : Security

GroupScope : DomainLocal

Name : Administrators

ObjectClass : group

ObjectGUID : db5e60b4-9e61-4712-a518-ce/d06a9db24

SamAccountName : Administrators

SID : S-1-5-32-544
S —

)/

O



niversal” }

o ups in AD “

[array]SADSecurityGroups = SAIIADGroups | Where {S_.GroupCategory -eq “Security” }
SADSecurityGroupsCount = SADSecurityGroups.Count
¢ erte -Output “There are SADSecurityGroupsCount Security groups in AD “







PS C:\Windows\system32> $DomainDistinguishedName = (Get-ADDomain).DistinguishedName
$DirectoryServicesNamingContext = Get-ADObject -Identity "$DomainDistinguishedName" -Properties *
$LLTReplicationvalue = $DirectoryServicesNamingContext. "msDS-LogonTimeSyncInterval"”

IF (SLLTReplicationvalue -ge 1)

{ Write-Output "The msDS-LogonTimeSyncInterval attribute value on $DomainDNS was changed from the default value of 14 to $LLTReplicationva
ELSE

{ $LLTReplicationvalue = 14 ; Write-Output "The msDS-LogonTimeSyncInterval attribute value on $DomainDNS is configured with the default va

The msDS-LogonTimeSyncInterval attribute value on 1is configured with the default value of 14 (value 1is blank)

@)

O




PS C:\Windows\system32> Get-ADObject -SearchBase (Get-ADForest).PartitionsContainer °
-LDAPFilter "(&(objectClass=crossRef) (systemFlags=3))"
-Property dnsRoot, nETBIOSName, whenCreated | Sort-Object whenCreated | Format-Table dnsRoot, nETBIOSName, whenCreated -AutoSize

dnsRoot nETBIOSName whenCreated

{lab.adsecurity.org} ADSECLAB 12/7/2014 11:16:54 AM

O




PS C:\Windows\system32> Get-ADDefaultDomainPasswordPolicy

Comp lexityEnabled
DistinguishedName
LockoutDuration
LockoutObservationwindow
LockoutThreshold
MaxPasswordAge
MinPasswordAge
MinPasswordLength
objectClass

objectGuid
PasswordHistoryCount
ReversibleEncryptionEnabled

: True

: DC=lab,DC=adsecurity,DC=0rg
= 00:30:00

= 00:30:00

- 0

= 42_00:00:00

: 1.00:00:00

- 7

fdomainDNS}

; fod46828-b721-463d-9696-3b3714e2676a
- 24
- False

O



PS C:\Windows\system32> $ADForestconfigurationNamingContext = (Get-ADRootDSE).configurationNamingContext
$DirectoryServicesConfigPartition = Get-ADObject -Identity

"CN=Directory Service,CN=Windows NT,CN=Services, $ADForestconfigurationNamingContext"
-Partition $ADForestconfigurationNamingContext -Properties *

$TombstoneLifetime = f§DirectoryServicesConfigPartition.tombstoneLifetime

Write-Output "Active Directory's Tombstone Lifetime is set to $TombstoneLifetime days r

Active Directory’'s Tombstone Lifetime is set to 180 days




'DC=COM” -Filter

®* Restore a .
SDeletedUsers | Resto

* Restore users deleted on a specific date
SChangeDate = Get-Date (“1/1/2015")
Get-ADObiject -Filter { (whenChanged -eq SchangeDate) -and (isDeleted -eq Strue) -and (name -ne
“Deleted Objects”) -and (ObjectClass -eq “user”) } -IncludeDeletedObjects -Properties * | Restore-

ADObject




PS C:\Windows\system32> $DomainDistinguishedName = (Get-ADDomain).DistinguishedName
$RIDManagerProperty = Get-ADObject "cn=rid manager$,cn=system, $DomainDistinguishedName" -property RIDAvailablePool °

-server ((Get-ADDomain).RIDMaster)

$RIDInfo = $RIDManagerProperty.RIDAvailablePool
[int32]$TotalsIDS = $RIDInfo / ([math]::Pow(2,32))
[int64]$Temp64val = $TotalSIDS * ([math]::Pow(2,32))
[int32]$CurrentRIDPoolCount = $RIDInfo - $Temp64val
$RIDsRemaining = $TotalSIDS - $CurrentRIDPoolCount

$RIDsIssuedPcntOfTotal = ( $CurrentRIDPoolCount / $TotalSIDS )
$RIDsIssuedPercentofTotal "{0:P2}" -f $RIDsIssuedPcntOfTotal
$RIDsRemainingPcntOfTotal = ( $RIDsRemaining / $TotalSIDS )
$RIDsRemainingPercentofTotal = "{0:P2}" -f $RIDsRemainingPcntOfTotal

Write-Output "RIDs Issued: $CurrentRIDPoolCount ($RIDsIssuedPercentofTotal of total) 'r "
Write-Output "RIDs Remaining: $RIDsRemaining ($RIDsRemainingPercentofTotal of total) r "

RIDs Issued: 3101 (0.00 % of total)
RIDs Remaining: 1073738722 (100.00 % of total)

O



PS C:\Windows\system32> $DomainDNS = [System.DirectoryServices.ActiveDirectory.Domain]: :GetCurrentDomain() .Name
[array] $ADDomainTrusts = Get-ADObject -Filter {ObjectClass -eq "trustedDomain"} -Properties *
[int]$ADDomainTrustsCount = $ADDomainTrusts.Count

write-Output "Discovered $ADDomainTrustsCount Trust(s) in $DomainDNS 'r
$ADDomainTrusts | select Name,Created,flatName,instanceType,trustAttributes,trustDirection,securityIdentifier | format-table -auto
Discovered 1 Trust(s) in lab.adsecurity.org

Name Created flatName instanceType trustAttributes trustDirection securityIdentifier

rd.adsecurity.org 1/11/2015 5:09:45 PM ADSECRD 4 8 2 S5-1-5-21-3834807805-851291830-904607491

O




PS C:\Windows\system32> $ADSites = [System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().Sites
[int] $ADS1itesCount = $ADS1tes.Count
write-Output "There are $ADSitesCount AD Sites r"

$ADSites | select-object Name,Domains,Subnets,AdjacentSites,SiteLinks | format-table -AutoSize

There are 1 AD Sites

Name BRI Subnets AdjacentSites SiteLinks

Default-First-Site-Name {lab.adsecurity.org} {} i} {DEFAULTIPSITELINK}




P5 C:\Users\Administrator.ADSECMLAB> Backup-GPO -All -Domain “mlab.adsecurity.org” -Path "C:\GPOBackup”

Default Domain Policy
31b2f340-016d-11d2-945f-00c04Tbo84f9
fe4bc902-e7d0-45F5-a702-achl0ctf04ad4b
C:\GPOBackup

1/27/2015 8:30:42 PM

mlab. adsecurity.org

D1 splayName
Gpold

Id
BackupDnrectory
CreationTime
DomainName
Comment

Default Domain Controllers Policy
6acl786c-016T-11d2-945F-00c04TboB84af9
33ddea3b-c539-4b2c-bfe5-2e080F47deald
C:\GPOBackup

1/27/2015 8:30:47 PM

mlab. adsecurity.org

D1 splayName
Gpold

Id
BackupDnrectory
CreationTime
DomainName
Comment




DistinguishedName
Enabled

GivenName

Name

ObjectClass
ObjectGUID
SamAccountName

SID
Surname
UserPrincipalName

DistinguishedName
Enabled

GivenName

Name

ObjectClass
ObjectGUID
SamAccountName

SID
Surname
UserPrincipalName

DistinguishedName
Enabled
GivenName
\ Name

ObjectClass
objectGUID
SamAccountName

SI1D
Surname
UserPrincipalName

PS C:\Windows\system32> Get-ADUser -filter {ServicePrincipalName -like

: CN=krbtgt,CN=Users,DC=1ab,DC=adsecurity,DC=o0rg
: False

: krbtgt

: user

: 6fd9529f-0805-4f3c-bb4d-29ad2ac377ef
: krbtgt

serviceprincipalname :
: S-1-5-21-1473643419-774954089-2222329127-502

: CN=svc-SQLAgent01,0U=Service Accounts,DC=lab,DC=adsecurity,DC=org
: True

: svc-SQLAgentO1l

> user

: eba3c611-6eab-46bc-b68c-c8f28685e7f5
: svc-SQLAgentO1

serviceprincipalname :

: S-1-5-21-1473643419-774954089-2222329127-1606

man

} -property serviceprincipalname

{kadmin/changepw}

{MSSQLSvc/ADSAPPSQLO03. 1ab.adsecurity.org:1433,
MSSQLSvCc/ADSAPPSQLO02. 1ab.adsecurity.org:1433,
MSSQLSvc/ADSAPPSQLO1. Tab.adsecurity.org:1433}

: svc-SQLAgent01@lab. adsecurity.org

: CN=svc-MSSQLServer0l,0U=Service Accounts,DC=lab,DC=adsecurity,DC=o0rg
: True

: svc-MSSQLServer0Ol C)
. user

: 2260906f-6985-404b-b6ea-fbed5d573bff

: svc-MSSQLServerQOl

serviceprincipalname :
: §-1-5-21-1473643419-774954089-2222329127-1613

{MSSQLSvc/adsmswin2k8r2:1433, MSSQLSvc/adsmswin2k8r2.lab.adsecurity.org:1433}

: svc-MSSQLServer0l@lab.adsecurity.org



Discovering service account SPNs in the AD Domain lab.adsecurity.org

Domain

UserID
PasswordLastSet
LastlLogon
Description
SPNServers
SPNTypes

Domain

UserID
PasswordLastSet
LastlLogon
Description
SPNServers
SPNTypes

Domain

UserlD
PasswordLastSet
LastlLogon

Description
SPNServers

SPNTypes
servicePrincipalNames

/é

: lab.adsecurity.org

: krbtgt

- 12/07/2014 16:17:39

: 01/01/1601 00:00:00

: Key Distribution Center Service Account

: {kadmin}
ServicePrincipalNames :

{kadmin/changepw}

: lab.adsecurity.org
: svc-5S0QLAgent01

: 01/01/1601 00:00:00
: 01/01/1601 00:00:00

; {ADSAPPSQLO1. lab.adsecurity.org, ADSAPPSQLO02.lab.adsecurity.org, ADSAPPSQLO03.lab.adsecurity.org}
: {MSsQLSvc}
servicePrincipalNames :

{MSSQLSvc/ADSAPPSQLO]L. lab.adsecurity.org:1433, MSSQLSvc/ADSAPPSQL02. lab.adsecurity.org:1433,
MSSOLSvc/ADSAPPSQLO03. lab. adsecurity.org:1433}

: lab.adsecurity.org
: svCc-MSSOLServer(l
: 01/01/1601 00:00:00

: 01/01/1601 00:00:00 @)
: {adsmswin2k8r2.lab.adsecurity.org} /
- {MSSQLSvcl

: {MssQLSvc/adsmswin2k8r2. lab. adsecurity.org:1433, MSSQLSvc/adsmswin2k8r2:1433}

https: //github.com /PyroTek3 /PowerShell-AD-Recon/blob /master /Find-PSService Accounts



https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Find-PSServiceAccounts

PS C:\Windows‘\system32> get-adobject -filter { ServicePrincipalName -like "*SQL*" } -Properties Name,userPrincipalName,servicePrincipalName

DistinguishedName : CN=svC-S0LAgent01,0U=Service Accounts,DC=lab,DC=adsecurity,DC=0org
Name : svc-50LAgent01

ObjectClass I user

ObjectGUID : eba3cbll-beab-46bc-bbBc-cB8F28685e715

servicePrincipalName : {MSSQLSvc/ADSAPPSQLO3.lab.adsecurity.org:1433, MSSQLSvc/ADSAPPSQLO02.lab.adsecurity.org:1433,
MSSQLSvC/ADSAPPSQLOL. lab. adsecurity.org:1433}

userPrincipalName : svCc-SQLAgentOl1@lab. adsecurity.org

DistinguishedName : CN=svc-MSSQLServer0l,0U=Service Accounts,DC=lab,DC=adsecurity,DC=0rg

Name : svC-MSSQLServer(l

ObjectClass I user

ObjectGUID : 2260906T-6985-404b-b6ea—Tbed5d573bft

servicePrincipalName : {MSSQLSvc/adsmswin2k8r2:1433, M5sQLSvc/adsmswinZk8r2.lab.adsecurity.org:1433}
C) userPrincipalName : svCc-MSSQLServerQl@lab.adsecurity.org

Active Directory SPN Directory:
http:/ /adsecurity.org /2page_id=183




Domain
ServerName

Port

Instance
ServiceAccountDN
OperatingSystem
0SServicePack

LastBootup
DSVersion
Description
O srvAcctUserID
SrvAcctDescripti

e

: lab.adsecurity.org
: adsmswinz2k8r2.lab.adsecurity.org
- 1433

{CN=svc-MSSQLServer(0l,0U=Service Accounts,DC=1ab,DC=adsecurity,DC=0rg}
Iwindows Server 2008 R2? Datacenter}

- {Service Pack 1}

- 1/17/2015 7:15:36 PM

- {6.1 (7601)}

: svC-M5S0LServer(Ql
on :

T —

https://qithub.com /PyroTek3 /PowerShell-AD-Recon/blob /master /Discover-PSMSSQLServers



https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Discover-PSMSSQLServers

yServers

SDoma oryServers +

ADDomainReplicaD |
®* Get-ADDomainController
¢ import-module ActiveDirectory
SDomainControllers = Get-ADDomainController -filter * -DomainName SDOMAIN




hostname IPv4Address IsGlobalCatalog IsReadOnly Operating5ystem ?

adsmlabdcl.mlab. adsecurity.org 172.16.16.11 False Windows Server 2008 R2 Datacenter O
adsmlabdc5.mlab. adsecurity.org 172.16.16.12 True False Windows Server 2012 R2 Datacenter




* Find all Read-Only Domain Controllers that are GCs

Get-ADDomainController —filter
{ (isGlobalCatalog —eq STrue) —AND (isReadOnly —eq STrue) }




imoort

SDCsNotGCs = Get-A I er { IsGlobalCatalog -eq STrue}
®* Domain DCs that are not GCs
v import-module ActiveDirectory
SDCsNotGCs = Get-ADDomainController -filter { IsGlobalCatalog -eq SFalse }




Start-Ser ds
Write-Output "Results of / ory database integrity check: 'r "
SNTDSdbChecker




b . Net 7 © Sean Mecalf

([System.DirectoryServices est]::Ge urrentForest()).SchemaRoIeOwner
([System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest()).NamingRoleOwner
([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).InfrastructureRoleOwner
([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).PdcRoleOwner
([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).RidRoleOwner




> RIDMaster

Move-ADDi )pera inMasterRoIe PDCEmulator

® Seizing FSMO Roles —— O

Move-ADDlrectoryServerOperatlonMasterRoIe Identlty SDCName -OperationMasterRole PDCEmulator ~
FORCE

/




REPADMI

REPADMIN

/FailCache
/Queue
/ReplSingleObj
/ShowConn
/ShowObjMeta

/ShowRepl
/ReplSum

/ShowUTDVec
/SiteOptions

/ShowAttr
/SetAttr
/PRP

PowerShell

2012 Cmdlets
Get-ADReplicationFailure
Get-ADReplicationQueueOperation
Sync-ADObject
Get-ADReplicationConnection
Get-ADReplicationAttributeMetadata

Get-ADReplicationPartnerMetadata
Get-ADReplicationUpToDatenessVectorTable
Set-ADReplicationSite

2008 R2 Cmdlets

Get-ADObject

Set-ADObject
Get-ADDomainControllerPasswordReplicationPolicy
Add-ADDomainControllerPasswordReplicationPolicy
Remove-ADDomainControllerPasswordReplicationPolicy
Get-ADAccountResultantPasswordReplicationPolicy

Get-ADDomainControllerPasswordReplicationPolicyUsage



Get-ADReplicationPartnerMetadata -Target "adsmlabdcl™

CompressChanges
ConsecutiveReplicationFailures
D1 sableS5cheduledSync
IgnoreChangeNotifications
IntersiteTransport
IntersiteTransportGuid
IntersiteTransportType
LastChangeUsn
LastReplicationAttempt
LastReplicationResult
LastReplicationSuccess
Partition

PartitionGuid

Partner

PartnerAddress
PartnerGuid
PartnerInvocationId
PartnerType

Schedul edSync
Server
SyncOnStartup
TwoWaySync
UsnFilter

Writable

: False
N

: False
: False

: IP

: 13042

: 1/27/2015 9:14:54 PM

: D

- 1/27/2015 9:14:54 PM

: DC=mlab,DC=adsecurity,DC=0org

: e?esTdb0-bd05-4c73-8ab8-c2B8d0s4a7azb

: CN=NTDS Settings,CH=ADSMLABDCS ,CHN=5ervers,CN=Default-First-5ite-Name,CN=51tes,CN=Configuration,DC=m]

ab, DC=adsecurity,DC=0org

: 326cb425-1ae0-4e46-8a08-9b526cactaeb. _msdcs.mlab. adsecurity.org
: 326cb425-1aed-4e46-8a08-9b526cactaeb

: Bebafal7-F779-4233-9028-T3be88b5s6bef

: Inbound

: True

: adsmlabdcl.mlab. adsecurity.org

: True

: False

: 13042

: True



Get-ADReplicationFailure -Target "adsmlabdcl™

FaillureCount : 14
FailureType : Connection
FirstFailureTime : 1/27/20015% 6:32:05% PM
LastError : 8524
Partner : CN=NTDS 5ettings,CHN=ADSMLABDCZ2 ,CN=Servers ,CN=Default-First-51te-Name,CN=51tes,CN=Configuration,DC=mlab, DC=adsecur1
ty,DC=org
PartnerGuid : 72ala78e-c1bb-4d15-a066-c8e634220ab9
O Server : adsmlabdcl.mlab. adsecurity.org




P5 C:\Users’\Administrator.ADSECMLAB> Get-ADReplicationUpToDatenessVectorTable -Target "adsmlabdcl™

LastReplicationSuccess
Partition
PartitionGuid

Partner

PartnerInvocationId
Server
UsnFi1Tter

LastReplicationSuccess
Partition
PartitionGuid

Partner

PartnerInvocationld

Server
UsnFiTter

4

: 1/27,/2015 9:14:54 PM

: DC=mlab,DC=adsecurity,DC=0org

: ezesTdbD-bd05-4cy3-8ab8-cZ28d054a7azb

: CN=NTD5 Settings,CN=ADSMLABDCS ,CN=5ervers,CN=Default-First-51te-Name,CN=51tes,CN=Configuration,DC=mlab, DC=ad

security, DC=org

: 86bafalv-Tr79-4233-90258-F3b688bs6bet
: adsmlabdcl.mlab. adsecurity.org
: 13042

: 1/27/2015 9:36:54 PM

: DC=mlab,DC=adsecurity,DC=0org

: e2e5TdbD-bd05-4c73-8ab8-c28d0s4arazb

: CN=NTD5 Settings,CN=ADSMLABDC1,CN=5ervers,CN=Default-First-51te-Name,N=51tes ,CN=Configuration,DC=mlab,DC=ad

security, DC=org

: 74a62edd-53bc-45e0-9ed4-cae49998ccof
: adsmlabdcl.mlab. adsecurity.org )
: 21021



O

K\ 4
1\@ TIPS & TRICKS |

* Schedule a Backup-GPO PowerShell script to run weekly (at least!)
* ADSI properties are often Case senSitive

®* Properties with a space or special character require quotes:

* SObject.”Property with spaces”
* PowerShell Remoting uses TCP 5985 (HTTP) or TCP 5986 (HTTPS)

®* Don’t use credentials in Group Policy Preferences (MS14-025)

<?xml version="1.8" encoding=""utf-8"?>

<Groups clsid="{3125E937-EB16-4b4c-9934-544FC6D24D26}">

<User clsid="{DF5F1855-51E5-4d24-8B1A-DI9BDE98BA1D1}"” name="LocalTestUser” image="0" changed="2013-087-04 00:07:13" uid="{47F24835-4B58-4C48-A749-5747EAC84669}">
<Properties action="C" fullnName="" description=""" cpassword="sFW0JZOU7bJIICaqvmd+KAEN@OARCPXXMLWNK7s7ZgNR+J1JwoSa

+DLU3KATIdXCc1WWSNKrIjIeOMIdBuJHvgFgbcNS873bDK2nbQBgpydk]bsPXVOHRPpQ96ph1e6NItnANF3KYyswokkDn]8gvuyZBXqoG94ML8M1Iq7/jhe37eHIiZGyi5IBoPuCtKpurj2” changelLogon="0"
noChange="@" neverkExpires="@" acctDisabled="0" userName="LocalTestUser”/>

</User>

</Groups>|




-ad-webservices-

ve-for-fun-and-profit.aspx

® Repadmin to Po
http:/ /blogs.technet.com/b /a d-group-history-mystery-powershell-v3-repadmin.asp x

®* Quest AD cmdlets are useful, though not as necessary.
ort.software.dell.com/download-install-detail /5024645



http://blogs.technet.com/b/ashleymcglone/archive/2013/01/02/free-download-cmd-to-powershell-guide-for-ad.aspx
http://blogs.msdn.com/b/adpowershell/archive/2009/10/05/how-to-view-soap-xml-messages-to-and-from-ad-webservices-and-powershell.aspx
http://blogs.technet.com/b/heyscriptingguy/archive/2013/03/18/playing-with-the-ad-drive-for-fun-and-profit.aspx
http://blogs.technet.com/b/ashleymcglone/archive/2012/10/17/ad-group-history-mystery-powershell-v3-repadmin.aspx
https://support.software.dell.com/download-install-detail/5024645




IsIPvé6Muli

IsIPv6LlinkLocal : False
IsIPvéSitelocal : False
IPAddressToString : 10.10.10.10




SDFSSha
SDFSShareDatalte

SDFSShareDataltemServerPath = Get DN -property *,RemoteServerName

Write-Output "DFS Share Name: $DFSShareDataltemName 'r “
Write-Output "SDFSShareDataltemDN ‘r “
O SDFSShareDataltemServerPathName = (SDFSShareDataltemServerPath.RemoteServerName) -replace ("\*',"")
SDFSShareDataltemServerPathName
write-output " r “
} ## CLOSE ForEach (SDFSShareDataltem in SDFSShareData)




$ADObjectDNDomainName = $AI 9(0,$ADObjectDNArrayltemDN.Length-1)




eArray)

edDomainNameArrayltem }

ELSE
{ [string]$ADC JomainFullyQualifiedDomainNameArrayltem }

$DomainNameFECount++ ff O
/%ADObjectDNArraytemDomanName
O



http://child.domain.com/

