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Timeline 
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Incident Command 6/12/2016
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Compliance Implications
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HIPAA

45 CFR 164.510:

(b) Standard: Uses and disclosures for involvement in the individual's care and 
notification purposes

(1) Permitted uses and disclosures.

(i) A covered entity may, in accordance with paragraphs (b)(2), (b)(3), or (b)(5) of this 
section, disclose to a family member, other relative, or a close personal friend of the 
individual, or any other person identified by the individual, the protected health 
information directly relevant to such person's involvement with the individual's health care 
or payment related to the individual's health care. 

(ii) A covered entity may use or disclose protected health information to notify, or assist in 
the notification of (including identifying or locating), a family member, a personal 
representative of the individual, or another person responsible for the care of the 
individual of the individual's location, general condition, or death. Any such use or 
disclosure of protected health information for such notification purposes must be in 
accordance with paragraphs (b)(2), (b)(3), (b)(4), or (b)(5) of this section, as applicable. 

Recent OCR guidance and FAQ

• OCR Issued guidance on same-sex marriage and 

sharing information with patients’ loved ones

• This guidance updates and expands related guidance 

issued in September 2014

• OCR has also issued an FAQ explaining allowable 

disclosures to a loved one who is not married to the 

patient
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Social Media

Auditing for Inappropriate Access

• Medical record audit logs were reviewed for each of the patients 

from the day of the event through several days afterward.

• At ORMC, over 2,000 team members spanning 184 job titles from 

119 different departments accessed the medical records.

• We evaluated data by looking for anomalies and user demographic 

details that could indicate possible inappropriate access, such as 

the user’s department, facility and job title. 

• For team members whose primary work location was not ORMC, we 

reviewed the timekeeping data to see if they were working at ORMC 

at the time the patient was accessed. 
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Auditing for Inappropriate Access

• For any remaining users with questionable access, we 

contacted the team member’s manager and HR to assist 

with determining if the access was appropriate.

Findings:

• Several team members inappropriately accessed 

records which  constituted a formal breach under HIPAA.  

Notification letters were promptly sent to the 12 patients.

Opportunities for improvement

• Identified the need for a robust patient identification 

tracking solution

� Allow families or friends to send pictures

� Track communication with outside agencies 

• Consider using alternate breach notification options
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Details
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Our Story
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Moving Forward

Memorials

• Permanent memorial on 

ORMC campus

• 49 crosses became part of 

the Orange County 

Regional History Center’s 

permanent collection
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Show of support from across the country
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