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Disclaimer.

The material in this guide is of a general nature and should not be regarded 
as legal advice or relied on for assistance in any particular circumstance or 
emergency situation. In any important matter, you should seek appropriate 
independent professional advice in relation to your own circumstances.

The Commonwealth accepts no responsibility or liability for any damage, 
loss or expense incurred as a result of the reliance on information contained 
in this guide.

Copyright.

© Commonwealth of Australia 2021.
With the exception of the Coat of Arms and where otherwise stated, 
all material presented in this publication is provided under a Creative 
Commons Attribution 4.0 International licence 
(www.creativecommons.org/licenses).

For the avoidance of doubt, this means this licence only applies to material 
as set out in this document.

The details of the relevant licence conditions are available on the Creative 
Commons website as is the full legal code for the CC BY 4.0 licence 
(www.creativecommons.org/licenses).

Use of the Coat of Arms.

The terms under which the Coat of Arms can be used are detailed 
on the Department of the Prime Minister and Cabinet website 
(www.pmc.gov.au/government/commonwealth-coat-arms).

http://www.creativecommons.org/licenses
http://www.creativecommons.org/licenses
http://www.pmc.gov.au/government/commonwealth-coat-arms


cyber.gov.au 3cyber.gov.au 3

Table of Contents.

Introduction. 4.

Checking your email account security. 5.

Step 1: Change your password. 6.

Step 1A: Recover your account. 8.

Step 2: Update your account recovery details. 10.

Step 3: Sign out of all other sessions. 12.

Step 4: Enable multi-factor authentication. 13.

Step 5: Check account mail settings. 14.

Step 6: Check third party application access. 17.

Step 7: Check login activity. 19.

Step 8:  Check your email folders, devices, 
and other accounts. 21.



This step-by-step guide will explain how to check the security of your email account 
for Outlook.com, Microsoft 365, Live, Hotmail, and MSN on your desktop. 

Other step-by-step guides include:

4 Check Email Account Security  |  Microsoft Account

Introduction.

For more cyber security advice, visit cyber.gov.au  



SCAM@LINK.COM

Checking your email 
account security.

Email is a common target for cybercriminal activity. If someone gains 
unauthorised access to your email account, they can access your private 
communications. A cybercriminal could steal your sensitive information, 
or even commit fraud and send emails pretending to be you.

After any email security incident you should review the security on your account, 
even if you are not sure that you have been hacked. 

Reviewing your account security will help you to identify intruders, regain control 
of your account, and help prevent cyber attacks in the future.
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If you are concerned that your email account has been hacked, it is important 
to login to your account as soon as possible. Once logged in, you will be able 
to disrupt the hacker’s access and regain control of your account. 

If you have forgotten your email password, please skip to Step 1A to recover 
your account. 

Changing your password is important when investigating the security of your 
email account. If a hacker knows your password, changing your password will 
slow them down and make it harder for them to get access to your account. 

 1.  Visit https://account.microsoft.com  
and enter your email address and 
click Next.

2. Enter your password.

3.  Once logged in, click on Profile icon 
(top right) and then click on My 
Microsoft Account or My Account.

Step 1: Change your password.
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https://account.microsoft.com


4.  On the top menu bar, click on Security.

5.  Under Security Basics, on the Password 
Security tile, click on Change my 
password.

6.  Enter your current password, your new 
password, confirm and click Save. By 
changing your password, all other sessions 
will be prompted for the new password. 
However, this does take a few minutes. 

  When choosing a new password, consider 
creating a passphrase. A passphrase 
uses four or more random words as your 
password, which is hard for cybercriminals 
to hack but easy for you to remember.

  Find more information on creating unique 
strong passphrases at cyber.gov.au.

cyber.gov.au 7

http://cyber.gov.au


Step 1A: Recover your account..
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Recovery of your account is only required if you do not remember your email 
password. Note that this recovery process will require you to confirm your 
identity by providing either your phone number or recovery email address.

 1.  Visit https://account.microsoft.com 
and enter your email address and 
click Next.

2. Click Forgot password.

3.  If you have access to an external Email 
or Mobile phone to receive the recovery 
code, click on the appropriate method 
and proceed to Step 4 of 1A.

  If you don’t have access to any of these 
click on I don’t have any of these and 
proceed to Step 5 of 1A.

https://account.microsoft.com
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4.  If you have a recovery code, enter it and 
click Use recovery code. Proceed to Step 
2: Update your account recovery details 
(page 10).

5.  If you do not have any recovery accounts 
of a recovery code, click on No which 
will begin the application process to 
recover your email address. 

  You may be required to provide an 
alternative email address to which a 
recovery code/email will be sent to and 
to complete an audio or visual CAPTCHA. 

  Provide as much information as possible 
as this will help you recover your account. 

  It may take several days or weeks to 
receive an outcome as your request 
is reviewed.



 1.  Click on your Profile in the top right 
corner and click on My Microsoft 
Account or My Account.

2.  Click on Security in the Top menu bar. You 
may have to enter your password again to 
verify you can make changes to sensitive 
info.

Step 2: Update your account
recovery details.
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In some cases, a cybercriminal might change the recovery details of hacked 
accounts. They can use this as a back door to regain access to the hacked 
account even after you have changed your password. Be sure to check your 
account recovery details are linked to either a recovery email address or 
recovery mobile phone.



3.  Under Security Basics, on the Advanced 
security options or Security contact info 
tile, click Get started or Update my info.

4.  Review the recovery details and click 
Remove for any security contact info you 
want to remove.

  Note – if only one recovery mechanism is 
listed, and it is the one you want to delete, 
you will need to add a valid recovery 
mechanism first.

  To do this click Add Security info. 

  For Outlook this can either can be a mobile 
number or an alternative email address.
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Step 3: Sign out of all
other sessions.
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Cybercriminals may be logged in to your email account. By signing out of all 
sessions, you will remove the cybercriminal’s access to your emails. 

 1.  Click on your Profile icon in the top 
right corner and click on My Microsoft 
Account or My Account.

2.  Click on Security in the top menu bar. 
You may have to enter your password 
again to verify you can make changes 
to sensitive info.

3.  Under Security Basics, on the Advanced 
security options or Security contact info 
tile, click Get started or Update my info.
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4.  Scroll down to Sign me out and click 
on the Sign me out button. You will 
be prompted again to confirm whether 
or not you want to sign out. Click Sign 
me out. 

  Note that all account sessions on all 
browsers and devices will be signed 
out within 24 hours. 

  Once completely signed out of all sessions 
and devices, sign back in again using your 
device to continue securing your Microsoft 
account.

Step 4: Enable multi-factor
authentication.
Turning on multi-factor authentication (MFA) is the most important defence 
against hackers gaining access to your Microsoft account.

MFA makes it harder for criminals to gain initial access to your device, account 
and information by making them jump through more security hoops 
and additional authentication layers, requiring extra time, effort and resources. 

For a more detailed set of instructions, see the ACSC’s 
Step-by-Step guide Turning on Two-Factor Authentication 
– Microsoft Accounts available on cyber.gov.au.
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Step 5: Check account
mail settings.
Hackers will sometimes set up forwarding rules to send themselves a copy of emails 
coming in or leaving your account. You should check your account to see if anyone 
has set up forwarding rules and delete any you don’t recognise.

 1.  Click on the Settings (cog icon) in the 
top right corner.

2.  Scroll down and click on View all 
Outlook settings.

3.  In the Mail side bar menu, click on Rules 
in the sub-menu and view all the rules. 

  To remove any rules, click the delete icon 
(trash icon) and click OK.
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4.  Check to see if any of your emails are 
being accessed by any suspicious external 
email clients or applications via POP or 
IMAP1. These are two methods used to 
access your email externally. 

  Click on Sync Email in the sub-menu 
and scroll down to view POP and IMAP. 
These should either be disabled or refer 
to a Server relating to Outlook or 
Microsoft Office.

5.  From here you can check to see if any 
of your emails are being forwarded to 
another account. 

  Click on Forwarding in the sub-menu, 
check the Enable Forwarding is unticked, 
or if forwarding is turned on, it is to an 
account you expected.

  If forwarding is turned on to an account 
you don’t recognise then turn it off by 
unticking the box.

6.  To  use “Manage how you sign in to 
Microsoft” to see if there are any unusual 
account aliases still associated to your 
account, first go to My Microsoft 
Account or My Account.



Step 5: Check account
mail settings CONT....
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7. Then click on Your info.

8.  Then go to Manage how you sign in 
to Microsoft.

9.  Here, you will be able to manually remove 
any suspicious email addresses or phone 
numbers by clicking the Remove button.
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Step 6: Check third party 
application access.

 1.  Click on your Profile icon (top right), 
click on My Microsoft Account or 
My Account.

2. Click on Privacy in the top menu bar.

Have you ever linked your Microsoft or Xbox Live account to a third party service? 
Many websites and applications opt for this method to create a new user account 
without having to directly request this information from the user. However, the 
connection this creates between your Microsoft account and the website/application 
is a common way for hackers to gain access to your email account, without needing 
your login credentials. 

Check if there are any apps or services that have access to your account and 
remove any that you don’t recognise.



Step 6: Check third party 
application access CONT....
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3.  Scroll down to Other Privacy options 
and under Apps and Services, click on 
Apps and Services that can access 
your data.

4.  This lists all the apps that can access 
data related to your account. 

  Click Edit, then click Remove these 
permissions for any that you didn’t 
configure yourself.
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Step 7: Check login activity.

1.  Click on your Profile icon (top right), 
click on My Microsoft Account or 
My Account.

2.  Click on Security in the top menu bar. 
You may have to enter your password 
again to verify you can make changes 
to sensitive info.

Your login activity is a history of when and where someone has logged into your 
email account. Regularly review your login activity to check if your email 
account has been accessed at unusual times or from unusual locations.
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Step 7: Check login activity  CONT....

3.  Under Security Basics, on the Sign-in 
activity tile, Click View my activity.

 4.  Here you can check the time and location 
of the logins into your account to verify 
that your email account has not been 
accessed at unusual times or from 
unusual locations.

  If you see any suspicious activity since 
your last password change, click on the 
drop down arrow for that session and 
click Secure your account to change your 
password. Consider using a unique strong 
passphrase as your password (see page 7).

  Here are some things to consider to help 
you identify suspicious activity: 

• The Device/platform – is this a device 
you are familiar with or own? 

• The Browser/app – is this something 
you use? 

• The Date/Time – does the login date 
and time seem out of the ordinary? 

• The IP address – was the login from 
a country you are familiar with?

  Note that if you do go ahead and Secure 
your Account, you will need to verify 
your identity and change your password. 
This will also automatically log you out 
of all other existing sessions.



Step 8: Check your email folders,
devices, and other accounts.
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Check email folders.

Once you have made sure only authorised persons have access to your email 
account, you may want to consider checking your email folders, specifically your 
sent and deleted items. This will help you assess what actions a cybercriminal 
has taken if they accessed your account.

1.  To check sent items, click on Sent items 
in the side menu.

  Search for emails that you did not send 
and take note of the recipient, whether 
attachments were included, what the 
email was requesting, and when it 
was sent. 

  Compare any unusual activity times with 
the time the email was sent. Check login 
activity (page 20) every time you become 
aware that a criminal contacted someone 
from your email account.

2.  To check deleted items, click on Deleted 
items in the side menu. You can recover 
deleted items by clicking on Recover 
items deleted from this folder.

  Undertake the same steps taken for 
your other folders, especially Drafts, 
Spam and other folders.
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Run a malware scan.

Malware is any software that is specifically designed to disrupt, damage or gain 
unauthorised access to a device. Use a malware scanning tool to find and remove 
any malware detected.

1.  Do this using the malware scanning tool on your device. You may already 
have a malware scanning tool that came with your device. If you don’t know 
the name of your malware scanning tool, you can search for it.

2.  Type the name of the malware scanning tool. Or press the Windows key on 
your keyboard for Windows 10 and start typing. Suggested search terms: 
Antivirus, Microsoft Defender.

3.  Once you have found your malware scanning tool, follow the instructions 
to run a scan and delete any malware identified.

While in progress, take notes or photos of any suspicious software applications, 
files, pop-ups or other key details you encounter. 

For more information for Windows 10 users, read the ACSC’s Step-by-Step guide 
Performing a malware scan using Microsoft Defender Antivirus for Windows 10 available 
on cyber.gov.au.

Check other linked accounts.

If someone has hacked into your email account, they may have tried to reset 
passwords for other online accounts that are linked to that email address. 
These could be banking and finance, social media, or other accounts. 

If you used the same password or passphrase for your email account and any 
other accounts, these may be no longer secure. Enable multi-factor authentication 
where possible on these accounts, and consider changing the passwords to unique 
strong passphrases.
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Notes.



For more information, or to report 
a cyber security incident, contact us.

cyber.gov.au.

call 1300 CYBER1 (1300 292 371).

http://cyber.gov.au

