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Website Blocking? Policy?

* Many employee in office accessing social media or entertainment
website when working hours and make they work not focus

* Many student in school or university accessing social media or
entertainment website when the teacher explaining the lesson and
make the student not focus to study

e So MikroTik Come with solution to block and control the traffic ©



The Technique; Ninja Said This is The Jutsu #joke

* Static DNS

* Web Proxy

* Route Policy

* Content Filter

* Layer 7 Firewall

* Destination IP Address/Port Block



1. Static DNS

* Will change the IP Address from a domain
* Client DNS Request must be redirected to router

e Static DNS will replace the IP of Original Server with fake IP and make
your client host can’t access the actual server by domain

/ip dns static add name=example.com address=127.0.0.1
/ip firewall nat add chain=dstnat dst-port=53 action=redirect to-ports=53 protocol=tcp

/ip firewall nat add chain=dstnat dst-port=53 action=redirect to-ports=53 protocol=udp



1. Static DNS — Applying
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But in this case | will try to use name
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then www.example.com won't work



http://example.com/
http://www.example.com/

1. Static DNS — Transparent DNS (TCP & UDP

Setup new rule with same action, port and chain, but has diffrent protocol
This rule will redirect all of DNS Request to router

NAT Rule <53> =1 E3 NAT Rule <53> = E3
General | Advanced BEdra  Action General | Advanced Bdra  Action . Advanced BEdra Action | Statistics
Chain: |dstnat * Chain: |dstnat * Action: ¥
Src. Address: ~ Src. Address: 7 Log
Protocal: & tcp) ¥ | - Protocol: 17 fudp) ¥ . To Ports: |53 -
Se.Pot - Sr.Pot -
In. Interface: =~ In. Interface: 7
Out. Interface: Out. Interface:
In. Interface List: In. Interface List:
Out. Interface List: Out. Interface List:
Packet Mark: Packet Mark:
Connection Mark: Connection Mark:
Routing Mark: Routing Mark:
Routing Table: Routing Table:
Connection Type: Connection Type:



1. Static DNS — Result

* The IP of example.com changed !

N CA\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.3.76881]
Cc» 2013 Microsoft Corporation. All rights reserved.

tsUserssxMichael TakeuchiXping example.com

inging example.com [127_W.A.11 with 32 hyte=z of data:

eply from 127.8.8.1: bytes=32 time<ims TTL=128
TTL=128&

eply from 127 _A.A_.1: bhytez=32 time{im=z TTL=128

eply from 127.8.8.1: bytes=32 time<ims TTL=128

ing statistics for 12YV_A_A_1:

Packetz: Sent = 4, Received = 4, Lozt = 8 (8% loss),
pproximate round trip times in milli-—seconds:
Minimum = Bmz,. Maximum = Bmz, Average = BAmnz

tsUserssMichael Takeuchilg




2. Web Proxy

* Doesn't work at all with HTTPS traffic

* Work as Content Cache & Filter Server

* Router Storage Killer (we can set the limit)

* All of HTTP Traffic must be redirected to router

e Can be used to block HTTP website or redirect to a new website

/ip proxy set enabled=yes cache-administrator=michael@takeuchi.id
/ip firewall nat add chain=dstnat dst-port=80 action=redirect to-ports=8080 protocol=tcp



2. Web Proxy — Enabling

* Enable Web Proxy
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2. Web Proxy — Blocking

e Go to Access Menu on The Left
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2. Web Proxy — Result

LSl (50 2 hitp://example.com/ £ = © || & ERROR: Forbidden

ERROR: Forbidden

While tryving to retrieve the URL http://example com/

* Access Denied

Your cache administrator 15 michael{@takeuchi ad.

Generated Wed, 08 Mar 2017 22:32:22 GMT by - 192.168.3.1 (Mikrotik HttpProxy)



3. Route Policy

e Doesn’t Support by Domain
e Can be combined with route mark

* Will block all traffic with specified IP, not protocol or port (except you
combine it with route mark)

/ip route add dst-address=8.8.8.8 type=blackhole



3. Route Policy — Applying

Mew Route
General | Attibutes OK
Dist. Address: |8.8.8.8 Cancel
Gateway: |192.168.137.1 ¥ = Apphy
Check Gateway: b Disable
Type: |blackhole ¥ Comment
blackhole o
Distance: Eﬁ:g =
c _ |unreachable Remaove
cope: oo T |




3. Route Policy —Testing

Route List

Routes |Neﬁhnps Fules VRF

[#[[=] [][=] =] 7]

RETRNED

|Dst.Mdress £ |Gatewa'_.' Distance | Routing Mark |F‘ref. Source |"
AS I+ 0.0.0.0/0 152.168.137.1 reachable ether1-WAN 1
ASE 2838 192.168.137.1 1
DAC P 192.162.83.0/24  ether?-LAN reachable 0 152.168.88.1
DAC P 132.168.137.0/24 etherl-WAN reachable 0 152.168.137.10
4 items
[admin@MikroTik] > ping 8.8.8.8
SEQ HOST SIEE TTL TIME STATOS
i] no route to host
1 ng route to host
2 ng route to host
3 ng route to host
4 no route to host
3 no route to host
[ no route to host
7 no route to host
g ng route to host
9 ng route to host
10 ng route to host

sent=11 received=0 packet-loca3s=100%



3. Route Policy — Result

B CAWindows\system32'cmd.exe

Microsoft Windows [VUersion 6.1.76811]
Copyright <c2> 2808? Microsoft Corporation.

C:~Userssadmin>ping 8_.8_8_8
B.B_.8_.8 with 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

statistics for B.8_.8_8:
Packets: Sent = 4. Received = BAB. Lost =

C-sUsers~sadmin>

All »ights reserved.

4 <188x loss>.




Route Type Comparison

* blackhole (B) = Silently discard packet forwarded by this route.

* unreachable (U) = Discard packet forwarded by this route. Notify sender with ICMP host
unreachable (type 3 code 1) message.

e prohibit (P) = Discard packet forwarded by this route. Notify sender with ICMP
communication administratively prohibited (type 3 code 13) message.

https://wiki.mikrotik.com/wiki/Manual:IP/Route#Route flags



https://wiki.mikrotik.com/wiki/Manual:IP/Route#Route_flags

4. Content Filter

* Will filter the packet by specified plain text on packet
* Doesn’t work if the packet content encrypted
* Available on ip firewall -> advance tab

* We will try to block packet which contain example

/ip firewall filter add chain=forward protocol=tcp dst-port=80,443
in-interface=ether2-LAN out-interface=ether1-WAN action=drop content=example



4. Content Filter — Applying
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4. Content Filter — Applying

Firewall Rule <80 443>

General Extra Action Statistics QK
Src. Address List: | | Cancel
Dist. Address List: b Apphy
Layer? Protocal: b Disable
Comment
Content: || |example .
Copy
Connection Bytes: bl
Remove
Connection Rate: hl
Reset Counters
Per Connection Classifier: il
Reset All Counters
Src. MAC Address: il




4. Content Filter — Result

* We can’t access example com with TCP/80 and TCP/443

f" Connecting... x\\\ + = | e e
example LCom > Q, search ﬁ B S 4 i = =




4. Content Filter — Result

Firewall

Fiter Rules |NAT Mangle Service Ports Connections  Address Lists  Layer7 Protocols

IE”E' |IJI] Reset Counters || 00 Reset Al Counters | | Find | |a" ";

H | |.Pdion |Chain |Src.Mdress |D5t.Mdress |F'rotocn| |Src. Port |D5t. Port ||n. Interface |0Lrt. Inteface |Laye-r_.-" Protocal |Corrtent |E‘ytes |F'E|c:ke‘ts | |‘r
0 3 drop forward & ftcp) 80,443 ether2-LAN  etherl-WAN example 7.5 KB 22




5. Layer 7 Firewall

* Layer 7 Firewall will search the packet patterns in ICMP/TCP/UDP
Streams with the first 10 packets and 2KB packets

* If the pattern is not found in the collected data, the matcher stops
inspecting further.

* High CPU Load, because router need to search the packet patterns
* The Regular Expression (regex) is sensitive case



5. Layer 7 Firewall — Regular Expressions

(example)+.*

A single character of: a, b, orc - Any single character noc Capture everything enclosed
Any single character except: a, b, orc ‘=  Any whitespace character aorb

Any single character in the range a-z %5  Any non-whitespace character a? Zero or one of a

Any single character in the range a-z or A-2 Any digit ak Zero or more of a

Start of line \D  Any non-digit a+ One or more of a

End of line “Ww o Any word character (letter, number, underscore) a{3} Exactly 3 of a
Start of string WWo Any non-word character a{3,} 3 or more of a
End of string \b  Any word boundary a{3,6} Between3andbofa

options; i case insensitive m make dot match newlines ® ignore whitespace in regex o perform #{...} substitutions only once

/ip firewall layer7-protocol add name=example regexp=".*(example)+.*"



5. Layer 7 Firewall — Applying

MNew Firewall Rule =l &3 Mew Firewall Rule = E3 Mew Firewall Rule

General | Advanced Bdra  Action  Statistics | | General Advanced | Bdra | Action  Statistics | | General Advanced BEdra Action | Statistics
Chain: |forward * | Cancel | Snz. Address List: b | Cancel | Action: (R -
Src. Address: 152.168.3.0/24 - | Apphy | Dist. Address List: hd | Apphy | Log
st Address: v | Disable | Layer? Protocal: encample ¥ | - | Disable | Log Prefic: M
Protocal: [ | |6 ttcp) ¥ a | Comment | o | Comment |
ntent: bt
Src. Port: v | Copy | | Copy |
Connection Bytes: b
Dt Port: 20 443 - | Remove | | Remaove |
: Connection Rate: b
Any. Port: - | Reset Counters | | Resst Counters |
Per Connection Classifier: -
P2p- - | Reset All Counters | | Reset All Counters |
Src. MAC Address: -
In. Interface: etherd-LAM ¥ | -~
Out. Interface: [ |ether1-WAN PN Out. Bridge Fort: v

We are try to block or drop on filter rule with Layer 7 regex too, we can
do more creation with it, just be creative ©



6. Dst. IP Address/Port Block

* Will block by specified IP address, port, protocol, content, regexp and
many more (defined on /ip firewall filter)

* We can create address-list manually
* We can create address-list dynamically (see below)



6. Dst. IP Address/Port Block — Applying (1)

Firewall Rule <132.168.3.0/24--10.10.10.1:80 443 Firewall Rule <132.168.3.0/24->10.10.10.1:30, 443

General |Advanced Bdra Action  Stafisics | oK | General Advanced Bxra Action |Statisics | oK |
Chain: |forward |||  cancel | Action: [drop #| || Canced |
Src. Address: [ 1(192.16830/24 |« | | Aoply | Log | i |
Dst. Address: [110.10.10.1 “ [ Dsae | Log Prefix: v | [ D |
Protocal: [ |6 fep) ¥ a | Comment | | Comment |
Src. Port: - | Copy | | Copy |
Dst. Fort: [ ][80.443 o || PRemove | | Remove |
Ary. Port: - | Reset Counters | | Reset Counters |
Pop- v | | Reset Al Counters | | Reset Al Courters |
In. Interface: etherZ-LAN || % | &
Out. Interface: -

We are try to a local website

/ip firewall filter add action=drop chain=forward dst-address=10.10.10.1 dst-port=80,443 in-
interface=ether2-LAN protocol=tcp src-address=192.168.3.0/24



6. Dst. IP Address/Port Block — Applying (2)

Firewall

Firewall Rule <132.168.3.0/24->30 443 Firewall Rule <192.168.3.0/24-=80 443> Firewall Rule <132.168.3.0/24->30 443

Fiter Rules NAT Mangle Service Ports General | Advanced Bdra | Action  Statistics General Advanced | Bdra  Action  Statistics General Advanced Bdra Action | Statistics
+| = |v|% O T Chain: |farward ¥ Sre. Address List: - Action: |drop +

N:Ei:alwehs'rte ‘:“girg_sfn_ = Src. Address: [1[15216830/24 | & Dst. Address List: [ |[local-websie | % Log

@ localwebsite  10.10.10.20 - - .

@ local-webste  10.10.10.30 st Address: Layer7 Protocal: IE M

@ localwebsite  10.10.10.40 —

olocalwebste 10101050 Protocol: |I[6 tep) Ll —

@ localwebsite  10.10.10.60 Src. Port- - '

@ localwebsite  10.10.10.70 Connection Bytes:

@ localwebsite  10.10.10.80 Dst. Part: a0.443 -

@ localwebsite  10.10.10.90 Connection Rate:

@ local-website  10.10.10.100 Any. Port: h . .

@ local-webste  10.10.10.110 oo, - Per Connection Classifier:

@ localwebsite  10.10.10.120 ’ Sre. MAC Address:

@ localwebsite  10.10.10.130 In. Interface: [ ||ether?-LAN ||+ | =

@ localwebsite 101010140

@ localwebsite  10.10.10.150 Out. Interface: - Out. Bridge Fort:

We are try to block using address-list

-for x from=1 to=15\

do={/ip firewall address-list add address="10.10.10.5"x"0" list=local-website}

/ip firewall filter add action=drop chain=forward dst-address-list=local-website dst-port=80,443

in-interface=ether1 protocol=tcp src-address=192.168.3.0/24



6. Dst. IP Address/Port Block — Applying (3)

Firewsall

Fiter Rules  MAT Mangle Faw Service Pots  Connections Address Lists | | ayer7 Protocols We a re try to b I OC k u Si n g d y n a m ic

b= v | % & T

R S— Gt T address-list, create the address-list first

2 blocked-web facebook.com Mar/25/2017 08:57-19
. faceboak. . . . .
D " o blockedweb 31.1378.35 Mar/26/2017 09:02:48 /Ip firewall address-list add list=blocked-web
2 blocked-web youtube.com Mar/25/2017 09:03.02
2 youtube o
b WG Llllljcckzrdn-'n'eh 74.125.200.150 Mar/25/2017 05:03:02 a d d re SS _fa Ce b OO k * CO m
2 youtube . . . .
D Wo%lfciﬂergweb 74.125.200.136 Mar/25/2017 09:03.02 /Ip flrewa” add rESS-|ISt add |ISt=b|OCk€d-W€b
» youtube com
D @ blocked-web 74.125.200.91 Mar/25/2017 05:03:02

e Then block with /ip firewall filter

Neme: [Bocked web : /ip firewall filter add chain=forward action=drop
dst-address-list=blocked-web

Address: |facebook.com

Timeout: b

Creation Time: |Mar/25/2017 08:57:19 -
[Dizable

Comment

Copy

Remove

enabled




6. Dst. IP Address/Port Block — Applying (3)

Mew Firewall Rule =1 B3 Firewall Rule <192.168.3.0/24->80.443>

Firewsall Rule <192.168.3.0/24--30 443

General | Advanced Bdra  Action  Statistics | 0K | General Advanced |Bdra | Action  Statistics | QK | General Advanced Esra  Action | Statistics
Chain: |forward + | Cancel | Src. Address List: hd | Cancel | Action: TN ¥
Src. Address: [ 1(192.16830.24 | & | | Apply | Dst. Address List: [ | [0 [+« | | Poply | Log
Dst. Address: v | Disable | Layer7 Protocal: ' | Disable | Log Prefic M
Protocaol: [ ||6 ftep) ¥~ | Comment | . | Comment |
rtert: -
Src. Port: - | Copy | | Copy |
Connection Bytes: b
Dst. Port: [1[80.443 a || Femowe | | Remove |
' Connection Rate: b
Arty. Port: - | Reset Counters | | Reset Counters |
Per Connection Classffier: b
P2P: - | Resst All Counters | | Reset All Courters |
Src. MAC Address: -
In. Interface: etherd-LAN F |
Out. Interface: etherlWAN || ¥ & Out. Bridge Port: hd

We are try to block using dynamic address-list we made before
/ip firewall filter add chain=forward action=drop dst-address-list=blocked-web



which one the best?
depends on your network and what you block ©



are we finish? NO!
we need to see the main problem ©



The Main Problem (VPN/Tunnel)

 Someone who using tunnel, we need to block the tunnel too
* How we block tunnel? We need to learn the packet pattern
* Learn how tunnel is on http://rickfreyconsulting.com/mikrotik-vpns/

* For the example we will block PPTP (TCP/1723) & L2TP (UDP/1701)
/ip firewall filter

add action=drop chain=forward dst-port=1723 in-interface=ether2-LAN out-
interface=ether1-WAN protocol=tcp

add action=drop chain=forward dst-port=1701 in-interface=ether2-LAN out-
interface=ether1-WAN protocol=udp


http://rickfreyconsulting.com/mikrotik-vpns/

Another Solution

* Block All, Accept Few
* For the example, we will try to allow ping only
/ip firewall filter

add chain=forward dst-address=8.8.8.8 protocol=icmp src-
address=192.168.3.0/24

add action=drop chain=forward dst-address=0.0.0.0/0 src-
address=192.168.3.0/24

Fiter Rules | NAT Mangle Service Ports  Connections = Address Lists | Layer7 Protocols

o+ = | T Reset Counters || 00 Reset All Counters
# Action Chain Src. Address Dst. Address |Protocol |Src. Pot  |Dst. Pod |In. Interface |Out. Intedface |Layers Protocol Content
i D s accept  forward 192168.3.0/24 2222 1 {icmp)

1 K drop farward 192.162.3.0/24 000050



Question & Answer

Question
&
Answer




& don’t feel so hard to contact or consult with me
| am available on michael[at]takeuchi[dot]id
and listed in MikroTik Certified Consultant




