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JavaScript is a common scripting language that can be used to write malicious codes because of its 

user-friendly syntax and easy compiling. PowerShell is used to automate tasks and manage 

configurations through scripting. It also consists of a command-line shell.  

 

OVERVIEW 

 
The sample intercepted is a JavaScript that drops executes through PowerShell code and 

communicates with malicious servers to download malware. Obfuscation is a technique 

used to make the code difficult to understand. Malware creators customize or create 

obfuscation techniques to prevent detection like including junk data, encoding the 

strings, or dividing and appending two or more strings. 

 

STRUCTURE 
 

 
 
 

 

 

ENCODING AND OBFUSCATION 

 
The first JavaScript has several variables defined as short strings that are encoded. 
Variables are then divided into substrings and stored as another variable. 

 

 
Figure 1 
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The main variable concatenates selected variables and creates one long string. When it is 
decoded, we can get a PowerShell Code. 
 

 
Figure 2 

The PowerShell code obtained has an obfuscated code with a base64 string. It decompresses 
and converts the string to give another PowerShell code. 
 

 
Figure 3 

 
The obfuscated PowerShell Code when decoded, gives the following: 
 

 
Figure 4 

 
The code obtained is also obfuscated using a customized technique. The unnecessary 
characters like “AQ”, “AQc”, ”ysB”, etc. are replaced or removed to give a code that downloads 
the malware file from any of the given malicious domains. 
 

 

 
Figure 5 

  
 
 



 
INFECTION 
 
The JavaScript executes the PowerShell code using “WScript.shell” ActiveXobject. This 

executes the program in the background. The PowerShell executes the deobfuscation code 
and executes the downloader script using the “DownloadFile” command and runs the 

executable file automatically using “Invoke-Item”.  

 

 
Figure 6 

 
The JavaScript then waits for the complete execution and creates a false pop-up error to 
mislead the user or victim. 
 

 
 

Figure 7 

 

NETWORK TRAFFIC ANALYSIS 
 
The file attempts to communicate with the C2 server with the following domains, consecutively: 

• hxxp://blueboxxinterior.com 

• hxxp://parkradio.ca 

• hxxp://cccarlton.com 

• hxxp://stampile-sibiu.ro 

• hxxp://meetabella.com 
 



 
 

Figure 8 

MITRE ATT&CK TECHNIQUES USED 
 

Technique ID Technique 

T1059.001 Command and Scripting Interpreter: PowerShell 

T1059.007 Command and Scripting Interpreter: JavaScript/JScript 

T1203 Exploitation for Client Execution 

T1204.002 User execution: Malicious File 

T1140 Deobfuscate/Decode Files or Information 

T1001.001 Data Obfuscation: Junk Data 

 

IOC’s 

 
b9bbb8ab3418233009359229781197ea 

hxxp://blueboxxinterior.com 

hxxp://parkradio.ca 

hxxp://cccarlton.com 

hxxp://stampile-sibiu.ro 
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SUBEXSECURE PROTECTION 
 

Subex Secure detects the JavaScript sample as “SS_Gen_Trojan_JS_A” 
 

OUR HONEYPOT NETWORK 
 

This report has been prepared from the threat intelligence gathered by our honeypot 
network. This honeypot network is today operational in 62 cities across the world. These 
cities have at least one of the following attributes: 
 



▪ Are landing centers for submarine cables   
▪ Are internet traffic hotspots 
▪ House multiple IoT projects with a high number of connected endpoints 
▪ House multiple connected critical infrastructure projects    
▪ Have academic and research centers focusing on IoT   
▪ Have the potential to host multiple IoT projects across domains in the future 
 
Over 3.5 million attacks a day is being registered across this network of individual 
honeypots. These attacks are studied, analyzed, categorized, and marked according to a 
threat rank index, a priority assessment framework that we have developed within 
Subex. The honeypot network includes over 4000 physical and virtual devices covering 
over 400 device architectures and varied connectivity flavors globally. These devices are 
grouped based on the sectors they belong to for purposes of understanding sectoral 
attacks. Thus, a layered flow of threat intelligence is made possible. 


