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Installing N-central in Microsoft® Azure 

 
This document describes how to create an Azure-based N-central installation starting with an  
N-central Azure Virtual Machine image file. The process includes the following steps: 

• upload an image to Azure 

• instantiate an Azure VM based on this image 

 
Prerequisites 

Ensure that you have: 

• an Azure subscription 

• a Windows-based PC loaded with: 

o PuTTY (or any Secure Shell client)  

o PowerShell with Azure extensions (if this is not done, there are some 
instructions included for setting this up) 

Important Notes:  

• N-central is certified to run on Azure. Performance and scalability testing will be 
complete by the end of 2015. Until that time, SolarWinds N-able recommends 
deployment on limited sized environments. 

• Ensure they you have properly configured N-central before you begin. Refer to the 
N-central 10 System Requirements documented in the 10.0 SP1 release notes. 

• SolarWinds N-able recommends that you plan your deployment with N-central 
Support. A license may need to be applied before you are able to log in to N-central. 

• You must have basic knowledge about how to install and configure N-central.  
Refer to the N-central Installation Guide, version 10.0 SP1. 
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Creating an Azure-based N-central Installation 
 
Note: This article describes how to install an N-central image for deployment in Azure. The article 
assumes general understanding and knowledge of Azure including network and hardware 
troubleshooting.  
 
1. Use the VM install file image in NRC: Software Downloads  N-central 10 SP1. 

 
2. Set up the PowerShell and Azure environment. PowerShell commands are used to perform 

the Azure steps required to convert and upload the virtual machine image file and create an 
Azure cloud VM based on the image. Each step below requires PowerShell with Azure 
extensions installed on the working PC. Background for the environment set up can be found 
here: https://azure.microsoft.com/en-us/documentation/articles/powershell-install-configure/ 

 
Notes:  

• You must have Administrator privileges for the Azure environment. 
• Another method to launch PowerShell can be done via Start Menu > Right Click 

Azure PowerShell tile > Run as Administrator. 
• You must download the image file N-central-x.x.x.vhd.gz.  Extract this file and you 

will use the .vhd file in your Azure environment. 
 
a. For the PowerShell console, the following imports add the required PowerShell Azure 

modules previously installed (see above). 
 
PS > Import-Module "C:\Program Files (x86)\Microsoft 
SDKs\Azure\PowerShell\ServiceManagement\Azure\Azure.psd1" 
 
PS > Import-Module "C:\Program Files (x86)\Microsoft 
SDKs\Azure\PowerShell\ResourceManager\AzureResourceManager\AzureResourceManager.psd1" 

 

 
 

b. Connect the console to the Azure subscription. 
 
Note: Alternative Method  Download the encrypted credentials so you don’t have 
to input credentials as a variable every time you launch PowerShell (however this 
may pose a security risk). 
 

• Get-AzurePublishSettingsFile. In the Azure login you can download the 
credential file. 

 
  

https://azure.microsoft.com/en-us/documentation/articles/powershell-install-configure/
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• Import-AzurePublishSettingsFile “C:\file.publishsettings” and use the “Get-
AzureSubscription”. 

 

 
 

c. There must be a network set up on the Azure account. If there isn’t, refer to the steps 
in the following Azure document: 
https://azure.microsoft.com/en-us/documentation/articles/virtual-networks-create-vnet/ 
 
• The name length is between 8 and 24 characters long. 
• The name must be unique and cannot be renamed. 

 

 
 

The Storage type must support page blobs (VM storage) Premium Storage: 
 

• Local Redundant 
• Geo-Redundant 
• Premium Locally Redundant  

(Only available on the DS-series VMs) 
 
Note: The previous step provides you with a storage container. To change the storage 
container, use the command shown in the example below:

https://azure.microsoft.com/en-us/documentation/articles/virtual-networks-create-vnet/
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Afterwards, re-run this command:  
 
PS > $sub =  Get-AzureSubscription -ExtendedDetails 
 

3. Upload the VHD file to Azure and register it as an OS disk. This allows it to be used for VM 
creation in Azure.  
 
Note: The upload URL is comprised of the Blob End Point concatenated with the folder 
name. 
 
Helpful Tip: GUI apps will cause uploads to upload the entire 200GB image block-by-block. 
Microsoft recommends using PowerShell to upload data blocks without empty spaces. 
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4. Create the Azure service (unit of deployment) and VM. 
 

 
 
Note:  In order for the use of $Subnet and $Network variables noted in the example above 
you will have to define them: 

 Example:   $network = “Group SWIENG-Dev-CentralUS SWIENG-DevNet-CentralUS” 
$subnet = “subnet0” 

 
The commands to create the VM can be used as written: (Set-AzureSubnet, New-AzureVM). 

 
Note: InstanceSize should be the Azure Instance Size you selected for your region or storage 
type. For example: “Standard_DS2”. 

 
Azure VM Image Sizes 
 

# of devices Azure instance size  [Virtualized Azure] Optimal performance for up to … 
1000 or less Basic A2 1,000 Agents 
1,000 – 3,000 Standard A4 (8 Cores, 14 GB memory)  3,000 Agents 
3,000 – 6,000 Standard DS4 (8 Cores, 28 GB memory) 6,000 Agents 

  
Checkpoint VM Creation 
 
Query the status of the new VM and allow a few minutes for the VM to appear in the cloud. 
Note the IpAddress and DNSName variables for reference when connecting to this server. 
 
The following is an example of the typical output:  

 



 

                             Installing N-central in Microsoft® Azure 
 

 
November 3, 2015          6 
 

 
 

 
5. Configure the endpoints for the VM: 

 

 
  
Note:  
 

• Set a reserved IP address for the VM. This reserves the VIP assignment if the VM 
powers off and de-allocates. 

• Set an instance IP. This IP is the IP you want to use publically and to set in  
N-central. It does not use the Azure load balancer and allows full traffic to flow, 
including ICMP, which is not allowed using the VIP assignment/public DNS: 

 
Instance level IP: 
Get-AzureVM -ServiceName "fvc-cloud" -Name "fvc-noc" | Set-AzurePublicIP -
PublicIPName instanceIp1 | Update-AzureVM 
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6. After the VM is created in Azure, the Azure portal monitors the VM state, as shown below. 
 

 
 

 
7. After you have everything set up in Azure, activate the N-central Server. 
 
8. You must also set the Appliance Setting in your N-central instance for the probe/agent 

communication and to propagate any changes made to your Azure storage account.  
 
To make the required change in N-central, navigate to Administration  Defaults  
Appliance Settings and add the Azure VM URL produced in Step 5 (specifically from the 
DNSName variable).  
 
The following is an example of this change: 
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Note: If the VM is powered off in Azure, it will be unallocated. Powering it back up will cause N-
central to require re-activation.  
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Licensing and Support Information 

Agent/Probe Installation Software 
N-central 10.x uses the 7-Zip file archiver for installing agents and probes. 7-Zip is free 
software redistributed under the terms of the GNU Lesser General Public License as published 
by the Free Software Foundation. For more information, see http://www.7-zip.org. 

 

Customer Support 
Toll Free: 1-866-302-4689 
Web Page: www.n-able.com 
Technical Support Self-Service Portal: http://www.n-able.com/support/ 
© 2015 N-able Technologies, Inc. 
All rights reserved. No part of this document may be reproduced by any means nor modified, decompiled, 

disassembled, published or distributed, in whole or in part, or translated to any electronic       medium or 
other means without the written consent of N-able Technologies, Inc. (“N-able Technologies”). All right, 
title, and interest in and to the software and documentation are and shall remain the exclusive property 
of N-able Technologies and its respective licensors. 
N-ABLE TECHNOLOGIES DISCLAIMS ALL WARRANTIES, CONDITIONS OR OTHER TERMS, EXPRESS OR 
IMPLIED, STATUTORY OR OTHERWISE, ON SOFTWARE AND DOCUMENTATION FURNISHED HEREUNDER 
INCLUDING WITHOUT LIMITATION THE WARRANTIES OF DESIGN, MERCHANTABILITY OR FITNESS FOR A 
PARTICULAR PURPOSE, AND NONINFRINGEMENT. IN NO EVENT SHALL N-ABLE TECHNOLOGIES, ITS 
SUPPLIERS, NOR ITS LICENSORS BE LIABLE FOR ANY DAMAGES, WHETHER ARISING IN TORT, 
CONTRACT OR ANY OTHER LEGAL THEORY EVEN IF SOLARWINDS HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES. 
The N-ABLE TECHNOLOGIES and N-CENTRAL marks are the exclusive property of N-able Technologies and 
its affiliates, are registered with the U.S. Patent and Trademark Office, and may be registered or pending 
registration in other countries. All other N-able Technologies trademarks, service marks, and logos may be 
common law marks, registered or pending registration in the United States or in other countries. All other 
trademarks mentioned herein are used for identification purposes only and may be or are     trademarks 
or registered trademarks of their respective companies. 

 
Feedback 
SolarWinds N-able (formerly known as N-able Technologies) is a market driven organization that places 
importance on customer, partner and alliance feedback. All feedback is welcome at the following email 
address: n-able-feedback@solarwinds.com. 

 

About SolarWinds N-able 
SolarWinds N-able is the global leader in remote monitoring and management software for managed 
service providers and IT departments. SolarWinds N-able’s award-winning N-central platform and 
complementary toolsets, backed by best-in-class business and technical services, are proven to reduce IT 
support costs, improve network performance and increase productivity through the proactive monitoring, 
management and optimization of IP-enabled devices and IT infrastructure. SolarWinds N-able is 100% 
channel-friendly and maintains operations in North America, the U.K., the Netherlands and Australia. 
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