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What is Expedition?

Expedition is the fourth evolution of the Palo Alto Networks Migration Tool. The main purpose of this tool was help
reducing the time and efforts to migrate a configuration from one of the supported vendors to Palo Alto Networks.

By using the Migration Tool everyone can convert a configuration from Checkpoint or Cisco or any other vendor to a
PanOS and give you more time to improve the results. Migration Tool 3 added some functionalities to allow our
customers to enforce security policies based on App-ID and User-ID as well.

With Expedition we have gone one step further, not only because we want to continue helping to facilitate the
transition of a security policy from others vendors to PanOS but we want to ensure the outcome it’s the best as
possible, there is why we added a Machine Learning module who can help you to generate new security policies
based on real log traffic and the introduction of the Best Practices Assessment Tool to check the configuration
complies with the Best Practices recommended by our security experts.

With all these huge improvements we expect the next time you use Expedition the journey to the excellence will be
easier.
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Welcome to Expedition

The new way to analyze device log data and device
configuration to make recommendations on
firewall policy improvements

© Palo Alto Networks 2018 | All Rights Reserved

First time login

When login for the first time into Expedition you will be asked for credentials to login from the GUI or from Console.

Expedition has been shipped with the following usernames and password, they are different so use the right one based

on where you are (GUI or CLI).

CLI Login

CLl is referencing when you want to get access through Hipervisor console or via SSH.

Username expedition

Password paloalto
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GUI Login

GUI it's only referencing the access via web interface

Username admin

Password paloalto

Security Warning! We encourage to change them after the first login.

Changing default credentials

As a good practice we recommend you to change the default credentials as soon as you can.

CLI Login

After login via SSH or Hypervisor console:

# passwd

You will be asked to type the current password and then type your new password twice, try to follow some of the
recommendations publicly available like this one from SANS Institute:

https://www.sans.org/security-resources/policies/general/pdf/password-construction-guidelines

GUI Login

After login via web browser follow these instructions to change the password for the “admin” user.

(©) DASHBOARD [= PROJECTS [ DEVICES N\ SNIPPETS &F SETTINGS 3= LOGS @@ HELP & admin v
© EXPEDITION RELEASE INFORMATION CPU(s) #4 RAM HDI @ Change Password
Name Value [:‘ Log Out
Running Expedition VM -
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&, Change Password x
A new window to change the password will be shown:

Username: admin
Validation Type the current password
Old Password: b Type NEW password

Re-type NEW password

New Information

Eal A

Click on Save

(

Password:

¢

Confirm Password:

0O Remember the password length will be at least 10 characters long
® Cancel Save

Main Screen

DASHBOARD

© oassoarn [ prosects [ DEVIces R\ snpeeTs £ serminGs 3 Locs @) HeLe I & aamin ~

@ EXPEDITION RELEASE INFORMATION CPU(s) #4

RAM HDD

expedition
Release Date May 15th 2018.

BestPractices 2110 D 4outof 400% 087 outof 384 GB £ 12660utof 152GBat/
© [PanReadOrders] < Expedition Internal Checks o
T [ Description Output
@ Authentication and Authorization
STATUS Y PENDING 0
@©  Verifythat Project roles are not corrupted Roles n projects: Satisfied
@ Verify that Device roles are not corrupted Rolesin devices: Satisfied
START & RESTART FLUSH REMOVE ALL
e W L R T ——— S—
l2 JOBS HISTORY @ Verifythat there are not orphan Project roles Jes: Satisfied
300 ® ifythat there are not account e Accounts: Satsfied
240 I @ Verifythat there are nojnactive accounts ctive accounts: Satisfied
180 @ DiskSpace
% Failed
120 ) ® /home/userSpace is running out of space. Only 2.5 GB free
B Pending onsider fl tend the unit (see How to Resize a
060 Partition using fdisk)
A Completed gfdisk)
» ®  Verifythereis enough Space for the parquet unit /data2is running out of space. Only 2.5 GB free
onsider f t it (see How to Resize a
& & & & & & & o Partition using fdisk)
s & s s S s & s
i S i ¥ S S S ¥ - .
L3 L3 > L3 L L3 L3 L3 © Expedition Settings
@  Verify the Machine Learning settings are valid ‘The ML server IP is defined as 192.168.44.131. The ML parquet Path is defined as */data2".
@ MLHEALTH o
Usage % © Expedition Status

cPUs Joutof 4 CPU(S) ® d PanOrders Agent s stopped
Remediation: Start the agent
cPuusage | 1out of 400%

B OSsettings
@  Verifythat the Log_binflagin MariaDB s set to off Log bin s OFF
DisK usage 12.66 outof 15.2 GB at /data2 —

@ Verify thatthe SQL Log bin flagin MariaDB s set to off session sql_log_binis OFF

Let’s walkthrough the Dashboard items:

a) Located at the top-left we can read the current release information and the latest version of the Best Practices
Assessment tool installed.

b) Under the release information we find the Task Manager information and the status. It’s important to keep it
started otherwise some of the tasks we will want to run will be queued until gets started. You can track from
here how many jobs still in pending state.
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d)

e)

f)

Jobs History will chart the output from the tasks executed and how they finished (Failed, Pending, Completed)
The chart will show the information related only the last 7 days including the current day.

ML Health. This module will track the system status on the Expedition instance running the ML (Machine
learning) and data analysis. Usually it’s the same device where it runs the GUI and the database but can be an
external Expedition instance.

Located at the top-right we find the Stats for the local Expedition instance. This shows how the system is doing
and consuming the system resources like CPU, RAM and HDD.

Below we have a list of internal checks for self-checking. Expedition is tracking for some pieces needed to
guarantee the perfect function of the instance, like if we have wrong parameters configured for the data
analysis or if we are missing some software dependencies. By using the Remediate button Expedition can
automatically remediate some of them.

Important Reminder: Keep the Task Manager always UP. In case was down please click on the START button and ensure

you see the green icon next to the STATUS like in the following screenshot.

w JOBS AND TASK MANAGER - [PanReadOrders] Expedition Internal Checks =
T | Description Output
@ Authentication and Authorization
STATUS PENDING O
v Verify that Project roles are not corrupted Roles in projects: Satisfied
; Verify that Device roles are not corrupted Roles in devices: Satisfied
STOP & RESTART REMOVEALL -
. =~ ﬁ Verify that there are not orphan Device roles Device Roles: Satisfied

EXPEDITION
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DEVICES

() pAsHBOARD [ PROJECTS [ DEVICES N\ SNIPPETS &F SETTINGS = L0GS (@) HELP & admin v
w* IMPORTED DEVICES TEe -0
Name Hostname Type Panos ‘Warnings Licenses Information
|| PA220 10.11.29.250 pa220 811 No Warnings WildFire License 2022-05-10 00:00:00 Updated At:  2018-05-15 14:43:02 F4 o

GlobalProtect Gateway 2022-05-10 00:00:00 App Version:  8015-4693 (2018-05-08 09:30:37)
PAN-DB URL Filtering 2022-05-10 00:00:00 Threat Version: 8015-4693 (2018-05-08 09:30:37)
GlobalProtect Portal ~ 2022-05-1000:00:00
Threat Prevention 2022-05-1000:00:00

You can import your current Palo Alto Networks firewalls and Panorama to Expedition and use them as Base configuration
for migrations or just use them to make improvements in your current configuration like by applying best practices or
following the recommendations made by the Machine Learning module.

Importing a Next-gen Firewall

Expedition supports all the PanOS versions since version 4.0 up to 8.1. Let’s follow an example on how to create a new
Device and import the configuration and securely store it on Expedition.

a) Navigate to the DEVICES tab
b) Add a new Device by clicking on the plus button located on the top-right from the panel.

‘ admin w
Information
Updated At:  2017-12:04 14:53:4¢ 4 o
App Version: 752-4343 (2017-11-21 20:47:52)

c) A new window will be shown to fill with all the information required.

e Device Name: It's the name you want to call your firewall

e Model: Palo Alto Networks device model

e Hostname/IP: IP or name used to connect to your firewall, if it's a name Expedition needs to know how to
resolv it, check the DNS used by Expedition its the right one. You can check from the CLI

e Port: where the management is running, by default 443

e Serial #: This field is required and will be used as Index to use the right one.

e Serial # HA: In case this firewall is part of a Cluster you can set the HA serial. This will matter for the Machine
Learning module which will be explained in another chapter of this document.

© 2018 Palo Alto Networks, Inc. 8 EXPEDITION



" Palo Alto Networks Devices - X

CONFIGURATION
Device Name: | Device Name | Model: PA Model v
Hostname/IP:  IP Address or Hostname Port: 443
Serial #: Serial # HA:
Description: Description
X Close Save

e Click on Save to add the Device to Expedition

d) Once the Device has been created and listed from the Devices view we have to edit add it the credentials to retrieve
the contents like applications database, system information and the configuration. Select the device and double click
to edit it or by clicking on the Edit button (pencil).

»* IMPORTED DEVICES =4 =0
Name Hostname Type Panos Warnings Licenses Information
BranchOffice 10.11.29.250 pa220 No Warnings No license Information Updated At: 2018-05-18 11:50:15 = o

App Version:  0(0000-00-00 00:00:00)
Threat Version: 0(0000-00-00 00:00:00)

e) The Edit Device window now is displayed. From the Configuration Tab let’s add our credentials to connect to the firewall
and Expedition will request to the firewall to generate a new API key.
notice the generated API Key will be valid as long as the user don’t change the password from the firewall.

e Click on the plus icon to add a new API Keys

" Authentication API Keys +

Q

Role Key

e Auth. Type: How we want to authenticate against he firewalls, we can choose to provide username and
password and let Expedition request the API key to your firewall or in case you already have the API key
choose API KEY and paste your key in the text field

EXPEDITION 9 © 2018 Palo Alto Networks, Inc.



w* Palo Alto Networks Devices — ,’ x

CONFIGURATION CONTENTS REAL-TIME UPDATES M.LEARNING
Device Name:  BranchOffice Model: pa220 v
Hostname/IP:  10.11.29.250 Port: 443
Serial #: XOOOKXXXXXX Serial # HA:

Description: My Firewall

Add a new Key and assign a Role

Auth. type: Username and Password v
Role: admin IRoles
Username admin ¥  Password |eeees

QO Back Add

In this example we are going to use Username and Password and provide them

Role and Apply all Roles: When you add a new API Key this can be attached to a Role inside Expedition,
that means when you have a user from Expedition with Role admin inside one Project and that user tries
to push changes using APl Keys Expedition will use the APl Key based on the user’s Role in this example
admin. If you didn’t add an API key to the admin role that user will be unable to send any API Call out.

For small environments where you will have only one user and it will be admin there is no need to check

the Apply all Roles and keep that key only attached to the admin Role.
Click on the Add blue button to generate the Keys.

w¥* Authentication APl Keys + =

Role ‘ Key ‘

admin | [RUERPTIXWIZFC2NIZXZVM1VISWIoMTFxUIllgSFRweVkIM1ZtR3JLcOXleDAT |l'ﬂ’!

user LUFRPT1 - weVkIM1ZtR3JLcOxleDA1YIpyZ... i)

viewer LUFRPT1XWIZFc2Niz weVKkIM1ZtR3JLcOxleDALYIpyZ... i}

o Navigate to CONTENTS to retrieve the Running configuration.

© 2018 Palo Alto Networks, Inc. 10
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Retreive Contents n

& Running Configuration

&3 Candidate Configuration

Cance

- X
CONFIGURATION CONTENTS REAL-TIME UPDATES M.LEARNING
B Files
Filename Date Size State
& Download Application Container
applications-container.xml May 18 2018 14:43:46 148 4KB downloaded L
& Download Applications
applications.xml M
& Download Regions
region.xml M downloaded £
@ custom
ConfigBackup.xml.dat May 18 2018 14:43:39 23591KB downloaded =~ 3
url_categories.xml May 18 2018 14:43:39 6,47 KB downloaded &
C e |+
%X cl

e Click on Save after the downloading process finishes.

Expedition downloaded the device configuration and stored in the hard-drive encrypted. You can check the file from the
CLI by entering in the following folder:

S cd /home/userSpace

S cd devices
S cd <the device serial number >

Sls-la

For debugging purposes there is a file on the devices folder called “debug.txt”. The content of this file comes from the
daemon who controls the access to the firewalls so expect to find the API requests made to retrieve the keys or dynamic
reports in some cases, for security we stripped out the parameter key from the request. So, in case you want to re-use an
API call you will have to add at the end the &key=<and your API key>

EXPEDITION 11 © 2018 Palo Alto Networks, Inc.



At this moment Expedition keeps a snapshot of your running configuration. In case you make any change on the device
and you want to update your snapshot you have to edit the Device again and retrieve the running configuration again.

If you were already using that config on a project and you want to import the changes there is no other way than remove
the current config from the project and import the device config again, all changes you made on that config and not
exported will be lost.

Importing Panorama

Importing a Panorama is really similar to import a Next-gen Firewall and here we will show only what’s is different

You can do same steps used to create a new Next-gen Firewall, generate the API keys and retrieve the Contents, now a
new tab called PANORAMA DEVICES will be active, so click on that tab.

1. If we need to play with the firewalls connected to that Panorama we need to know them first, so click on Retrieve
Connected Devices. This will request that information to Panorama and create the devices on Expedition but
referencing them under this Panorama device. That means all the requests we will generate to talk with that
Firewall will be done using Panorama as a Proxy.

w* Palo Alto Networks Devices - X

CONFIGURATION CONTENTS PANORAMA DEVICES REAL-TIME UPDATES M.LEARNING

m Connected Devices bt

Model Devicename Hostname Updated At
o || PA-220 10.11.29.190 2018-05-18 14:59:14 <
@ |0 —— VM-Series 10.11.29.232 -0001-11-3000:00:00
~ Y —— PA-200 10.11.29.150 -0001-11-3000:00:00
¢ |0 —— PA-VM 10.11.29.18 -0001-11-30 00:00:00
X Close ’?’

2. In case we need to download the configuration of one of these devices just select it from the list and click on
Retrieve Contents. This will allow you to import the configuration of that firewall into your project once we create
the project.

If you have one firewall created in Expedition and then you import Panorama and the that firewall its listed as one of the
connected devices to that panorama (Serial Number is used as index here) the existing firewall in Expedition will go under

the Panorama management meaning from that moment the API requests against it will pass through Panorama.

From the Devices view we can hide all the connected devices to its Panorama by using the following buttons from the
Panel header

© 2018 Palo Alto Networks, Inc. 12 EXPEDITION



I a admin w
o
Licenses Infor
a1 @ o
@ WildFire License 2022-05-1000:0 Upi —
{© pAsHBOARD [ PROJECTS [ DEVICES N\ SNIPPETS $F SETTINGS 3= LOGS (@) HELP | & admin ¥
@ LIBRARY + -
- Vendors
Name Description Created At l Purpose m a % ans e —
o }
—N
5 srxl 2018-05-17 12:19:39 Migration 0 ] 0 r—_—m
5 srx 2018-05-16 19:35:21 Migration 0 0 0 0 0 0 0 m i
&5 panos 2018-05-1514:43:11 Migration 1 0 0 ) 0 0 0 m i

Create a Project
In Expedition each project has its own database. You can create as much projects as you want.
Let’s create a new project and see the workflow we have to follow:

a) Click on the plus button to create a new Project

b) A new window will pop up, assign a name to your Project and in case you already created a Device you can select
it from the combo box, when you select a firewall or panorama on that combo box you are forcing Expedition to
import the same Applications database to your project, that Applications database was downloaded to Expedition
at the same time we were retrieving the configuration. Doing this your Project will have the same applications
that your Firewall.

c) Purpose if this Project: this is used to provide some statistics but doesn’t affect in nothing

d) Click on Create Project.

EXPEDITION 13 © 2018 Palo Alto Networks, Inc.



CREATE NEW PROJECT

I

Name: MyProject
Description: = Ex. Customer Name

& Import Applications, url-categories and Regions from Device:

| BranchOffice| v

Purpose of this Project - Statistics

@ Migration O Greenfield |
O Best Practices O Proof of Concept ) Workshop

R Cancel Create Project

In case we selected a device this will automatically added to your project, you can edit this settings to manage users and
devices from within the Project.

Project Settings

After the project creation we can continue managing the project, we can add more users or devices to the project and
import or export the project to be shared with other Expedition instances.

To Edit the Settings just select the Project and click on Settings

DASHBOARD [ PROJECTS () DEVICES N\ SNIPPETS ¥ SETTINGS 3= L0GS (@ HELP & admin ~
LIBRARY
Name Description Created At | Purpose
& PA5060 2017-12-1215:37:12 Migration
& screenos 2017-12-1210:44:42 Migration
& Pa220 2017-12-11 15:35:02 Migration
& SRX2 2017-12-09 21:42:32 Migration
& SRX 2017-12:09 21:31:27 Migration
& Anibal 2017-12-04 14:54:06 Migration

Manage Users

We can add more users to a project and attach a Role that the user will have inside the Project.

© 2018 Palo Alto Networks, Inc. 14 EXPEDITION



EDIT PROJECT panos x

Description:

885 users [ DEvices B, IMPORT/EXPORT

Username admin

e *
x

albert

viewer

There are 3 Role types inside a Project:

e Admin: This Role can change the Project Settings and modify all the content within it.

e User: This Role can edit the project contents but it cannot change the project settings to add more devices or
users to the project.

e Viewer: This Role is for read-only purposes. Doesn't have any privileges to change nothing inside the project or
manage the project settings.

Manage Devices

If we want to allow access to import a configuration from an existing device or enable the users to generate API calls to
be send to the device you must allow the project to have access to that device.

To do it just click on Devices and select the firewalls you want to allow and move them to the right panel

EDIT PROJECT panos b4

Description:

%85 ustrs CI DEVICE#” &, IMPORT/EXPORT
Devices with Downloaded Configurations Allowed Devices from Project

v [ Available Devices = Allowed Devices

(4 PA220

o]
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IMPORT / EXPORT

From the tab IMPORT/EXPORT we can export and import the current Project, useful when you want to have a full

backup out from Expedition or import it into another instance.

Import a Project: To Import a project you have to create a new Project, assign a NAME and click on Setting to Edit it,
after that go to IMPORT/EXPORT and select the file from your desktop.

In case you re-use an existing project the whole content will be overwritten by the imported project

Export a Project: Just Click on EXPORT and save it in your Desktop.

EDIT PROJECT panos x

EDIT PROJECT panos x

Description:
%85 ustrs [ DEVICEs B, IMPORT/EXPORT ~ T
IMPORT
& Import an Exported Project from Expedition and replace the content of the current Project.

Browse...

Select Project file:

EXPORT

X Export the Project and its base configuration. A zip file will be created with the _?_

Database Dump plus the Base Configuration in case there is one. / EXPORT

Description

%85 ustrs [ DEviCEs B, IMPORT/EXPORT g

1
IMPORT

— p—
& Import an Exported Project from Expedition and replace the content of the curredt Project.
.

Browse..

Select Project file:

EXPORT

X Export the Project and its base configuration. A zip file will be created with the _f.

Database Dump plus the Base Configuration in case there is one. EXPORT

X Close

B save

SNIPPETS

Snippets are XML elements from a PanOS configuration, like custom applications or reports, pieces of XML code that can
be imported in your projects to be used more than once. If you always use the same type of security profiles and you
have migrate configurations form other vendors to Palo Alto Networks quite often then you can write them down once
and import in all the projects you want without having to create them every time.

© 2018 Palo Alto Networks, Inc. 16 EXPEDITION



(©) DAsHBOARD [= PROJECTS [ DEVICES N\ SNIPPETS &b SETTINGS = LOGS (@) HELP

</> PALO ALTO NETWORKS PIECES OF XML CODE

Type

Name

SNIPPET EDITOR

2 Custom Applications (10 Items)

Custom Applications
Custom Applications
Custom Applications
Custom Applications
Custom Applications
Custom Applications
Custom Applications
Custom Applications
Custom Applications

Custom Applications

a Antivirus Profile (1 Item)

icmp_source_quench
icmp_any

icmp_timestamp

icmp_info

icmp_address_mask
icmp_redirect
icmp_destination_unreachable
icmp_time_exceeded
icmp_echo_reply

icmp_echo

[Z Log Forwarding Profile (1 Item)

Name: icmp_source_quench
Description:  Custom applD to control icmp_source_quench

Type: Custom applD signature: ¥ 40 v

Palo Alto Networks Panos XML code Multiple entries can be added

<entry name="icmp_source_quench">
<category>networking</category>
<subcategory>ip-protocol</subcategory>
<technology>network-protocol</technology>
<risk>1</risk>
<consume-big-bandwidth>no</consume-big-bandwidth>
<able-to-transfer-file>no</able-to-transfer-file>
<used-by-malware>no</used-by-malware>
<evasive-behavior>no</evasive-behavior>

chacbnaumamilnarahilifusnac fhac.bamunanilnarahilibus

a admin w
+=-C
PanOs \

quench 40 i}
8.1 i
mp 40 i
40 i
k_mask 40 i
t 40 i
tion_unreachable 40 i}
ceeded 40 i
Eply 40 i}
40 i

If you add a new Snippet please verify the content is added and its correct, the recommendation is open a XML PanOS file
and just copy and paste the content wanted to avoid mistakes. Never leave a Snippet with the content empty, this will
prevent Expedition to generate the configuration at the end of your migration.

The Snippets are a global concept only can be added from here and are available from all the Projects.

EXPEDITION
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SETTINGS

Expedition introduces a new Role-based access control system integrated, this allow us to have multiple users with
different roles and the possibility to delegate the authentication to external servers like LDAP or RADIUS.

USERS

Create as many users as you need. At least one Super-User is required to Manage Expedition, from there you can create
more admin users or read-only users.

The roles available are:

e Super User: This Role allows the User to manage everything on Expedition

e Admin: This Role allows the user to Create projects and devices but cannot change system settings or add new
users

e User: This Role allows the user only to enter on Expedition and see projects and devices where has been granted
access.

Example on how to create a new User: Click on the plus button.

Add New User Account x

Account Name: albert
First Name: Albert | D
Last Name: Estevez A\
Timezone: Europe/Amsterdam ¥ Role: | v
Password: Sesesssssssnnee
Confirm Password: eeessscssscccee thses
Super User

Authentication Server:

Local v

¥ Close Save

Select a unique name for the Account Name, choose the Role you want to give to that user and select Local for the
Authentication Server in case the authentication is provided by Expedition, if not choose your LDAP or RADIUS profile
previously defined.
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