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Disclaimer

- This presentation may contain product features or functionality that are currently under development.

«  This overview of new technology represents no commitment from VMware to deliver these features in
any generally available product.

- Features are subject to change, and must not be included in contracts, purchase orders, or sales
agreements of any kind.

+ Technical feasibility and market demand will affect final delivery.

- Pricing and packaging for any new features/functionality/technology discussed or presented, have not
been determined.

- This information is confidential.

The information in this presentation is for informational purposes only and may not be incorporated into any contract. There is no commitment or obligation to deliver any items
presented herein.
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Speaker Introductions
Who are we?

David Stamen is a Technical Marketing Architect and VCIX6.5-DCV working for VMware in the
Cloud Platform Business Unit. In his role, he previously covered vSphere Lifecycle and is now
focused on Project Pacific

David can be found blogging at
http://blogs.vmware.com/vsphere
http://davidstamen.com

Twitter: @davidstamen

Kev is a Technical Marketing Architect at VMware, holding VCP-DCV, NV & CMA. He is also VCIX
6.5 DCV, and a 4 time vExpert.

In his role, he covers vSphere with a focus on Lifecycle, Guest OS operations and VMware Tools.

He co-hosts the OpenTechCast podcast, blogs at https://v-it.pro and tweets as @kev_johnson
(sometimes even about tech!)
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http://blogs.vmware.com/vsphere
http://davidstamen.com/
https://v-it.pro/

vSphere News
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Windows vCenter Server

vmware
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Windows
vCenter
Server

Deprecated

http://vmwa.re/goodbyewinvc

vSphere 6.7 Final Release




vSphere 6.7 Final Release

External PSC Deprecation

Embedded Deployment

IO
vCenter

Server
Appliance

Recommended Deployment Model

—

Converge Tool

Center
Server
Appliance

http://vmwa.re/goodbye-external-psc

®
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vSphere 6.7 Final Release

vSphere Web Client (Flash)

vmware: vSphere Web Client L

(v vivvevvew

(3 | woelojuey 04} () n-).“a-g;uum_ ]
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' Tugs & Custom Atirbules

4 New Seweh
| Swewd Sewcctus

Deprecated
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Introducing vSphere 6.7
Efficient and Secure Platform for your Hybrid Cloud

[
&

Simple Comprehensive Universal Seamless hybrid
management at built-in security application cloud experience
scale platform
wnware® Confidential | ©2019 VMware, Inc. 8



What’s New in vSphere 6.7 Update 1

New Capabilities, Improved Experience, Bug Fixes

@O0

O

Fully Featured vMotion for vCenter Server Enhancements Enhanced
HTML5-Based NVIDIA GRID Converge Tool for HCl and vSAN Content Library
vSphere Client vGPU VMs;
Support for Intel
FPGA

®
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What’s New in vCenter Server 6.7 Update 2

2

vCenter Server File-Based vSphere Health Content Library vSphere Client
Architecture Backup & Restore
mware® Confidential | ©2019 VMware, Inc. 10



What’s New in vSphere 6.7 Update 3

]

Support for PNID Change DDNS support Driver vSAN
Multiple vGPUs Capability Enhancements Performance
Enhancements
anare® Confidential | ©2019 VMware, Inc. 11
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Install

vCenter Server Appliance

Lifecycle !_E'_']'El

Migrate
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vCenter Server Appliance Overview

Quick provisioning virtual machine

No operating system / database licenses

vCenter Server

Unified patching / updating Application

Single point of support

Pre-tuned database PostgreSQL

Database

ﬂ\\g PhotonOS

~ Operating System

mwa re® Confidential | ©2019 VMware, Inc.
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Installation

Updated Clarity Ul

vim - Stage 1. Deploy applance

Removal of SSO ”Site” for
embedded deployments

N /\/ Embedded Linked Mode

/ —~ J \ /
gl 7 AR . Y Fas

’il; 2,3 1 /[\ W_L | | support

Install Upgrade Migrate Restore

Batch CLI available

G & (1

®@
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Content Library

vm vSphere Client

Deploy from, Clone to, and
Sync OVF and OVA
templates

Guest customization

Support for native OVA
and VMTX

Deploy from

Clone to
ISO mounting support

Store other files such as
scripts

mwareC Confidential | ©2019 VMware, Inc.

@ Emad’s Content Library

Templates Other Type

PhotonOS - Clone Virtual Machine To Template

1 Basic information Basic mformation

6 £pon
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vSphere 6.7 Update 2
Content Library
Template Distribution (Syncing)

Syncing of VM
Templates (VMTX)
» vSphere

— On-Prem to On-Prem

« VMware Cloud on
AWS

— On-Prem vSphere to
VMC on AWS

Publish Library = onPremputishar

Requirements:

e Enhanced Linked
Mode

* Hybrid Linked Mode

mwa re: Confidential | ©2019 VMware, Inc.



vSphere 6.7 Update 2

vSphere Health

New Health Categories

vSphere Cllant

Notifications & ,
9 ) 2. 7 upg-dhep-1570-vm-025.cpbu.lab
Alarms =

7 P o 1570w 025 ol lan Sammary Manitor Canfigure Pormitsons Datacovers Hotts & Custers VM Dutastores Notworks Linkod vContor Sorver Systems Extormians pdates

* New Issues Detected 0 Gusters - WuesaaAams  Health (Last checked: Mar 20, 2019, 110:29 PM) T
017318413 Al msues
Alarm HE i: 4a acsad Alsms © Ovine Heanh Availatilty
3184 2 v Tasks and Everss Compute Health Checes

« Customizable Alarms Ay

Health Categories

* Online Availability
+ Compute
* Network

Tasks

Heaith

0  Sequentinl-context attack vector vuneratidity In Intes processors

@ Network Health Checks

g TSR et S VS e

® | vMotion netwock contiguration check for vSphere Distrituted Switct

L] space ches Mwa r
» Storage Bt .

o a A

o w rob r

Recent Tasks
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vSphere Health

New Alerting

Notifications / Alarms

* New Issues Detected
Alarm

vSphere Client

! 2

2 upg-ahep-1570vm-025 cpbud
New York
7 Custer0)
WIT3IEL15
$0.773.184 .20
Y7342
3 APP
(» D8
(% Win2012r2 tempiate
'V upgrahep- 1570w 06 ot
I Houston

)} Clusterti

Racaent Tasks
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2 upg-dhcp-1570-vm-026.cpbu.lab

Summary Monnor Confgure Permissions

torn Aty

| Informator
Version &e70
Bulkd 2695745

vSphere 6.7 Update 2

at r T nk ars 2 E 1500 d
¥ e i (
sed: 333 Miix 7 OH2
Juad 2011 G& q
Wotage =
Jeeil 1% 142
A d Pos Gy e

Update Manages
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vCenter Server Appliance
Monitoring & Management

mware® Confidential | ©2019 VMware, Inc.




Login Screen
New Look

VMware® vSphere

sxamplegidoman Jocal

Password

[ Use Windows session authentication

mwa re® Confidential | ©2019 VMware, Inc.

vSphere 6.7 Update 2

20




Streamlined Monitoring
vSphere Appliance Monitoring

. ) ) . vm Appliance Management Mon 03-12-2018 08:56 PM UTC English Help Actions Logout
Built in monitoring:
C P U Summary CPU & Memory Disks Network Database
Monitor Mar 12, 2018, 12:56:09 PM - Mar 12, 2018, 1:56:09 PM Last hour
Memory
Access CPU
Network 10¢
Networking
Disks Time '_
Services é
All monitoring under one tab
Update
. . Administration 100 1:05 PM 1:10 PM 1:15 PM 1,20 PM 1,25 PM 1:30 PM 1:35 PM 1:40 PM 145 PM 1:50 PM 1:55 PM
VCSA Services included
s Memory
yslog
Syslog forwarding now supports up Baciie

to 3 remote syslog servers

Percentage (%)

mware Confidential | ©2019 VMware, Inc. 21



Streamlined Monitoring

T SOrVer TR Wi vepeed O BapeNg MIBNSEs I pOus PTAVEDry MAMAGE YOUR LICENSES ONTAAS

" [ b
2 @ ) ’ 7 vesa-sfo-Ol.cpbulab
Manaoe —_—
Coem Partome Jrrima
(7 vosu 1o OV 1Dy et Sammary Monaor Confgurs Purmanom Detaceton Hosts & Cusens Vi Datagores Pearwoeny Linved vCa
Accens taret dha | L} staxe e
* e gl Algrey
ok " - ’ Mot surtebis A B ALanOWLEDUS MSET YO GRERN
11ggered Amrmi
& ! L ELE
o Tasks andd Bownts N e . et Ongwt Ty ’ Sevetty
Thrw -
- 4 " ™ of 401 08 Tage © iy Dub Bareunton on i OOt T vias efe O st o F e L ORTICAL
Lo
Serncer y
—
Upaste ki § - I OuNalnTCa -
wer
Advrinnt wtion e ooy | N of 1 Gl
- ' vat % of 24
Syvog
< N it . ) WA O MD
Bacrup
e thas N “ i» M '
- s 1 et a5
- -0 ol 4G J
a { . - ™ “ n
Qecent Tasky

CPU Disk

Memory

Warning 75%
Critical 90%

Warning 75%

Warning 85%

Critical 95% Critical 85%
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Appliance Management Interface

Port 5480

New Firewall Rule

VCSA Firewall
Network interta WO Accept
Ignore

P Address

Reject

Subnet Prefix Length
Return

Action

Firewal actions 1 User Login

L Accept: Aow packel with co ek Root
address o
2 Ilgnore Drop packet with n Retum SSO Users
address
3  Reject Drop packet with corr
acdress while sending desting
reachadle

2 Return  Apply default or port-specific rules

Confidential | ©2019 VMware, Inc.



Appliance Management Interface
SSO User Support

wm  vSphere Client

Administration
« Access Control Users and Groups

Roles - o

Giobal Permissions
« Licensing < ALL GROUPS

Licenses 5.8
: Administrators
« Solutiens

chent Plug-ins ADD MEMBERS

vCenter Server Exlensions

» Deployment Member Name Y Domain r
System Configuration
Customer Expenence iImprovement Program Aaminsirator viphere.loca
« Support
vaphers Adming Cpou.I2D

Upload Fie 10 Service Request
« Certificates
Cerbficate Management

~ Single Sign On

Users and Groups

Configuration

1. 201 Jitaeny

»

Recent Tasks Alarm

mwa re Confidential | ©2019 VMware, Inc. 24



Streamlined Monitoring
vSphere Appliance Monitoring

vm Appliance Management Mon 03-12-2018 08:46 PM UTC English Help Actions Logout

Built in monitoring:

CPU Summary RESTART sToP

Monitor Namae Startup Type Health State
VMware Performance Charts Service Automatic Healthy Stanted
Access
N etwork VMware PSC Health Automatic Healthy Staned
Networking
VMware Postgres Automatic Healthy Staned
Time Appliance Management Service Automatic Healthy Stanted
VMware HTTP Reverse Proxy Automatic Healthy Staned

Services
All monitoring under one tab VSAN health Service Automatic Healthy Started

Update
© VMware vSphere Web Client Automatic Healthy Started

Administration ImageBuider Service Manual Stopped

VCSA Services included

License Service Automatic Healthy Staned

Syslog

VMware vCenter-Services Automatic Healthy Started
Backup
Content Library Service Automatic Healthy Started

tO 3 remote SySIOg Se rve I’S VMware vSphere Profie-Driven Storage Service Automatic Healthy Started

VMware vSphere ESXI Dump Collector Manual Stopped
VMware Analytics Service Automatic Healthy Started
VMware Postgres Archiver Automatic Healthy Started

mware Confidential | ©2019 VMware, Inc. 25



Syslog

vmware

Confidential

Create Forwarding Configuration

Specify forwarding configuration for remote syslog servers (no more than three).

Server Address Protocol Port

10.158.137.12 LS 6514

10.158.137.13 TCP 601

10.158.137.14 ubP 514

| ©2019 VMware, Inc.
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Flexible Patching & Update

Summary Current version detais T CMECH VOTATES
Socor Acptance Type PCarmer Sarsr wihh an s=beddes Pathurm Bervie ws Coreuter Sta gi n g O pt i 0 n S
Version £.7.0 0000
Accens
_— Avallable updates — Stage only
1 3 Updates end pottes w'e Carmisstive The St reCert Lue o SEtch 1t e (afen Detow Wil Corian sl pravious peti ey »
=~
— Stage & Install
—eckoins Vv . Trve . Sevaie Dee . S e » Yoveriy
Lodate Qo - 6201000 L May 71 J0m No Otesl
Aamson T e Selectable Updates
Fre wooate reon TN PR UNDATE CRCeE
Zas Estrnaies oomritere B Srw LDoute (s 10 Culermane E3ated COWNtrne
Mackog ity Low

iy B Monthly Patches
Dowrioad sive 194 00
e = === Updates Options

- CDROM

— CDROM + URL
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File-Based Backup & Restore

Native vCenter Server Appliance Backup

vm Appliance Management

Backup Management

. heduled k
SC eaule Bac u p Summary (@) Before taking a backup, 3 backup server must be set up and configured such that the appiance has access to It The protocols supported for backup
are FTPS, HTTPS, SCP, FTP and HTTP,

Retention option Monitor
BaCkup aCtIVIty Aedaae Backup Schedule EDIT  DISABLE  DELETE

Qo

Status Enabled
. Networking g : ST :
Dally . 10:40 PM. Exc/UTC
Verifies VCSA state e Gaddaiteigoch
Time Backup Location 1o /1015913, 53/ backup/aus

Supports VCSA & PSC appliances - Services Shckme: s " Bt Bt wd Tk

« Inventory and configuration
embedded & external
deployments

Update Number of backups to retain Retain a4 backups

Administration

Activity [ sackup now |

Supported Protocols include: Sysiog

Backup Location Y Type Y Status Y Cata Trarnsfarred v Ouration Y End Time
y HTTP/S Backup >  fMp/N0159.13.53/backup/a.  Scheduled  Complete 199.95 MB 00:0014 Mar 12, 2018, 3:2318 PM
® SCP p ftp/10.159.13.53/backup/a Manual Complete 199.94 MB 00.00:14 Mar 12, 2018, 311939 PM
° FTP/S b ftp/N10.159.13.53/backup/a Schedulad Complete 199.98 MB 00:00:18 Mar 12, 2018, 3:30:22 PM
> 1o /10.159.13.53/backup/a Scheduled Complete 200.02 MB 00:00:14 Mar 12, 2018, 3:40:18 PM
1o /N10.159.13.53/backup/a Manual Complete 199.97 MB 00.00:16 Mar 12, 2018, 3:16:59 PM

mware Confidential | ©2019 VMware, Inc. 28
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File-Based Backup & Restore
Addition of SMB/NFS

vm Appliance Management

vSphere 6.7 Update 2

Summary >
ang HTTR

Monitor
Backup Schedule
Access
Status
Networking
Firewall Activity | sackup now
Backup Location v
Time
v nlsf/ds-in-0lcpbulab/nty
Services
Hackup Location
Update
HQCN»A[‘, Sarvar user name
Administration Start Time
Syslog v smbfupg-de-01 cpbu.laby_.

Bm Haclup Location

Backup server ysar name

Start Time

> smbfupg ds-O1 cpbu lab/

> smbyipg-as Ol cpbu.lab/

vmware

Confidential | ©2019 VMware, Inc.

(@ Before taking & backup, 8 Dackup server must be sat up and configured such that the aopiance has access Lo It The protocois suppectiad for backup are FTPS, HTTPS, SCP, FTP. NFS, SMB

Type v Status

Manrual Complete

nis.#/ds-in-01 cobu lab/nfs/vCenter/sn_upp-dhecp-1570-vm-Q25 cpbulab/M_6.7 0 30000 _ 2019031318413 _IVOWASLBNCOEEYLDNN2XA===

vmware

Mar 13, 2019, 14713 PM

Manual Complete

st fupg-ds- Ot cpbulabdvesa/vCantar/sn_upg-dhep-1570-vm-025 cpbu laby/M_6.7.0 3C

administrator

Mar 13, 2019, 14932 PM

Scheduled Complate

Schaduled Comgplete

EDIT DISABLE DELETE

Enabiled

Y Data Transferred Y Duration Y End Time Aoy
21277 M8 00:00:35 Mat 13, 2019, 1:47.48 PM

21275 M8

o
o
3

Mar 13, 2019, 1:49:49 PM

X _20190313-184932

214 95 M2 00:0024 Mar 14, 2012 12:00:28 AM

218 58 M8 000027 Mar 15, 2019, 12:00:31 AM
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File-Based Backup

New Customizable Alarm

vm vSphere Client

vSphere 6.7 Update 2

m @ g @

]
[] 30.173.184.20
7 30.173.184.22
APP

% be
“» Win2012:2-1template
(7 upg-dhcp-1570-vm-026.cpbul...
L Houston

) Clustes01

-

Recent Tasks

Alarms

vmware

2 upg-dhep1570-vm-025 cpbu Surmmary Manitor Configure
L New York
) Custer0l v Settings
¥ Ganeral
\ 017318419 =
] Licensing

Message of the Day
Agvanced Settings
Authentication Proxy
vCenter HA
Mare
Alarm Defintions
Scheduled Tasks
Key Management Serv
Storage Providers
vSAN
Upcate

ntermat Connactivity

Confidential | ©2019 VMware, Inc.

Permissions

7 upg-dhcp-1570-vm-025.cpbu.lab

Alarm Definitions

Alarm Name

Backup job status
Name

Description
Targets

Alaem Fules

Last moatied

Datacenters

Hosts & Clusters VMs Datastores Networks Linked vCenter Server Systems Extensions
¥ Object type r Defined In Y Enabled v Last modified
vCénter Serves (7 This Object Enabled 03NV2019, 10:5103 AM

Backup job status
Defsult alarm to manitar backup job status

vCanter Seryer

IF Backup job faked

THEN trigger the alarm as @ critical

OR IF Sackup Job firshed successfully

THEN trigger the alarm as () normal

QFW2019, 105103 AWM

Updates

274 roms

»

30



File-Based Backup & Restore

Restore directly from VCSA I1SO
Browse Restore Files

External PSC restore not supported
when replication partners are
available

Embedded Linked Mode Supported
with reconciliation

Retains VCSA identity

mwareC Confidential | ©2019 VMware, Inc.

Browse Files

Qlect & vald backup folgder cor
The backup folders follow the following
structure
(Folder Name) / vCenter / sn_(System
fS
)_(timestamp)_

sn_vcsa-ey-0lcpbulab
] M_6.7.010000_20180312-221643_
] M_67.0.10000_20180312-221924
] S_6.7.0.10000_20180312-222304_
] $.6.7.0.10000_20180312-223003

6.7.0.10000_20180312-22400

CANCEL SELECT

31




vCenter High Availability

vmware

Synchronous DB Replication
vCenter Server vCenter Server
Appliance Appliance

Active Node Asynchronous File Replication Passive Node

ethl ethl

Private Network

ethl

vCenter Server
Appliance

Witness Node

Confidential | ©2019 VMware, Inc.
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PSC & vCenter Server High Availability

SSO Domain: vsphere.local

Replication
Platform Secvices _ad ) - Plattorm Services

Controller - N Controller

vCentar Server
Apphinnce

tive Node

vCenter HA
) Network

vCenter Server

Appliance

wWitness Node

Plmtform Services i B Plstform Services
Controfer == " Cantrofles

Synchronous DB Replication
vCenter Serves
Appliance

vCenter Surver
Appliance

Asynchronous Flle Replication

vCenter HA
Network

33




vCenter High Availability

vSphere Client (HTMLS5) s
improved workflow v Setting

Auto detects when VCSA is

being managed Adanced Settng

REST APIs

Auto clone creation option T
for passive and witness v VSAN
nodes

Monitoring & Alerting

mwareC Confidential | ©2019 VMware, Inc.

(7 vcsa-vcha-0l.cpbu.lab

Set Up vCenter HA

1. Management vCenter server credentials

Management vCenter Server FQDN or 1P address
Singie Sign-On user name

Single Sign-On password

NEXT

34




vCenter High Availability

vSphere Client (HTML5)
improved workflow

Auto detects when VCSA is
being managed

REST APIs

Auto clone creation option
for passive and witness
nodes

Monitoring & Alerting

mwareC Confidential | ©2019 VMware, Inc.

vm vSphere Client

(7 vcsa-vcha-0l.cpbu.lab

Configu

O)

ertar Hi it hat ottt 3 nade Verity if

@ FostgresL repication is not in progre
v anter HA network

A A
/Y 1

Active Up

P Settings

vCenter HA Network (NIC 1)

entet HA 1P acdress (NC 1)

192168101
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vCenter Server Converge Tool
Available in vSphere 6.7 Update 1 and vSphere 6.5 Update 2d or greater

vCenter Server with External PSC in Enhanced Linked Mode

Overview

Converts an External Deployment
Architecture to an Embedded
Deployment Architecture

Decommission External PSCs

Converge

' Benefits
Simplified Architecture

vCenter Server with Embedded PSC in Enhanced Linked Mode

Support 15 vCenter Servers connected
in ELM

No Load Balancer

* Available once all PSC and vCenter Server Components are updated to vSphere 6.7 Update 1 or 6.5 Update 2d

VCHA Supported
mwa re® Confidential | ©2019 VMware, Inc.




vSphere Client (HTMLS5)




vSphere 6.7 Update 1

vSphere Client (HTML5)

Feature Complete

vm  vSphere Client

Improved Search

Vome Shortcuts
e Inventories
Auto Deploy ot Gl i Q g & 5]
9 ts Ms and Storage Networking Cont ot Linked
o Tomplstes vensory List Doma
GlObaI VieW r- Content Litvarss
¥ Giobal inveotory List Monitoring
. 9 POSOE and Profies -2 —_— &
VM Operations B ot i B ‘ : >
5 o Tasx Console Event Console - M VM Storage Host Profies Ungate
Cstomez Sokces Manager
Souc e
© Acminstiation
VCHA ™ Upcate Manage
Administration
™ Task
- 79 Everts
Host Profiles st o

VUM

Networking

Recont Tasks

mware Confidential | ©2019 VMware, Inc. 38



vSphere Client (HTML5)
vSphere 6.7 Update 1 — Dark Mode

Shortcuts

Inventories

Monitoring

erbes e

..
| - JRNS
. ”
’.
"
Y
B
D

Administration

Recent Tasks

mwa re Confidential | ©2019 VMware, Inc.




vSphere Client — Feedback tool

Send feedback to vSphere Client Team
Help us improve the vSphere Client with a quick comment. (3)

Select a type* Additional detalls

® Idea A Problem ¥ Compliment [ UPLOAD FILES ]

Description *

What does this mean??

Emall address

admin@vmware.com

®@
m’@ Confidential | ©2019 VMware, Inc.

-

REMOVE

CANCEL SEND
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Improved Search Experience

vm vSphere Client

v vSphere Clent : test

All Resuty (84) vm vSphere Client Menu ) test

Virie Machees |

)

Ciustars (3) . " | A
RS All Results (64) Search results for: "test SAVE SEARCH
eiwOns —_
Datnstores (07) Virtual Machines (13)
Tegs (3 Clusters (3) Y Filte
Tay Categores (8 Networks (1) Name T v State v Status v Provisioned Space v Used Space v Host CPU v Host Mem v
. ’ Datastores (17) .
Daacenters (1) [#) nmhalsii-template-test (disconnected) Pawered Off ? Unknown 427GB 4wmB OHz (}:]
Folders (3 Tags (3) =
oo Learies 1 Tag Categories (8) &_TI matinovim-test-esx-2 (disconnected) Powered Off ? Unknown 3421GB 16.05 G8 OHz 0B
krary lterms {1 Datacenters (1) {31 New Virtual Machine test capture Powered Off v/ Normal 425GB 80 MB 0 Hz 08
Dstastore Custers (6) Folders (3) (51 Onyx test vim (disconnected) Powerted Off ? Unknown 425G8 80 MB OHz 08
- Content Libraries (1) <
VA0S (3) (51 ShettyNiknil_test (disconnected) Powered Off ? Unknown 1719 GB 18GB OHz o8
¢ d Port Group Library Items (1)
e |~ ihle c
Distrinted Switches (| Datastore Clusters (6) 131 Test (inaccessible) Powered Off ? Unknown OHz 0B
Rasource Pools (2) VADPps (3) 5 1est Powered Off ' Normal 118 GB 512 MB OHz 0B
- Pistrinited Port Groups (1) (51 tesn (disconnected) Powered On 2 Unknown 12816 MB 12816 MB 0Hz 0B
Distributed Switches (1) -
Togs {51 tes123 (disconnect=d) Powered On ? Unknown 40 M8 237K8 OHz 08
VISR Resource Pools (2)
= " (2 tesvm Powered Off v Normal 421G8 236 K8 OHz 0B
Power state L’ﬂ vagptest-app-server Powered Off v/ Normal 199.66 MB 16 MB OHz oB
Quatem Attroutm
W 1 the SAowtry | |Poweredon 1 vagptest-db-server Powered Off v Normal 187.66 MB amMB OHz (o} :]
[] Powered ot (51 vM_test Powered Off v Normal 419 G8 12 MB OHz o8
| | Suspended
Guest 0§
v
Search in
Any
Recant Tasks Alarms
G Export 13 items
Recent Tasks Alarms a

®@
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vSphere 6.7 Update 2

vCenter Server Architecture
New: Converge Ul / Table & Topology Views

Administration

System Configuration

AR System Configuration

e Table View Redle VIEW AS TOPOLOGY
Global Permussions

« Topology View

boce Node Y Verpio
» Licensing health
Lieenses -
X 7‘ psc-ha vimwara gemo N/A ad ¢ c
» Solut
Converge from VCSA e e = - .
Client Pg-ins ) i .
UI vCenter Server Extensio ) gy DSCT VMWaErs demc 2 Good PSL node 6.7.0.30000

. Converge To ~ Deployment > [G) veselvmwars.dsme 2 Good Center Sarver with external PSC 67030000 23 minutas

T e

Customer Experience Iim
* Decommission PSC - Support
Upload File 10 Servica R
« Single Sign On
Lsers and Groups
Contiguration
« Certilicatas

cenincate Management

mwa re Confidential | ©2019 VMware, Inc. 42



vSphere 6.7 Update 2

Developer Center
Code Capture

vm  vSphere Client

@ Home
& Shorteuts Developer Center
I} Hosts and Clusters Overview API Explorer Code Capture

(& VMs and Templates

Storage Your session has been recorded
¢ Natworing
Ei Content Libraties Enabe Cods Capture c

[ Globat mventory Lists

[ CLEAR AND START ANOTHER l ‘ copy | I DOWNLOAD e

[ Policles and Profies

1 ode copture
A Auto Deploy 2

4 $_this Get-View -1d 'VirtoalMachine wm-32'
@ vRealize Oparations 5 $_this.ParentVApp

6

7 PowerdH FVM_Task
i Administration 3 S$S_this Get-View -1d 'VirtualMachine-vm.32'
" Update Manager 9 $_this.PowerDf AN _Tosk()

10

11
™ Tasks 12 Erd of |
g Events

v Tags & Custom Attributes

»

Recent Tasks Alarms
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vSphere 6.7 Update 2

Developer Center
API Explorer

vm  vSphere Client

@ Home
& Shorteuts Developer Center
IF¥ Hosts and Clusters Overview APl Explorer  Code Capture

(& VMs and Templates

Storage Selact Enapont upg-dhep-1570-vm-025.cpbu lab Selact AP content Elitor o
¢ Natworing
B Content Libraries > cenfiguration
[ Globat mventory Lists . Borws
[ Policles and Profies 3 library/dem
A Auto Deploy

Developer Center > libracy/Mom/sownioad _session

@ vRealize Oparations

> libtaeyMamy/downicadsessian/ile
io Administration A
i > libraryMem/ile
" Update Manager
> libracyMam/storage
™ Tasks
g Events > lvrary/Memiupdate_sassion
. > library/Memfupdatesession/fie
v Tags & Custom Attributes
> lbrary/subscrad_item
> library/subscriptions
> local_library
> subscribed_tbrary

»

Recent Tasks Alarms
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mwa re Confidential | ©2019 VMware, Inc. 44
LB’



Platform Services Controller
vSphere Client

vm vSphere Client Menu v ) Searct (=" . Ader ator@aV OCAL ~ (o
. o Administration Policies identity Sources Active Directory Domain Login Message Smart Card Authenticatior
PSC Ul now included in o S
vSphere Client
Global Permissions
= Licensing A set of rules and restrictions on the format and expiration of Singie Sign-On user passwords
Configuration Tab Ucanses Password Policy wor
. * Solutions o .
* ldentity Sources R escription
] R 2 X Maximum ffetime Password must be changed every 90 days
Active Directory Domain Deployment
P | . Customer Experience Im Restrict reuse Users cannot reuse any previous 5 passwords
olicies ~ Single Sign On :
Maximum iength 20
L0g| n Banner Users and Groups
Confh ation Minimum length B
Smart Ca rd Conﬂguratlon = Certificates Character requirements Al lpast | special characters
Certificate Management Al least 2 alphabetic characters
Al lgast 1 uppercase characters
H Al lcast 1 lowercase chatacters
Certificate Management AL rATric ChTRCIet.

dentical adjacent characters: 3

»

Recent Tasks Alarms
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vSphere Lifecycle
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Cluster Quickstart

Hyperconverged Cluster Configuration

vm vSphere Client v =
Available in vSphere 0 @ 2 I3 Cluster-O1
Client during new install \ © stovess Ol pbum mmary  Montor  Configure
or upgrade e x =
Cluster quickstart

Multi host add v

Validation

Cluster basics 2. Add hosts 3. Configure cluster

Create, extend, and
remove cluster i NGRS
Cluster and Network
configuration v o 5

vSAN datastore o N

HA / DRS / EVC T : [ avo |

VDS
NTP

Recent Tastks
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Ease to deploy an HCI Cluster

Demo

Cluster Quickstart

®
mwa re Confidential | ©2019 VMware, Inc. 48



vSAN and vSphere Update Manager Integration

Update software and firmware in a single maintenance cycle

3 VSAN-Cluster

Summary Monitor Configure Parmissions Hosts VMs Datastores Networks Updates
vSAN IO Controller /
Firmware Tool now Overview

H Q /A Wi e engine Nneeds 1o downioad hardware weodor's firrmware 1ool Dowrdoad venaar firmware tool
integrated into VUM R = !
Retrieves and updates UPOATE MANAGER HOME I —
firmware for the vSAN
Cluster e

A £ ¢ b £l I [ ended pi $ ESX LNV L40 1B N i atcr
Can use vendor or vSAN Cluster 'VSAN-Cluster Not Compilant.  Groxi

local repositories

Included in system-
managed baselines
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Lifecycle Improvements for vSAN
Demo

Update Manager Firmware Integration

®
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VMware vSphere 6.7 Optimizes Host Reboots

Two different ways to reduce host downtime during updates

Single Reboot Upgrade Quick Boot
» Applies to ESXi 6.5 hosts * Applies to ESXi 6.7 hosts
» Faster upgrades to ESXi 6.7  Faster patching of ESXi 6.7 hosts

Helps customers get to Minimize maintenance time

vSphere 6.7 faster when patching vSphere 6.7

®@
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Quick Boot Demo

WA i 6. 7.0 (VHK 1 Helease Build B169922) Whkare ESXI 6.7 (VK| lease Build B1639%7

Dell Inc. PouwerEdge

Dell Inc. Powerdy

20 CPU B 2

Shutting dosn dowice drivers ...

0 reboot .

8 ermsvelol

vmware

Recent Tasks Alarms v
Task Name ~  Target ~  Status ~ Initiator ~  Start Time .. ~ Completion Time ~
Initiate host reboot El s0712veritical.com v Completed comymwarevecintegrity 04/27/2018, 412113 PM 04/27/2018, 412113 PM

Initiate host reboot D s0713vcritical.com ' Completed comymwarevcintegrity 04/27/2018, 412113 PM 04/27/2018, 41213 PM

Enter maintenance mode El s0712veritical.com v Completed comymwarevecintegrity 04/27/2018, 412113 PM 04/27/2018, 412113 PM

Enter maintenance mode D s0713vcritical.com ' Completed comymwarevcintegrity 04/27/2018, 412113 PM 04/27/2018, 41213 PM

All ¥ More Tasks

Confidential | ©2019 VMware, Inc.
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vSphere 6.7 Update 2

Simplified Workflow

Attach, Check Compliance, Remediate on one screen

Moo Coofigae  Pemsson - - styetores Hrtweeh Updates

o Ak 4 Heat(s) 4 of 4 Hosts aré non-complant & Ready to remegiate
VMwae Taok

1 Sxiymsond 70 sy Compwnce Remedancn Pro-<he D
VM HrOw s

4 twan sertts
e
Attached Baselines and Baseline Groups
Acached Dacst sas o3 lasad b Gras e ’ Stams ’ P ' Ty PERTVE

Ascent Taske
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vSphere 6.7 Update 2

Show Warning if DRS is not Enabled

Remediation Pre-check | vSAN

1 Quster has issues that may provent completion of remediation @

All hasts are ready to remedate ©

st

®@
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vSphere 6.7 Update 2

Expose New Features in Remediation Settings
Disconnect, Removable Devices, Disable Quick Boot

Edit Settings for Host Remediation

®@
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vSphere 6.7 Update 2

View ESXi Image Details

@ wone
update Manageor

* =hortouts

+ » ESximages  Senng
0 szety a0a Oustan —_—
2 YNE vl Termtates " fLerl REw 2 qp -
facrage
¥ Notepwng b aad . Mt et . et - Yeride Peimavway ool " 1 Iy
& Conterd Litvares © tsoeromenaistnuen Viwwwtsnaro aro nese2 Wivtaucd, e Nrtrar 422078, 400 P
B acor mentory un
A e e
& duto Depiey
™ Taks
e o
f¥pas .
o Tage & Custom ANntaiteg
b odad v Yaryon v Veron » Asocyrenes Leve v rewnas lhee » Mre
P i e we artitin ¢ 18, 200 PWt 1 ¥i
0 o a1 Wi ) e ‘ 1 2 =) ME
W00 B meae WUINN B DO M K
. AR Iy um L it 1 e ™ o Ve
nee trse g ariilie ‘ B '
AT 291X, W an TAlp. .~ e i
» o0t 8 3 ‘ 4 wor mesez: N it /22010, 8 00 P cAaAyrp
\ TIeQar [riy - ' >3 Wwuw Attt ‘ 300 Pt 2
Ol ' © " ol m« . -~ Js
t 4 OOy 2 il 4213010, 8 00 P s el
1 Torw 0.1 i NN “atttte 4 300 B 04T
o9

Ascent Taske
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vSphere 6.7 Update 2

vSAN — Add Option to Skip Health Check

Remediate | vSAN with 3 baselines/groups

hoat! wrawane emo 57 (0 Sageay 0 (0 Sage)
ot S airrwers dierin 700 Sy 0 (0 g
OS2 VITware Qe §7 (0 Stacen) 040 Sxacem

hoet A vrravare e A770 SEages) 0 (0 Seagmay

VM Cowel sty
LUy b (0g MATEREOLe IMA0e © Saoe OF Fal

PRE BOUE0 ML

VM My alon

Ot Oach Emavaos woss aus oed

Gk Book

CHoos POt heatn st |nator odion
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Allow Remediation of Multiple Baselines

B Datacerte
{vsan

DOSH VI E0 00D

a0 11 Lpchie

3 Vvt ke YItuare 161

7 Dosta Viriwa o om0 VM Harchyars

WTE MANA

Ascent Taske

vmware
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Altached Baselines ardd Baseline Groups
ATTALM AGE REMEQIATE
Aol Daent vas 01 lasas be Grai e

CADCH Host Fatones (Freawitred)
OO CNDCH MGE FalChes (FYsdetined)

VEAN Cumter VEAN

Updales

4 of 4 Hosts are nor-compiant

st Compnce
§  heweoncomrtnt taseaies
0 hwwarhrew e

EOK OO WS A NCE recked 42 32000 0D

Sty
Moo comprant
T comprunt

Hn compant

Ready to remediate

Remedanca fro-che

v
Poeaelned
Preastned

Proccmmen aton

)

e
7 mnuee as0
ZF mannes a0

15 houes ace

vSphere 6.7 Update 2



vSphere 6.7 Update 2

Allow Attach of Multiple Baselines

Attach | vSAN

8 e
G wrrCntice wnst Pricies (redetned)
B Onzeroa Caenes (vedetnda)
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Host Profiles Web Client Interface (HTML5)

Initial release of Host Profiles Ul offers basic capabilities

Minimum Viable Product (MVP) for Host Profiles
* Focused around base operational tasks

Primary capabilities in this release
 Create/update profiles from a host
 Edit host customizations
* Check compliance
* Remediate

* Fully Supported in vSphere 6.7 Update 1 vSphere Client

mwa reO Confidential | ©2019 VMware, Inc.

Actions - esxi67-nas

€ Check Host Profile Compliance

iy Copy Settings { [{5 Extract Host Profile...

#7 Duplicate Host| 25 At
{4 Export Host Pr¢ [#5 Change Host Profile...

S Remediats ¢h Remediate...

W

@ Edit Host Custc [ig Detach Host Profile

X Delete &5 Check Host Profile Compliance

Reset Host Customizations

@38 Export Host Customizations...

@9 Edit Host Customizations...

60




Host Profiles
Scheduled Compliance Check

Schedule New Tasks (Check Complance)
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Host Profiles
Copy Specific Settings
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VMware Tools 10.3.10 Release

Driver updates
« vmxnet3 driver available through Windows Update for Windows Server 2016
« WDDM driver security fix
* Open Source components glib, openssl and libxml|2 receive upgrades

VMware Tools 10.3.10 freezes TAR tools for legacy Linux

* No further development for these platforms, all dev efforts to open-vm-tools
— Includes support for legacy kernels
— RHEL 6.x is supported by Red Hat through November 2020
— Over 50% of our RHEL customers run this version
— 10.3.10 includes security fixes backported into TAR/OSP

vSphere 6.7 Update 2 ships with VMware Tools 10.3.5
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Virtual Hardware Compatibility Level
VM Hardware

vSphere 6.7 brings forth VM hardware version 14

Primarily HW 14 adds support for security and application technologies:
* VBS, vTPM, viOMMU

 VPMEM, updates to vVRDMA and vNVMe,
* per-VM EVC

Most resource maximums, such as VRAM and vCPUs stay the same
* Maximum virtual disks increased

- 60 = 256

Select a defauit virtual machine compatibility:
* New CPU enablement

Compatible with: | ESXi 6.7 and later — O

Virtual machines using hardware version 14 provide the best performance and
latest features available in ESXi 6.7.

vmware
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Superior Performance: vSphere 6.7 versus 6.5

2X

3X Reduction in memory usage

3X Faster DRS-related operations (e.g.
Power-On VM latency)

(All metrics compared at cluster scale
limits)

vSphere 6.5 vSphere 6.7

vCenter Server Operations Per Second

®
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vSphere 6.7 API, CLI and SDKs

7S




vSphere RESTful APIs
Newly Added APlIs

«  Appliance API « vCenter « CIS
« Backup Job Scheduling « New Deployment Methods « Batch Activity Support
« Restore Job Creation « Compute Policies and » Task Management
Granular Service Control Capabilities
« New Update Workflows - Storage Policies
—  Policy Handling VM Cloning Tasks . Content Library
- Staging *  vMotion Support «  Configuration Tasks
- Installation « List Guest Customization . Item Lifecycle Management
« Service Management Specifications
* Local Account Configuration VM Tools Management
* Improved Tag Handling
VIMWAlIE  ricential | 02019 vmmare, nc &



VMware PowerCLI

Installable from the PowerShell Gallery

Now Supports PowerShell Core 6.0.1
 MacOS
* Linux

y> Install-Module -Name VMware.PowerCLI -Scope CurrentUser
ddy> Get-Module VMware.® i i

Deprecated Cmdlets
« Get/Set-VMGuestNetworkInterface
« Get/New/Remove-VMGuestRoute

Community Sourced Corrections

omation.Cis.Core {Connect-

Default certificate behavior is to DENY cript  10.0.0.... VMware nation.Cloud ‘
e Install Trusted Certificates

» Set-PowerCLIConfiguration —InvalidCertificateAction
Ignore

VmWare Confidential | ©2019 VMware, Inc.



VMware Datacenter CLI (DCLI)

Accessible via: root@hoton-FgMoCqkY2 [ ~/vmware-dcli J]# ./dcli.sh
Welcome to VMware Datacenter CLI (DCLI)
« Windows, Linux, Mac OS
« VCSA shell usage: <namespaces> <command>
« Windows vCenter Server Cmd Prompt To auto-complete and browse DCLI namespaces:  <TAB>
If you need more help for a command: vcenter vm get --help
Interactive Shell Mode If you need more help for a namespace: vcenter vm --help
For detailed information on DCLI usage visit: http://vmware.com/go/dcli
» Supports Tab Completion dcli> vm list
» Saves History Across Sessions | == =oen Uittt Jimmis o = et S | ===mmom e
IName |PowerState |CpuCount|MemorySizeMiB|
pEEm— et S e B e S |rsssinmrmmszasns | [N |
Supported Output Formats |vm-117 | photon@1 | POWERED_OFF | 1 |
. Ci |vm-119 | AppVM |POWERED_OFF |1 I
Simple | vm-120 | DBVM | PONERED_OFF | 1 |
+ Table |vm-123 | £3680d62-b912-4909-b8@e-ce9b71545¢6 | PONERED_OFF | 1 |
« JSON | === et e T |mmmmr e m e e ——- |rmenccerenana" l
dcli> system
. XML “Version
« HTML storage

uptime
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vSphere Automation SDKs
Open-Sourced SDKs Available on GitHub

VMware maintained

- | e SHERE o
Get Up & runnlng |n IeSS than 5 mInUtesl AL Software Development Kits for accessing vSphere’s Automation endpoint APIs
Contritnaeny ) Fork vSphere Automation SDKs in
SDKs for managing vSphere REST API cr 5 LT i BN B3 I3
and VMware Cloud on AWS
Overview
Available in la nguages such as: e e A o e g SR A
* REST * Perl ol '
e Python  NET
Getting the SDKs
* Java * Ruby

SEADVE Mzt 1) the (oot 1okeer of Ihe Mo $0 Be Ul ANE 1rmeg n et

Full of Samples

Community Contributions Welcome

mwa reC Confidential | ©2019 VMware, Inc.

70



Comprehensive Built-in
Security
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Data Center Reality Check

You must secure everything

_@_ How do | prevent unauthorized
</

access?

How do | ensure my
o infrastructure is locked

down?

=1 How do | make sure my company’s
_O_ data is not breached?

mwa reo Confidential | ©2019 VMware, Inc.

APP
[i] [i]

How do | make sure my
applications are protected?

How do | securely migrate
my applications to a hybrid
cloud platform?

72




How to Secure Your Data Center with vSphere & vSphere Platinum
Access > Infrastructure > Data > Applications > Migration

SECURE ACCESS SECURE DATA SECURE MIGRATION

* Audit quality logging * VM encryption VMware HCX

* vSphere vCenter Hybrid Linked
Mode

* VMware Cloud on AWS

* Encrypted vMotion

SECURE
INFRASTRUCTURE

SECURE
APPLICATION

D * VMware AppDefense
e Support for TPM 2.0 vy
e Virtual TPM 2.0

Secure boot

* Support for VBS

vSphere 6.7

®@
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Secure Access
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Answer the Who, What, When and How
With Actionable Logging

Understand WHO changed something

Get a clear representation of WHAT was
changed

d Table Event Types Event Trends

2016-08-12T16:37:49.586202+00:00 mgt-vc~-01 vpxd 3546 - - [46197] [1-1] [2016-08-12T.
_ Fr()n1 [vim.event.VmReconfiguredEvent] [info] [VSPHERE.LOCAL\Administratoxr] [Datacenter] [
esxi-vsan-2.labl.local in Datacenter,

- To

Modified:

config.changeVersion: "2016-08-12T16€:37:42.7008Z" -> "2016-08-12T16:37:45.9787412Z";

 Provides down-stream Syslog/SIEM
solutions with more ACTIONABLE DATA

config.hardware.device (4001) .deviceInfo.summary: "PCI-vSwitch" -> "Non-PCIi-vSwitch"

config.hardware.device (4001) .backing.deviceName: "PCI-vSwitch" -> "Non-PCI-vSwitch"™

« Allows for more FOCUSED REMEDIATION g sy
AND RESPONSE source event_type hestname appname procid msgid
to events

®
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vSphere 6.7 Update 2

SSO Domain

Success Audit Events

[ (4 2 7 upg-dhcp-1570-vm-025.cpbu.lab | acrions .

(? vpg-ohep1570.4m-025.cp Summary Monitor Configure Parmissiony Datacenters Haosts & Custers VMs Datastores Networks Linked vCenter Server Systemns Extensiony Updates
LH New York
) CustecOt ¥ Issues and Alarms « » Noxt
[ 1017318419 All ssues Desesiption Type Date Timo § Task
[ 10173.184.20 Triggered Alarms 3| User Scul@t2 Z0.0) logged out flogin time Thursday. March 21, 2014 Y3915 PM U1 C number of AM imnvocation O Informaticn QIO LN
] 10173184 22 v Tasks and Events 2] User VSPHERE LOCAL \machinge-940%e3al-Batc.4bSh-9dd 2 420200658hea 01270 01 logged aut fogin tima © Information Q32V2018, 1222
G APP T J 3] Successtid login adminisirator@vsphens Jocal from 1016112 224 at 03/2V2019 17.2642 UTC In 550 | O Information 031212019, 12:29
& D8 Events ¥ —-_\_.-.:-'.;._F_i:i;;f:"‘- O(_'I_\ .T.-‘_Vv:r--.::;l;;'m_‘\R’-&S‘J-'_—4:»%!;-‘%«1{1?;;’(UI.C(")?—E—I-:F. 20127001 ogoed in as :7_‘;-'._1nmr O Inormation Q32V20, 12:29
£ WIn2012r2-1emplate Sessions &1 Usar VSPHERE LOCAL Wimdt-extubalon-S40Te3af-BiiSc-4b5b-0dd 24 26260698bea 01270.01 kgt aut fogin O Information 037217209, 12:28
(7 upg-dhep-1570ym-026.cp Securtty &1 User VSPHERE LOCAL \wind-extensian-9401e 3af- BoSe-4b56-9dd2 4 2d260698beae1270.01 logged i as VM @ Information 03/29/2019, 12:28
[l Houston Hoalth
) CusterO? 100 lhpers
Date Time: 03/2V2019, 122920 PM Type: Information
User: administratorgvsphere jocal
Description:

V2019, 12:29:20 PM  Successiul login admir

2| 03/2

atorfrvsphere local from 1018 12.224 st O

W

Reilated events:

There are no related avents

Recent Tasks Alarms

»
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SSO Domain

Failure Audit Events

e Client

vSphere 6.7 Update 2

0o @

(P vpg-ohep1570.4m-025 cp
LH New York
) Custe:O?
[ 1017318419
£l 10173184.20
£] 10173184 22
PP

@

STl

o >

a8

£ WIn2012r2-template
v (P vpa-dhep1570.ym-026.cp
LN Houston
[} Custer0t

Recent Tasks Alarms

vmware

Confidential |

7 upg-dhcp-1570-vm-025.cpbu.lab | acrions .

Summary Monitor

w Issues and Alarms
All lssues
Tricgered Alarms

« Tasks and Events
Tasks
Events

Sessions
Security

Hoaith

©2019 VMware, Inc.

Configure

Parmissiony Datacenters Hosts & Ousters VMs Datastores
< P Noxt
Description

2| Usar VSPHERE LOCALVmaching-3401e 3al-805¢-4b50-9dd2 4 20200698beaD1270.01 kagged o

3] Saccessful login administrator@vaphere Jocal from 1016 112.224 &t 03/2V201 17.54.06 UTCIn S

Networks

& Falled login administrator@vsphere local from 096 512.224 at 0322019 17,6346 UTC in SSO
3] Foied login

from 1036112 224 st 037212019 17.53.:27 UTC in SSO

3] Fodad login from $036.912.224 at 03202019 25321 UTC In S50

3] Logout event by Admmistrator GVSPHERE LOCAL fram Y0I6.312.224 at Q3/2V2018 172.5313 UTC
3| Successhdl login administrator@vephera local from KIS 12,224 at 03/202019 175256 UTC n S

&1 Logout event by Admnistrator@VSPHERE LOCAL from Y036112.224 at 02/2V2019 175240 UTC

s LUROWEDE » VAL lmasbismas DAMATIM GE o A0EN DD AR NEOTW o« SANYTOANNY Lnmmie -
Date Time: 03/2V2019, 12.54:20 PM Type:
User: administrator@vaphere local
Description:

eooCeCe L CESC

Linked vCenter Server Systems

Date Time |
03/21/20, 12:54:20 PM
03/2v2019, 12:5420 PM
03/21/2019, 12:54.20 PM
QX2W20%3, 12,5420 PM
032209, 12,5420 PM
0327209, 12.54,.20 PM
03/2020%9, 12:564.20 M
0372720, 12:54.20 PM

OO ANEAD D i

nformation

@] 03/2V2019,12.5420 PM Falled login administratorivsphere Jocal fram 10.16.112.224 at O/21V201917:53:46 UTC n SSO

Related events:

There are no related ovents

Ta

Extensions

VSP
aim
hick

hick

Adm
Bam
Adm

weo

Updates

com
con...
com
com
com
com

com

100 e

»
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Secure Infrastructure
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Hypervisor Assurance — Digital Code Signing
Secure Boot for ESXi

* Cryptographic ASSURANCE of ESXi

- Vendor UEFI Firmware validates the Boot aregemet.apps ok, deul, stz)
Loader

. Drivars and modulas
- Boot Loader validates the Kernel

- Kernel validates the OS components ESXi base system
- All via digital certificates and code signing

secure boot VIB verifiar

* When enabled, unsigned code WILL NOT
LOAD Yidkemel

* When enabled, unsigned code is UNABLE TO bootioader
BE INSTALLED

LUEF! firmware

®
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Hypervisor Assurance — Remote Attestation
TPM for ESXi

« Uses TPM to store a MEASUREMENT of the

boot process
[J vsanCluster | actions~

¢ Conﬁrms that SECURE BOOT Summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates
“did its job”

Issues and Alarms

Performance

»
»
i 1t asks and Even Neme 7 Attestation T v Last verified
* Provides additional ASSURANCE b Tasks and Events
» vSphere DRS B esw-117 Passed 05/11/2018, 5:04 PM
: . . b vphera A B esxng Passed 05/16/2018, 11:00 AM
* Provides REPORTING on attestation in the b Resource Allocation p—— e —
Utilization
VSphere Client Storage Overview [ esxi120 05/16/2018, 5:54 PM

Security

» vCenter COMPARES TPM stored
measurements with running system to
validate boot process

®@
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Security Without Compromise

Virtual TPM 2.0

« Does NOT require a Hardware TPM

* Requires VIV ENCRYPTION and KEY

MANAGEMENT SERVER

* ROOT OF TRUST is in the KMS

* Supported NATIVELY in Windows 10+ and

Windows Server 2016+

* NO IMPACT to vMotion, DRS or HA

» Disaster Recovery FRIENDLY

vmware

Confidential | ©2019 VMware, Inc.

Edit Settings = windows2016

Virtual Hardware VM Options

> CPU
> Memory
> Hard disk 1

> SCSI controller O

> Network adapter 1

> CD/DVD drive 1

> USB xHCI controller

> Video card

VMCI device

2 v
4 AGB
40 GB

LSI Logic SAS

VM Network ~

Client Device

USB 3.0

Specify custom settings v

¥ Con

[ ADD NEW DEVICE ]

CD/DVD Drive
Host USB Device
Hard Disk

RDM Disk
Existing Hard Disk
Network Adapter
SCSI Controller
USB Controller
SATA Controller
NVDIMM

NVMe Controller
Trusted Platform Module

w‘ -

Device on the virtual machine PCl bus that provides support for the

81




Support for Windows 10+ / Windows 2016+ Security Features
Virtualization Based Security (VBS) supporting Credential Guard on vSphere

Simple “ONE CLICK” enablement! :
Windows
« Nested Virtualization VBS Enabled
« [OMMU
* EFI Firmware
e Secure Boot

Sets all necessary VIRTUAL HARDWARE settings

VM is ready for ENABLEMIENT OF VBS in the Guest OS

New Virtual Machine

v 1Select a creation type Select a guest OS

v 2 Select a name and folder Choose the guest OS that will be installed on the virtual machine

6 Select a guest OS Guest OS Family: [Wﬁr?dbws v i

7 Customize hardware

v 3 Select a compute resource

¥ Aol iterge Identifying the guest operating system here allows the wizard to provide the appropriate ESX| ena b|ed VvITPM — Not ma pped to phyS|Ca| TPM
— defaults for the operating system installation

v 5 Select compatibility

8 Ready to complete

N_/Enable Windows Virtualization Based Security €@

mwa reo Confidential | ©2019 VMware, Inc.

Suesls erdion [T S = & Server Hardware with Physical TPM 2.0

Credential Guard
& HVCI
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Secure Data
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Encryption at Rest Without the Complexity

With Virtual Machine Encryption

« Hypervisor ENCRYPTS VM home files & VMDKs

* GQuest OS AGNOSTIC

- Does not require in-guest OS support

* Requires a KMIP Key Management Server infrastructure
- Listin the HCL

+ Frees you from SEDs and specialized storage, use what you
have right now

« EASY TO MANAGE via Ul or PowerCLI
* Reports via PowerCLI with ONE LINE OF CODE!

- Additional vCenter Permissions to help PREVENT
EXFILTRATION

mwa re® Confidential | ©2019 VMware, Inc.

Edit VM Storage Policies  winto

VM storage policy: | Datastore Default v |
Datastore Default

VVol No Requirements Policy
VM Encryption Policy ,

Name vSAN Default Storage Policy Disk Size

>  Em VMhome

> & Hard disk 1 32 GB
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Encryption of Data in Flight
With Encrypted vMotion

« Encrypts viVlotion Traffic Edit Settings =~ w0

Virtual Hardware VM Options

* Encryption done using an General Options VM Name: Wint0
AES256-bit key and 64-bit Nonce generated VMware Remote Console Options Lock the guedt operaling system when the lest remole user
by vCenter
Encryption Expand for encryption settings
* One time only use key. Encrypt VM Datastore Detau
NOT PERSISTED Encrypted vMotion Opportunistic + @0

Power management

* SIMPLE to enable via Ul or PowerCLI ok Disabled

Do not use encrypted yMotion, even If avallable

Boot Options Opportunistic
+ NO network configuration required Use encrypted vMotion If source and destination
Advanced hosts support i1, fall back to unencrypted
vMotion otherwise. This 1s the defaull aption
Fibre Channel NPIV
Required

Allow only encrypted vMotion. If the source or
destination host does not support vMotion

encryption, do not allow the vMotion to occur

®
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Secure Application
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Introducing vSphere Platinum

The Efficient and Secure Platform for Your Hybrid Cloud

Solution

vSphere 6.7

VMware
AppDefense

Credits for
VMware Cloud on AWS

mwa re® Confidential | ©2019 VMware, Inc.

Highlights

Secures

Infra and apps leveraging the hypervisor and the power
of machine learning

Built-in
Operationally simple, with minimal overhead or impact
on performance

Focus on the ‘Known Good’ State
apps run as they should

Path to the Hybrid Cloud
S10k credits for VMware Cloud on AWS
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vSphere Platinum Comprehensive Built-in Security

Across the Entire IT Environment

Understand application and VM Focus on detection and response * Reduce cyber risk with least
behavior to anomalous behavior in the data privilege
Visualize connected application center Fill a critical gap on the endpoint

components Orchestrate threat response by focusing on application-level
Quickly recognize anomalies behavior that attackers often use

“The right response at the right
“Know what’s good, so you can time”

detect what’s bad”

“Heart of a secure SDDC”

Embed threat detection and response into the virtualization layer

®
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AppDefense Embeds Visibility and Classification into vCenter
vSphere Platinum Plugin delivers key AppD information to the vAdmin

VISIBILITY & CONTEXT (for Cyber Hygiene)

Empowers VI Admins to deliver Secure VMs for data
center applications

COLLABORATION

Enables VI Admins to collaborate easily with security, - 1. Risk Reporting for
. , , Cyber Hygiene

compliance and app teams

SECURITY INFRA ADMINISTRATION
Simplifies lifecycle management of the security
infrastructure with low operational burden

Uncleared Alarms
2. Alarm status of each VM T P S Ty | RS X T e
creating a communication A MbSeves  ORwestewrs coes  TESTROOTI  Ouboud Comech  Mew St An26 20T R4S Act tseie Appoics
Channel between . . A Wt Borver DR W Sanver COMEVM v TESTROOT OutDoana Connect! o PTOCENS MR, 241

infrastructure and security
teams
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vSphere 6.7 Update 2

AppDefense Updates
Built-in VM Security gets Simplified Operations and Enhanced Visibility

Q@ ©

New Scope Level Adaptive Allowed Monitoring and Event  Application Health
Dashboard Behavior Classification Monitorini
[ Real-time snapshot of your [] Reduce alerts by ] AppDefense Verification [J New counters show how many
application health automatically adapting to Engine now alerts as three allowed behaviors and
. . security events that have severities: Serious, Minor, and connections are protected and
validation checks performe the AppDefense Verification overhead by focusing on
Engine. critical responses

®
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Testdrive vSphere Platinum Now!
http://www.vmware.com/go/testdriveplatinum

Empower Digital Workspace Accelerate Cloud Journey Transform Networking and Security

Dynamic IT Environments Demand Heightened Security

Ready to Use Experiences
Get started exploring VMware products right away on a completely set-up and integrated environment

) VMware vSphere Platinum delivers advanced security capabllities fully integrated into the
vmware world's leading hypervisor for complete data center protection. It combines vSphere and

VMware AppDefense in a purpose-built, operationally simple solution with minimal

vSphere Platinum
overhead and performance impact.

TestDrive Walkthroughs

Introduction to vSphere Platinum with AppDefense &

mwa re® Confidential | ©2019 VMware, Inc.

LAUNCH

via Workspace ONE

Credentials

Username: dstamen

Password:

My Products

Empower Digital Workspace
Accelerate Cloud Journey

Transform Networking and
Security

Help & Support

Walkthroughs
Videos
Hands-on Labs

Contact us



http://www.vmware.com/go/testdriveplatinum

Secure Migration
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Securing the Hybrid Cloud Experience

VMware HCX enables EASY migration to VMware Cloud on AWS with vCenter
Hybrid Linked Mode

+ SIMPLE to configure O p——
m (=) @ i 2 ’VM ACTIONG -
S Guest OF .
. (P sc2.rdops ymOEe-¢ rn-lor Configure Pormissions Datastores Natworks
 RIGHT-CLICK AND MIGRATE, just ] e B o
. . P Computisilty:  £5%) 6.5 and liter (VM version 13) O ownz
like a normal vMotion e L T o s e e s
[l SODC-Datacent Tone DS Name
v I3 Cster Faull Toleranca > — :L::w'“.- 10161 228 151 = | g e B
- NO VIRTUAL MACHINE e S o
£ esx:2 cdcq Tomoiota .
[l esx-3coc ~
RECONFIGRATION necessary 0 eocacae] _ Comeety : ol |
[] esxScde- G vdit Settngs Bt Notes
@ Computed Move I fokdae. 3]
& Mgmt-Rew Custom Attributes ~

[ 10wz m
Rename.. -

|
|
NO SWITCHING between VM o @ Vi e o
|
|

3 dastastoret
& 9
a

=~

Tngs & Custom Atrributes »

formats SR

Romove from Inventory

Recent Tasks Atal Owwte from Dak

mwa re® Confidential | ©2019 VMware, Inc.
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Universal Application
Platform
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vMotion for NVIDIA GRID vGPU Powered VMs

L '
Gluvm GUUvm |

— —

|
|
|
|

©

% vSphere 6.7 U1l
: Suspend &

ot Shared Resources NVIDIA GRID™
V ere
: i)
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Feature Support for vGPU

Features vSphere 6.7 vSphere 6.7 U1l
Suspend and resume Supported Supported
Disk-only snapshot Supported Supported
Clone Supported Supported
Powered off migration Supported Supported
Memory snapshot and quiescing Not supported Supported
vSphere vMotion Not supported Supported
vSphere Storage vMotion Not supported Supported
Hot-Add of virtual devices Not supported Supported
VIMWAIE' o | crosumar. e :



Persistent Memory (PMEM)

Convergence of Memory and Storage

New tier of storage aimed at Enterprise Applications
Lower cost than DRAM / Higher performance than SSD
Byte Addressable

Average latency of less than 0.5 microseconds

Lower power consumption than DRAM PMEM

Flash SSD

Magnetic HDD
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Instant Clone

e Single API call
e Clone independent of the source VM
* vMotion/HA/DRS support

Rebootless Performance

Instant Clone helps deploy Helps move to a new paradigm of Customers are already using Instant
hundreds of VMs instantly without “Just-in-time” provisioning with 30x Clone fling today to deploy 700+
needing to reboot while preserving improvement for time taken to fork VMs daily in their production CI-CD
the VM state a clone environment to achieve their

DevOps goals

®
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More Performance for More Applications

Support for 40 & 100 Gb Ethernet and RDMA
* Enables more network-hungry applications & distributed computing

VM Compatibility version 15

* Provides support for up to 256 vCPU
— Will only be supported on vSphere 6.7U2
— Customer driven, targeted at SAP HANA and other compute intensive workloads
— No change to other guest maximums

ETOHANA

mwa re® Confidential | ©2019 VMware, Inc.
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Seamless Hybrid Cloud
Experience
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Hybrid Linked Mode

Single Management View

Single management view i Yenere TR | ey e

across VMware Cloud on 0 @ B8 92 @ vcenter.sddc-52-35-57-20.vmc.vmware.com

AWS and on-premises R R Linked v

datacenter o —_—
Y

Supports both embedded or e =

external deployments on- A0 3

premises s NI

Maintains separate o

permissions between Cloud RIS

SDDC and on-premises {3 vesa-tmem-03 cobu

datacenter

Enable and disable linking
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Workload Mobility

Cross-vCenter Mixed Version Provisioning

Requirements [ \ o Across long distances { \
\\1]) \\1/)

* 150 ms RTT
150 ms RTT

* VM Compatibility v9

Across different vCenter versions
vmiivmiivmiivm vmiivmijivmiivm
vmiivmiivmiivm Bi-directional vmiljivmiivmiivm
;I
6 Across L3 / vSwitches ¢ 5
ol[e___1i]

Transit vMotion data is encrypted

Across Clouds Software Defined
Data Center

On-premises Datacenter AWS Global Infrastructure
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Per-VM Enhanced vMotion Compatibility

Allows granularity of enabling EVC
for particular VMs rather than a Change EVC Mode
cluster of hosts Select EVC Mode

Improving the mobility of a VM
beyond a cluster including to S escriiiibn
VMware Cloud on AWS.
Persisting EVC mode across:

* Cluster

» Data Center

* vCenter Server aRER Y

Compatibility
Persists through a power cycle (Hardware)
v.14
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BREAK
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Pre-Upgrade Considerations
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vSphere Lifecycle Information

KB 66977 — EOL vSphere 6.0

VMware Lifecycle Product Matrix

March 12, 2020

vmware.com/go/lifecycle

- -
VMware Lifecycle Product Matrix
End of General Support for vSphere 6.0 (66977)
Supported Products, as of july 15, 2019
= ¢ Dates highlighted in indicate a proeduct version is within 6 months of End of General Support or End of Technical Guidance.
LA UROMRa WTVRON  CMe0ones FrONTEnOns
Dates highlighted in indicate a product version has gone past its End of General Support.
v Pur
T :jn-posi Irformae the Fnd Gf Generst Sepeort for vEphers 1l D, weich mchucms ySohere M Wvor §5X1 .0 and vCentee Satver 6.0 GENERAL B o ENCIOE LIFECYCLE END OF NOT!
N AT Do . 0N on the ‘) = \ o .y e Hyperviser §5X0 L v Al FRODucr REI.E&SE Av‘lus GB‘RAL 7m~u" “v"ua' ES
Resolution SUPPORT GUIDANCE =
v u
Tha Ena o Genersl Suppon S vSahore 6.0 13 Marcn 12, 2020, To mantain your ful level of Support and SUDSCrption Services, VNWINe recommends upgradng 10 vSpnare 8.5 of AirWatch Console 9.3 2018/0314 2019/09/14 NA EDP N
vepnare 6.7 Viviware nas estenced the geneeal support for vSprare 6.5 to 2 Nl five ypears trom dece of releate, which Means the gore support for vSphere 6.5 wil eng on o
Novamcar 15, 2021 Tha End of Genersl support for viahece 6.7 wit 3iso be 00 Novermber 15, 2021 For more informasion on the Secatits of UDErading and how to UpGrade, wiit the App Volumes 2.12 2016/12/08 2018/12/06 2019/12/06 EDP A.B
GRS S LR Vaw App Volumes 2.13 201771019 2019/10119 2020/10/19 EDP A8
¥ you wokd e assatance in moveg 10 8 cever varson of vichers VMwans's vishers Upgrade Servios & svalabie. Tha servcs delvers o r arse Gude 1oL your App Volumes 2.14 2018/05/29 2020/05/29 2021/05/29 EDP A.B
VWiusl infraalructiss i NCLOES COMMEndeton for planning and leslng the cograde, e aclul wpgrade el and refback gures For more
nfonmation, Comact your Techsl ACCOUNT MAnEger o wisit vivware INOfessicnsl Services 00 YMwain Corsuting EvQugunm et App Volumes 2.15 2018/12/13 2020/12/13 2021/12/13 EDP
Tecrnaal Guaance 1o vSpnere 6.0 s avalatde winth March 12 2022 prmat by (ougn the seit-help porssl Durng she Techncdl Guaance ghase, VMware 00es not offer new App Volumes 2.16 2019/03/14 202110314 2022/03/14 EoP
harawnre support, server/Chent/gues: OF Updates, mew security Desches O tug Txes uvess osherwise roted For mom informaton, vist Yitware L fecycls Sooport Prases AppDefense Plugin 2.0 for Platinum Edition 2018/10/31 2019/10/31 NA N-2
v Related Information AppDefense Plugin 2.1 for Platinum Edition 2019/02/19 2020/02/19 NA N-2
o VMware e Ui G AppDefense Plugin 2.2 for Platinum Edition 2019/05/21 2020/05/21 NA N
o VMware Lilacycis # Mavia
o Profestosg Servces uTieg Nevusy Cloud Provider Pod 1,0 2018/10/18 2020/10/18 NA EAP
o VMW 1
o Vv Essentials PKS 1.13.4 2019/04/02 2020/04/01 NA N:2
AN St ESXi5.5 2013/09/19 2018/09/19 2020/09/19 EF A.B
ESXi 6. 201 12 10311 /03/1
¥ REQUESI a Product Feature SXi 6.0 015/03/ 2020/03/12 2022/03/12
To reguest & new Droduct teetuee G 10 Drovice eedDeck on & VMWW Deoduct, clense vist the SBegues! » P! Festuim page ESXi 6.5 and 6.7 2016/11/15 20291/15 2023/11/15 £ A.B
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vSphere 6.7 Upgrade Paths

Source
vSphere 6.0 (any)
vSphere 6.0 u3j
vSphere 6.5 -6.5 Ulg

vSphere 6.5 U2
vSphere 6.5 - 6.5 U2c

vSphere 6.5 U2d/e/f
vSphere 6.5 U2d/e/f
vSphere 6.5 U3

vSphere 6.5 U3

Destination
vSphere 6.7 (any)
vSphere 6.5 or 6.7 (any)
vSphere 6.7 (any)
vSphere 6.7

vSphere 6.7 U1l or greater
vSphere 6.7 - 6.7 Ulb

vSphere 6.7 U2 or greater
vSphere 6.7 — 6.7 U2c

vSphere 6.7 U3

Upgrade Path
Supported
Not Supported
Supported
Not Supported

Supported
Not Supported

Supported
Not Supported

Supported

* Always consult the release notes prior to patching or upgrading *
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KB 67077

vSphere Back-in-Time Upgrade Restriction

vSphere 6.7 GA Update 1 Update 2 Update 3

471718 10/16/18 4/1/19 8/20/19

vSphere 6.5 GA Update 1 Update 2 Update 3

11/15/2016 7/27/17 5/3/18 7/2/19

®
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Product Release Notes
VMware vCenter Server 6.7 Update 1b Release Notes

[ Last Updated 0118/2019

vCenter Server 6.7 Upcate 1 | JAN 17 2019 1 1SO Buld 726888

ner Server Appliance 6.7 Update Ib | JAN 17 2019 | Bulla 726688

Check for adatons and Updates to these release notes.

What's in the Release Notes

The release notes cover the faliowing lopics:
e What's New
o Ealller Refeases of vCenter Server 6.7
o LUpgrade Notes for This Reloase
¢ Patches Contained in this Release
o Resolved Issues

o Known lsues ltom Earter Releases

What's New

The vCanter Server 6.7 Update 10 release addresses issues documented In the Resaived Issues section

Earlier Releases of vCenter Server 6.7

Feawres and known issues of vCenter Server are described n the release notes for each release Release notes for eamer releases of vCenter Server 6.7 are

o VMware vCentar Server 6,7 Upcate ! Ralease Notes
o VMware vCenter Sefver 6.7.00 Rejease Notes
o VMware yCenter Server 6.7 Oc Release Notes
o VMware vCenter Server 6.7.00 Release Notes
o VMware vCenter Server 6.7 0a Release Notes

o VMware viphere 6.7 Release Notes

For nternationadzation, compatbiity, mstaliation and upgrades, open source Components and product suUpPort notices see the VMwara vSphare 6.7 Release Notes

Upgrade Notes for This Release

IMPORTANT. Upgrade and migration patns from vCenter Sesver 8.5 Upcate 2d and vlenter Server 6.5 Update 2e to vCanter Sedver 67 Update 1b are not suppored

®
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vSphere Back-in-time release upgrade restriction

vmware

Confidential

vSphere Back-in-time release upgrade
restriction (67077)

Last Updated: 4/15/2019 Categories: Troubleshooting

vSymptoms

« Upgrade to a vSphere version that is released prior to your current installation is not supported.
« Back-in-time release: A patch or update release that is backdated with reference to the release you are
planning to upgrade from,

E.g. your current installation is vSphere 6.5 u2d (released on 29-Nov-2018) and you plan to upgrade to vSphere
6.7ul (released on 16-0c¢t-2018). vSphere 6.7ul is considered back-in-time release with reference to vSphere
6.5u2d.

« Upgrade from vSphere 6.5u2d to vSphere 6.7ul is not supported due to the back-in-time nature of vSphere
6.7ul. vSphere 6.5u2d contains code and security fixes that are not in vSphere 6.7ul and might cause
regression.

vPurpose
This article provides information on the concept of "back-in-time" upgrade scenarios. Back-in-time upgrades are not
supported by VMware.

vResolution
A back-in-time scenario is defined as an upgrade path that would result in the deliberate regression of code and
security fixes.

Example.

1. The current installation is vSphere 6.5 u2d (released on 29-Nov-2018).
2. The planned upgrade path is to vSphere 6.7ul (released on 16-Oct-2018).
3. vSphere 6.7ul is therefore considered a back-in-time release with reference to vSphere 6.5u2d.

Due to recent out-of-band patching for PhotonOS, there are versions of vCenter Server with a release date that
appear to make them supported upgrade paths, but would still create a regression of code. These are detailed
below.

vCenter Server Appliance 6.5 U2d > vCenter Server Appliance 6.7 Ula
vCenter Server Appliance 6.5 U2d > vCenter Server Appliance 6.7 Ulb

Note: Always reference the vSphere Release Notes for considerations when planning an upgrade to a vSphere
environment,

| ©2019 VMware, Inc.

Related Resources

0 KB « Estimating the time for migration

of vCenter Server 5.5 or 6.0 to
vCenter Server Appliance 6.5
2147711)

0 KB « Emaiis are not sent from vCenter

Server Appliance 6.5 or 6.7 after an

Alert/Event s triggered. (54375)

0 KB « increasing the disk space for the

VMware vCenter Server Appliance in

vSphere 6.7 (67762)

G Blogs « Upgrade vCenter Server
Appliance 65 to 6.7

O KB » Unable to Configure NTP in

vCenter Server Appliance 6.7 VAMI!

(59729)

Related Versions:

VMware vSphere ESXi 6.0

VMware vSphere ESXi 6.7

VMware vSphere ESXi 6.5

VMware vCenter Server Appliance 6.7 x
VMware vCenter Server Applance 6.5x
VMware vCenter Server Appliance 6.0.x
VMware vCenter Server 6,7 x

VMware vCenter Server 6.5

A view all

Actions

[#copy external link to clipboard
(4 subscribe

ioiprint

@ Language: English

AdChoices

KB 67077
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vSphere Documentation

VMware vSphere

[E] Expana Ad =

v GUI Deployment of the vCenter Server
Appllance and Platform Services Controller
Appllance

Required Information for Deploying a vCenter
Server Applance or Piatform Services
ControSer Appliance

¥ Deploy the vCenter Sarver Appliance with
an Embedded Platform Services Controller by
Using the GUI

> Deploy a Platform Services Controller
Appllance by Using the GUN

> Deploy tha vCuenter Server Appliance with
an External Platform Services Controller by
Using the GUI

> CL Deployment of the yCenter Server
Appliance and Platform Services Controlier
Appllance

? Instaliing vCentor Servar and Platform Services
Controler on Windows

) Flle-Based Backup and Restore of vCenter Server
Appliance

> Image-Based Backup and Restore of a vCenter
Server Environment

> After You Install vCanter Server or Deploy the
vCenter Server Appllance

¥ Troutleshooting vCenter Server Instaliation or

vmware

Product Documantation Technical Articles

GUI Deployment of the vCenter Server Appliance and
Platform Services Controller Appliance Viers doers 65

[Z] Last Updated 011072018 (g0
- | Add Topic To MyListery < Ask New Question

You can use the GUI installer to perform an interactive deployment of a vCenter Server Appliance with an embedded Platform Services Contraller, a Platform Services Controller appliance, or a vCenter
Server AppRance with an external Platform Services Controlier,

When you perform the GUI deployment, you download the vCenter Server Appliance instalier on a network client machine, run the deployment wizard from the client machine, and provide the inputs that
are required for the appllance deployment and setup.

Important:

For topologies with external Platform Services Controlier instances, you must deploy the repiicating Platform Services Controller Instances In 4 sequence. After the successful deployment of s Platform
Services Controfier Instances in the domain, you can perform concurrent depioyments of multiple vCenter Server appfances that point to a common external Platform Services Controfier instance.

The GUI deployment process includes a serles of two stages

Stage 1 - OVA Deployment

—7

&

The first stage walks you through the deployment wizard to choose the deployment type and appliance settings. This stage completes the deployment of the OVA file on the target sarver with the
deployment type and appllance settings that you provide

As an alternative to performing the first stage of the deployment with the GUI instalier, you can deploy the OVA file of the vCenter Server Appliance or Platform Services Contraller appllance by using the
vSphere Web Client or VMware Host Client. To deploy the OVA flle on an ESXI host or vCenter Server instance of 6.0, you can aiso use the vSphere Cllent. After the OVA deployment, you must log in to the
appiance management interface of the newly deployed appiance to proceed with the second stage of the deployment process,

Confidential | ©2019 VMware, Inc.
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KB 2006028

O Compatible

vSphere Interoperability Matrices
http://www.vmware.com/go/interop

VWware 67 67 67 670 65 65 65 650 60 600 600 600 55 55 55 55 51 ° MCOmaanie
vCenter U3 U2 W Uz uz2 wu us uz2 wn Uus uz2 w U3 Not supported
Server

For vCenter Server 6.7.0 onwards, applies to vCenter Server as well as to Update Manager

Upgrade from 6.5 patches post 6.5 U2, dated November 2018 or after, to 6.7 U1 are unsupported as it is considered
back-in time

5w GGG G O

v GGG G OG

0 GGG GOGG
o GGGGO0GEG G

" $GLGGLO0GG GO

GGG O0GGGLGO0O0
0 $GGGO0GG GO0 O
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KB 2006028

vSphere Interoperability Matrices
http://www.vmware.com/go/interop

Not supported
, : - VMwore yReslire Automation 760 750 740 71
VMware vCenter Server 67U2 &7U1 670 BS5U2 65U 650 BOU3 &00U2 6OOWUY &OO
Microsalt SGL Server 2012 Entarprise (SE2} - 32 bit ° o
Vv VMware Site Recovery Monoger Microsaft SGL Sesvar 2012 Enterprse (SP2) - 54 bit (V] (/]
82 o o o o ° ° ° Micrasalt SOL Server 2012 Standard (SP2) - 32 bit (V] (]
Microsoft SOL Sorver 2012 Standard (SP2) « 64 ba
© 0 © 09 0 0O K
Microsolt SGL Server 2012 Ererprise (SP3) - 32 bt ° ° o
811 O O O O 0 0 O
Microsoft SOL Server 2012 Enterprise (SP3) - 64 by ° o o
81 ° o o ° ° o ° Microsoft SOL Server 2012 Standard {SP3) - 32 bl o (V] (/)
80 ° ° o ° Micrasoft SOL Servar 2012 Standard (SP2) - 64 bit (/] (] (/)
Microsont SGL Server 2014 Stanaard (SP1) - 32-bat
651 & © /] ] o ]
Microsoft SOL Senver 2014 Standars (SP1). 54-bit ° o o °
os o
Microsah SGL Servar 2014 Enterprise (SP1). 32-08 (/] (] (V) (V]
612 6 Microsoft 5G4 Server 2018 Enerprise (SPT)- S4-1 ° o ° o
611 ° Microsalt SOL Server 2014 Siandard (5923 - 32-b1t Q O © (V)
Micrasolt SOL Server 2014 Standard (SP2), B4-bi
- © © /] /) /] /]
Wicrosatt SGL Spever 2014 Emerprive (SP2). 32.ba (V) Q (/] (V]
60 ¢ O O
Microsoft SGL Seaver 2014 Ererprise (SPZ1- 64-bi (/) (/] (] (/)

®
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KB 53710

Update sequence for vSphere 6.7

Supported Update Sequence

Use the scroll bar in the table to view the complete list.

whA wRI} BB wROPs wHLI AN Biserd Baaclag avaliativn A MEN-T e [ 8 i ] VEANWMEFS
viLL] Ageni wREps EPOps g

Note: If you need to update multiple products in your environment, start with updating the product with the lowest sequence number. After you update the
product, update the product with the next sequence number. If a product is not present in your environment, update the subsequent product. If you need to
update two products with the same sequence number, the order of update does not matter.

®
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VMuare ESXi 6.7.0 [Releasebuild-8169922 x86_6411

CrashMe

ESXiIinVM cri=0x80010031 crZ=0xZedZ23514c cri=Ox12f51a00d cr4=0x142768
=PCPUD : 2099462 /vs ish

PCPU ©O: US

Code start: Ox418038<00000 YME uvuptime: O0:00:01:45.816

Ox451lalfelb360 :
Ox451lalfe1lb400 :
Ox151lalf6lbd60 :
Ox151lalrelb560n :
Ox45l1lalrelb5an :
x5 1alfelbb620 :
x451lalfelbedl :
x5 1alfelbf 30 :
hase fs=0x0B0 gs=

[0x418038F08caS IPanicvPanic Intfuvnkerne l#inover+d0x439 stack: 0x4130481394010
[Ox418038Ff08Bed8 1Pan ic_MNoSavelivnkerne linover+Ox4d stack: Ox45l1lalyelb460a

[0x1180390F 21 1e 1CrashMeCurrentCorel@vnkerne l1#inover+0x83b stack: OxZ2edZ235

[Ox4180390f 2cae 1CrashMe_Vs i ConmmandSeti@vnkerne linover +Oxdy stack: Ox0Q

[Ox4 18503802444 1V51_Set Infovnkerne l1inover+0x369 stack: Ox451laly6lbo9n

[O0x1180395a2b7b JUHGAVHMESyscal 1UnpackV51_Setl (user J#<NHone>+0x2dB stack: Ox0Q

[Ox4 18039532660 1User_ UMVYMEG15yscal l1Hand ler@ (user I#<None>+0x249 stack: Ox5F278753r88d241ac
[Ox4 18038+ 5d498 15yscal 1UMVHEG1vnkerne l1Hinover+0x90 stack: OxO

x4 1804000000080 Kgs=00xG

Coredump to disk. Slot 1 of 1 on device mpx.vnhbal:CO: TA:LO:9.

Final ized dump

header (145143 DiskDunp: Successfol.

Mo file conf igured to dump data.
Mo port for remote debugger. "Escape™ for local debugger.
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Hardware Compatibility Guide

CPU/Memory

vmware

VMware Compatibility Guide
Search Compatibliity Guide: ? (Ailstngs |

What are you looking for: -  Compatibiity Guides

Product Release Version: System Type: Additional Criteria: (Collapse All)

All All

g i =IMin Certified Memory:

ESXi 6.5 U2 Mother Board Al
ESXI 6.5 U1 Rack or Tower =

ESXi 6.5 Rackmount

|ESXI 6.0 U3 Tower [=/Sockets:

Al %

Partner Name: Features:

Al All [=/Max Cores per Socket:

A10 Networks Extended Configuration Maximum All B
Aberdeen LLC Fault Tolerant(FT) -

Ace Computers Legacy FT

Acer Inc. Persistent Memory [=ICPU Series:

ACMA Computers SR-IOV Al ’
Action Trusted Platform Module (TPM) AMD EPYC 7XX1 Serles

Adlink technology Inc. UEFI Secure Boot AMD Opteron 13xx Serles

Advantech Corporation vDGA_Linux AMD Opteron 22xx Series

AIC Inc. vDGA_Win AMD Opteron 23xx Serles

Alcatel-Lucent VM Direct Path 1O AMD Opteron 24xx Series

AMAX Information Technologies

Keyword:Q

I

Update and View Resuits

| ©2019 VMware, Inc.

Reset

VM DirectPath |0 for General Purpose GP1

AMD Opteron 2xx Rev-C Series

[=IPosted Date Range:
All

Help Current Results: [0]

|=IMax Certified Memory:
All

|=/Enhanced vMotion Capability Modes:

All

AMD Opteron™ Generation 1
AMD Opteron™ Generation 2
AMD Opteron™ Generation 3

AMD Opteron™ Generation 3 without 3DN¢

AMD Opteron™ Generation 4

[=/Fault Tolerant Compatible Sets:

All

AMD Bulldozer Generation
AMD Opteron™ Generation 3
AMD Piledriver Generatien
Intel® Haswel! Generation
Intel® lvy-Bridge Generation
Intel® Nehalem Generation
Intel® Penryn Generation

Intel® Sandy-Bridge Generation
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KB 1027206

Hardware Compatibility Guide

|O Devices

VMware Compatibility Guide

TR e R ETI EHE R (0.g. compatibiiity or esx or 3.0) All Listings 1

What e you looking for: [T S - Compatbilty Guides Hep  CurontResuts: 0]

Product Release Version: /O Device Type: Features: VID :
Al T A 1| A %
ESXi 6.7 " |Block 4K
ESXi6.5 U2 |FC 512¢e DID:
ESXi 6.5 Ut | FCoE CNAs DIF/DIX ( Type 1) All B
ESXi 6.5 ' Hardware Acceleration | Firmware NetDump
ESXi6.0 U3 Infiniband GENEVE-Offload © SVID:
' Memory Channel Attached Storage (MCAS IPv6 All B
Brand Name : 'NVMe N-VDS Enhanced Data Path
All | Network NetDump Max SSID:
Adaptec o PATA RSS All B
Adaptec by PMC | SAS Secondary LUNID (Enables VVols) -
Allled Telesls | Posted Date Range:
AMCC - Driver Types: Driver Model: Al B
LAl LAl
Keyword: O | Partner Async native
l ‘VMware Inbox | vmKklinux

Update and View Results Reset

®
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ESXi Compatibility Checker

Search for Compatible
|0 Devices such as
Network and Storage

DataCenter o5t t . stalled Release Compatible Status Hardware Detal

mgmt-vosa-0l.cpbudab Management mg L S : 7.0 Compatible CPUtinted{R) Xeon|R re:0000 20100:0000:0110
mgmit-vesa-01.cpbu.tab 10 Davice Netxtreme BOMS715 Gigabit Ethemet 6.7.0 PONDI4EA 16571030228 Driver: ntg3 4.1.3.0-1vmw 670.0.0.8
Automated Process mgmi-vesa-01.cobu. lab 10 Device ontroller X710 for A 6.7.0 Compatible 226C Driver: a0en 1.3.1-18vrmw. 670.0.0.8169922
mgmt-vesa-01.cpbu.iab nagement 10 Darvice troller X710 for I0GHE SFPs  6,7.0 May Not Be Compatidle 0 ver: 140
. o epe mpmt-vesa-01,cpbudad ANAgemant mgm e 10 Device Smart Array PS40 6.7.0 Compatible JICH Drwver: nhpsa 2.0.22-1vmyw 670.0.0.8169922
° PrOVIdeS Com patl bII Ity m@gmi-vesa-01.cpbulab Management mgmi-esx-04.cpbu.lab Server ! DLISO GenS 6.7.0 Comgpatible CFPU E5-2600 v @ 2.00GM; (Feature(
mgmt.vesa-0l.cpbulab Management mgmit-esx-04.cpouiab 10 Device Netxtreme BOMI71% Gigabit Ethemet 6.7.0 Compatible Totg34.1.3.0-1vmw.670.0.0.8165522

Erthernet Comroller X710 for 10GHE SFP+ 6.7.0 Compatible POIDR086:1572

lab

* Links to supported mgmt-vesa-DL.cobu.tab Manage

Wilen 1.3.1-18vmw . 670.0.0.5169922

. . mgmi-vesa-Ulopbuldab Management my e pbu.lab Ethern 67,0 May Not Be Compatible w 5R.0.0.8169322
drive rs/f| rmware mgmi-vesa-OL.cpbulab Management mgmd Smart Array P Compatible 2

mgmt- { ) b FNAgement mMEml-esx- npatible CPu 00GH] |Featyuse 0000
° Export to CSV/HTM L mgmt-vesa-OLcpbu.iab Management 10 Device 0.7.0 smpatible Driver: ntgl 4.1.3.0- 1vmnw.620.0.0.81
mgmt-vesa-0l,.cpbuiab e 10 Davice 6,70 Comgpatidble C:22FC Driver: @0en 1.3.1- 18vmw.670.0.0.8165922
vesa-01.0pbu lab Management 10 Davice 6.7.0 NOt Be Compa 0 1. 1-18vew 570.0.0
magmt-vesa-dl.cpbu.lab Management 10 Device Smart Array PS30 6.7.0 Compatible C:21C8 Dvrver: nhpsa 2.0.22-lvmw.670.0.0.8109922
mgmi-vosa-0l.cpbuiab M mant mgmt-esx-03.cpbuiab Sarver Protiant DL380 GanS 6.7.0 Comgpatible 0:0100:0000:0110
mgrt-vesa-01. cpbu. lab nagement mamt-sox-03.cobu.lab 10 Device Netxtreme BOMST19 Gigabit Ethermat 6.7.0 Compatible C:228E Dryver: ntgd 4.1, 3.0-1vemw 6N
mgmt-vesa-0l.cpbu.lab nagement mgmt-esx-03.cpbulab 10 Device Ethernet Controller X710 for 10GhE SFP+  6.7.0 Compatible C22FC Driver: 180en 1.3.1- 18vmw.870.0.0.51659%22
mgmt-vesa-0Lcpbuisd Management mgmt-ex-03.cpbutab 10 Device Ethernet Co X710 for i 6.7.0 M3y Not Be Compatible 1572:103C:0 Drwver: id0en 1.3.1-15vmw 670.0.0. 8165322
mgmi-vesa-01.0p nagement v-esx-03 .l O Devic ( Lble CHO:103C Driver: nh
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vSphere Health Checks

RVTools

W #/Teat (upgvers-Ocpbuab) - o x
Fie Ede View WM EDL  Hedth  Hep

vCheck

Yersatad b barmaten ks WOPU WMeway WDuk  Patton  ld Whopy D ool viaoe VAP vOuder wiol  wHBA WD WFeetoh Fon Sl 8P VBTANE  Ogtasion  WAPEh  diceres  Heath

NOOS WMo

s e Mraite Garers intocraton [ ] [T Wareags bre W3DK Saver W SDE UUD
g Serrors’ LM o1 N PVRAMINCAY [voanancton] TTa2a T onin- OO 1 202050 Passtd; 5 Zondes swck Il Plagee chach ,"* wporeaiadll epbsibeh V::.'.nm:-cuudv
AStars WENST baus Prothe (vl aston] Trada Bh-oaln 0 T8 2050 Posubly 3 Zondes vk e Plase chack Zoose ol cpbali JLTRE) KON
S Purstes ol bewty ’ [wnanO0 netoo] 1Te2a 50 abe-T0C0 120205 Posaibly 3 Zorskes vk el Pans chach Lot T ipgreciedll cobulsh IR IV ST
laFegrii [vaarOoatatom] WP 1206 Toi) cace J6e  Paschly o Sorkws vrck i Meaie chach Zontm wpgreciadll cptulh | 2enmen sroarmat
5 AOLTE which 30 NoE Save [veanDatastons) SROUEC X0 105700 206 . Pogatiy & Zondes virck el Fasie chach Zontm worvsaadl cptulsh ZeTREG SINGAN et
Lockamn trode & Paster ol Torvasams . [vemiOwactovn) an¥5c O <200 chT B J06a | Marshiy & Zonkee vk Tl Plaats chach Tt [P MRt ST et
I Parntier ot Cues [vardwastonn] LM ABC 431 )-cunl 45 | Parably o Zordse veck et M chack Zontm ol rpbul | SO AT B el
QN A x = 32 \veme cere inomretant f ok Vi « e o dwoa Fokdemae » ZH5M5c Teatdled o 246t Fokduename wgwadl bl | e IEE SRS
s ) CAF5m Wncarrstard Foklervew VWi « DS £5:3¢ Fokbumans » sal Mo G605 N7 £450 000 A 14 Fokdumane wparndl cpbul 2R RSB
. Actm Mz " ey Insrustart Foklerurm VWi = 06 1531 Fobrurss = <5e035: sled 453 420 Ma®dd . Foldermeve wonil cpbolds PRSP
o » CEUNDT Inconstard Foblevursd VVinarss » DS LN 01 #stdmrarm « 11401550 (a1 Tuh B3 26aBAL) Fokdumame el epbulds RTRE TN UBLEL.
o - - [re—— | Fokenurm Viine « » “F = AfciABcadld 30530 Sia Fokdersame ol cpbuldh | TR SRS
(;‘“"“1:'“ -_ o ¥ Ercuphd/ MO VN vass ks arw o of e, et avirg ok sialed WMt Tock el rebuld 2R STIAB
PSRN Murstes of Dylasirs Cusim E£S<COR DN Voamatert Fokurss VWi « £S5 C0R Of Fodumars = G075 3340 Sckn adte HEete Fokdmmare \pgrreradl cptules IR S B
VRPN E£5<COA M Icarrstaerd Foklervess VVrvese « ESCCOR 00 F cdwmars = SEE005C 3275 275801 c MEe3e.  Fokdemave fr— R7RED IS LI0LE)
MR R ATIT: E£4COA 03 Vrsarmraterd Foklerrwd V¥ = E5 C0R 03 F adanars = FETTC3LY) (69 e 26aAl.  Fokdumave (porresndl rpbulds RTREOENILBAS
Drehiored ende P TOT— ES<COR 04 st Fokdovaml Yinarse « £S5 C0F D Fodanare » 208030%c fe e dclo M4 25054 Fokdarmame gl cpbulis 27583 30 MBS
o T oS —————— ESKEDBOY Vroontatent Fokeriul Vi = ESCEDS 21 Fobdorrms = 49571 e 5605 Bl (54 25054 Fokdwnave wgwell crbulds 2780 DUBLE!
Y ESKEDBOR Inasrreterd Fokbenrse V¥ » £5¢ E03 22 Fokdermarn = 567156100304 B0 MEe0d . Fokdumave ol cptulsh TR IIIUDLE
SN el - ESKEDD B Irnatand Foblenussl VWnase » ESCEDE2T Foborarme = 3571 F50 sal7 2710 0060354 Fobdmmare Legvesdl tpbuls 27RA0 TDLZANE!
. TR T ESKEDD Worvrtend Fokdesarnd YV » ESCEDES4 Fokdemave = (357175 E4502004 11 20 245e3682  Fokdommame woeesadl cetubb 7RIV
) - ESKLOH DT Wrcontadend Foklenarvd VWi « ESXLONGS Fokdenre = 0744807 GILBS50TT 77742650364 . Fokdmmame g wessd) cptalsh 2783 IS
:":"' ":"'”“ SEE ESHAORTR Vaointitend Fokienmwd Vm = ESCLONTE Fobdorane = SULeEL-g] 00 1117 HECTEAE Fobkdmemne Wgrwesell obulhs HTREO ST LB ALS!
O ESRLONT oontiatend Foldemawsl Vinget « ESCLONGI Foldemaie = 0850070 0631 01 20 0D 284950 Foldsne gl cotalsy 2RI TP LD
Qe hiats Capnoty Purvisy
& CPEASrturan M upgcrn-Blephuhb "o Whware vCuntar Sena 67 0biaid-13343480 VIAM AT 163 st Lust refresh; J0TB0S2B 142218
.f.')‘l:h B33 by Aan Sevod genereleng on on Vonday Oclitses 2 2017 ol 2043 M
https://github.com/alanrenouf/vCheck-vSphere https://www.robware.net/rvtools
®
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vSphere Upgrade Process
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vSphere Upgrade Process

AN
vCenter Server é

Platform Services

Controller

v V Vv 'V

Vv

vm
Vv

x| Gl

20 =5

Gl

Gl

el

[iii_ o ] [iii_o i [iii_o i

5 B B B

vmware
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Step 1: Platform Services Controller
Step 2: vCenter Server

Step 4: VM Tools / Compatibility

Step 6: Virtual Distributed Switch

Step 3: Hypervisor - ESXi

Step 5: Storage — VMFS / vSAN
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Horizontal Migration

IG
vCenter

Server
Appliance

vCenter

Server

6.7 6.7

“A vCenter Server migration is BOTH a migration and upgrade”
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Migration / Upgrade Overview

Support for 6.0 or 6.5 2 6.7
Retains the identity of the source vCenter Server (UUID, IP, FQDN, Certs, etc.)

Migration of both embedded and external topologies

Embedded & External database support: MSSQL & Express, Oracle, Postgres

Migrates Inventory & Configuration by default (includes VDS)

Historical and Performance data migration is optional

vSphere Update Manager (VUM) Included

Migration Assistant pre-checks

Easy rollback

®
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Historical Data Import Background Import: External Databases Only

vm Migrate - Stage 2: vCenter Server Appliance

1  Introduction Select migration data

Select the data that you want 10 copy from the source vCenter Server for Windows
2 Connect to source vCenter Se
3 Join AD Domain The data sizes shown below represent only the data that will be copied 1o the target
v - .' (=3

server. [t does not correspond to the actual size of your data on the source server. The

dentity of the server will also be copied and the source server will remain unchanged

4 Select migration data

Configuration (2.67 GB) Estimated downtime: 33 minutes

wm

Ready to complete

* Configuration and historical data (events and tasks) (2.77 GB)

* Import historical data in the background. Estimated downtime: 34 minutes
vCenter Server Appliance will start once the configuration data has been imported
The historical data will will be imported in the backaround. During this time, the

performance of vCenter Server Appliance might not be optimal

Import all data now. Estimated downtime: 35 minutes

vCenter Server Appliance won't start until all data has been imported from i

v
n
by

Configuration and historical data (events, tasks and performance metrics) (2.77 GB)

CANCEL BACK ’ NEXT

®
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Historical Data Management

@ Historical data Is being imported in the background. (B8% compiete) MANAGE

vim Appliance Management

Summary

Historical Data Import

Monitor
Access
NEtWDYo0D e
Time

sServices

Update

Administration

Syslog

Backup
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Rollback

o

Original

_ . Misconfiguration
Configuration

* No changes made to the source vCenter Server

« Shutdown and delete new vCenter Server Appliance

« Join source vCenter Server back to AD domain

« Do not rely on cached credentials on Windows vCenter Server

®
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KB1025360

vSphere Update Manager (VUM)

| Home | Logout

Managed Object Type: ManagedObjectReference:ExtensionManager
Managed Object ID: ExtensionManager

Properties

NAME TYPE VALUE

extensionlist Extension[]) extensionList["com.vmware.vim.sms") Extension
extensionList["com.vmware.vim.vsm®] Extension
extensionList("VirtualCenter”] Extension
extensionList("com.vmware.vim.stats.report”| Extension . . . .
extensionList["com, vmware.vim.sps"] Extension Requires migration assistant only for
extensionList("com.vmware.vim.vcha") Extension . .
extensionlList["hostdiag”] Extension m |g rat Ion
extensionList["com.vmware.vim.is") Extension
extensionList("com.vmware. veenter.iso") Extension
extensionList| "com.yvmware.veenter. vmix®| Extension o g
extensionList{"com.ymware.ouf"] Extension Unregister extension to prevent
extensionList(“"com.vmware.c!”) Extension . .
extensionList( com.vmware,vim.eam®) Extension m Ig rat Ion

ﬁ extensionList("com.vmware.vcintegrity”] Extension
extensionlist"com. ymware.ymecam") Extension
extensionList(’com.ymware.vsan.dp®] Extension
T R S vCenter Server FQDN or IP/mob

extensionList("com.vmware.ysphere.client.nSvsan”] Extension g
extenslonList( com.ymware.vrops.install’] Extension com.vmware. vclntegrl ty
extensionList(“com.vmware.rbd") Extenslon
(lessu.)

Methods

RETURN TYPE NAME

Extension FindExtension
string  GetPublicKey
ExtensionManageripAllocationUsage{]) QueryExtensionlpAliocationlsage

| ManagedObjectReference:ManagedEntity[]  QueryManagedBy

void RegisterExtension

void  SetExtensionCertificate

void = SetPublicKey.

void  UnregisterExtension

vold  UpdateExtension

®
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Migration Steps

Step 1: Migration Assistant Step 2: Migration Tool

sl oo
Install Upgrade wiaide Restore

e PSC & vCenter Server pre-checks e Stage 1: VCSA deployment
e Data transport mechanism e Stage 2: Configuration & data import
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Migration Assistant

E\migration-assistant\VMware-Migration-Assistant.exe

Run on source PSC, vCenter
Server, or VUM

Validate DNS & NTP

What'’s installed on vCenter
Server being migrated

Topology & migration settings

Port 9123

‘nter Administratorfusphere.local password: IO
our vCenter Server service is configured to run under the ’CPBU\svc-vcenter’ service account.
Enter ‘CPBUN\suc-vucenter’ service account password: e

[Running Prechecks...
IFinished »unning prechecks.

Files that cannot be used with Update Manager 6.7 will not be copied from the source. These files
pst upgrade baselines and files, and ESX 5.5 and lower version host patches baselines.
esolution: Please review UMware Update Manager 6.7 Documentation for details

Source Configuration:
Deployment type: UMware vCenter Server 6.5 with an external UMware Platform Services Controller
Deployment size: Small

DB type: external

Additional products that will be migrated: UMware vSphere Update Manager

Destination Configuration:
Deployment type: UMware vCenter Server Appliance 6.7 with an external UMware Platform Services Controller
DB type: embedded

igration Settings:
FQDN: WIN-UC-81 .cpbhu.lab
Single Sign-On username: Administratorfusphere.local
SSL thumbprint: b6:2d:1c:27:b8:f1:91:c7:df:4bh:dB:a2:73:ca:32:43:24:2f:81:d3

Port: 9123

Export data folder: C:\Users\SUC-UCENTER\AppData\Local\UMware\Migration—fAssistant\

igration Steps:
1. Launch vCenter Server Appliance UI Installer and click ’Migrate’ to start the migration wizard.

2. In the ’Connect to source server’ step, enter the FQDN, Migration fAssistant port number, and SSO credentials for this Windows server.

3. Validate and accept the SSL thumbprint.

4. Follow the rest of the steps in the wizard to complete your migration. ’Small’ or larger will be available as valid Deployment size options

This machine will be shutdown as part of the migration.

If migration fails, you can power off the target vCenter Server Appliance and then
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Migration Tool

vm - Stage 1: Deploy appliance @ English

On a Routable network to
source

Temporary IP address

| 1‘”&}3‘5:

Target vCenter or ESXi Fv

Migrate

Install Upgrade Restore

VCSA size same or greater

Active Directory account

Migrate from an existing vCenter
Install a new vCenter Server Upgrade an existing vCenter . . Restore from a previously created
. . . . Server or Platform Services
Est| n ated t| me b ul |t—| N (VSp h ere Appliance or Platform Services Server Appliance or Platform vCenter Server Appliance or
Controller or Single Sign-On

Controller Services Controller Appliance 5 Platform Services Controller

6 7) server for Windows to Appliance
* Appliance backup
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Migration Embedded Workflow

=  Run the Migration
Assistant on the
embedded deployment

= Externalize other installed
VMware or 3" party
products Ex: SRM, Plugins

= Loginthe vSphere Web Client and validate

= Migrate the embedded
deployment using the
Migration Tool from a

= |[f VUM is external run
the Migration Assistant
prior to the embedded

deployment otherwise machine with a routable
go straight to step # 3 network to the source vCenter
Server

®
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Migration External Workflow

= Migrate the vCenter Server using the
Migration Tool from a machine with a
routable network to the source vCenter
Server

= |f VUM is external run the
Migration Assistant prior to
the vCenter Server
otherwise go straight to
step#4

= Externalize other installed
VMware or 3" party products
Ex: SRM, Plugins

=  Run the Migration Assistant on
the external PSC

= Loginthe vSphere
Web Client and
validate

=  Run the Migration
Assistant on the external
vCenter Server

= Migrate the external
PSC node using the
Migration Tool from a
machine with a
routable network to the
source PSC

®
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vCenter Server Appliance CLI Installer

VMware-VCSA-all-*.I1SO
e vcsa-cli-installer

« Example Templates
Precheck
Help

« VCSA lifecycle
Install
Upgrade
Migrate

Batch Mode
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CLI Demo

®
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Top Migration and Upgrade Considerations

DNS & NTP are critical

Know your topology & What’s installed on vCenter Server
Migration Tool will not use a previously deployed VCSA
Recommended to only Export Configuration & Inventory
Check Interoperability Matrices for VMware solutions
Check Vendor Websites for 3rd party solutions

Backups — Image level or Native File-Based

Display Name Retention

Verify connectivity of plugins

10. Dual homing not supported on VCSA

© 0o NOU R WN R

Bonus
« ESXi hosts are not touched
« Target hosts must be 6.0 or greater

®
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Hypervisor Upgrades - ESXi

)

(e

Support for vSAN VM, Host, and VMES
latest server improvements Cluster scalability enhancements
hardware boosts

mwa re® Confidential | ©2019 VMware, Inc.
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ESXi Upgrade

vSphere Update Manager Interactive / Scripted Auto Deploy

Easily Import Image To be used when you need to patch Install new image on reboot
to version other than vCenter _
Install Upgrades, Patches and Server Stateless and Stateful Installations
Extensions in single Step using VUM
Baselines * Ex:vCenter Server 6.7 and Requires use of Host Profiles
Upgrade ESXi Hosts from 6.0 to 6.7
To be used when hosts in remote
site need to be patched locally
» Ex: Slow Internet Connection and
Unable to Stage the ISO in VUM
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vSphere Update Manager (VUM)

VMware Update Manager on Windows VMware Update Manager on VCSA

* Additional Windows VM for VUM * Integrated and enabled by default

* Extra configuration; DB dependency * Zero setup; embedded DB
* Sizing and latency considerations * Scalable and low impact on resources

* Leverages VCSA HA and backup

* No inherent backup or failover
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Upgrading ESXi hosts via vSphere Update Manager

Upload ESXi Image

Create VUM Baseline

Efi& \RUEIRYEEIILE

vCenter Server ~ [NPICETILILI L i
Appliance 6.7 VUM

. o
ESXi 6.7
o
ESXi 6.7

_ . o
= ESXi 6.7

—_— _ ()
= ESXi 6.7
VUM Upgrade Baseline #
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&

Update Manager

® ey UPB 4 ommer]  upses

Home
21| new~
IMPOR1
3 |New Baseline
N2

New Baseline Group  batches

ES
es

VUM Upgrade Baseline

Attach VUM Baseline
to ESXi Hosts

®

mj f{c)Lj ACTICNS v

Summary Monitor

ATTACH DETACH

Attached Baselines

vSphere 6.7 Uparade

Configure

P

REMEQ
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VM Tools

| 1 Actions - 7 Virtual Machines
| Power >

Install/lUpgrade VMware Tools__
Unmount VMware Tools Installer

Snapshots

& Migrate...
Tools - Current | Template >

Production Cluster

Edit Settings ~ memr.o1
Tools - Current

Virtual Hargware VM Options

General Ophions VM N MGMT-O

Tools — Out of Date

Advanced Expand for advanced setlings

Tools — Out of Date

Tools — Out of Date

CANCEL

®
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VM Compatibility formerly vHardware

Production Cluster

— N

VIM A [J MGMT - Edit Default VM Compatibility o)

Select a default virtual machine compatibility:
HW v10 e

Compatible with: | ESXi 6.5 and later | v ] i ]
HW v10 Virtual machines using hardware version 13 provide the best performance

and latest features available in ESXi 6.5.

App 2

.
.
.

HW v10

OK |[ Cancel

App 1

HW v13

Schedule available per VM

mwa re® Confidential | ©2019 VMware, Inc.
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Upgrading VMware Tools & Compatibility

Upgrade VM Compatibility

@ VMware Tools Upgraded!

ﬁ Actions - Server 200

5f  Virtual Machine

vCenter Server
Appliance 6.7 VUM

Tools - Current : Power >
EsXi 6:2 3Rd [aterF (VM VersioR 16) Hinen 3
Schedule VM Compatibility Server 200 X
Upgrade
Tools - Current

[
=) N

E§%i éES Qﬂg I@E@F (\\/M ¥8F§f8ﬁ iﬂ Guest OS Microsoft Windows Server 2012 (64-bit)

Compatibility. ESXI 6.7 and later (VM version 14)

. [
ESXi 6.7

VMware Tools: Running, version: 10304 (Current)

Tool|s — Upgrade Available
Tools - Current More info

ESXi 6.0 and later (VM version 11)

88 g _—éJLﬁ%%(ge Available

- Only upgrade

[
ESXi 6.7

e | D

_ . [
= ESXi 6.7

ESXi 6.7 and later (VM version 14) Tempiate
U d VM T | UPGRADE
rade ware 100Is . .
i ools —éﬂograde Available | COMRETORLY
0O0IlS - rrent

®

(§ Edit Settings

ESXi 6.7 and later (VM version 14)

A Anew Move to folder irtual machine

®
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Storage — VMFS6

Access for ESXi 6.5 or 6.7 hosts Yes Yes

Datastores per host

MBR storage device partitioning

Block size 1 MB 1 MB

VMFSsparse (virtual disks <2 TB

Default snapshots SEsparse SEsparse (virtual disks > 2 TB)

®
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Upgrading VMFS Storage

Upgrade Storage (VMFS)

E&, Virtual Machine

vCenter Server

Appliance 6.7 VUM

2018-07-05T14:1 \SY 3 g_ ] 03. cpbu. Tab_VMFS5 -
— . —— 2018-07-05T14:1 ] Log file path: C:\Windows'\system32'log folder_wvcsa-ds-03.cpbu.lab_WMFS5 Datastore_Upgrade 07-05-2018_02-13-52. log
2018-07-05T14:1 ] Checkpoint file path: checkvcsa-d 3. cpbu. TabWF55-2
S——
2018-07-05T14 :14 ing if VADP 1s enabled on any of the Ws
2018-07-05T14:14 ing for VADP enabled WM(s)
gl Nt - - Z cr e o 1a £ ahe VMs
SN configured on any of the WMs
\——/
' ssbile to all the Ho , 85 of Source
— vacuate Datastore 1st! =i
.
eater or Equal than WMFS5-2 capacity : 04 MB
> Nl '
S 2 2018-07-05T14 =14 [DRS Cluster Settin Changing DrsAutomationLevel of clusters to manual. Will be reverted to original once operation is completed.
2018-07-05T14 :14 [StorageI0OControl] ng storageIOControlEnabled to false. It will be reverted to original once operation is complete.
v 2018-07-05T14 :14 | 5 rties of datastore cluster. It will be reverted to original once operation is complete.
2018-07-05T14 :14
- 2018-07-05T14 :14
- 2018-07-05T14:14 3 7. GE
m : 2018-07-05T14:14 [Migration] WM
—) | . E 2018-07-05T14 =14 [VM migration] WVM = VM4, Datastore = WF55-2 and Target datastore = VMF55-TEMP and id is VirtualMachine-vm-23
N—— 2018-07-05T14 =14 [Migration] VM3 : Migration is in progress From:WMF55-2 To:VMFS55-TEMP
L 2018-07-05T14:14:15 I;\.'N migration] WM 3 e F. et datastore = VMFS5-TEMP and 1id s rtualMachine-
i T. r 0 . y Lk 5 Time 14:14
hiv Wty L 1 t+ T3 Ti -

2018-07-05T14 -1+ [Unmount Unmounting datastore from all Hosts

2018-07-05T14:15:08 [Unmount Unmounting datastore ...

2018-07-05T14:1! 8 [Unmount Unmounting WMF5 Datastore WVMFS5-2 from host e 01.cpbu.lab...
2018-07-05T14:1' [Delete Deleting and recreating VMF5-6 Filesystem.

2018-07-05T14:15:17 [Delete Datastore] Deleting datastore from hosts

2018-07-05T14:1! 7 [Delete Datastore] Removing Datastore WMFS5-2 on h esx-ds-01. cpbu. 1ab...
2018-07-05T14:1' [Cr 6] Creating YMF5-6 Filesystem

2018-07-05T14:15: [Datastore Create] Creating Datastore...
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KB2146381

Upgrading vSAN Disk Version

[J vVSAN | AcTionsv

Summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates

v Services

A All 8 disks on version 5.0 [ UPGRADE ] [ PRE-CHECK UPGRADE
vSphere DRS

4 Pre-check completed with issues on Jul 23, 2019, 3:50:38 AM (see details)

vSphere Availability

w Configuration & Show: By Disk Groups v
Quickstart
General Disk Group t Disks in Use ¥ State Y VSAN Health Status v Type Y Fault Domain ¥ Network Partition Group ¥ Disk Format Version ¥
Y
Licensing
v [ hostLvmware.demo 20f2 Connected Healthy Group 1
VMware EVC
VM/Host Groups Disk group (0000000000766d686261303a313.. 2 Mounted Healthy Hybrid 5
VM/Host Rules
VM Overrides v [ host2.vmware.demo 20f2 Connected Healthy Group 1
Host Options Disk group (0000000000766d686261303a313.. 2 Mounted Healthy Hybrid 5
Host Profile
I/O Filters v [I host3.vmware.demo 20f2 Connected Healthy Group 1
w More ST s -
Disk group (0000000000766d686261303a313... 2 Mounted Healthy Hybrid 5
Alarm Definitions
Scheduled Tasks v [J] host4.vmware.demo 20f2 Connected Healthy Group 1
w VSAN
Serii % Disk group (0000000000766d686261303a313.. 2 Mounted Healthy Hybrid 5
ervices

Disk Management
Fault Domains

iSCSI Target Service

®
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Networking

- Dedicated Gateways for VMkernel Network Adapter
« Prior to vSphere 6.5, vSphere DRS, vSphere vMotion, iSCSI, and provisioning have leveraged a single gateway.

* Virtual Distributed Switch Enhancements
« Distributed switch: 6.6.0
— MAC Learning
« Distributed switch: 6.5.0
—  Port Mirroring Enhancements
« Distributed switch: 6.0.0

— Network I/O Control version 3
—  IGMP/MLD snooping

®
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Upgrading Virtual Distributed Switches (VDS)

KB 52621
T —

n\uv/c LinArada Dictribhiitad Cugditah |

DVS - Upgrade Distributed Switch

+ 1 Configure upgrade Ready to complete

tion before finishing the wizard.

distributed switch cannot be downgrade
ill not be able to add older VMware EF
DVS ACTIONS ~ he new distributed switch.

iz
8§  Virtual Machine Vsph r
Summary  Monitor  Configure  Permissions e e

o]
Vcenter Server Manufacturer: VMware, Inc. D U pg ra d e
Ap p liance 6.7 VUM Version: 6.6.0

@ ® Complete!!

o
ESXi 6.7

. ([
ESXi 6.7

) [ J
ESXi 6.7 CANCEL m

_ ([
= ESXi 6.7

4

Upgrade Networking (VDS)

®
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vSphere Upgrade Documents

Knowledge Base Articles

* Information before upgrading to vSphere 6.7 (53704)

* VMware vSphere Upgrade Policies (2149713)

* Update Sequence for vSphere 6.7 and its compatible VMware products (53710)
* Best Practices for upgrading to vCenter Server 6.7 (54008)

* Supported and Deprecated Topologies for VMware vSphere 6.5 (2147672)

e Supported Upgrade paths for vSAN 6.6 (2149840)

* Migrating VMFS 5 datastore to VMFS 6 datastore (2147824)

* Known issues while upgrading to DVS version 6.6 (52621)

Documentation
* VMware vSphere 6 Documentation
* Release Notes
e Configuration Maximums
* Product documentation including vSphere Upgrade Guide
* Guest Operating System Installation Guide
* VMware Compatibility Guide

®
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https://www.vmware.com/support/pubs/vsphere-esxi-vcenter-server-6-pubs.html
https://configmax.vmware.com/
http://partnerweb.vmware.com/GOSIG/home.html
https://www.vmware.com/resources/compatibility/search.php

Cross vCenter Workload Migration Utility

https://labs.vmware.com/flings/cross-vcenter-workload-migration-utility

vm Cross vCenter vMotion Utility

Enter task information Migrate | Register
Operation Type ® Relocate Clone Advanced options

Source Site mgmt-vcsa-01.cpbu lab (mgmt-vcsa-01 cpbu lab) v
Target Site vcsa-aus-01.cpbu.lab (vesa-aus-01.cpbu.lab) v
Source Datacenter Management v
Virtual Machine(s) C IND-VCSA-01, MGMT-IPAM-01, MGMT-VCSA-01, Server 2016 Vanilla -
Placement Target AUS (Austin) -
Target Datastore CPBU_PM_PMM_VM_Stor -
Network Mapping(s) VDS-MGMT-VM Network-1501 ~ » VDS-VMs v

-

VDS-MGMT-VM Network-EPH- ~ VM Network v

Submit Cancel
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NSX Hybrid Connect
Migrate 1000s of VMs with Minimal Downtime

Overview

Active

Replicating VMs replicating while remaining online in
source on-premises environment.

........................................................ >
W A‘I’“N:Zt';r;gggnvig:“:;‘:?c::a;:’dn de- Schedule switchover immediate after
dup;licatizn ! replication, or in a pre-determined
........................................................ ) maintenance WindOW.
Benefits
. « Migration Support from vSphere 5.0+
On-Premises DC SIEEIE LB VMware Cloud on AWS »  Utilizes hypervisor replication

On-Premises DC « Upgrade VM Tools / Compatibility
* Remove snapshots

* Force unmount ISOs

®
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Post-Upgrade Considerations
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Certificates

VMCA Default Hybrid Custom VMCA Enterprise
VMCA Provides the Root Replacement of the Disable VMCA as CA Replace VMCA CA
certificate Machine_SSL certificates o Certificate with a

N _ Pr0\{|§|on Custom Subordinate CA certificate
All vSphere Certificates VMCA provides the certificates for each from enterprise PKI
chain to VMCA certificates for Hosts and solution user and
N Solution Users endpoint Upon removal of old
Regenerate certificates on VMCA CA certificates. all
demand easily Very popular with high More complicated old certificates will bé
security customers
Recommended y For highly security regenerated
Recommended conscious customers only Not Recommended
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vCenter High Availability

vmware

Synchronous DB Replication
vCenter Server vCenter Server
Appliance Appliance

Active Node Asynchronous File Replication Passive Node

ethl ethl

Private Network

ethl

vCenter Server
Appliance

Witness Node

Confidential | ©2019 VMware, Inc.
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PSC & vCenter Server High Availability

SSO Domain: vsphere.local

Replication
Platform Secvices _ad ) - Plattorm Services

Controller - N Controller

vCentar Server
Apphinnce

tive Node

vCenter HA
) Network

vCenter Server

Appliance

wWitness Node

Plmtform Services i B Plstform Services
Controfer == " Cantrofles

Synchronous DB Replication
vCenter Serves
Appliance

vCenter Surver
Appliance

Asynchronous Flle Replication

vCenter HA
Network

154




Backup Before Starting

Convergence Example

IQ
Platform

Services
Controller

IC&
vCenter

Server
Appliance

Ql
vCenter

Server
Appliance

®
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Convergence Example

IQ
Platform

Services
Controller

I-_

I{}
vCenter

Server
Appliance

Ql
vCenter

Server
Appliance

®
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Convergence Example

IC%
Platform

Services
Controller

C}l
vCenter

Center
Convergence Server Server
Tool Appliance Appliance

®
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Convergence Example

IC%
Platform

Services
Controller

C}l
vCenter

vCenter
Convergence Server Server
Tool Appliance Appliance

®
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Convergence Example

IQ
Platform

Services
Controller

Ql
vCenter

Server
Appliance

Platform
Services
Controller

vCenter
Server
Appliance

®
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Convergence Example

IC%
Platform

Services
Controller

C}l
vCenter

Convergence vCenter Server
Tool Server Appliance
Appliance

®
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Convergence Example

IC%
Platform

Services
Controller

S |

C}l
vCenter

Convergence vCenter Server
Tool Server Appliance
Appliance

®
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Convergence Example

IC%
Platform

Services
Controller

vCenter
Server
Appliance

Convergence

vCenter
Server
Appliance

Tool

®
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Convergence Example

IC%
Platform

Services
Controller

Platform
Services
Controller

vCenter
Server
Appliance

vCenter
Server
Appliance

®
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Convergence Example

IC%
Platform

Services
Controller

Convergence vCenter

Server
Appliance

vCenter
Server
Appliance

Tool

®
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Convergence Example

IQ
Platform

Services
Controller

Convergence vCenter vCenter

Server Server
Appliance Appliance

Tool

Replication

®
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Convergence Example

vcsa-util decommission qa_
Platform

Services
Controller

Convergence vCenter vCenter

Server Server
Appliance Appliance

Tool

®
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Convergence Example

vcsa-util decommission qg_
Platform

Services
Controller

Convergence vCenter vCenter

Server Server
Appliance Appliance

Tool

®
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Convergence Example

vsphere.local

= T o e e e e E e E - |
' ;
. |
[
| vCenter vCenter I
l Server r—e Server :
| Appliance Appliance |
' ;
. |
e e o o o o e e e e e e e e e e e e e e e e
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vCenter Server Converge Tool
Demo

Ul Converge Demo

®
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File-Based Backup & Restore

Native vCenter Server Appliance Backup

vm Appliance Management

Backup Management

. heduled k
SC eaule Bac u p Summary (@) Before taking a backup, 3 backup server must be set up and configured such that the appiance has access to It The protocols supported for backup
are FTPS, HTTPS, SCP, FTP and HTTP,

Retention option Monitor
BaCkup aCtIVIty Aedaae Backup Schedule EDIT  DISABLE  DELETE

Status Enabled
. Networking g : ST :
Dally . 10:40 PM. Exc/UTC
Verifies VCSA state e Gaddaiteigoch
Time Backup Location 1o /1015913, 53/ backup/aus

Supports VCSA & PSC appliances Services Sachue deta * Bty Renticand Tais

« Invenmory and configuration

Update Number of backups to retain Retain a4 backups

Supported Protocols include:
* HTTP/S Activity [ sackup now |

Administration

° SCP Syslog
Backup Location Y Type Y Status Y Cata Trarnsfarred v Ouration Y End Time
FTP/S Backup >  fMp/N0159.13.53/backup/a.  Scheduled  Complete 199.95 MB 00:0014 Mar 12, 2018, 3:2318 PM
N FS (6_7 U pdate 2) b ftp:/10.159.13.53/backup/a Manual Complete 199.94 M8 00.00:14 Mar 12, 2018, 3:19:39 PM
SM B (67 U pd ate 2) 4 ftp/N10.159.13.53/backup/a Scheduled Complete 199.98 MB 00.00:18 Mar 12, 2018, 3:30:22 PM
> 1o /10.159.13.53/backup/a Scheduled Complete 200.02 MB 00:00:14 Mar 12, 2018, 3:40:18 PM
1o /N10.159.13.53/backup/a Manual Complete 199.97 MB 00.00:16 Mar 12, 2018, 3:16:59 PM
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File-Based Backup & Restore

Restore directly from VCSA I1SO Browse Files

Qlect & valid backup folgder cor

Browse Restore Files

The backup folders follow the following
structure
(Folder Name) / vCenter / sn_(System

External PSC restore not supported = S xh
when replication partners are £ aus coton)
available

sn_vesa-ey-0lcpbulab

] M_6.7.010000_20180312-221643_

Embedded Linked Mode Supported :
. . . ] M_67.010000_20180312-221924
with reconciliation o
] 5_6.7.0.10000_20180312-222304_
| S_6.7.0.10000_20180312-223003

Retains VCSA identity F] S_6.7.0.10000_20180312-22400

CANCEL SELECT

171
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Domain Repoint

. (-] Terminal — ssh root@vesa-sfo-01.cpbulab
- cmsso-util
usage: cmsso-util [-h] {unregister,reconfigure,repoint,domain-repoint} ...

Consolidate vSphere SSO Domains

Tool for orchestrating unregister of a node from LS, reconfiguring a vCenter
Server with embedded PSC and repointing a vCenter Server to an external PSC in
same as well as different domain.

Migrates Tags, Licenses, Categories,
Global Permissions

positional arguments:
{unregister,reconfigure,repoint,domain-repoint}

unregister Unregister node. Passing --node-pnid will unregister
solution users, computer account and service
endpoints. Passing --hostId will unregister only
service endpoints and solution users.

reconfigure Reconfigure a vCenter with an embedded Platform
Services Controller(PSC) to a vCenter Server. Then it
repoints to the provided external PSC node.

repoint Repoints a vCenter with an external Platform Services
Controller(PSC) to the provided external PSC node.

domain-repoint Repoint vCenter Server from one Platform Services
Controller to another Platform Services Controller in
a different domain. The repointing operation will
migrate Tags, Authorization, License data to another
Platform Services Controller.

Pre-check option

External Deployments

Embedded Deployments (6.7U1)

cmsso-util domain-repoint

optional arguments:
-h, --help show this help message and exit
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vSphere 6.7 Update 1

Domain Repoint: Embedded Deployment

cmsso-util domain repoint

Current environment: separate SSO domains Goal: single SSO domain
vsphere.local vsphere.local vsphere.local
r _____ 1 r ____________
| | ||_¢
Center ! Center ! I vCenter Center
Server | Server | | Server Server
Appliance [ Appliance [ [ Appliance Appliance
[ [ [
I L e e e e - - - _—— -

Enhanced Linked Mode

®
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Splitting Enhanced Linked Mode

cmsso-util domain-repoint

Current environment: single SSO domains

vsphere.local

Iﬁ
vCenter

Center
| Server Server
[ Appliance Appliance

Enhanced Linked Mode

mwa re® Confidential | ©2019 VMware, Inc.

Goal: separate SSO domains

vsphere.local

Center

Server
Appliance

vsphere.local

Center
Server
Appliance

vSphere 6.7 Update 1
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Efficient Security Patch Delivery
Predictable Monthly Cadence

Delivery Patches Advisories

*  Photon OS - operating system e
built for virtualization

«  0S vulnerability patches on a IS
monthly release cycle

..........

L
B
{
“

..............

- Patches availableon N——
my.vmware.com patch portal i gl

*  Security alerts on the VMware =
Security page e

http://www.vmw.re/productpatches http://www.vmw.re/securityadvisories

®
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Additional Resources
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vSphere Upgrade eBooks

vSphere 6.5 Upgrade eBook vSphere 6.7 Upgrade eBook

http://vmware.com/go/65ebook http://vmware.com/go/67ebook

e s

UPGRADING TO
VMWARE VSPHERE 6.7

Ti0s and tncks for plannimg and'
ONECINNG & sucoassiud upgrade

UPGRADING TO

VMWARE VSPH

SIQIES

ERE 6.

trat

i
R oa :

®
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vSphere Central
http://vspherecentral.vmware.com

vSphere Central

e Curated repository of
vSphere resources including Categories
blogs, KBs, videos, and
walkthroughs

Simple to access and a single vCenter Server Security Efivoe: ana RASOUICH AR M
Virtual Machine and Availability
URL to remember
vCenter Server Security ESXi Host and Virtual Machine Resource Management and Availab...

Conveniently export
resources to PDF for offline p— = - —— o

viewing
Operations Developer and
3 vSphere Upgrade
Management Automation Interfaces P P9
Operations Management Developer and Automation Interfac... vSphere Upgrade
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vSphere Central — Path Finder

https://vspherecentral.vmware.com/path-finder/

vmware What are you loaking for? OOROOS

What are you looking for today?

Select one of the available pathfinders to find a solution

vSphere 6.7 CPU Scheduler Advisor

This tool will help you chot which CPU scheduler best fits your organization's

needs when considering remediations for CPU vulnerabilities like L1TF and MDS

vSphere 6.7 Topology and Upgrade Planning Tool

This tool will help you plan your new deployment or upgrade to vSphere 6.7. By

answering a set of questions we'll provide you with recommendations and content to

help with your upgrade

vSphere 6.5 Topology and Upgrade Planning Tool

This tool will help you plan your upgrade from vSphere 5.5 or 6,0 to vSphere 6.5. By

f questions we'll provide you with recommendations and content to

help with your upgrade

mwa re® Confidential | ©2019 VMware, Inc.

Online, browser-based tool
— no install necessary

Walks you through key
decisions when planning
and upgrade or new
deployment

Provides
upgrade/deployment steps
along with a diagram and
links to key documentation




vSphere YouTube Channel
https://vmware.com/go/vsphere67playlist

—— ’ : VMware vSphere 6.7 Quick Boot | vSphere

bl = . .. ) 1 VMware vSphere

Virtual Machine Server vSphere 6.7 Upgrades | vSphere

2 - VMware vSphere
— 2:20

P PLAYALL

Learn How To Enable VM Encryption For vSphere 6.7 | vSphere

H 3
VSphere 6.7 — Ge‘t‘“ng |n-Depth VMware vSphere
with the Top Features
10videna 17,088 views ™ Lt edaterd on hioids, Optimize GPU Usage For VM on vSphere 6.7 Servers | vSphere
VMware vSphere
= XA 3:25

TPM 2.0 Trusted Platform Module For vSphere 6.7 | vSphere

m  VMware A
- VMware vSphere

E  vSphere SUBSCRIBED 10K
vm

VMware vCenter Server Appliance 6.7 Migration
VMware vSphere

o
@
® 1
—e

VMware vCenter Server Appliance 6.7 File-Based Backup & Restore

7 VMware vSphere
4:29

®
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vmworld”g’@

vmware



'/if/'- r1eyMe
r«/' eLOCR umufr

Learn how to use VMware Assessment
Tools to discover, design and optimize your
IT environment live @ VMworld Europe

HOURS

Monday, Nov. 4t 12:00 PM - 5:00 PM

Tuesday, Nov. 5t 8:00 AM -5:30 PM
Wednesday, Nov. 6t 8:00 AM - 5:00 PM
Thursday, Nov. 7" 8:00 AM —2:30 PM

Assessment demos and raffle: Mon 4:30pm, Tues & Wed,
1:30pm and 4:30pm, Thurs 1:30pm
Closed for keynote 9:00 AM -10:30 AM

=

HCI Assessment
(HCI)

14

Virtual Network Assessment vSphere Optimization
(VNA) Assessment (VOA)




QUESTIONS?




vmwor|d 288

Please Fill Out
Your Survey

Take a survey and enter
a drawing for a VMware
store gift card.

vmware



vmwor|d ZuF

Thank you!

vmware



