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• This presentation may contain product features or functionality that are currently under development.

• This overview of new technology represents no commitment from VMware to deliver these features in 
any generally available product.

• Features are subject to change, and must not be included in contracts, purchase orders, or sales 
agreements of any kind.

• Technical feasibility and market demand will affect final delivery.

• Pricing and packaging for any new features/functionality/technology discussed or presented, have not 
been determined.

• This information is confidential.

Disclaimer

The information in this presentation is for informational purposes only and may not be incorporated into any contract. There is no commitment or obligation to deliver any items 
presented herein. 
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Who are we?

Speaker Introductions

David Stamen is a Technical Marketing Architect and VCIX6.5-DCV working for VMware in the 
Cloud Platform Business Unit. In his role, he previously covered vSphere Lifecycle and is now 
focused on Project Pacific

David can be found blogging at 
http://blogs.vmware.com/vsphere
http://davidstamen.com
Twitter: @davidstamen

Kev is a Technical Marketing Architect at VMware, holding VCP-DCV, NV & CMA. He is also VCIX 
6.5 DCV, and a 4 time vExpert.

In his role, he covers vSphere with a focus on Lifecycle, Guest OS operations and VMware Tools. 

He co-hosts the OpenTechCast podcast, blogs at https://v-it.pro and tweets as @kev_johnson
(sometimes even about tech!)

http://blogs.vmware.com/vsphere
http://davidstamen.com/
https://v-it.pro/
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vSphere News
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Windows vCenter Server

http://vmwa.re/goodbyewinvc

vSphere 6.7 Final Release

Deprecated

Windows
vCenter
Server
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External PSC Deprecation

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

Recommended Deployment Model

Embedded Deployment

Converge Tool

http://vmwa.re/goodbye-external-psc

vSphere 6.7 Final Release
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vSphere Web Client (Flash) vSphere 6.7 Final Release

Deprecated
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Introducing vSphere 6.7
Efficient and Secure Platform for your Hybrid Cloud

Simple 
management at 

scale

Comprehensive 
built-in security

Universal 
application 

platform

Seamless hybrid 
cloud experience
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What’s New in vSphere 6.7 Update 1
New Capabilities, Improved Experience, Bug Fixes

Fully Featured 
HTML5-Based 
vSphere Client

vMotion for 
NVIDIA GRID 
vGPU VMs; 

Support for Intel 
FPGA

vCenter Server 
Converge Tool

Enhancements 
for HCI and vSAN

Enhanced 
Content Library
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What’s New in vCenter Server 6.7 Update 2

vCenter Server 
Architecture

File-Based 
Backup & Restore

vSphere Health Content Library vSphere Client



Confidential │  ©2019 VMware, Inc. 11

What’s New in vSphere 6.7 Update 3

Support for 
Multiple vGPUs

PNID Change 
Capability

DDNS support Driver 
Enhancements

vSAN
Performance 

Enhancements
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vCenter Server Appliance 
Lifecycle

Install

Upgrade Migrate
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vCenter Server Appliance Overview

Quick provisioning

No operating system / database licenses

Unified patching / updating

Single point of support

Pre-tuned database

vCenter Server

PostgreSQL

PhotonOS

virtual machine

Operating System

Database

Application
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Installation

• Updated Clarity UI 

• Removal of SSO ”Site” for 
embedded deployments

• Embedded Linked Mode 
support

• Batch CLI available
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Content Library

• Deploy from, Clone to, and 
Sync OVF and  OVA 
templates

• Guest customization

• Support for native OVA 
and VMTX

• Deploy from

• Clone to

• ISO mounting support

• Store other files such as 
scripts
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Content Library
Template Distribution (Syncing)

Syncing of VM 
Templates (VMTX) 

• vSphere 

– On-Prem to On-Prem

• VMware Cloud on 
AWS

– On-Prem vSphere to 
VMC on AWS

Requirements:

• Enhanced Linked 
Mode

• Hybrid Linked Mode

vSphere 6.7 Update 2
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vSphere Health
New Health Categories

Notifications & 
Alarms

• New Issues Detected 
Alarm

• Customizable Alarms

Health Categories

• Online Availability 

• Compute

• Network

• Storage

vSphere 6.7 Update 2
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vSphere Health
New Alerting

Notifications / Alarms

• New Issues Detected 
Alarm

vSphere 6.7 Update 2
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vCenter Server Appliance 
Monitoring & Management
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New Look

Login Screen
vSphere 6.7 Update 2
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Streamlined Monitoring
vSphere Appliance Monitoring

Built in monitoring:

– CPU

– Memory

– Network

– Disks

All monitoring under one tab

VCSA Services included

Syslog forwarding now supports up 
to 3 remote syslog servers

https://fqdn or ip of VCSA:5480
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Streamlined Monitoring

CPU

Warning 75%

Critical 90%

Memory

Warning 85%

Critical 95%

Disk

Warning 75%

Critical 85%
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Appliance Management Interface

• Port 5480

• VCSA Firewall

• Accept

• Ignore

• Reject

• Return

• User Login

• Root

• SSO Users
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SSO User Support

Appliance Management Interface
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Streamlined Monitoring
vSphere Appliance Monitoring

Built in monitoring:

– CPU

– Memory

– Network

– Disks

All monitoring under one tab

VCSA Services included

Syslog forwarding now supports up 
to 3 remote syslog servers

https://fqdn or ip of VCSA:5480
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Syslog
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Flexible Patching & Update

Staging options

– Stage only

– Stage & Install

Selectable Updates

Monthly Patches

Updates Options

– CDROM

– CDROM + URL
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File-Based Backup & Restore
Native vCenter Server Appliance Backup

Backup Management

• Scheduled Backup

• Retention option

• Backup activity

Verifies VCSA state

Supports VCSA & PSC appliances -
embedded & external 
deployments

Supported Protocols include:

• HTTP/S

• SCP

• FTP/S
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Addition of SMB/NFS

File-Based Backup & Restore
vSphere 6.7 U2vSphere 6.7 Update 2
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New Customizable Alarm

File-Based Backup
vSphere 6.7 Update 2
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File-Based Backup & Restore

Restore directly from VCSA ISO

Browse Restore Files

External PSC restore not supported 
when replication partners are 
available

Embedded Linked Mode Supported 
with reconciliation

Retains VCSA identity
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vCenter High Availability
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PSC & vCenter Server High Availability
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vCenter High Availability

• vSphere Client (HTML5) 
improved workflow

• Auto detects when VCSA is 
being managed

• REST APIs

• Auto clone creation option 
for passive and witness 
nodes

• Monitoring & Alerting
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vCenter High Availability

• vSphere Client (HTML5) 
improved workflow

• Auto detects when VCSA is 
being managed

• REST APIs

• Auto clone creation option 
for passive and witness 
nodes

• Monitoring & Alerting
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Simplified Architecture

Support 15 vCenter Servers connected 
in ELM

No Load Balancer

VCHA Supported

Converts an External Deployment 
Architecture to an Embedded 
Deployment Architecture

Decommission External PSCs

Overview

Benefits

vCenter Server Converge Tool
Available in vSphere 6.7 Update 1 and vSphere 6.5 Update 2d or greater

* Available once all PSC and vCenter Server Components are updated to vSphere 6.7 Update 1 or 6.5 Update 2d
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vSphere Client (HTML5)
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vSphere Client (HTML5)
Feature Complete

Improved Search

Auto Deploy

Global View

VM Operations

VCHA

Host Profiles

VUM

Networking

vSphere 6.7 Update 1
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vSphere Client (HTML5)
vSphere 6.7 Update 1 – Dark Mode
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vSphere Client – Feedback tool
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Improved Search Experience 
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vCenter Server Architecture
New: Converge UI / Table & Topology Views

System Configuration

• Table View

• Topology View

Converge from VCSA 
UI

• Converge To 
Embedded

• Decommission PSC

vSphere 6.7 Update 2
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Code Capture

Developer Center
vSphere 6.7 Update 2
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API Explorer

Developer Center
vSphere 6.7 Update 2
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Platform Services Controller
vSphere Client

PSC UI now included in 
vSphere Client

Configuration Tab

• Identity Sources

• Active Directory Domain

• Policies

• Login Banner

• Smart Card Configuration

Certificate Management
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vSphere Lifecycle
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Cluster Quickstart
Hyperconverged Cluster Configuration

• Available in vSphere 
Client during new install 
or upgrade

• Multi host add

• Validation

• Create, extend, and 
remove cluster

• Cluster and Network 
configuration

• vSAN datastore

• HA / DRS / EVC

• VDS

• NTP
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Ease to deploy an HCI Cluster
Demo

Cluster Quickstart
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vSAN and vSphere Update Manager Integration
Update software and firmware in a single maintenance cycle

vSAN IO Controller 
Firmware Tool now 
integrated into VUM

Retrieves and updates 
firmware for the vSAN
Cluster

Can use vendor or 
local repositories

Included in system-
managed baselines
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Lifecycle Improvements for vSAN
Demo

Update Manager Firmware Integration
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VMware vSphere 6.7 Optimizes Host Reboots
Two different ways to reduce host downtime during updates

Single Reboot Upgrade

• Applies to ESXi 6.5 hosts

• Faster upgrades to ESXi 6.7

Quick Boot

• Applies to ESXi 6.7 hosts

• Faster patching of ESXi 6.7 hosts

Helps customers get to 
vSphere 6.7 faster

Minimize maintenance time 
when patching vSphere 6.7
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Quick Boot Demo
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Attach, Check Compliance, Remediate on one screen

Simplified Workflow
vSphere 6.7 Update 2vSphere 6.7 Update 2
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Show Warning if DRS is not Enabled
vSphere 6.7 Update 2
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Disconnect, Removable Devices, Disable Quick Boot

Expose New Features in Remediation Settings
vSphere 6.7 Update 2
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View ESXi Image Details
vSphere 6.7 Update 2
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vSAN – Add Option to Skip Health Check
vSphere 6.7 Update 2
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Allow Remediation of Multiple Baselines
vSphere 6.7 Update 2
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Allow Attach of Multiple Baselines
vSphere 6.7 Update 2
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Minimum Viable Product (MVP) for Host Profiles

• Focused around base operational tasks

Primary capabilities in this release

• Create/update profiles from a host

• Edit host customizations

• Check compliance

• Remediate

* Fully Supported in vSphere 6.7 Update 1 vSphere Client

Host Profiles Web Client Interface (HTML5)
Initial release of Host Profiles UI offers basic capabilities
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Host Profiles
Scheduled Compliance Check
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Host Profiles
Copy Specific Settings
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Driver updates

• vmxnet3 driver available through Windows Update for Windows Server 2016 

• WDDM driver security fix

• Open Source components glib, openssl and libxml2 receive upgrades

VMware Tools 10.3.10 freezes TAR tools for legacy Linux

• No further development for these platforms, all dev efforts to open-vm-tools

– Includes support for legacy kernels

– RHEL 6.x is supported by Red Hat through November 2020

– Over 50% of our RHEL customers run this version

– 10.3.10 includes security fixes backported into TAR/OSP

vSphere 6.7 Update 2 ships with VMware Tools 10.3.5

VMware Tools 10.3.10 Release
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vSphere 6.7 brings forth VM hardware version 14

Primarily HW 14 adds support for security and application technologies:

• VBS, vTPM, vIOMMU

• vPMEM, updates to vRDMA and vNVMe, 

• per-VM EVC

Most resource maximums, such as vRAM and vCPUs stay the same

• Maximum virtual disks increased

– 60 → 256

• New CPU enablement

Virtual Hardware Compatibility Level 
VM Hardware
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vSphere 6.5

vCenter Server Operations Per Second

vSphere 6.7

2x
Superior Performance: vSphere 6.7 versus 6.5

3x Reduction in memory usage

3x Faster DRS-related operations (e.g. 

Power-On VM latency)

(All metrics compared at cluster scale 
limits)
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vSphere 6.7 API, CLI and SDKs
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• Appliance API

• Backup Job Scheduling

• Restore Job Creation

• Granular Service Control

• New Update Workflows

– Policy Handling

– Staging

– Installation

• Service Management

• Local Account Configuration

• vCenter

• New Deployment Methods

• Compute Policies and 
Capabilities

• Storage Policies

• VM Cloning Tasks

• vMotion Support

• List Guest Customization 
Specifications

• VM Tools Management

• Improved Tag Handling

• CIS

• Batch Activity Support

• Task Management

• Content Library

• Configuration Tasks

• Item Lifecycle Management

vSphere RESTful APIs
Newly Added APIs
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VMware PowerCLI
The PowerCLI You Know and Love, Now Available Everywhere

Installable from the PowerShell Gallery

Now Supports PowerShell Core 6.0.1

• MacOS

• Linux

Deprecated Cmdlets

• Get/Set-VMGuestNetworkInterface

• Get/New/Remove-VMGuestRoute

Community Sourced Corrections

Default certificate behavior is to DENY

• Install Trusted Certificates

• Set-PowerCLIConfiguration –InvalidCertificateAction
Ignore
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VMware Datacenter CLI (DCLI)
Automation of vSphere and VMware Cloud on AWS

Accessible via:

• Windows, Linux, Mac OS

• VCSA shell

• Windows vCenter Server Cmd Prompt

Interactive Shell Mode

• Supports Tab Completion

• Saves History Across Sessions

Supported Output Formats

• Simple

• Table

• JSON

• XML

• HTML
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VMware maintained

Get up & running in less than 5 minutes!

SDKs for managing vSphere REST API
and VMware Cloud on AWS

Available in languages such as:

Full of Samples

Community Contributions Welcome

Open-Sourced SDKs Available on GitHub

vSphere Automation SDKs

• REST

• Python

• Java

• Perl

• .NET

• Ruby
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Comprehensive Built-in 
Security
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How do I prevent unauthorized 
access?

You must secure everything

Data Center Reality Check 

How do I ensure my 
infrastructure is locked 
down?

How do I make sure my company’s 
data is not breached?

How do I make sure my 
applications are protected?

How do I securely migrate
my applications to a hybrid 
cloud platform?
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Access > Infrastructure > Data > Applications > Migration

How to Secure Your Data Center with vSphere & vSphere Platinum

vSphere 6.7

S E C U R E  A C C E S S S E C U R E  M I G R A T I O N

S E C U R E  
I N F R A S T R U C T U R E

S E C U R E  D A T A

• VM encryption

• Encrypted vMotion

• Audit quality logging

S E C U R E  
A P P L I C A T I O N

• VMware HCX

• vSphere vCenter Hybrid Linked 
Mode

• VMware Cloud on AWS

• Secure boot

• Support for TPM 2.0

• Virtual TPM 2.0

• Support for VBS

• VMware AppDefense
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Secure Access
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With Actionable Logging

Answer the Who, What, When and How

• Understand WHO changed something

• Get a clear representation of WHAT was 
changed

– From

– To

• Provides down-stream Syslog/SIEM 
solutions with more ACTIONABLE DATA

• Allows for more FOCUSED REMEDIATION 
AND RESPONSE 
to events
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Success Audit Events

SSO Domain 
vSphere 6.7 Update 2
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Failure Audit Events

SSO Domain 
vSphere 6.7 Update 2
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Secure Infrastructure
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Secure Boot for ESXi

Hypervisor Assurance – Digital Code Signing

• Cryptographic ASSURANCE of ESXi

– Vendor UEFI Firmware validates the Boot 
Loader

– Boot Loader validates the Kernel

– Kernel validates the OS components

– All via digital certificates and code signing

• When enabled, unsigned code WILL NOT 
LOAD

• When enabled, unsigned code is UNABLE TO 
BE INSTALLED
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• Uses TPM to store a  MEASUREMENT of the 
boot process

• Confirms that SECURE BOOT 
“did its job”

• Provides additional ASSURANCE

• Provides REPORTING on attestation in the 
vSphere Client

• vCenter COMPARES TPM stored 
measurements with running system to 
validate boot process

TPM for ESXi

Hypervisor Assurance – Remote Attestation
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• Does NOT require a Hardware TPM

• Requires VM ENCRYPTION and KEY 
MANAGEMENT SERVER

• ROOT OF TRUST is in the KMS

• Supported NATIVELY in Windows 10+ and 
Windows Server 2016+

• NO IMPACT to vMotion, DRS or HA

• Disaster Recovery FRIENDLY

Virtual TPM 2.0

Security Without Compromise
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Simple “ONE CLICK” enablement!

• Nested Virtualization

• IOMMU

• EFI Firmware

• Secure Boot

Sets all necessary VIRTUAL HARDWARE settings

VM is ready for ENABLEMENT OF VBS in the Guest OS

Virtualization Based Security (VBS) supporting Credential Guard on vSphere

Support for Windows 10+ / Windows 2016+ Security Features 

ESXi enabled vTPM – Not mapped to physical TPM

Windows
VBS Enabled

Windows
OS

User Apps

Windows Hypervisor

Credential Guard 
& HVCI

Server Hardware with Physical TPM 2.0
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Secure Data
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With Virtual Machine Encryption

Encryption at Rest Without the Complexity

• Hypervisor ENCRYPTS VM home files & VMDKs

• Guest OS AGNOSTIC

– Does not require in-guest OS support

• Requires a KMIP Key Management Server infrastructure

– List in the HCL

• Frees you from SEDs and specialized storage, use what you 
have right now

• EASY TO MANAGE via UI or PowerCLI

• Reports via PowerCLI with ONE LINE OF CODE!

• Additional vCenter Permissions to help PREVENT 
EXFILTRATION
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With Encrypted vMotion

Encryption of Data in Flight

• Encrypts vMotion Traffic

• Encryption done using an 
AES256-bit key and 64-bit Nonce generated 
by vCenter

• One time only use key. 
NOT PERSISTED

• SIMPLE to enable via UI or PowerCLI

• NO network configuration required
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Secure Application
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The Efficient and Secure Platform for Your Hybrid Cloud

Introducing vSphere Platinum

Solution

+

Credits for 

VMware Cloud on AWS 

Secures

Infra and apps leveraging the hypervisor and the power 

of machine learning

Built-in

Operationally simple, with minimal overhead or impact 

on performance

Focus on the ‘Known Good’ State

apps run as they should

Path to the Hybrid Cloud

$10k credits for VMware Cloud on AWS

VMware 

AppDefense

Highlights



Confidential │  ©2019 VMware, Inc. 88

vSphere Platinum Comprehensive Built-in Security

• Focus on detection and response 
to anomalous behavior in the data 
center

• Orchestrate threat response

“The right response at the right 
time” 

• Understand application and VM 
behavior

• Visualize connected application 
components

• Quickly recognize anomalies

“Know what’s good, so you can 
detect what’s bad” 

• Reduce cyber risk with least 
privilege

• Fill a critical gap on the endpoint 
by focusing on application-level 
behavior that attackers often use

“Heart of a secure SDDC” 

Across the Entire IT Environment

Embed threat detection and response into the virtualization layer

Shrink the Attack SurfaceApplication Visibility Behavioral Analysis
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VISIBILITY & CONTEXT (for Cyber Hygiene)
Empowers VI Admins to deliver Secure VMs for data 
center applications

COLLABORATION 
Enables VI Admins to collaborate easily with security, 
compliance and app teams

SECURITY INFRA ADMINISTRATION
Simplifies lifecycle management of the security 
infrastructure with low operational burden

vSphere Platinum Plugin delivers key AppD information to the vAdmin

AppDefense Embeds Visibility and Classification into vCenter

1. Risk Reporting for 
Cyber Hygiene

2. Alarm status of each VM 
creating a communication 
channel between 
infrastructure and security 
teams
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New Scope Level 
Dashboard

Real-time snapshot of your 
application health

Overview of the security 
validation checks performed

Adaptive Allowed 
Behavior

Reduce alerts by 
automatically adapting to 
security events that have 
been classified as normal by 
the AppDefense Verification 
Engine.

Monitoring and Event 
Classification

AppDefense Verification 
Engine now alerts as three 
severities: Serious, Minor, and 
Info to reduce operational 
overhead by focusing on 
critical responses

Application Health 
Monitoring

New counters show how many 
allowed behaviors and 
connections are protected and 
monitored by AppDefense

Built-in VM Security gets Simplified Operations and Enhanced Visibility

AppDefense Updates
vSphere 6.7 Update 2
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http://www.vmware.com/go/testdriveplatinum

Testdrive vSphere Platinum Now!

http://www.vmware.com/go/testdriveplatinum
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Secure Migration
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VMware HCX enables EASY migration to VMware Cloud on AWS with vCenter
Hybrid Linked Mode

Securing the Hybrid Cloud Experience  

Customer Data Center AWS Global Infrastructure

Cross-vCenter Mixed-Version Provisioning

• SIMPLE to configure

• RIGHT-CLICK AND MIGRATE, just 
like a normal vMotion

• NO VIRTUAL MACHINE 
RECONFIGRATION necessary

• NO SWITCHING between VM 
formats
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Universal Application 
Platform
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vMotion for NVIDIA GRID vGPU Powered VMs

Snapshots vMotion
Suspend & 

Resume

Shared Resources

CPU Memory
vSphere

NVIDIA GRIDTM

GPU GPU GPU GPU

GPU

vSphere 6.7 U1

vSphere 6.7 GAvSphere 6.7 GA

GPU



Confidential │  ©2019 VMware, Inc. 96

Features vSphere 6.7 vSphere 6.7 U1

Suspend and resume Supported Supported

Disk-only snapshot Supported Supported

Clone Supported Supported

Powered off migration Supported Supported

Memory snapshot and quiescing Not supported Supported

vSphere vMotion Not supported Supported

vSphere Storage vMotion Not supported Supported

Hot-Add of virtual devices Not supported Supported

Feature Support for vGPU
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Persistent Memory (PMEM)
Convergence of Memory and Storage

New tier of storage aimed at Enterprise Applications

Lower cost than DRAM / Higher performance than SSD

Byte Addressable

Average latency of less than 0.5 microseconds

High durability

Lower power consumption than DRAM

CPU

Cache

DRAM

Flash SSD

Magnetic HDD

PMEM
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Instant Clone helps deploy 
hundreds of VMs instantly without 
needing to reboot while preserving 
the VM state

Helps move to a new paradigm of 
“Just-in-time” provisioning with 30x 
improvement for time taken to fork 
a clone

Customers are already using Instant 
Clone fling today to deploy 700+ 
VMs daily in their production CI-CD 
environment to achieve their 
DevOps goals

Instant Clone

Rebootless Performance Flings

30x

Instant 
Clone

• Single API call 
• Clone independent of the source VM
• vMotion/HA/DRS support 
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Support for 40 & 100 Gb Ethernet and RDMA

• Enables more network-hungry applications & distributed computing

VM Compatibility version 15

• Provides support for up to 256 vCPU

– Will only be supported on vSphere 6.7U2

– Customer driven, targeted at SAP HANA and other compute intensive workloads

– No change to other guest maximums

More Performance for More Applications
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Seamless Hybrid Cloud 
Experience
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Hybrid Linked Mode
Single Management View

Single management view 
across VMware Cloud on 
AWS and on-premises 
datacenter

Supports both embedded or 
external deployments on-
premises

Maintains separate 
permissions between Cloud 
SDDC and on-premises 
datacenter

Enable and disable linking Customer Data 
Center

VMware CloudTM on AWS
Powered by VMware Cloud Foundation

vSphere
incl. VIC

vSAN NSX

AWS Global InfrastructureAWS Global Infrastructure

Operational 
Management

vCenter vCenter

Native AWS 
Services

AWS
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Workload Mobility
Cross-vCenter Mixed Version Provisioning

On-premises Datacenter

vCenter Server 6.5

Software Defined 
Data Center

VMware Cloud on AWS

AWS Global Infrastructure

vCenter Server 6.7

VDS-1

VDS-1

VDS-1

VDS-2

VDS-2

VDS-2

150 ms RTT

Across long distances1

2

Bi-directional

Across different vCenter versions

Across L3 / vSwitches3

Across Clouds4

Requirements

• 150 ms RTT

• 250 Mbps

• VM Compatibility v9

Transit vMotion data is encrypted 
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Per-VM Enhanced vMotion Compatibility

Allows granularity of enabling EVC 
for particular VMs rather than a 
cluster of hosts

Improving the mobility of a VM 
beyond a cluster including to 
VMware Cloud on AWS. 

Persisting EVC mode across:

• Cluster

• Data Center

• vCenter Server 

Persists through a power cycle

VM

Compatibility 
(Hardware) 

v.14
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BREAK
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Pre-Upgrade Considerations
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KB 66977 – EOL vSphere 6.0 

March 12, 2020

VMware Lifecycle Product Matrix

vmware.com/go/lifecycle

vSphere Lifecycle Information
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vSphere 6.7  Upgrade Paths

Source Destination Upgrade Path

vSphere 6.0 (any) vSphere 6.7 (any) Supported

vSphere 6.0 u3j vSphere 6.5 or 6.7 (any) Not Supported

vSphere 6.5 – 6.5 U1g vSphere 6.7 (any) Supported

vSphere 6.5 U2 vSphere 6.7 Not Supported

vSphere 6.5 – 6.5 U2c vSphere 6.7 U1 or greater Supported

vSphere 6.5 U2d/e/f vSphere 6.7 – 6.7 U1b Not Supported

vSphere 6.5 U2d/e/f vSphere 6.7 U2 or greater Supported

vSphere 6.5 U3 vSphere 6.7 – 6.7 U2c Not Supported

vSphere 6.5 U3 vSphere 6.7 U3 Supported

* Always consult the release notes prior to patching or upgrading *
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vSphere Back-in-Time Upgrade Restriction
KB 67077
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Product Release Notes
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vSphere Back-in-time release upgrade restriction
KB 67077
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vSphere Documentation
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http://www.vmware.com/go/interop

vSphere Interoperability Matrices
KB 2006028
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vSphere Interoperability Matrices
http://www.vmware.com/go/interop

KB 2006028
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Update sequence for vSphere 6.7

Note: If you need to update multiple products in your environment, start with updating the product with the lowest sequence number. After you update the 
product, update the product with the next sequence number. If a product is not present in your environment, update the subsequent product. If you need to 
update two products with the same sequence number, the order of update does not matter.

KB 53710
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Hardware Compatibility Guide
CPU/Memory
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Hardware Compatibility Guide
IO Devices

KB 1027206
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ESXi Compatibility Checker
https://labs.vmware.com/flings/esxi-compatibility-checker

Search for Compatible 
IO Devices such as 
Network and Storage

Automated Process

• Provides Compatibility

• Links to supported 
drivers/firmware

• Export to CSV/HTML
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vCheck RVTools

vSphere Health Checks

https://github.com/alanrenouf/vCheck-vSphere https://www.robware.net/rvtools

https://github.com/alanrenouf/vCheck-vSphere
https://www.robware.net/rvtools
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vSphere Upgrade Process
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vSphere Upgrade Process

V V V V V V

vm vm vm vm vmvm

vCenter Server Platform Services 
Controller Step 2: vCenter Server

Step 3: Hypervisor - ESXi

Step 4: VM Tools / Compatibility

Step 5: Storage – VMFS / vSAN

Step 1: Platform Services Controller 

Step 6: Virtual Distributed Switch
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Horizontal Migration

6.7 6.7

XvCenter
Server

vCenter
Server

Appliance

“A vCenter Server migration is BOTH a migration and upgrade”
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Migration / Upgrade Overview

• Support for 6.0 or 6.5 → 6.7

• Retains the identity of the source vCenter Server (UUID, IP, FQDN, Certs, etc.)

• Migration of both embedded and external topologies

• Embedded & External database support: MSSQL & Express, Oracle, Postgres

• Migrates Inventory & Configuration by default (includes VDS)

• Historical and Performance data migration is optional

• vSphere Update Manager (VUM) Included 

• Migration Assistant pre-checks

• Easy rollback
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Historical Data Import Background Import: External Databases Only
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Historical Data Management
External Databases Only
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Rollback

• No changes made to the source vCenter Server
• Shutdown and delete new vCenter Server Appliance
• Join source vCenter Server back to AD domain
• Do not rely on cached credentials on Windows vCenter Server

Original 

Configuration
Misconfiguration
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vSphere Update Manager (VUM)

• Requires migration assistant only for 
migration

• Unregister extension to prevent 
migration 

• vCenter Server FQDN or IP/mob

• com.vmware.vcIntegrity

KB1025360
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Step 1: Migration Assistant Step 2: Migration Tool

Migration Steps

• PSC & vCenter Server pre-checks
• Data transport mechanism

• Stage 1: VCSA deployment
• Stage 2: Configuration & data import
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Migration Assistant

• Run on source PSC, vCenter 
Server, or VUM

• Validate DNS & NTP 

• What’s installed on vCenter 
Server being migrated

• Topology & migration settings

• Port 9123
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Migration Tool

• On a Routable network to 
source

• Temporary IP address

• Target vCenter or ESXi

• VCSA size same or greater

• Active Directory account

• Estimated time built-in (vSphere 
6.7)
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Migration Embedded Workflow
ST

EP ▪ Externalize other installed 
VMware or 3rd party 
products Ex: SRM, Plugins

▪ Run the Migration 
Assistant on the 
embedded deployment

▪ If VUM is external run 
the Migration Assistant 
prior to the embedded 
deployment otherwise 
go straight to step # 3

▪ Migrate the embedded 
deployment using the 
Migration Tool from a 
machine with a routable 
network to the source vCenter 
Server

▪ Log in the vSphere Web Client and validate
1

ST
EP 2

ST
EP 3

ST
EP 4

5

ST
EP
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Migration External Workflow

▪ Externalize other installed 
VMware or 3rd party products 
Ex: SRM, Plugins

▪ Run the Migration Assistant on 
the external PSC

▪ If VUM is external run the 
Migration Assistant prior to 
the vCenter Server 
otherwise go straight to 
step # 4

▪ Migrate the external 
PSC node using the 
Migration Tool from a 
machine with a 
routable network to the 
source PSC

▪ Run the Migration 
Assistant on the external 
vCenter Server

▪ Migrate the vCenter Server using the 
Migration Tool from a machine with a 
routable network to the source vCenter 
Server

▪ Log in the vSphere 
Web Client and 
validate

ST
EP 1

ST
EP 3

ST
EP 5

ST
EP 2

ST
EP 4

ST
EP 6
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vCenter Server Appliance CLI Installer

VMware-VCSA-all-*.ISO

• vcsa-cli-installer

• Example Templates

• Precheck

• Help

• VCSA lifecycle

• Install

• Upgrade

• Migrate

• Batch Mode
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CLI Demo
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Top Migration and Upgrade Considerations

1. DNS & NTP are critical 
2. Know your topology & What’s installed on vCenter Server
3. Migration Tool will not use a previously deployed VCSA
4. Recommended to only Export Configuration & Inventory
5. Check Interoperability  Matrices for VMware solutions
6. Check Vendor Websites for 3rd party solutions
7. Backups – Image level or Native File-Based
8. Display Name Retention
9. Verify connectivity of plugins
10. Dual homing not supported on VCSA

Bonus
• ESXi hosts are not touched 
• Target hosts must be 6.0 or greater



Confidential │  ©2019 VMware, Inc. 136

Hypervisor Upgrades - ESXi

Support for

latest server

hardware

vSAN
improvements

VM, Host, and 
Cluster scalability 

boosts

VMFS

enhancements
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Easily Import Image

Install Upgrades, Patches and 
Extensions in single Step using VUM 
Baselines

To be used when you need to patch 
to version other than vCenter 
Server

• Ex: vCenter Server 6.7 and 
Upgrade ESXi Hosts from 6.0 to 6.7

To be used when hosts in remote 
site need to be patched locally

• Ex: Slow Internet Connection and 
Unable to Stage the ISO in VUM

Install new image on reboot

Stateless and Stateful Installations

Requires use of Host Profiles

ESXi Upgrade

vSphere Update Manager Interactive / Scripted Auto Deploy
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VMware Update Manager on Windows

• Additional Windows VM for VUM

• Extra configuration; DB dependency

• Sizing and latency considerations

• No inherent backup or failover

VMware Update Manager on VCSA

• Integrated and enabled by default

• Zero setup; embedded DB

• Scalable and low impact on resources

• Leverages VCSA HA and backup

vSphere Update Manager (VUM)

2-3X
Increase
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Upgrading ESXi hosts via vSphere Update Manager

vCenter Server

Appliance 6.7

Virtual Machine

ESXi 6.5

ESXi 6.5

ESXi 6.5

ESXi 6.5

ESXi 6.7

ESXi 6.7

ESXi 6.7

ESXi 6.7
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VM Tools

Production Cluster

ESXi

ESXi

ESXi

App 1

Tools - Current

Tools – Out of Date

Tools – Out of Date

Tools – Out of Date

App 2 Tools - Current

App 3

App 4

App 5
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VM Compatibility formerly vHardware

Production Cluster

HW v10

HW v10

HW v13

ESXi

ESXi

ESXi

Schedule available per VM 

App 1

App 2

App 3

App 4

App 5

HW v10

HW v11
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Upgrading VMware Tools & Compatibility

vCenter Server

Appliance 6.7

Virtual Machine

ESXi 6.7

ESXi 6.7

ESXi 6.7

ESXi 6.7

App 1

App 2

App 3

App 4

App 5

Tools - Current

Tools - Current

Tools – Upgrade Available

Tools – Upgrade Available

Tools – Upgrade AvailableApp 5

App 4

App 3

Tools - Current

Tools - Current

Tools - Current

ESXi 6.0 and later (VM version 11) 

ESXi 6.7 and later (VM version 14) 

ESXi 5.5 and later (VM version 10) 

ESXi 6.7 and later (VM version 14) 

ESXi 6.0 and later (VM version 11) 

ESXi 6.7 and later (VM version 14) 

ESXi 6.7 and later (VM version 14) 
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Storage – VMFS6

Feature / Function VMFS6 (6.5 or 6.7) VMFS5 (5.x or 6.x)

Access for ESXi 6.5 or 6.7 hosts Yes Yes

Access for ESXi hosts version 6.0 and earlier No Yes

Datastores per host 512 512

Automatic space reclamation Yes No

Space reclamation from guest OS Yes Limited

MBR storage device partitioning No Yes

Block size 1 MB 1 MB

Default snapshots SEsparse
VMFSsparse (virtual disks < 2 TB 

SEsparse (virtual disks > 2 TB)
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Upgrading VMFS Storage

vCenter Server

Appliance 6.7

Virtual Machine

KB2147824
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Upgrading vSAN Disk Version
KB2146381
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• Dedicated Gateways for VMkernel Network Adapter 

• Prior to vSphere 6.5, vSphere DRS, vSphere vMotion, iSCSI, and provisioning have leveraged a single gateway. 

• Virtual Distributed Switch Enhancements

• Distributed switch: 6.6.0

– MAC Learning

• Distributed switch: 6.5.0

– Port Mirroring Enhancements

• Distributed switch: 6.0.0

– Network I/O Control version 3

– IGMP/MLD snooping

Networking
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Upgrading Virtual Distributed Switches (VDS) 

vCenter Server

Appliance 6.7

Virtual Machine

ESXi 6.7

ESXi 6.7

ESXi 6.7

ESXi 6.7

vSphere 
Upgrade 

Complete!!

KB2147824KB 52621
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vSphere Upgrade Documents

Knowledge Base Articles
• Information before upgrading to vSphere 6.7 (53704)
• VMware vSphere Upgrade Policies (2149713)
• Update Sequence for vSphere 6.7 and its compatible VMware products (53710)
• Best Practices for upgrading to vCenter Server 6.7 (54008)
• Supported and Deprecated Topologies for VMware vSphere 6.5 (2147672)
• Supported Upgrade paths for vSAN 6.6 (2149840)
• Migrating VMFS 5 datastore to VMFS 6 datastore (2147824)
• Known issues while upgrading to DVS version 6.6 (52621)

Documentation
• VMware vSphere 6 Documentation

• Release Notes
• Configuration Maximums
• Product documentation including vSphere Upgrade Guide

• Guest Operating System Installation Guide
• VMware Compatibility Guide

https://www.vmware.com/support/pubs/vsphere-esxi-vcenter-server-6-pubs.html
https://configmax.vmware.com/
http://partnerweb.vmware.com/GOSIG/home.html
https://www.vmware.com/resources/compatibility/search.php
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Cross vCenter Workload Migration Utility
https://labs.vmware.com/flings/cross-vcenter-workload-migration-utility
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• Migration Support from vSphere 5.0+

• Utilizes hypervisor replication 

• Upgrade VM Tools / Compatibility

• Remove snapshots

• Force unmount ISOs

VMs replicating while remaining online in 
source on-premises environment.

Benefits

NSX Hybrid Connect
Migrate 1000s of VMs with Minimal Downtime

VMware Cloud on AWS 

On-Premises DC

Extended NetworkOn-Premises DC

vMotion with vSphere Replication
WAN acceleration, compression, and de-

duplication

Active

Schedule switchover immediate after 
replication, or in a pre-determined 
maintenance window.

Replicating

Overview
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Post-Upgrade Considerations
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VMCA Provides the Root
certificate

All vSphere Certificates 
chain to VMCA

Regenerate certificates on 
demand easily

Recommended

Certificates

VMCA Default

Replacement of the 
Machine_SSL certificates

VMCA provides the 
certificates for Hosts and 
Solution Users

Very popular with high 
security customers

Recommended

Hybrid

Disable VMCA as CA

Provision Custom 
certificates for each 
solution user and 
endpoint

More complicated

For highly security 
conscious customers only

Custom

Replace VMCA CA 
Certificate with a 
Subordinate CA certificate 
from enterprise PKI

Upon removal of old 
VMCA CA certificates, all 
old certificates will be 
regenerated

Not Recommended

VMCA Enterprise
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vCenter High Availability
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PSC & vCenter Server High Availability
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Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

Backup Before Starting
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Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server
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Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server

2
Convergence

Tool
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3

Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server

2
Convergence

Tool
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3

Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server

2
Convergence

Tool

Platform
Services

Controller
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3

Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server

2
Convergence

Tool

PSC
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3

Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server

2
Convergence

Tool

PSC

Replication
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43

Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server

2
Convergence

Tool

PSC
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43

Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server

2
Convergence

Tool

PSC

Platform
Services

Controller



Confidential │  ©2019 VMware, Inc. 164

43

Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server

2
Convergence

Tool

PSC PSC
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43

Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server

2
Convergence

Tool

PSC PSC

Replication
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5vcsa-util decommission

43

Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server

2
Convergence

Tool

PSC PSC
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5vcsa-util decommission

43

Convergence Example

Platform
Services

Controller

vCenter
Server

Appliance

vCenter
Server

Appliance

1

Jump
Server

2
Convergence

Tool

PSC PSC
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Convergence Example

vCenter
Server

Appliance

vCenter
Server

Appliance

vsphere.local
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vCenter Server Converge Tool
Demo

UI Converge Demo
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File-Based Backup & Restore
Native vCenter Server Appliance Backup

Backup Management

• Scheduled Backup

• Retention option

• Backup activity

Verifies VCSA state

Supports VCSA & PSC appliances

Supported Protocols include:

• HTTP/S

• SCP

• FTP/S

• NFS (6.7 Update 2)

• SMB (6.7 Update 2)
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File-Based Backup & Restore

Restore directly from VCSA ISO

Browse Restore Files

External PSC restore not supported 
when replication partners are 
available

Embedded Linked Mode Supported 
with reconciliation

Retains VCSA identity
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Domain Repoint
Move vCenter Server Across Domains

Consolidate vSphere SSO Domains

Migrates Tags, Licenses, Categories, 
Global Permissions

Pre-check option

External Deployments 

Embedded Deployments (6.7U1)

cmsso-util domain-repoint
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Domain Repoint: Embedded Deployment
cmsso-util domain repoint

vCenter
Server

Appliance

vsphere.local

Current environment: separate SSO domains

vCenter
Server

Appliance

vsphere.local

vCenter
Server

Appliance

vsphere.local

vCenter
Server

Appliance

Goal: single SSO domain

Enhanced Linked Mode

vSphere 6.7 Update 1
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Splitting Enhanced Linked Mode
cmsso-util domain-repoint

vCenter
Server

Appliance

vsphere.local

vCenter
Server

Appliance

vsphere.local

vCenter
Server

Appliance

vsphere.local

vCenter
Server

Appliance

Current environment: single SSO domains

Enhanced Linked Mode

vSphere 6.7 Update 1

Goal: separate SSO domains
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• Photon OS - operating system 
built for virtualization

• OS vulnerability patches on a 
monthly release cycle

• Patches available on 
my.vmware.com patch portal

• Security alerts on the VMware 
Security page

Efficient Security Patch Delivery
Predictable Monthly Cadence

Delivery Patches Advisories

http://www.vmw.re/productpatches http://www.vmw.re/securityadvisories
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Additional Resources
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vSphere 6.5 Upgrade eBook vSphere 6.7 Upgrade eBook

vSphere Upgrade eBooks

http://vmware.com/go/65ebook http://vmware.com/go/67ebook
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vSphere Central
http://vspherecentral.vmware.com

• Curated repository of 
vSphere resources including 
blogs, KBs, videos, and 
walkthroughs

• Simple to access and a single 
URL to remember

• Conveniently export 
resources to PDF for offline 
viewing
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vSphere Central – Path Finder
https://vspherecentral.vmware.com/path-finder/

• Online, browser-based tool 
– no install necessary

• Walks you through key 
decisions when planning 
and upgrade or new 
deployment

• Provides 
upgrade/deployment steps 
along with a diagram and 
links to key documentation
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https://vmware.com/go/vsphere67playlist

vSphere YouTube Channel
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@ VMvillage

HCI Assessment 
(HCI)

vSphere Optimization 
Assessment (VOA)

vSphere Assessment Tool 
(vSAT)

Virtual Network Assessment 
(VNA)

HOURS

Monday, Nov. 4th 12:00 PM – 5:00 PM
Tuesday, Nov. 5th 8:00 AM  – 5:30 PM
Wednesday, Nov. 6th 8:00 AM  – 5:00 PM
Thursday, Nov. 7th 8:00 AM  – 2:30 PM

Assessment demos and raffle: Mon 4:30pm, Tues & Wed, 
1:30pm and 4:30pm, Thurs 1:30pm

Closed for keynote 9:00 AM -10:30 AM

Learn how to use VMware Assessment 
Tools to discover, design and optimize your 

IT environment live @ VMworld Europe
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QUESTIONS?






