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A few simple steps will help you stay cyber safe and
protect your personal data and identity all year round.

The National Cyber Security Alliance (NCSA) and Better i
Business Bureau (BBB) are encouraging consumers to get

their online lives in good order by conducting a thorough /
cleanse of their cyber clutter. With preventing identity theft
a top safety concern for Americans,® NCSA and BBB urge :

everyone to make “digital spring, cleaning” an annual ritual to

help protect valuable personal data.,
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REFRESHING YOUR ONLINE LIFE IS A RELATIVELY SIMPLE PROCESS. NCSA HAS IDENTIFIED
THE TOP TROUBLE-FREE TIPS EVERYONE SHOULD FOLLOW THIS SPRING.

KEEP A CLEAN MACHINE:

DECLUTTER YOUR MOBILE LIFE:

DO A DIGITAL FILE PURGE:

OWN YOUR ONLINE PRESENCE:


https://lockdownyourlogin.com
https://staysafeonline.org/download/datasets/19790/Keeping_Up_With_Generation_App_Findings_Summary.pdf
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HERE ARE SOME USER-FRIENDLY TIPS TO HELP WITH THE SAFE DISPUSAL OF

ELECTRONICALLY STORED DATA. PREP YOUR DEVICES IN ADVANCE OF PARTICIPATING
IN BBB’S

KNOW WHAT DEVICES TO DIGITALLY “SHRED™:

CLEAR OUT STOCKPILES:

EMPTY YOUR TRASH OR RECYCLE BIN ON ALL DEVICES AND BE CERTAIN TO WIPE AND OVERWRITE:

DECIDE WHAT TO DO WITH THE DEVICE:


http://www.bbb.org/council/news-events/events/2015/01/secure-your-id-day/
https://www.shredit.com/en-us/home
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf
https://msisac.cisecurity.org/

