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Enrollment and Access

NYS Payroll Online (NYSPO) allows you to view and print your pay stub; choose to stop
receiving a printed pay stub; view and print current and prior year Form W-2, Wage and
Tax Statements (W-2); provide consent to stop receiving printed W-2s; update your
email address; and change your tax withholdings.

But before you are ready to do all that, you will need to enroll in NYSPO using your
NY.gov account (government issued) username and password. The enroliment process
requires you to complete several steps to ensure the security of your personal
information, including:

e |If necessary, create a new password.

e Set up ‘Shared Secrets’ — secure questions and answers to be used when
requesting password resets.

e Set up multifactor authentication.

e Verify your identity.

It is strongly recommended that NYSPO users set up more than one method of
multifactor authentication for future use.

If you do not know your NY.gov account information, your agency can provide you with a
username and temporary password. Contact your agency coordinator, IT security
department, or payroll administrator. If you have forgotten your NY.gov username, use
the “Forgot your Username” link to retrieve your username. If you know your NY.gov
username but have forgotten your password, use the “Forgot your Password” link to
reset your password.

You will also want to have a recent pay stub nearby for reference.



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.osc.state.ny.us%2Fstate-agencies%2Fpayroll%2Fnyspo&data=04%7C01%7CNYSPOHelp1%40osc.ny.gov%7Cc6cddde07e1947cd869b08d8cc44763b%7C23b2cc00e77644cba980c7c90c455026%7C0%7C0%7C637483941690647619%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=TujGRZK2NiCFVzMpyPo9fqsx0KzhhGQ7J8HtETlIEvU%3D&reserved=0
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NYSPO Enroliment Using Multifactor Authentication

NOTE: If you are already enrolled in NYSPO, skip ahead to the NYSPO Log In Section
To begin your enrollment in NYSPO, go to https://psonline.osc.ny.gov.

1. Enter your username and temporary password.
2. Complete the Captcha verification.
3. Click Sign In.

my.ny.gov
NY.GOV ID
3 NY.GOVID
Secure Access to New York State Services
Username
Password
Captcha
™

I'm not a robot

zgcmm

Forgot Username? or Forgot Password?

Create an Account

Need help? Get Assistance



https://psonline.osc.ny.gov/

Set up ‘Shared Secrets’

If you have not previously enrolled in NYSPO, you must set up a series of three
questions and answers that will be used to confirm your identity if you request a
password reset.

1. Select one of the Shared Secret Questions from each of the three drop down
menus.

2. Enter your Answer.

NOTE: Each answer must contain a minimum of four characters.
3. Re-enter your answer to Confirm Answer.
4. Click Save and Continue.

-
my.ny.gov

NY.GOV ID

For security purposes, please set the following questions/answers. These will be used for password recovery.

* indicates required field

*Question 1
‘ Select One v

*Answer

*Confirm Answer

*Question 2
‘ Select One v

*Answer

*Confirm Answer

*Question 3
‘ Select One v

*Answer




Change Password

If you have a temporary password provided by your agency or your password is old, you
will need to create a new one.

1. Enter a new unique password — It must contain a minimum of fourteen characters
including upper- and lowercase letters, at least three letters, and at least one
number.

NOTE: An error message will appear if you attempt to re-use an old password.
2. Re-enter your new password.
3. Click Change Password.

(:\A—

my.ny.gov.
NY.GOV ID
You have to change your password to continue.

3 NY.GOVID

Secure Access to New York State Services

New Password

Confirm Password

Change Password




NYSPO Log In

Once you have changed your password (if necessary), you will be directed to log into
your NYSPO account.

1. Enter your username and new password.
2. Complete the Captcha verification.

3. Click Sign In.

my.ny.gov
NY.GOV ID
3 NY.GOVID
Secure Access to New York State Services
Username
Password
Captcha

™

I'm not a robot

zGAFTCHA

Forgot Username? or Forgot Password?

Create an Account

Need help? Get Assistance




Multifactor Authentication

For an additional layer of security, you must set up one or more methods of multifactor
authentication. You will need a mobile device, tablet (for Okta Verify or Google
Authenticator), or landline telephone nearby during this process.

NOTE: You can set up more than one multifactor authentication option in this step.
The options for Multifactor Authentication are:

Okta Verify application

Google Authenticator application
SMS Authentication

Voice Call Authentication

Proceed to the section below that applies to the factor you are attempting to set up.




Okta Verify:
1. Choose Okta Verify method and click Setup.

5 NY.GOVID

Set up multifactor authentication

D S u e e—— ]

0 Okta Verify

Use a h notification sent to the
mebile app.
Setup 1 r

e Coogle Authenticator

@ SMS Authentication

Enter a sir

moDile pr

use code sent to your

Setup

’ e N
@ Voice Call Authentication
Use a phone to authenticate by
following voice instructions.
Setup J




2. Select the type of device you will use to set up Okta Verify.

3. Click Next.

5 NY.GOVID

Download Okta Venfy from the App
Store onto your mobile devic
'




4. Download the Okta Verify app and open the app on your device.

< Search

Okta Verify

Okta, Inc.

—4

GET M

4.4 4+ #19 A

% % % %k ¥ Years Old Business Okta, Inc

Seamless authentication

Protect your acct
and device security

two-factor authe

will T - 9:41
[6) okta Verif
o, o
901813
okta E ocorpuktacom
309703
How it works i
b
e Ok Vety Yo confiyour ety 200 901




5. Click Add Account or the plus sign in the top right corner to add an account.

Ways to verify

When signing in, enter a code from this app, tap
Yes on a push notification, or tap the "Sign in
using Okta Verify on this device" button.

Add Account

11




6. Choose Organization for your Account type in the Okta Verify app.

Add Account

Choose Account Type

Choose the type of account you would like
to add

m ?rg.anizatlcrn ; 6>
Q. . >

12




7. Using the Okta Verify app click “Yes, Ready to Scan’ and scan the QR code on
NY.Gov to set up your Okta Verify account.

; NOTE: If your device cannot
If.} NY.GOVID scan the QR code, see

instructions on ‘how to set up

Okta Verify without scanning’.

Q , NOTE: If you do not want to
g ' proceed with setting up this

authentication method type,
| select ‘Back to factor list’.

Setup Okta Verify

14 Okta Verify

Do You Have Your QR Code?

Ei

Before you continue, make sure your QR code is
shown on another device, such as a laptop

Where do | get my QR code?

Yes, Ready to Scan

Mo, Sign In Instead 1

13



8. Once your NY.gov account has been added on your Okta Verify app, click Done.

Okta Verify

Account Added

MFASIUser

You can now securely sign in to your
organization's apps.

Return to your organization's instructions to
continue,

Important: Keep this app installed on your device.
You'll need it to sign in.




9. Select an additional optional factor to set up (recommended) or click Finish to
complete setting up Multifactor Authentication.

& NY.GOVID

Set up multifactor authentication

onfigure any additional optional

Enrolled factors
& oxaveriry )

Additional optional factors

Google Authenticator

NOTE: All desired methods for multifactor authentication need to be set up before
you click Finish. You will not be able to add a different multifactor authentication
option at a future time.

15




Google Authenticator:
1. Choose Google Authenticator option and click Setup.

5 NY.GOVID

Set up multifactor authentication

R B

e Okta Verify
Use a push notification sent to the

Setup

Coogle Authenticator

Se'-wr- —— 1

@ SMS Authentication

Enteras

ngle-use code sent to your

Setup

: T 5
@ Voice Call Authentication
Use a pt = to authent iy
fo ng voice instructions.
Setup d
]
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2. Select the type of device you will use to set up Google Authenticator and click
Next.

5 NY.GOVID

<

Setup Google Authenticator
Select your device type -ﬁ 2

() iPhone

Al rede r
Android F

A%

3. Download the Google Authenticator app on your device (if you already have the

app on your device, proceed to the next step).
& Search

Google Authenticator
Google LLC

4.8 4+ #7
o o g ok Years Old Utilities Google LL

What's New Version History

Version 3.4.0 3mo ago

- Added iPad multitasking features and the ability to
drag & drop OTP codes
- Minor bug fixes

Preview

240 - - 2:40

Stronger security with Simele s?tu;

@l f =2 & Q

17



4. Using the Google Authenticator app select the “Scan a QR code” option and scan
the QR code on NY.Gov to set up your Google Authenticator account.

[

Set up your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,
go to g.cof2sv

[®] ScanaQRcode e — 4

Enter a setup key

5. Click Next.
3 NY.GOVID

©

Setup Google Authenticator I

NOTE: If your device cannot scan the QR code, see instructions on ‘how to set up
Google Authenticator without scanning’.

NOTE: If you do not want to proceed with setting up this authentication method
type, select ‘Back to factor list’.

18



6. Enter the passcode shown in the Google Authenticator app on NY.Gov.

= Search for accounts

T = -}

565 038 g B ¢

7. Click Verify.

5 NY.GOVID

e

Google Authenticator

Enter your Coogle Authenticator passcode

Enter Code

—6

[ ] Do not challenge me on this device for the

next 30 days

4

19




8. Select an additional optional factor to set up (recommended) or click Finish to
complete setting up Multifactor Authentication.

& NY.GOVID

Set up multifactor authentication

You can configure any additional optional

or or click finish

Enrolled factors

g Google Authenticator )

Additional optional factors

e Okta Verify

Use a push notification sent to the

mobile app

Setup

@ 5MS Authentication
Enter a single-use code sent to your

mo

obile phone

Setup

Voice Call Authentication
ohone to authenticate by

NOTE: All desired methods for multifactor authentication need to be set up before
you click Finish. You will not be able to add a different multifactor authentication
option at a future time.




SMS Authentication:
1. Choose SMS Authentication method and click Setup.

5 NY.GOVID

Set up multifactor authentication

requi

RN B

e Okta Verify

Use h notification sent to the

app.

Setup

e Coogle Authenticator

n | ]|
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2. Enter the phone number at which you would like to receive a SMS verification
code.

& NY.GOVID

e

Receive a code via SMS to authenticate
United States v

Phone number

Send code

3. Click Send code.

NOTE: If you do not want to proceed with setting up this authentication method
type, select ‘Back to factor list’.




4. Your device will receive an SMS text message with a 6-digit verification code.
Enter the verification code in the box provided.

5 NY.GOVID

=

Receive a code via SMS to authenticate
United States v

Phone number

Enter Code

5. Click Verify.




6. Select an additional factor to set up (recommended) or click Finish to complete
setting up Multifactor Authentication.

& NY.GOVID

Set up multifactor authentication

You can configure any additional opticnal
factor or click finish

Enrolled factors
; Google Authenticator (]

@ SMS Authentication v

Additional optional factors

e Okta Verify

Use a push notification sent to the

mobile app.

Setup

Voice Call Authentication

Use a phone to authenticate by
following voice instructions.

6

NOTE: All desired methods for multifactor authentication need to be set up before
you click Finish. You will not be able to add a different multifactor authentication
option at a future time.

24



Voice Call Authentication:
1. Choose Voice Call Authentication method and click Setup.

& NY.GOVID

Set up multifactor authentication

Your company requires multifactor
authentication to add an additional layer of
security when signing in to your Okta account

e Okta Verify
Use a push natification sent to the
mobile app

Setup

ﬁ Coogle Authenticator
= Enter single-use code from the
mobile app

Setup

@ SMS Authentication
Enter a single-use code sent to your
mobile phone

Setup

@ Voice Call Authentication
Use a phone to authenticate by
following voice instructions.

Setup h 1

25




2. Enter the phone number at which you would like to receive a voice call verification
code.

& NY.GOVID

Follow phone call instructions to
authenticate

United States ¥

Phone number Extension

=2

Back to factor list

555-555-5555|

3. Click Call.

NOTE: If you do not want to proceed with setting up this authentication method
type, select ‘Back to factor list’.




4. Your phone will ring; once you answer the call an automated voice will give a 5-
digit verification code.

5 NY.GOVID

Follow phone call instructions to
authenticate

United States b

Phone number Extension

555-555-5555

—4

Enter Code

| v 5

Back to factor list

nqa0g

e

58]

NOTE: The automated voice will repeat the code twice and the call will be
disconnected.

5. Enter the verification code.

6. Click Verify.




7. Select an additional factor to set up (recommended) or click Finish to complete
setting up Multifactor Authentication.

5 NY.GOVID

Set up multifactor authentication

You can configure any additional optional
factor or click finish

Enrolled factors

€  sMs Authentication (]
\::\ Voice Call Authentication (]

Additional optional factors

e QOkta Verify
Use a push notification sent to the
mobile app

Setup

e Google Authenticator

Enter single-use code from the
mobile app

Setup 7 7

NOTE: All desired methods for multifactor authentication need to be set up before
you click Finish. You will not be able to add a different multifactor authentication
option at a future time.




Set Up ‘State Identity Service’
@ Secendary email

O Idon't have a secondary email

Choose a forget password guestion

‘ What is the food you least liked as a child? v |

Answer

@ Click a picture to choose a security image

— ———

4 E—— Create My Account

1. Enter your secondary email or, if you do not have or wish to provide an additional
email address, select ‘1 don’t have a secondary email.’

2. From the drop-down menu, select a ‘forgot password question’ and enter your
answer in the box below for your chosen question.

3. Select a picture for your security image.

4. Click Create my Account.

29



Log In Using Multifactor Authentication

1. If you have more than one set up, select an authentication factor using the drop-
down arrow.

& NY.GOVID & NY.GOVID

- SNE
\9 7 | — 1 & |
Select an authentication factor Select an authentication factor
9 Okta Verify (iPhone) @ 5MS5 Authentication

_G Google Authenticator Q Voice Call Authentication

2. Click Call/Send Code/Send Push.

& NY.GOVID

Okta Verify (iPhone)

'

Lr enter coae

end push automnatica

Se

Do not challenge me on this device for

he next 30 days ‘




3. When prompted, enter verification code given from the SMS text message/voice
call/Google Authenticator/Okta Verify.

NOTE: If you are using the Okta Verify application and choose Send Push, you
will not be prompted to enter a code.

4. Click Verify.

&5 NY.GOVID & NY.GOVID

e o

Google Authenticator 5MS Authentication

Enter your Google Authenticator passcode +1 KKK ) 2
Enter Code Enter Code /

940450 h 3 | Send code

— I s Fust ERalanas- s .an HhiE deates B b

~| Do not challenge me on this device for the L R T e e e e e s
= next W

next 30 days

Help?

& NY.GOVID

Q

Voice Call Authentication

+] K- H)
Enter Code / /

2

Ca




NYSPO Verification

You are required to complete additional verification before being initially accessing
NYSPO.

1. Enter your first and last names exactly as they appear on your pay stub.

2. Enter a work and/or other email address in the appropriate field. Designate one
of the email addresses as your primary email address by clicking on the
checkbox above the email address.

3. Re-enter your email address(es) to confirm.
4. Enter the last four digits of your Social Security Number.

5. Enter your New York State Employee ID. (Your ID can be found near the top of
your pay stub or in LATS if your agency uses it.)

6. Click Submit to complete the NYSPO verification. You will be automatically
redirected to the NYSPO Home page.

NOTE: Your account will be suspended and you will be instructed to contact your payroll
administrator after three (3) failed attempts to verify your account.

2 Services MNews Government Local

I “Ew 4{1&-‘1}-‘ NY.gov Online Services

NYS Payroll Online users must complene the User Verification form Below.

* Denates required field 9
First Mame *Last Mame
1 ﬁ‘ WYS Employee
‘Waork Email Address Primary Other Email Address: = Primary
2 ﬁ- rysemployes@osc stale ny us mysemployes@agmal com
Confirm Work Email: Confirm Other Email:
3 q nysemployee@osc stale.ny.us nysemployee@gmail com
Last 4 Digits of 55N Mew York State Employee D
MO 23456 T h

6 q Submit Cancel and LogOut

32



NOTE: For further explanation of each field, place your cursor inside the field to reveal
additional details (A). You can also click on the red ? icon (B) to display the User
Verification Form Details window (C), which contains information for all of the fields on
the User Verification page. If you encounter an error on the verification page, it will
appear above the form with a 2 digit number (D). A list of the verification errors can be
found in the Troubleshooting Guide.

Nﬁwmuﬂwmm ohe Liser Werification form Below,

Denotes required Tield a

*First Mame Last Mame

£ Uned o venfy your ety
Fiaase arviar your first mama sxsctly 03 1§ ApPAdrY on your pay atsh
Work Ermail Address: L) Prirmary b R iy A.

1 reci depasnt advice siabe

Confinm Waork Email Confirm Other Ermail

Last 4 Digits of 55M Mew York State Employes ID

Submit Cancel and LogOut

2 CIATE Services Mews Government Local
:] User Venly - Google Chiome =i ﬁ
B Secure | hitps//my.ny.gov,
User Verification Form Details
" Eirst Hame
* Last Nams
Work Ermad Address Primary Flag
Viork Emad Address
al'lgl' El'l'ai ﬂs mpfl"ﬂaf:,' EN

Char Email Address

Coanfirm Cithas Erail

" Lt 4 Doty of SSN

‘— HeE c
* First Name
Usad o wardy your sdentity Please anter your frsl name exaclly as 2 AppEars on yous pay Sub of direcl
depost advice stabemant
* Last Nama
Usad 1o var ‘:\. wour ety Piaasa ertar WOur last namg sxacly as il appaars on your pay shulb or diract
depast advics slabemeant
-

Work Email Addiess Prinary Fla

E] You haes eniesed iralid dats 9000, G Plegts comeacy your Payiol Admsisraioe h D



https://www.osc.state.ny.us/payroll/nyspo/troubleshooting-guide.pdf

NYSPO Help Desk Contact Information

Office of the State Comptroller
Attn: NYS Payroll Online

110 State Street

Albany, NY 12236

Phone: 518-408-4271

Email: NYSPOHelp@osc.ny.gov

Hours of Support: Monday to Friday, 8:00 AM to 4:30 PM






