Eduroam Setup for Windows 10.
THESE INSTRUCTIONS ARE FOR WINDOWS 10

The screenshots and menu options referenced here may be slightly different depending on the edition of Windows
you are running.

This document contains the following instructions.

1. Configuring Your Windows 10 device for eduroam

2. Connecting to eduroam

3. Updating credentials if you change your password

4. Downloading and Installing the Certificate required to connect to eduroam

Please Note:

Windows 10 will not permit you to simply select eduroam from your list of wireless networks and enter your
credentials. You must follow the instructions below.

1: Configuring Your Windows 10 device for eduroam

Windows 10 requires eduroam credentials to be saved/stored therefore if you change your network password you
will need to follow the instructions on

“Updating credentials if you change your password”.

Setting up the eduroam connection

1.1 Right click on the “Wi-Fi/Wireless” icon on the System tray, as highlighted in the screen below, and then click on
the “Open Network and Sharing Centre”

link.

Troubleshoot problems

9:00 AM
29-Oct-15

| Open Network and Sharing Center

@) = *Z ) B ENG

/) &g CINO

29-Oct-15

1.2 Choose “Set up a new connection or network”.
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+* Network and Sharing Center - O X
1 &F <« Net.. > Networkand Sharing ... v O Search Control Panel P

View your basic network information and set up connections
Control Panel Home

View your active networks

Ch dapter setti
kSt - You are currently not connected to any networks,

Change advanced sharing
settings Change your networking settings

ﬁ. ISet up a new connection or network I
Set up a broadband, dial-up, or VPN connection; or set up a router or
access point.

[f:-‘] Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting
information.

1.3 Click on “Manually connect to a wireless network”. Click on the “Next” button.

£ X
'E Set Up a Connection or Network
Choose a connection option
Connect to the Internet
Set up a broadband or dial-up connection to the Internet.
| Set up a new network
<a®_, Setup a new router or access point.
ﬁ Manually connect to a wireless network
=38 Connect to a hidden network or create a new wireless profile.
l: Connect to a workplace
Set up a dial-up or VPN connection to your workplace,
| Cancel

1.4 Type in/complete the network details exactly as shown in the diagram below, then click on the “Next” button
Network Name: eduroam

Security type: WPA2-Enterprise
Encryption Type: AES
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Select “Start this connection automatically”

<« *;" Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: I eduroam I

Security type: | WPA2-Enterprise v
Encryption type: IAES l
Security Key: Hide characters

I Start this connection automatically I

[[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Coce

1.5 Click on “Change Connection Settings”.

¥ Manually connect to a wireless network

Successfully added eduroam

—> Change connection settings
Open the connection properties so that | can change the settings.

1.6 Click on the “Security” tab at the top of the dialog box.
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eduroam Wireless Network Properties X

Connection

Security type: WPAZ2-Enterprise S

Encryption type: AES W

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

1.7 Click on the “Settings” button (beside the pull down menu where it says “Microsoft: Protected EAP
(PEAP)”).

eduroam Wireless Network Properties X

Connection Security

Security type: WPA2-Enterprise v

Encryption type: AES >

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) ¥

[/]Remember my credentials for this connection each
time I'm logged on

Advanced settings

OK Cancel

1.8 Ensure the box beside “Verify the server’s identity by validating the certificate” is checked. From the list shown
below labelled “Trusted Root Certification Authorities”, scroll down and choose “AddTrust External CA Root” by
checking the box beside it. (Please see image on next page).
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Protected EAP Properties X

When connecting:

Verify the server's identity by validating the certificate

[Jconnect to these servers (examples:srv1;srv2;. *\.srv3\.com):

Trusted Root Certification Authorities:

|®4] AddTrust External CA Root A
|| America Online Root Certification Authority 1

[] Baltimore CyberTrust Root

[] certum cA

[] class 3 Public Primary Certification Authority

[ pigicert Assured ID Root CA

[[] pigiCert Global Root CA v
< >

Notifications before connecting:

Tell user if the server’s identity can't be verified v
Select Authentication Method:
Secured password (EAP-MSCHAP v2) v Configure...
Enable Fast Reconnect
[[]Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy
Cancel

Please Note: If this certificate is not listed on your machine, close the window above by clicking on the “Cancel”
button, but leaving the screen from step 8 open. Please go to “Downloading and installing the security certification”
further down the page to install the certificate, then return to step 8 to set continue setting up the connection.

1.9 Click on the “Configure...” button (located beside “Secured password (EAP-MSCHAPv2)”).
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Protected EAP Properties X

When connecting:

Verify the server's identity by validating the certificate

[[]connect to these servers (examples:srv1;srv2;.*\.srv3\.com):

Trusted Root Certification Authorities:

AddTrust External CA Root A
[C] America Online Root Certification Authority 1

[[] Baltimore CyberTrust Root

[ certum cA

[] class 3 Public Primary Certification Authority

[] DigiCert Assured ID Root CA

[[] DigiCert Global Root CA v
< >

Notifications before connecting:

Tell user if the server’s identity can't be verified v
Select Authentication Method:
Secured password (EAP-MSCHAP v2) v
Enable Fast Reconnect
[[]Disconnect if server does not present cryptobinding TLV
[[]Enable Identity Privacy
OK Cancel

1.10 Ensure the checkbox beside “Automatically use my Windows logon name and password” is unchecked as in the
screen below. Click on the “OK” button. Click on the “OK” button on the “Protected EAP Properties” window.

EAP MSCHAPV2 Properties X

When connecting:

O] Automatically use my Windows logon name and
password (and domain if any).

Cancel

1.11 Click on the “Advanced Settings” button near the bottom of the window.
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eduroam Wireless Network Properties X

Connection Security

Security type: | WPA2-Enterprise v

Encryption type: | AES v

Choose a network authentication method:
WUoso&: Prph:ctgd EAP (PEAPV)V v Settings

Remember my credentials for this connection each
time I'm logged on

I Advanced settings I

OK Cancel

1.12 Check the box beside “Specify authentication mode”, and select “User authentication” from the menu below.

Click on the “Save Credentials” button. (Please see image on next page).
Advanced settings X

802.1X settings 802,11 settings

I Specify authentication mode:l

IUser authentication VI I Save credentials I

Delete credentials for all users

[C]enable single sign on for this network

Perform immediately before user logon

Perform immediately after user logon

44

Maximurm dela

nds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

[ o

1.13 Enter your eduroam login details which are:
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For Students:

For Staff:

Windows Security

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

. | B00123456@sd.ulster.ac.uk |
|

Cancel

Windows Security

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

. | €12345678@ad.ulster.ac.ul |
|

Cancel

For students:
Username: Your student B Code@sd.ulster.ac.uk
Password: Your University network password

For staff:
Username: Your staff ecode@ad.ulster.ac.uk

Password: Your University network password Click on

the “OK” button.

1.14 Click “OK” on any dialog boxes which are still open. Close the “Manage Wireless Networks” window.

2: Connecting to eduroam

2.1 To connect to eduroam, left click on the “Wi-Fi/Wireless” icon in the System tray.

2.2 Click on “eduroam” and click on the “Connect” button. Select the “Connect Automatically” checkbox. Please
note: Most institutions will use “eduroam” as the name of their network. If an organisation offers an eduroam
visitor service, but you cannot see “eduroam” in the list of available Wi-Fi networks, please contact the local
service desk or consult posters to see what name they are using.
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eduroam

Connect automatically

Visitor
Wi-Fi Sense

bio-register

Staff

eng_j

Hidden Network

7 e

Available Airplane mode

9:16 AM

*
A G @ w7z )R NG o

3. Updating credentials if you change your password

3.1 From the Windows Menu select “Settings” then choose “Network & Internet” as shown below:

File Explorer ? =1 E? @ @ R

System Devices Network & Internet Personalization Accounts
Display, notifications, Bluetooth, printers, Wi-Fi, airplane mode, Background, lock Your account, sync
. apps, power mouse VPN screen, colors settings, work, other
Settings
(A gl
= 3
Power A !
Time & language Ease of Access Privacy Update & security
Speech, region, date Narrator, magnifier, Location, camera Windows Update,
high contrast recovery, backup

All apps

3.2 Next select “Network and Sharing Center”
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& Settings
33 NETWORK & INTERNET

Wi-Fi
bio-register
Airplane mode

BMANE

eng_j
Data usage -
VPN Hidden Network
Dial-up
Advanced options
Ethernet Manage Wi-Fi settings
Proxy

Related settings
Change adapter options

Change advanced sharing options

I Network and Sharing Center I

HomeGroup
Internet options

Windows Firewall

3.3 Select the eduroam Wi-Fi connection

¥ Network and Sharing Center
T "-;: > Control Panel » Network and Internet > Network and Sharing Center
View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings

Change advanced sharing ad.ulster.ac.uk Aceess t).rpe: - I:\fernet -

settings Public network Connettlonsi .l Wireless Network Connection
(eduroam)

Change your networking settings

ﬁ. Set up @ new connection or network
-

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

3.4 Select Wireless Properties

offll Wireless Network Connection Status X
General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
SSID: eduroam
Duration: 18 days 00:20:03
Speed: 19.5 Mbps

Signal Quality: ,!5!!
Details... I Wireless Pro&ﬁes I

Activity

- ]
Sent —— L\,! —— Received

Bytes: 76,557 | 68,579
| @Properties | | GDisable || Diagnose |

dose



3.5 Select Advanced Settings from the Security Tab
eduroam Wireless Network Properties X

Connection  Security

Security type: WPA2-Enterprise v

Encryption type: AES v

Choose a network authentication method:
Microso&: Protecﬁed EAP (PEAP) v Settings

Remember my credentials for this connection each
time I'm logged on

| Advanced settings |

3.6 Click on the “Replace Credentials” button.

Advanced settings X

802.1X settings 802,11 settings

[ spedify authentication mode:

User authentication v | IReplace credentials

[Jpelete credentials for all users

[CIEnable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

Makimum delay (seconds) 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Type your new credentials into the box provide and click on “OK”. Click on “OK” on any other dialog boxes to close
them.

For students: For staff:
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Username: Your student B Code@sd.ulster.ac.uk Username: Your staff ecode@ad.ulster.ac.uk
Password: Your University network password Password: Your University network password
Click on the “OK” button. Click on the “OK” button.

4, Downloading and Installing the Certificate required to connect to eduroam (Only
required if not already on machine)

Please Note: This step is only required the first time you are connecting to eduroam @ Ulster University or if you
have attempted to set up the eduroam connection and found that the required certificate is not already listed on
your machine. Ulster University uses a CA security certificate for eduroam so that you can check and have
confidence that you are connecting securely to genuine Ulster University servers only. To ensure that your
connection is secure, you need to install “AddTrust External CA Root” authority (CA). To do this, you will need to use
another wireless network, connect to 3G or copy the certificate from a wired PC to a USB storage device to install on

your device.

4.1 Download the certificate file from the Ulster eduroam website at
http://www.ulster.ac.uk/isd/services/networking/eduroam by clicking on the “Download Security Certificate” link.

4.2 When the certificate has downloaded, double click on the certificate and when prompted and select open.

4.3 When prompted with the following screen, click on the “Install Certificate” button.

& | Certificate X

General Details Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):

 Ensures the identity of a remote computer ~
* Proves your identity to a remote computer

* Protects e-mail messages

« Ensures software came from software publisher

« Protects software from alteration after publication

« Allows data to be signed with the current time v

Issued to: AddTrust External CA Root

Issued by: AddTrust External CA Root

Valid from 30/05/2000 to 30/05/2020

Install Certificate...

o ]

4.4 Select Current User Next and Click on the “Next Button” when the “Welcome Certificate Import
Wizard” screen appears.

12
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£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certficate revocation
ists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establsh secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(® Current User
O Local Machine

To continue, dick Next.

4.5 Select “Automatically select the certificate store based on the type of certificate” by clicking on/selecting the

radio button to the left of it and select next.

€ £¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(® Automatically select the certificate store based on the type of certificate
(O Place all certificates in the following store

Browse..

E Cancel
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4.6 Check that the “Completing the Certificate Import Image” now reads the same as in the image below and
then click on the “Finish” button.

& £* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedified the following settings:

AoScaly deminad by Wié siird
Content Certificate

Finish Cancel

You should then be presented with the following screen to let you know the certificate has been
successfully installed. Click ok to finish.

Certificate Import Wizard X

0 The import was successful.
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