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Zyxel password changing procedure

13" Decemiber 2016

With the recent cyber threats facing networking devices, in particular ADSL
CPEs, Zyxel strongly recommends all users change their device administration
password and Wi-Fi SSID/password to maximize protection.

Below is a step by step process to walk you through the password changing
process. Please note that there are two types of administration interfaces for
Zyxel ADSL CPEs, and their password changing procedures are slightly different.
Please follow the section below which looks identical to the login page of your
device.

If your login page looks like the image  If your login page looks like the image
below, follow Section A (p.2-5) below, follow Section B (p.6-10)

Authentication Reguired

http://192.168.1.1 requires a username and password.

Your connection to this site is not private.

Welcome
Welcome to AMG1302-T10B configuration interface.
ter username and password to login.

User Name:

Password:

Log In Cancel
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Section A
Step 1-4 Change administration password
Step 5-7 Change Wi-Fi SSID/password

Step 1 Power on the device and connect it to your computer/laptop with a
network cable.
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Step2 Open a browser and type in your router IP address on URL field. If you
haven't changed it before, you can use our default IP address
(192.168.1.1) to login, as shown below.

@ 19216811

Authentication Required

http://192.168.1.1 requires a username and password.

Your connection to this site is not private.

User Name:

Password:

Log In Cancel

Step 3 Login the device with your defined password. If you haven't
changed it before, please login with default username/password
(admin/1234). After login, go to Maintenance - Administrafion =
Administrator.

Type your new password in the field “New Password” and type it
again in “Confirm Password”, then click “"SAVE".

@ 192.168.1.1

ZyXEL ADSL Route!

Administrator

Username : admin
New Password :
Confirm Password :

SAVE | CANCEL

Administration
Time Zone
Firmware
SysRestart
Diagnostics

Help
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Step 4  After the new password is saved; you'll be prompted by a pop-up
window which requires you to re-login with the new password.

® 192.168.1.1 T

x
Authentication Required
http://192.168.1.1 requires a username and password. ADSL Route
Your connection to this site is not private,

AMG1001-T10A
- Stal

Password:

ErAcces !

B-Maintenance
Adminisiration
Time Zone

Firmware

SysRestart

Diagnostics
5 Help

Step 5 When your administration password is successfully reset, please
proceed to change your Wi-Fi SSID/password. Go to “Network” -
Wireless LAN = “AP"

& C | @ 192.168.1.1/rpSyshtml

ZyXEL

= Network > Wireless LAN > AP

(T
F

AMG1202-T10A Wireless Setup
B Network

WAN #| Enable Wireless LAN
LAN Channel Selection Auto Channel Select ¥ |Current Channel:[s
Wireless LAN
o Common Setup
Securt
L # Enable SSID Autogeneration
Bt Advanced Name(SSID) ZyXEL7032vfu
Maintenance Lide ss1D
Security Mode WPAZPSK ¥
Encryption TKIPIAES ¥

¥ wpa Compatible

¥ Enable Key Autogeneration

Pre-Shared Key sifyexousc

WPA Group Key Update Timer 3600 (In Seconds)
MAC Filter Allow Association w
QoS #  Enable QoS

Apply Cancel Advanced Setup
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Step 6

Autogeneratgion”.

< C | ® 1921681.1/pSyshtm

ZyXEL

- [ d Status

AMG1202-T10A
B Network

WAN

LAN

Wireless LAN

NAT
B-Security
Advanced

Maintenance

Step 7

= Network > Wireless LAN > AP

ZYXEL

Uncheck both “Enable SSID Autogeneration” and “Enable Key

Wireless Setup

#| Enable Wireless LAN

Channel Selection

Commen Setup

Enable SSID Autogeneration

Name(SSID)
Hide SSID

Security Mode

Encryption

Pre-Shared Key

WPA Group Key Update Timer
MAC Filter

Qos

Auto Channel Select ¥ (Current Channel:[5

ZyXEL7032vfu

WPA2-PSK_Y
TKIPIAES ¥

sifvexouse

3600 (In Secands)
Allow Association | Edit |
¥ Enable QoS

Apply Cancel Advanced Setup

Type a new SSID in “Name(SSID)” field, and type a new Wi-Fi

password in “Pre-Shared Key" field. Click “Apply” to complete the
procedure.

AMG1202-T10A
B Network

WAN
LAN
Wireless LAN
NAT

Security

Advanced

Maintenance

=+ Network > Wireless LAN > AP

Wireless Setup

¥ Enable Wireless LAN

Channel Selection

Common Setup

Auto Channel Select ¥ |Current Channel: &

Enahle SSID At
Name(SSID) ZyXEL _test
[ Hide ss1D
Security Mode WPAZPSK ¥
Encryption TKIPIAES v
# wpaA Compatible
Enable Key Autogeneration
Pre-Shared Key [abed1234] ]
WPA Group Key Update Timer 3600 | (In Seconds)

MAC Filter
Qos

Allow Association | Edit
¥ Enable QoS

Apply Cancel Advanced Setup
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Section B
Step 1-5 Change administration password
Step 6-8 Change Wi-Fi SSID/password

Step 1 Power on the device and connect it to your computer/laptop with a
network cable.
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Step2 Open a browser and type in your router IP address on URL field. If you
haven't changed it before, you can use our default IP address
(192.168.1.1) to login, as shown below.

[ =Welcome to the Web-F X

& C | ® 192.168.1.1/cgi-bin/login.html o

Welcome
Welcome to AMG1302-T10B configuration interface.
Please enter username and password to login.

Username: I
Passwords I

Step3 Login the device with your defined password. If you haven't
changed it before, please login with default username/password
(admin/1234). After login, go to “Maintenance” - “User Account”.

Type the existing password and a set new password.

[ :Welcome to the Web-f X

& C | ® 192.168.1.1/cgi-bin/main.htm F o

ZyXEL Avcioz-Ti08 # Wizara E Logout

User Account

Password that you use to log in the configuration interface can be changed in this page. Once a new password is given and saved, you need to use the new one next ime
when logging in the intertace

User Name admin

Old Password

New Password

Retype to Confirm R
> TR-069 Client
> Syslem | Apply | Cancel

» Time Setiing

> Log Setfing

> Firmware Upgrade
> BackupRestore

> Reboot

> Remote MGMT

> Diagnostic

[T

.=
Maintenance
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Step4 Click “Apply”.

Loading...

Step 5 After configuration changed, you will be asked to re-login with newly
changed password.

[ =Welcome to the Web-E X - X

< C | ® 192.168.1.1/cgi-binflogin.html A

Welcome
Welcome to AMG1302-T10B configuration interface.
Please enter username and password to login.

Username:

Password:
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Step 6 Following your administration password change, please proceed to
change your Wi-Fi SSID/password. Go to “Neftwork Sefting” ->

“Wireless".

ZyXEL ~vc1302T108 # Wizard e ogout

Wireless
e Morelguest AP | MAC Authentication = WPS | WDS | WMM | Scheduling = Advanced |

Awireless network name (also known as SSID) and a security level are basic elements to start a wireless service. Itis recommended to set a security level other than No
Security to protect your data from unauthorized access or damage via wireless network

Wireless Network Setup

Wireless ¥ Enable Wireless LAN

Wireless Network Settings

Wireless Network Name(SSID): * Broadband

> Wireless
> Home Networking
> Stafic Route

* QoS
Channel Selection

> NAT
Operating Channel

> Port Binding
Enhanced Multicast Forwarding

» Dynamic DNS

&

Network Setting

Max_Upstream Bandwidth

Step7 Go to “Wireless Network Settings” > “Wireless Network Name (SSID)".
Type a new SSID in the field.

ZyXEL avci2-1108 # Wizard b=l logout

Wireless
PO reiguestAP | MAC Authentication. | WPS | WDS. | WMM._ | Scheduling. | Advanced |

Awireless network name (also known as SSID) and a security level are basic elements to start a wireless service. It is recommended to set a security level other than No
Security to protect your data from unauthorized access or damage via wireless network.

Wireless Network Setup

Wireless | Enable Wireless LAN

Wireless Network Settings
( wireless Network Name(SSID) TEST_testi234 )

Hide SSID

Client Isolation

MBSSID/LAN Isolation
Channel Selection Auto v | |scan|
Operating Channel n

Enhanced Multicast Forwarding: ® Enable " Disable

NMax. Upstream Bandwidth:

Network Setting
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Step 8 Scroll down to the bottom of the page. Go to “Pre-Shared Key”, type
a new Wi-Fi password in the field. Click “Apply” to complete the
procedure.

P wizard E Logout

If Max. Upstream/Downstream Bandwidth is empty, CPE will set the value automatically.

Security Level

More Secure
(Recommended)

e e
@

Security Mode: WPA2-PSK v

Enter 8-63 characters or 64 hexadecimal digits (a-f, A-F, and 0-9),
Gre—shared Key: 1234567690] Mure)

Apply Cancel

Network Setting
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