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About This Book

Preface

Notation Conventions
The following conventions are used throughout this book.

Summary

nmonospaced font A command or other terminal text

$ A shell prompt

[text_in_brackets] An optional parameter

(one| ot her) Alternative parameters (type one or the other)

underl i ned A parameter you must replace with a value

[...] A parameter that may be repeated

<angl ebr acket s> A displayed value that depends on your server configuration

Commands and Other Terminal Text
Commands or command parameters that you might type, along with other text that
normally appears in a Terminal window, are shown in t hi s font. For example,

You can use the doi t command to get things done.

When a command is shown on a line by itself as you might type it in a Terminal
window, it follows a dollar sign that represents the shell prompt. For example,

$ doit

To use this command, type “doit” without the dollar sign at the command prompt in a
Terminal window, then press the Return key.

Command Parameters and Options
Most commands require one or more parameters to specify command options or the
item to which the command is applied.
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Parameters You Must Type as Shown
If you need to type a parameter as shown, it appears following the command in the
same font. For example,

$ doit -wlater -t 12:30
To use the command in the above example, type the entire line as shown.

Parameter Values You Provide
If you need to supply a value, its placeholder is underlined and has a name that
indicates what you need to provide. For example,

$ doit -wlater -t hh:mm

In the above example, you need to replace hh with the hour and mmwith the minute, as
shown in the previous example.

Optional Parameters
If a parameter is available but not required, it appears in square brackets. For example,

$ doit [-wlater]

To use the command in the above example, type either doit ordoit -w | ater.The
result might vary but the command will be performed either way.

Alternative Parameters
If you need to type one of a number of parameters, they're separated by a vertical line
and grouped within parentheses ( | ). For example,

$ doit -w (nowlater)
To perform the command, you must type either doit -w nowordoit -w later.

Default Settings

Descriptions of server settings usually include the default value for each setting. When
this default value depends on other choices you've made (such as the name or IP
address of your server, for example), it's enclosed in angle brackets <>.

For example, the default value for the IMAP mail server is the host name of your server.
This is indicated by nai | : i map: server name = "<host name>".

Commands Requiring Root Privileges
Throughout this guide, commands that require root privileges begin with sudo.

Preface About This Book



Typing Commands

How to use Terminal to execute commands, connect to a
remote server, and view online information about
commands and utilities.

To access a UNIX shell command prompt, you open the Terminal application. In
Terminal, you can use the ssh command to log in to other servers. You can use the nman
command to view online documentation for most common commands.

Using Terminal

To enter shell commands or run server command-line tools and utilities, you need
access to a UNIX shell prompt. Both Mac OS X and Mac OS X Server include Terminal,
an application you can use to start a UNIX shell command-line session on the local
server or on a remote server.

To open Terminal:
Click the Terminal icon in the dock or double-click the application icon in the Finder (in
/Applications/Utilities).

Terminal presents a prompt when it’s ready to accept a command. The prompt you see
depends on Terminal and shell preferences, but often includes the name of the host
you're logged in to, your current working directory, your user name, and a prompt
symbol. For example, if you're using the default bash shell and the prompt is

server1l: ~ adm n$

you're logged in to a computer named “server1” as the user named “admin”and your
current directory is the admin’s home directory (~).

Throughout this manual, wherever a command is shown as you might type it, the
prompt is abbreviated as $.
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To type a command:
Wait for a prompt to appear in the Terminal window, then type the command and
press Return.

If you get the message command not f ound, check your spelling. If the error recurs,
the program you're trying to run might not be in your default search path. Add the
path before the program name or change your working directory to the directory that
contains the program. For example:

[server:/] adm n$ serversetup -getAll Port

serversetup: Conmmand not found.

[server:/] adm n$ /Systeni Library/ Server Set up/ serversetup -get Al | Port

1

Bui I t-in Ethernet

[server:/] adm n$ cd /SysteniLibrary/ Server Set up

[server:/Systent Li brary/ Server Setup] adm n$ ./serversetup -getAll Port

1

Built-in Ethernet

[server:/Systen Li brary/ Server Setup] adm n$ cd /

[server:/] adm n$ PATH = "$PATH: / Systeni Li brary/ Server Set up"

[server:/] adm n$ serversetup -getAll Port

1

Built-in Ethernet

Correcting Typing Errors
To correct a typing error before you press Return to issue the command, use the Delete
key or press Control-H to erase unwanted characters and retype.

To ignore what you have typed and start again, press Control-U.

Repeating Commands
To repeat a command, press Up-Arrow until you see the command, then press Return.

To repeat a command with modifications, press Up-Arrow until you see the command,
press Left-Arrow or Right-Arrow to skip over parts of the command you don't want to
change, press Delete to remove characters, type regular characters to insert them, then
press Return to execute the command.

Including Paths Using Drag-and-Drop

To include a fully-qualified file name or directory path in a command, stop typing
where the item is required in the command and drag the folder or file from a Finder
window into the Terminal window.

Chapter 1 Typing Commands



Commands Requiring Root Privileges

Many commands used to manage a server must be executed by the root user. If you
get a message such as “permission denied,” the command probably requires root
privileges.

To issue a single command as the root user, begin the command with sudo.
For example:
$ sudo serveradmin |ist

You're prompted for the root password if you haven't used sudo recently. The root user
password is set to the administrator user password when you install Mac OS X Server.

To switch to the root user so you don't have to repeatedly type sudo, use the su
command:

$ su root

You're prompted for the root user password and then are logged in as the root user
until you log out or use the su command to switch to another user.

Important: As the root user, you have sufficient privileges to do things that can cause
your server to stop working properly. Don't execute commands as the root user unless
you understand clearly what you're doing. Logging in as an administrative user and
using sudo selectively might prevent you from making unintended changes.

Throughout this guide, commands that require root privileges begin with sudo.

Chapter 1 Typing Commands
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Sending Commands to a Remote Server

Secure Shell (SSH) lets you send secure, encrypted commands to a server over the
network. You can use the ssh command in Terminal to open a command-line
connection to a remote server. While the connection is open, commands you type are
performed on the remote server.

Note: You can use any application that supports SSH to connect to Mac OS X Server.

To open a connection to a remote server:
Open Terminal.

Type the following command to log in to the remote server:

ssh -1 usernane server
where user nare is the name of an administrator user on the remote server and
server is the name or IP address of the server.

Example: ssh -1 adnmin 10.0.1.2

If this is the first time you've connected to the server, you're prompted to continue
connecting after the remote computer’s RSA fingerprint is displayed. Type yes and
press Return.

When prompted, type the user’s password (the user’s password on the remote server)
and press Return.

The command prompt changes to show that you're now connected to the remote
server. In the case of the above example, the prompt might look like

[10.0.1.2:~] adnin$
To send a command to the remote server, type the command and press Return.

To close a remote connection
Type | ogout and press Return.

Sending a Single Command
You can authenticate and send a command using a single typed line by appending the
command you want to execute to the basic ssh command.

For example, to delete a file you could type

$ ssh -1 admin serverl.conpany.comrm/Users/adm n/ Docunent s/ report
or
$ ssh -1 adm n@erverl. conpany.com “rm/ Users/adm n/ Docunent s/ report*"

You're prompted for the user’s password.

Chapter 1 Typing Commands



Updating SSH Key Fingerprints

The first time you connect to a remote server using SSH, the local computer asks if it
can add the remote server’s “fingerprint” (a security key) to a list of known remote
computers. You might see a message like this:

The authenticity of host "serverl.conpany.conl' can’t be established.

RSA key fingerprint is a8:0d:27:63:74:f1:ad: bd: 6a: e4: 0d: a3: 47: a8: f 7.

Are you sure you want to continue connecting (yes/no)?

Type yes and press Return to finish authenticating.

If you later see a warning message about a “man-in-the-middle” attack when you try to
connect, it might be because the key on the remote computer no longer matches the
key stored on the local computer. This can happen if you:

« Change your SSH configuration

« Perform a clean install of the server software

« Start up from a Mac OS X Server CD

To connect again, delete the entries corresponding to the remote computer (which can
be stored by both name and IP address) in the file ~/ . ssh/ known_host s.

Important: Removing an entry from the known_hosts file bypasses a security
mechanism that helps you avoid imposters and “man-in -the-middle” attacks. Be sure
you understand why the key on the remote computer has changed before you delete
its entry from the known_hosts file.

Notes on Communication Security and ser ver ngr d

When you use the Server Admin GUI application or the ser ver adm n command-line

tool, you're communicating with a local or remote ser ver ngr d process.

 serverngrd uses SSL for encryption and client authentication but not for user
authentication, which uses HTTP basic authentication along with Directory Services.

 server ngrd uses a self-signed (test) SSL certificate installed by default in
/etc/servermgrd/ssl.crt/. You can replace this with an actual certificate.

+ The default certificate format for SSLeay/OpenSSL is PEM, which actually is Base64
encoded DER with header and footer lines (from www.modssl.org).

- server ngrd checks the validity of the SSL certificate only if the “Require valid digital
signature” option is checked in Server Admin preferences. If this option is enabled,
the certificate must be valid and not expired or Server Admin will refuse to connect.

+ The SSLOptions and SSLRequire settings determine what SSL encryption options are
used. By default, they're set as shown below but can be changed at any time by
editing /etc/servermgrd/servermgrd.conf, port 311.

SSLCertificateFile /private/etc/serverngrd/ssl.crt/server.crt
SSLCertificateKeyFile /private/etc/serverngrd/ssl.key/server. key
SSLGi pher Suite

ALL: ! ADH: | EXPORTS56: RCA+RSA: +HI GH: +MEDI UM +LOW +SSLv2: +EXP: +eNULL
SSLOpti ons +St dEnvVars

Chapter 1 Typing Commands
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Using Telnet
Because it isn't as secure as SSH, Telnet access isn't enabled by default.

To enable Telnet access:
$ service telnet start

To disable Telnet access:
$ service telnet stop

Getting Online Help for Commands

Onscreen help is available for most commands and utilities.

Note: Not all techniques work for all commands, and some commands have no
onscreen help.

To view onscreen information about a command, try the following:

+ Type the command without any parameters or options. This will often list a summary
of options and parameters you can use with the command.
Example:

$ sudo serveradmn
» Type man command, where command is the command you're curious about. This
usually displays detailed information about the command, its options, parameters,

and proper use.
Example:

$ man serveradnin
For help using the man command, type:
$ man nman

+ Type the command followed by a - hel p, - h, - - hel p, or hel p parameter.
Examples:

$ hdiutil help
$ dig -h
$ diff --help

Chapter 1 Typing Commands



Notes About Specific Commands and Tools

serversetup
The ser ver set up utility is located in /System/Library/ServerSetup. To run this
command, you can type the full path, for example:

$ / Systeni Li brary/ Server Set up/ serversetup -getAll Port

Or, if you want to use the utility to perform several commands, you can change your
working directory and type a shorter command:
$ cd /Systen Li brary/ Server Set up

$ ./serversetup -getAll Port
$ ./serversetup -getDefaultlnfo

or add the directory to your search path for this session and type an even shorter
command:

$ PATH = "$PATH: / Syst ent Li brary/ Server Set up"
$ serversetup -getAll Port

To permanently add the directory to your search path, add the path to the file
/etc/profile.

serveradm n
You can use the ser ver admi n tool to perform many service-related tasks. You'll see it
used throughout this guide.

Determining Whether a Service Needs to be Restarted

Some services need to be restarted after you change certain settings. If a change you
make using a service’s wri t eSet t i ngs command requires that you restart the service,
the output from the command includes the setting <svc>: needsRecycl eOr Rest art
with a value of yes.

Important: The needsRecycl eOr Rest art setting is displayed only if you use the
serveradm n svc: command = witeSettings command to change settings. You
won't see it if you use the ser ver admi n set t i ngs command.

Chapter 1 Typing Commands 19






Installing Server Software and
Finishing Basic Setup

Commands you can use to install, set up, and update
Mac OS X Server software on local or remote computers.

Installing Server Software
You can use the i nst al | er command to install Mac OS X Server or other software on a
computer. For more information, see the man page.

Automating Server Setup

Normally, when you install Mac OS X Server on a computer and restart, the Server
Assistant opens and asks you to provide the basic information necessary to get the
server up and running (for example, the name and password of the administrator user,
the TCP/IP configuration information for the server’s network interfaces, and how the
server uses directory services). You can automate this initial setup task by providing a
configuration file that contains these settings. Servers starting up for the first time look
for this file and use it to complete initial server setup without user interaction.

Creating a Configuration File Template

An easy way to prepare configuration files to automate the setup of a group of servers
is to start with a file saved using the Server Assistant. You can save the file as the last
step when you use the Server Assistant to set up the first server, or you can run the
Server Assistant later to create the file. You can then use that first file as a template for
creating configuration files for other servers. You can edit the file directly or create
scripts to create customized configuration files for any number of servers that use
similar hardware.

To save a template configuration file during server setup:
1 In the final pane of the Server Assistant, after you review the settings, click Save As.
2 In the dialog that appears, choose Configuration File next to “Save as”and click OK.
So you can later edit the file, don't select “Save in Encrypted Format.”

3 Choose a location to save the file and click Save.
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To create a template configuration file at any time after initial setup:
Open the Server Assistant (in /Applications/Server).

In the Welcome pane, choose “Save setup information in a file or directory record” and
click Continue.

Enter settings on the remaining panes, then, after you review the settings in the final
pane, click Save As.

In the dialog that appears, choose Configuration File next to “Save as”and click OK.
So you can later edit the file, don’t select “Save in Encrypted Format.”

Choose a location to save the file and click Save.

Creating Customized Configuration Files from the Template File

After you create a template configuration file, you can modify it directly using a text
editor or write a script to automatically generate custom configuration files for a group
of servers.

The file uses XML format to encode the setup information. The name of an XML key
reveals the setup parameter it contains.

The following example shows the basic structure and contents of a configuration file

for a server with the following configuration:

« An administrative user named “Administrator” (short name “admin”) with a user ID of
501 and the password “secret”

A computer name and host name of “serverl.company.com”

« Asingle Ethernet network interface set to get its address from DHCP

+ No server services set to start automatically

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE plist PUBLIC "-//Apple Conputer//DTD PLIST 1.0//EN'
"http://ww. appl e. com DTDs/ PropertyList-1.0.dtd">
<plist version="1.0">
<di ct>
<key>Adm nUser </ key>
<di ct >
<key>exi st s</ key>
<fal se/ >
<key>nane</ key>
<string>adm n</string>
<key>passwor d</ key>
<string>secret</string>
<key>r eal nane</ key>
<string>Adm ni strator</string>
<key>ui d</ key>
<string>501</string>
</ dict>
<key>Conput er Nanme</ key>
<string>server1l. conpany. conx/string>
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<key>DS</ key>
<di ct >
<key>DSC i ent | nf o</ key>

<string>2 - Netlnfo client - broadcast dhcp static -192.168. 42.

net wor k</ stri ng>
<key>DSC i ent Type</ key>
<string>2</string>
<key>DSType</ key>
<string>2 - directory client</string>
</dict>
<key>Host Name</ key>
<string>serverl. conpany. conx/string>
<key>| nst al | Language</ key>
<string>English</string>
<key>Keyboar d</ key>
<di ct >
<key>Def aul t For nat </ key>
<string>0</string>
<key>Def aul t Scri pt </ key>
<string>0</string>
<key>Res| D</ key>
<i nt eger >0</ i nt eger >
<key>ResNane</ key>
<string>U. S.</string>
<key>Scri pt | D</ key>
<i nt eger >0</ i nt eger >

</dict>
<key>Net wor kI nt er f aces</ key>
<array>
<di ct >
<key>Act i veAT</ key>
<true/>
<key>Act i veTCPI P</ key>
<true/>
<key>DNSDomai ns</ key>
<array>
<string>conpany. conx/string>
</ array>
<key>DNSSer ver s</ key>
<array>
<string>192. 168. 100. 10</stri ng>
</ array>

<key>Devi ceNane</ key>
<string>en0</string>
<key>Et her net Addr ess</ key>
<string>00: Oa: 93: bc: 6d: 1la</stri ng>
<key>Por t Narre</ key>
<string>Built-in Ethernet</string>
<key>Set ti ngs</ key>
<di ct >

<key>DHCPO i ent | D</ key>
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<string></string>
<key>Type</ key>
<string>DHCP Confi guration</string>
</dict>
</dict>
</ array>
<key>Net wor kTi mePr ot ocol </ key>
<di ct >
<key>Usi ngNTP</ key>
<fal se/ >
</dict>
<key>Rendezvous</ key>
<di ct >
<key>RendezvousEnabl ed</ key>
<true/>
<key>RendezvousNane</ key>
<string>beasbe3</string>
</dict>
<key>Seri al Nunber </ key>
<string>a-123- bcd- 456- ef g- 789- hi j - 012- kIl m 345- n</string>
<key>Ser vi cesAut oSt art </ key>
<di ct >
<key>Apache</ key>
<fal se/ >
<key>Fi | e</ key>
<fal se/ >
<key>MacManager </ key>
<fal se/ >
<key>Mai | </ key>
<fal se/ >
<key>Pri nt </ key>
<fal se/ >
<key>QTSS</ key>
<fal se/ >
<key>WebDAV</ key>
<fal se/ >
</ dict>
<key>Ti neZone</ key>
<string>US/ Pacific</string>
<key>Ver si onNunber </ key>
<i nt eger >1</ i nt eger >
</dict>
</plist>

Note: The actual contents of a configuration file depend on the hardware configuration
of the computer on which it's created. This is one reason you should start from a
template configuration file created on a computer similar to those you plan to set up.
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Naming Configuration Files

The Server Assistant recognizes configuration files with these names:
* MAC address-of -server. plist

e | P-address-of -server. pli st

e hardwar e-seri al - nunber - of - server. pl i st

e full-host-nane-of -server. plist

* generic.plist

The Server Assistant uses the file to set up the server with the matching address, name,
or serial number. If the Server Assistant cannot find a file named for a particular server,
it will use the file named generic. plist.

Storing a Configuration File in an Accessible Location
The Server Assistant looks for configuration files in the following locations:

/ Vol urmes/ vol / Aut o Server Setup/
where vol is any device volume mounted in the /Volumes directory.

Devices you can use to provide configuration files include

« A partition on one of the server’s hard disks

* AniPod

« An optical (CD or DVD) drive

« A USB or FireWire drive

« Any other portable storage device that mounts in the /Volumes directory

Changing Server Settings
After initial setup, you can use a variety of commands to view or change Mac OS X
Server configuration settings.

For information on changing general system preferences, see Chapter 4,"“Setting
General System Preferences,” on page 31.

For information on changing network settings, see Chapter 5,”Network Preferences,” on
page 37.

For information on changing service-specific settings, see the chapter that covers the
service.
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Viewing, Validating, and Setting the Software

Serial Number

You can use the ser ver set up command to view or set the server’s software serial
number or to validate a server software serial number. The ser ver set up utility is
located in /System/Library/ServerSetup.

To display the server’s software serial number:
$ serversetup -get Serial Nunber

To set the server software serial number:
$ sudo serversetup -setSerial Nunber serial nunber

Parameter Description

seri al nunber A valid Mac OS X Server software serial number, as found on the
software packaging that comes with the software.

To validate a server software serial number:
$ serversetup -verifySerial Nunber serial nunber

Displays 0 if the number is valid, 1 if it isn't.

Updating Server Software
You can use the sof t war eupdat e command to check for and install software updates
over the web from Apple’s website.

To check for available updates:
$ softwareupdate --1ist

To install an update:
$ softwareupdate --install update-version

Parameter Description

updat e- versi on The hyphenated product version string that appears in the list of
updates when you use the - - | i st option.

To view command help:
$ sof twareupdate --help
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Moving a Server

Try to place a server in its final network location (subnet) before setting it up for the
first time. If you're concerned about unauthorized or premature access, you can set up
a firewall to protect the server while you're finalizing its configuration.

If you must move a server after initial setup, you need to change settings that are
sensitive to network location before the server can be used. For example, the server's IP
address and host name—stored in both directories and configuration files that reside
on the server—must be updated.

When you move a server, consider these guidelines:

Minimize the time the server is in its temporary location so the information you need
to change is limited.

Don't configure services that depend on network settings until the server is in its
final location. Such services include Open Directory replication, Apache settings
(such as virtual hosts), DHCP, and other network infrastructure settings that other
computers depend on.

Wait to import final user accounts. Limit accounts to test accounts so you minimize
the user-specific network information (such as home directory location) that will
need to change after the move.

After you move the server, use the changei p tool to change IP addresses, host
names, and other data stored in Open Directory NetInfo and LDAP directories on the
server. See “Changing a Server’s IP Address” on page 39. You may need to manually
adjust some network configurations, such as the local DNS database, after using the
tool.

Reconfigure the search policy of computers (such as user computers and DHCP
servers) that have been configured to use the server in its original location.
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Restarting or Shutting Down a
Server

Commands you can use to shut down or restart a local or
remote server.

Restarting a Server
You can use the r eboot or shut down -r command to restart a server at a specific
time. For more information, see the man pages.

Examples
To restart the local server:
$ shutdown -r now

To restart a remote server immediately:
$ ssh -1 root server shutdown -r now

To restart a remote server at a specific time:
$ ssh -1 root server shutdown -r hhmm

Parameter Description

server The IP address or DNS name of the server.

hhmm The hour and minute when the server restarts.

Automatic Restart

You can also use the syst enset up command to set up the server to start automatically
after a power failure or system freeze. See “Viewing or Changing Automatic Restart
Settings” on page 33.
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Changing a Remote Server’s Startup Disk

You can change a remote server’s startup disk using SSH.

To change the startup disk:
Log in to the remote server using SSH and type

$ bless -fol der "/Vol umes/ di sk/ Systent Li brary/ CoreServi ces" -setOF

Parameter Description

di sk The name of the disk that contains the desired startup volume.

For information on using SSH to log in to a remote server, see “Sending Commands to
a Remote Server” on page 16.

Shutting Down a Server
You can use the shut down command to shut down a server at a specific time. For more
information, see the man page.

Examples
To shut down a remote server immediately:
$ ssh -1 root server shutdown -h now

To shut down the local server in 30 minutes:
$ shutdown -h +30

Parameter Description

server The IP address or DNS name of the server.
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Setting General System
Preferences

Commands you can use to set system preferences,
usually set using the System Preferences GUI application.

Computer Name

You can use the syst enset up command to view or change a server's computer name
(the name used to browse for AFP share points on the server), which would otherwise
be set using the Sharing pane of System Preferences.

Viewing or Changing the Computer Name
To display the server’s computer name:

$ sudo systensetup -getconputernanme

or

$ sudo networksetup - get conput er nane

To change the computer name:

$ sudo systenmsetup -setconputernanme conputernanme
or

$ sudo networksetup -setconputernanme conput er name

Date and Time

You can use the syst enset up or ser ver set up command to view or change:
« A server’s system date or time

« A server’s time zone

« Whether a server uses a network time server

These settings would otherwise be changed using the Date & Time pane of System
Preferences.
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Viewing or Changing the System Date
To view the current system date:

$ sudo systensetup -getdate

or

$ serversetup -getDate

To set the current system date:

$ sudo systensetup -setdate nmdd:yy

or

$ sudo serversetup -setDate nm dd/yy
Viewing or Changing the System Time
To view the current system time:

$ sudo systensetup -gettine

or

$ serversetup -getTine

To change the current system time:

$ sudo systensetup -settinme hh:mm ss

or

$ sudo serversetup -setTinme hh: mm ss

Viewing or Changing the System Time Zone

To view the current time zone:
$ sudo systensetup -gettinezone

or

$ serversetup -getTi neZone

To view the available time zones:
$ sudo systenmsetup -listtinezones

To change the system time zone:
$ sudo systensetup -settinmezone tinezone

or

$ sudo serversetup -setTimeZone ti nezone
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Viewing or Changing Network Time Server Usage
To see if a network time server is being used:
$ sudo systensetup -getusingnetworktine

To enable or disable use of a network time server:
$ sudo systensetup -setusingnetworktime (on|off)

To view the current network time server:
$ sudo systensetup -getnetworktimeserver

To specify a network time server:
$ sudo systensetup -setnetworktinmeserver tineserver

Energy Saver Settings

You can use the syst enset up command to view or change a server’s energy saver
settings, which would otherwise be set using the Energy Saver pane of System
Preferences.

Viewing or Changing Sleep Settings
To view the idle time before sleep:
$ sudo systensetup -getsleep

To set the idle time before sleep:
$ sudo systensetup -setsleep mnutes

To see if the system is set to wake for modem activity:
$ sudo systensetup -getwakeonnmobdem

To set the system to wake for modem activity:
$ sudo systensetup -setwakeonnodem (on| of f)

To see if the system is set to wake for network access:
$ sudo systensetup -getwakeonnetworkaccess

To set the system to wake for network access:
$ sudo systensetup -setwakeonnetworkaccess (on|off)

Viewing or Changing Automatic Restart Settings
To see if the system is set to restart after a power failure:
$ sudo systensetup -getrestartpowerfailure

To set the system to restart after a power failure:
$ sudo systensetup -setrestartpowerfailure (on|off)

To see how long the system waits to restart after a power failure:
$ sudo systensetup -get Wit For StartupAfterPowerFailure
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To set how long the system waits to restart after a power failure:
$ sudo systensetup -set Wit ForStartupAfterPowerFailure seconds

Parameter Description

seconds Must be a multiple of 30 seconds.

To see if the system is set to restart after a system freeze:
$ sudo systensetup -getrestartfreeze

To set the system to restart after a system freeze:
$ sudo systensetup -setrestartfreeze (on|off)

Power Management Settings
You can use the pmset command to change a variety of power management settings,
including:

« Display dim timer

« Disk spindown timer

« System sleep timer

« Wake on network activity

» Wake on modem activity

« Restart after power failure

+ Dynamic processor speed change

» Reduce processor speed

« Sleep computer on power button press

For more information, see the pnset man page.

Startup Disk Settings
You can use the syst enset up command to view or change a server’s computer startup
disk, which would otherwise be set using the Startup Disk pane of System Preferences.

Viewing or Changing the Startup Disk
To view the current startup disk:
$ sudo systensetup -getstartupdisk

To view the available startup disks:
$ sudo systensetup -liststartupdisks

To change the current startup disk:
$ sudo systensetup -setstartupdi sk path
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Sharing Settings
You can use the syst enset up command to view or change settings that would
otherwise be set using the Sharing pane of System Preferences.

Viewing or Changing Remote Login Settings
You can use SSH to log in to a remote server if remote login is enabled.

To see if the system is set to allow remote login:
$ sudo systensetup -getrenotel ogin

To enable or disable remote login:
$ sudo systensetup -setrenotel ogin (on|off)

or

$ serversetup -enabl eSSH

Telnet access is disabled by default because it isn't as secure as SSH. You can, however,

enable Telnet access. See “Using Telnet” on page 18.

Viewing or Changing Apple Event Response
To see if the system is set to respond to remote events:
$ sudo systensetup -getrenoteappl eevents

To set the server to respond to remote events:
$ sudo systensetup -setrenoteappl eevents (on|off)

International Settings
You can use the ser ver set up command to view or change language settings that
would otherwise be set using the Sharing pane of System Preferences.

Viewing or Changing Language Settings
To view the current primary language:
$ serversetup -getPrinarylLanguage

To view the installed primary language:
$ serversetup -getlnstall Language

To change the install language:
$ sudo serversetup -setlnstalllLanguage | anguage

To view the script setting:
$ serversetup -getPrinaryScript Code
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Login Settings

Disabling the Restart and Shutdown Buttons
To disable or enable the Restart and Shutdown buttons in the login dialog:
$ sudo serversetup -setDisabl eRestart Shutdown (0] 1)

0 disables the buttons.
1 enables the buttons.

To view the current setting:
$ serversetup -getDi sabl eRest art Shut down
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Network Preferences

Commands you can use to change a server’s network
settings.

Network Interface Information
This section describes commands you address to a specific hardware device
(for example, en0) or port (for example, Bui I t -i n Et her net).

If you prefer to work with network port configurations following the approach used in
the Network preferences pane of System Preferences, see the commands in “Network
Port Configurations” on page 38.

Viewing Port Names and Hardware Addresses

To list all port names:
$ serversetup -getAll Port

To list all port names with their Ethernet (MAC) addresses:
$ sudo networksetup -1istallhardwareports

To list hardware port information by port configuration:
$ sudo networksetup -listall networkservices

An asterisk in the results (*) marks an inactive configuration.

To view the default (en0) Ethernet (MAC) address of the server:
$ serversetup -get MacAddress

To view the Ethernet (MAC) address of a particular port:
$ sudo networ ksetup -getnacaddress (devi cenane|"portnane")

To scan for new hardware ports:
$ sudo networ ksetup -det ect newhar dwar e

This command checks the computer for new network hardware and creates a default
configuration for each new port.
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Viewing or Changing MTU Values
You can use these commands to change the maximum transmission unit (MTU) size for
a port.

To view the MTU value for a hardware port:
$ sudo networksetup -get MTU (devi cenane| " port nane")

To list valid MTU values for a hardware port:
$ sudo networksetup -listvalidMIUrange (devi cenane| " portnanme")

To change the MTU value for a hardware port:
$ sudo networksetup -set MTU (devi cenane| " port nane")

Viewing or Changing Media Settings
To view the media settings for a port:
$ sudo networ ksetup -get Medi a (devi cenane| " portnane")

To list valid media settings for a port:
$ sudo networksetup -listValidMedi a (devi cenane| " portnane")

To change the media settings for a port:
$ sudo networksetup -set Media (devi cenane| "portnane") subtype [optionl]
[option2] [...]

Network Port Configurations

Network port configurations are sets of network preferences that can be assigned to a
particular network interface and then enabled or disabled. The Network pane of
System Preferences stores and displays network settings as port configurations.

Creating or Deleting Port Configurations
To list existing port configuration:
$ sudo networksetup -listall networkservices

To create a port configuration:
$ sudo networ ksetup -createnetworkservice configuration hardwareport

To duplicate a port configuration:
$ sudo networksetup -duplicatenetworkservice configuration newonfig

To rename a port configuration:
$ sudo networksetup -renanenetworkservice configuration newnane

To delete a port configuration:
$ sudo networksetup -renpvenetwor kservice configuration

Activating Port Configurations
To see if a port configuration is on:
$ sudo networksetup -getnetworkserviceenabl ed configuration
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To enable or disable a port configuration:
$ sudo networ ksetup -setnetworkservi ceenabl ed configuration (on|off)

Changing Configuration Precedence
To list the configuration order:
$ sudo networksetup -listnetworkserviceorder

The configurations are listed in the order that they're tried when a network connection
is established. An asterisk (¥) marks an inactive configuration.

To change the order of the port configurations:
$ sudo networ ksetup -ordernetworkservices configl config2 [config3] [...]

TCP/IP Settings

Changing a Server’s IP Address

Changing a server’s IP address isn't as simple as changing the TCP/IP settings. Address
information is set throughout the system when you set up the server. To make sure
that all the necessary changes are made, use the changei p command.

To change a server’s IP address:
Run the changei p tool:

$ changeip [(directory|-)] old-ip newip [old-hostname new host nane]

Parameter Description

directory If the server is an Open Directory master or replica, or is connected
to a directory system, you must include the path to the directory
domain (directory node). For a standalone server, type “-" instead.

old-ip The current IP address.

new i The new IP address.

ol d- host nanme (optional) The current DNS host name of the server.
new- host nane (optional) The new DNS host name of the server.

For more information or examples, see the man page.

Use the net wor kset up or ser ver set up command (or the Network pane of System
Preferences) to change the server’s IP address in its network settings.

3 Restart the server.
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Viewing or Changing IP Address, Subnet Mask, or Router Address
You can use the ser ver set up and net wor kset up commands to change a computer’s
TCP/IP settings.

Important: Changing a server’s IP address isn't as simple as changing the TCP/IP
settings. You must first run the changei p utility to make sure necessary changes are
made throughout the system. See “Changing a Server’s IP Address” on page 39.

To list TCP/IP settings for a configuration:
$ sudo networksetup -getinfo "configuration"

Example:

$ networksetup -getinfo "Built-In Ethernet"
Manual Configuration

| P Address: 192.168.10. 12

Subnet mask: 255.255.0.0

Router: 192.18.10.1

Et hernet Address: 1la:2b: 3c: 4d: 5e: 6f

To view TCP/IP settings for port en0:
$ serversetup -getDefaultinfo (devicenane|"portnane")

To view TCP/IP settings for a particular port or device:
$ serversetup -getlnfo (devicenane|"portnane")

To change TCP/IP settings for a particular port or device:
$ sudo serversetup -setlnfo (devicenane|"portnanme") ipaddress subnetnmask
router

To set manual TCP/IP information for a configuration:
$ sudo networksetup -setnmanual "configuration" ipaddress subnetmask router

To validate an IP address:
$ serversetup -isValidl PAddress ipaddress

Displays 0 if the address is valid, 1 if it isn't.

To validate a subnet mask:
$ serversetup -isValidSubnet Mask subnet mask

To set a configuration to use DHCP:
$ sudo networksetup -setdhcp “configuration" [clientlD]

To set a configuration to use DHCP with a manual IP address:
$ sudo networksetup -setnmanual wi t hdhcprouter "configuration" ipaddress

To set a configuration to use BootP:
$ sudo networksetup -setbootp "configuration”
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Viewing or Changing DNS Servers
To view the DNS servers for port en0:
$ serversetup -get Defaul t DNSServer (devi cenane|"portnane")

To change the DNS servers for port en0:
$ sudo serversetup -setDefaul t DNSServer (devicenane|"portnane") serverl
[server2] [...]

To view the DNS servers for a particular port or device:
$ serversetup -get DNSServer (devi cenane|"portnane")

To change the DNS servers for a particular port or device:
$ sudo serversetup -set DNSServer (devi cenane|"portnane") serverl [server2]

[-..]

To list the DNS servers for a configuration:
$ sudo networksetup -getdnsservers "configuration”

To view the DNS search domains for port en0:
$ serversetup -get Def aul t DNSDonai n (devi cenane| " port nane")

To change the DNS search domains for port en0:
$ sudo serversetup -setDefaul t DNSDonei n (devi cenane| "portnane") donminl
[domain2] [...]

To view the DNS search domains for a particular port or device:
$ serversetup -get DNSDonmi n (devi cenane| " portnane")

To change the DNS search domains for a particular port or device:
$ sudo serversetup -set DNSDomai n (devi cenane| " portnane") domainl [ donai n2]

[...]

To list the DNS search domains for a configuration:
$ sudo networksetup -getsearchdomai ns “configuration”

To set the DNS servers for a configuration:
$ sudo networksetup -setdnsservers "configuration" dnsl [dns2] [...]

To set the search domains for a configuration:
$ sudo networ ksetup -setsearchdomains "configuration" domainl [ domai n2]

(-1

To validate a DNS server:
$ serversetup -verifyDNSServer serverl [server2] [...]

To validate DNS search domains:
$ serversetup -verifyDNSDomai n domai n1 [domain2] [...]
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Enabling TCP/IP
To enable TCP/IP on a particular port:
$ serversetup -Enabl eTCPI P [ (devi cenane| "portnane")]

If you don't provide an interface, en0 is assumed.

To disable TCP/IP on a particular port:
$ serversetup -Disabl eTCPIP [ (devi cenane| "portnane")]

If you don't provide an interface, en0 is assumed.

AppleTalk Settings
Enabling and Disabling AppleTalk

To enable AppleTalk on a particular port:
$ serversetup -Enabl eAT [ (devi cenane| " portnane")]

If you don't provide an interface, en0 is assumed.

To disable AppleTalk on a particular port:
$ serversetup -Disabl eAT [ (devi cenane| "portnane")]

If you don't provide an interface, en0 is assumed.

To enable AppleTalk on en0:
$ serversetup -Enabl eDef aul t AT

To disable AppleTalk on en0:
$ serversetup -Di sabl eDef aul t AT

To make AppleTalk active or inactive for a configuration:
$ sudo networksetup -setappl etal k "configuration" (on|off)

To check AppleTalk state on en0:
$ serversetup -getDefaul t ATActive

To see if AppleTalk is active for a configuration:
$ sudo networksetup -getappl etal k

Proxy Settings

Viewing or Changing FTP Proxy Settings
To view the FTP proxy information for a configuration:
$ sudo networksetup -getftpproxy "configuration"

To set the FTP proxy information for a configuration:
$ sudo networksetup -setftpproxy “configuration" domain portnunber
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To view the FTP passive setting for a configuration:
$ sudo networksetup -getpassiveftp "configuration”

To enable or disable FTP passive mode for a configuration:
$ sudo networksetup -setpassiveftp "configuration" (on|off)

To enable or disable the FTP proxy for a configuration:
$ sudo networksetup -setftpproxystate "configuration" (on|off)

Viewing or Changing Web Proxy Settings
To view the web proxy information for a configuration:
$ sudo networksetup -getwebproxy "configuration"

To set the web proxy information for a configuration:
$ sudo networ ksetup -setwebproxy "configuration" domain portnunber

To enable or disable the web proxy for a configuration:
$ sudo networksetup -setwebproxystate "configuration" (on|off)

Viewing or Changing Secure Web Proxy Settings
To view the secure web proxy information for a configuration:
$ sudo networ ksetup -getsecurewebproxy "configuration"

To set the secure web proxy information for a configuration:
$ sudo networksetup -setsecurewebproxy “configuration" domain portnunber

To enable or disable the secure web proxy for a configuration:
$ sudo networksetup -setsecurewebproxystate "configuration" (on|off)

Viewing or Changing Streaming Proxy Settings
To view the streaming proxy information for a configuration:
$ sudo networksetup -getstream ngproxy "configuration"

To set the streaming proxy information for a configuration:
$ sudo networksetup -setstream ngproxy "configuration" donmin portnunber

To enable or disable the streaming proxy for a configuration:
$ sudo networksetup -setstream ngproxystate "configuration" (on|off)

Viewing or Changing Gopher Proxy Settings
To view the gopher proxy information for a configuration:
$ sudo networksetup -getgopherproxy “configuration”

To set the gopher proxy information for a configuration:
$ sudo networksetup -setgopherproxy "configuration" donmain portnunber

To enable or disable the gopher proxy for a configuration:
$ sudo networksetup -setgopherproxystate "configuration" (on|off)
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Viewing or Changing SOCKS Firewall Proxy Settings
To view the SOCKS firewall proxy information for a configuration:
$ sudo networksetup -getsocksfirewal | proxy "configuration"

To set the SOCKS firewall proxy information for a configuration:
$ sudo networksetup -setsocksfirewal |l proxy "configuration" domain portnunber

To enable or disable the SOCKS firewall proxy for a configuration:
$ sudo networksetup -setsocksfirewal | proxystate "configuration" (on|off)

Viewing or Changing Proxy Bypass Domains
To list the proxy bypass domains for a configuration:
$ sudo networ ksetup -get proxybypassdomai ns “confi guration”

To set the proxy bypass domains for a configuration:
$ sudo networksetup -set proxybypassdonai ns "configurati on" [donmai nl] donmi n2

[-..]

AirPort Settings

Viewing or Changing Airport Settings
To see if AirPort power is on or off:
$ sudo networ ksetup -getairportpower

To turn AirPort power on or off:
$ sudo networksetup -setairportpower (on|off)

To display the name of the current AirPort network:
$ sudo networksetup -getairportnetwork

To join an AirPort network:
$ sudo networ ksetup -setairportnetwork network [password]

Computer, Host, and Rendezvous Name

Viewing or Changing the Computer Name
To display the server’s computer name:
$ sudo systensetup -getconputernane

or

$ sudo networksetup -get conput er name

or

$ serversetup -get Conput er nane
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To change the computer name:
$ sudo systensetup -setconputernanme conputernane
or

$ sudo networksetup -setconputername conputername

or
$ sudo serversetup -set Conput er nane conput er nane

To validate a computer name:
$ serversetup -verifyConputernane conputernane

Viewing or Changing the Local Host Name
To display the server’s local host name:
$ serversetup -get Host nanme

To change the server’s local host name:
$ sudo serversetup -setHostname hostname

Viewing or Changing the Rendezvous Name
To display the server’s Rendezvous name:
$ serversetup -get Rendezvousnane

To change the server’s Rendezvous name:
$ sudo serversetup -setRendezvousname rendezvousnane

The command displays a 0 if the name was changed.

Note: If you use the Server Admin GUI application to connect to a server using its
Rendezvous name, then change the server’s Rendezvous name, you will need to
reconnect to the server the next time you open the Server Admin application.
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Working With Disks and Volumes

Commands you can use to prepare, use, and test disks
and volumes.

Mounting and Unmounting Volumes
You can use the mount _af p command to mount an AFP volume. For more information,
type man mount _af p to see the man page.

Mounting Volumes

You can use the nount command with parameters appropriate to the type of file

system you want to mount, or use one of these file-system-specific mount commands:

« nmount _af p for Apple File Protocol (AppleShare) volumes

* nmount _cd9660 for ISO 9660 volumes

» nmount _cddaf s for CD Digital Audio format (CDDA) volumes

« mount _hf s for Apple Hierarchical File System (HFS) volumes

» nmount _nsdos for PC MS-DOS volumes

« mount _nf s for Network File System (NFS) volumes

« mount _snbf s for Server Message Block (SMB) volumes

» nmount _udf for Universal Disk Format (UDF) volumes

« mount _webdav for Web-based Distributed Authoring and Versioning (WebDAV)
volumes

For more information, see the related man pages.

Unmounting Volumes
You can use the unount command to unmount a volume. For more information, see
the man page.

Checking for Disk Problems

You can use the di skuti | orfsck command (f sck_hf s for HFS volumes) to check the
physical condition and file system integrity of a volume. For more information, see the
related man pages.
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Monitoring Disk Space

When you need more vigilant monitoring of disk space than the log rolling scripts
provide, you can use the di skspacenoni t or command-line tool. It lets you monitor
disk space and take action more frequently than once a day when disk space is critically
low, and gives you the opportunity to provide your own action scripts.

di skspacenoni t or is disabled by default. You can enable it by opening a Terminal
window and typing sudo di skspacenoni t or on.You may be prompted for your
password. Type man di skspacenoni t or for more information about the command-
line options.

When enabled, di skspacenoni t or uses information in a configuration file to

determine when to execute alert and recovery scripts for reclaiming disk space:

« The configuration file is /etc/diskspacemonitor/diskspacemonitor.conf. It lets you
specify how often you want to monitor disk space and thresholds to use for
determining when to take the actions in the scripts. By default, disks are checked
every 10 minutes, an alert script executed when disks are 75% full, and a recovery
script executed when disks are 85% full. To edit the configuration file, log in to the
server as an administrator and use a text editor to open the file. See the comments in
the file for additional information.

« By default, two predefined action scripts are executed when the thresholds are
reached.

The default alert script is /etc/diskspacemonitor/action/alert. It runs in accord with
instructions in configuration file /etc/diskspacemonitor/alert.conf. It sends email to
recipients you specify.

The default recovery script is /etc/diskspacemonitor/action/recover. It runs in accord
with instructions in configuration file /etc/diskspacemonitor/recover.conf.

See the comments in the script and configuration files for more information about
these files.

« If you want to provide your own alert and recovery scripts, you can. Put your
alert script in /etc/diskspacemonitor/action/alert.local and your recovery script in
/etc/diskspacemonitor/action/recovery.local. Your scripts will be executed before the
default scripts when the thresholds are reached.

To configure the scripts on a server from a remote Mac OS X computer, open a Terminal
window and log in to the remote server using SSH.
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Reclaiming Disk Space Using Log Rolling Scripts

Three predefined scripts are executed automatically to reclaim space used on your
server for log files generated by

« Apple file service

» Windows service

+ Web service

» Web performance cache

+ Mail service

* Print service

The scripts use values in the following configuration files to determine whether and

how to reclaim space:

« The script /etc/periodic/daily/600.daily.server runs daily. Its configuration file is
/etc/diskspacemonitor/daily.server.conf.

+ The script /etc/periodic/weekly/600.weekly.server is intended to run weekly, but is
currently empty. Its configuration file is /etc/diskspacemonitor/weekly.server.conf.

 The script /etc/periodic/monthly/600.monthly.server is intended to run monthly, but
is currently empty. Its configuration file is /etc/diskspacemonitor/monthly.server.conf.

As configured, the scripts specify actions that complement the log file management

performed by the services listed above, so don’t modify them. All you need to do is log

in as an administrator and use a text editor to define thresholds in the configuration

files that determine when the actions are taken:

 the number of megabytes a log file must contain before its space is reclaimed

+ the number of days since a log file’s last modification that need to pass before its
space is reclaimed

Specify one or both thresholds. The actions are taken when either threshold is
exceeded.

There are several additional parameters you can specify. Refer to comments in the
configuration files for information about all the parameters and how to set them.The
scripts ignore all log files except those for which at least one threshold is present in the
configuration file.

To configure the scripts on a server from a remote Mac OS X computer, open a Terminal
window and log in to the remote server using SSH. Then open a text editor and edit
the scripts.

You can also use the di skspacenoni t or command-line tool to reclaim disk space.

Chapter 6 Working With Disks and Volumes

49



50

Managing Disk Journaling

Checking to See if Journaling is Enabled
You can use the nount command to see if journaling is enable on a volume.

To see if journaling is enabled:

$ nount

Look for j our nal ed in the attributes in parentheses following a volume. For example:
/ dev/ di sk0s9 on / (local, journaled)

Turning on Journaling for an Existing Volume

You can use the di skuti | command to enable journaling on a volume without
affecting existing files on the volume.

Important: Always check the volume for disk errors using the f sck_hf s command
before you turn on journaling.

To enable journaling:
$ diskutil enabl eJournal vol ume

Parameter Description

vol une The volume name or device name of the volume.
Example

$ nount

/ dev/ di sk0s9 on / (local, journaled)

/ dev/ di sk0Os10 on / Vol unmes/ CS 9.2.2 (local)

$ sudo fsck_hfs /dev/di sk0s10/

** [dev/rdi skOs10

** Checking HFS plus vol ure.

** Checking extents overflow file.

** Checking Catalog file.

** Checki ng Catal og hierarchy.

** Checki ng vol ume bit map.

** Checki ng vol ume information.

** The volune OS 9.2.2 appears to be OK

$ diskutil enabl eJournal /dev/disk0s10

Al'l ocated 8192K for journal file.

Journal i ng has been enabl ed on /dev/di sk0s10
$ nount

/ dev/ di sk0s9 on / (local, journaled)

/ dev/ di sk0s10 on / Vol umes/CS 9.2.2 (local, journaled)
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Enabling Journaling When You Erase a Disk
You can use the newf s_hf s command to set up and enable journaling when you erase
a disk.

To enable journaling when erasing a disk:
$ newfs_hfs -J -v vol nane device

Parameter Description
vol nane The name you want the new disk volume to have.
devi ce The device name of the disk.

Disabling Journaling
To disable journaling:
$ diskutil disabl eJournal volume

Parameter Description

vol une The volume name or device name of the volume.

Erasing, Partitioning, and Formatting Disks
You can use the di skuti | command to partition, erase, or format a disk. For more
information, see the man page.

Setting Up a Case-Sensitive HFS+ File System
You can use the di skuti | tool to format a drive for case-sensitive HFS.

Note: Volumes you format as case-sensitive HFS are also journaled.

To format a Mac OS Extended volume as case-sensitive HFS+:
$ sudo diskutil eraseVolune "Case-sensitive HFS+" newol nane vol une

Parameter Description

newol nhane The name given to the reformatted, case-sensitive volume.

vol une The path to the existing volume to be reformatted.
For example, / Vol unmes/ HFSPI us

For more information, see the man page for di skutii | .
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Imaging and Cloning Volumes Using ASR

You can use Apple Software Restore (ASR) to copy a disk image onto a volume or
prepare existing disk images with checksum information for faster copies. ASR can
perform file copies, in which individual files are restored to a volume unless an identical
file is already there, and block copies, which restore entire disk images. The asr utility
doesn't create the disk images. You can use hdi uti | to create disk images from
volumes or folders.

You must run ASR as the root user or with sudo root permissions. You cannot use ASR
on read/write disk images.

To image a boot volume:

Install and configure Mac OS X on the volume as you want it.
Restart from a different volume.

Make sure the volume you're imaging has permissions enabled.
Use hdi tuti| to make a read-write disk image of the volume.
Mount the disk image.

Remove cache files, host-specific preferences, and virtual memory files. You can find
example files to remove on the asr man page.

Unmount the volume and convert the read-write image to a read-only compressed
image.

hdiutil convert -format UDZO pathtoi rage - 0 conpressedi nage

Prepare the image for duplication by adding checksum information:

sudo asr -inagescan conpressedi nage

To restore a volume from an image:
$ sudo asr -source conpressedi mage -target targetvol une -erase

See the asr man page for command syntax, limitations, and image preparation
instructions.
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Working With Users and Groups

Commands you can use to set up and manage users and
groups in Mac OS X Server.

Creating Server Administrator Users
You can use the ser ver set up command to create administrator users for a server.To
create regular users, see “Importing Users and Groups” on page 54.

To create a user:
$ serversetup -createUser fullname shortnane password

The name, short name, and password must be typed in the order shown. If the full
name includes spaces, type it in quotes.

The command displays a 1 if the full name or short name is already in use.

To create a user with a specific UID:
$ serversetup -createUserWthlD full nane shortnanme password userid

The name, short name, password, and UID must be typed in the order shown. If the full
name includes spaces, type it in quotes.

The command displays a 1 if the full name, short name, or UID is already in use or if the
UID you specified is less than 100.

To create a user with a specific UID and home directory:
$ serversetup -createUserWthlIDIP full name shortname password userid
honedi r pat h

The name, short name, password, and UID must be typed in the order shown. If the full
name includes spaces, type it in quotes.

The command displays a 1 if the full name, short name, or UID is already in use or if the
UID you specified is less than 100.
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Importing Users and Groups
You can use the dsi npor t export command to import user and group accounts.

Note: Despite its name, dsi npor t export can't be used to export user records.
The utility is in /Applications/Server/Workgroup Manager.app/Contents/Resources.

For information on the formats of the files you can import, see “Creating a Character-
Delimited User Import File” on page 55.

$ dsinmportexport (-g|-s|-p) file directory user password (QMI|A) [options]

-g|-s|-p You must specify one of these to indicate the type of file you're
importing:

- g for a character-delimited file

- s for an XML file exported from Users & Groups in Mac OS X
Server version 10.1.x

- p for an XML file exported from AppleShare IP version6.x

file The path of the file to import.

directory The path to the Open Directory node where the records will be
added.

user The name of the directory administrator.

password The password of the directory administrator.

OMI|A Specifies how user data is handled if a record for an imported user

already exists in the directory:
O Overwrite the matching record.

M Merge the records. Empty attributes in the directory assume
values from the imported record.

| : Ignore imported record and leave existing record unchanged.
A: Append data from import record to existing record.

options Additional command options. To see available options, execute the
dsi mport export command with no parameters.

To import users and groups:

Create a file containing the accounts to import, and place it in a location accessible
from the importing server. You can export this file from an earlier version of Mac OS X
Server or AppleShare IP 6.3, or create your own character-delimited file. See “Creating a
Character-Delimited User Import File” on page 55.

Open Directory supports up to 100,000 records. For local NetInfo databases, make sure
the file contains no more than 10,000 records.

Log in as the administrator of the directory domain into which you want to import
accounts.
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3 Open the Terminal application and type the dsi npor t export command. The tool is
located in /Applications/Utilities/Workgroup Manager.app/Contents/Resources.

To include the space in the path name, precede it with a backslash (\). For example:

[ Applications/Uilities/Wrkgroup\ Manager. app/ Cont ents/ Resour ces
/ dsi mportexport -h
4 If you want, use the cr eat ehomedi r tool to create home directories for imported users.
See “Creating a User's Home Directory” on page 63.

Creating a Character-Delimited User Import File
You can create a character-delimited file by hand, using a script, or by using a database
or spreadsheet application.

The first record in the file, the record description, describes the format of each account
record in the file. There are three options for the record description:

« Write a full record description

+ Use the shorthand St andar dUser Recor d

» Use the shorthand St andar dG oupRecor d

The other records in the file describe user or group accounts, encoded in the format
described by the record description. Any line of a character-delimited file that begins
with “#”is ignored during importing.

Writing a Record Description
The record description specifies the fields in each record in the character-delimited file,
specifies the delimiting characters, and specifies the escape character that precedes
special characters in a record. Encode the record description using the following
elements in the order specified, separating them with a space:
 End-of-record indicator (in hex notation)
 Escape character (in hex notation)
« Field separator (in hex notation)
« Value separator (in hex notation)
 Type of accounts in the file (DSRecTypeSt andar d: User s or
DSRecTypeSt andar d: G oups)
« Number of attributes in each account record
« List of attributes

For user accounts, the list of attributes must include the following, although you can
omit UID and PrimaryGrouplID if you specify a starting UID and a default primary group
ID when you import the file:

« RecordName (the user’s short name)

+ Password

« UniquelD (the UID)

* PrimaryGrouplD

+ RealName (the user’s full name)
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In addition, you can include

« UserShell (the default shell)

« NFSHomeDirectory (the path to the user’s home directory on the user’s computer)
« Other user data types, described under “User Attributes” on page 57

For group accounts, the list of attributes must include
« RecordName (the group name)

 PrimaryGrouplID (the group ID)

« GroupMembership

Here is an example of a record description:

0x0A 0x5C Ox3A 0x2C DSRecTypeSt andard: Users 7
Recor dName Password Uni quel D Pri maryG oupl D
Real Name NFSHomeDi rectory User Shel |

Here is an example of a record encoded using the above description:

jimAdl 47E$: 408:20:J. Smith, Jr.,
M D. : / Net wor k/ Server s/ somenmac/ Hones/ ji m/bi n/ csh

The record consists of values, delimited by colons. Use a double colon () to indicate a
value is missing.

Here is another example, which shows a record description and user records for users
whose passwords are to be validated using the Password Server. The record description
should include a field named dsAt t r TypeSt andar d: Aut hMet hod, and the value of this
field for each record should be dsAut hMet hodSt andar d: dsAut hdl ear Text :

0x0A 0x5C Ox3A 0x2C dsRecTypeSt andard: Users 8

dsAttrTypeSt andar d: Recor dName dsAttr TypeSt andar d: Aut hMet hod

dsAttr TypeSt andar d: Password dsAttr TypeSt andar d: Uni quel D

dsAttr TypeSt andar d: Pri maryG oupl D dsAttr TypeSt andar d: Comment

dsAttr TypeSt andar d: Real Name dsAttr TypeSt andar d: User Shel |

skat er : dsAut hMet hodSt andar d\ : dsAut hCl ear Text : pwor d1: 374: 11: commrent :

Tony Hawk:/ bi n/csh

mat t m dsAut hMet hodSt andar d\ : dsAut hd ear Text : pwor d2: 453: 161: :

Matt Mtchell:/bin/tcsh

As these examples illustrate, you can use the prefix dsAt t r TypeSt andar d: when
referring to an attribute, or you can omit the prefix.

Using the St andar dUser Recor d Shorthand
When the first record in a character-delimited import file contains
St andar dUser Recor d, the following record description is assumed:

0x0A 0x5C Ox3A 0x2C DSRecTypeSt andard: Users 7
Recor dNane Password Uni quel D Pri maryG oupl D
Real Namre NFSHomeDi rectory User Shel |
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An example user account looks like this:

jimAdl 47E$: 408: 20: J.

Smth, Jr.,

M D. : / Net wor k/ Ser ver s/ somermac/ Hones/j i m/ bi n/ csh

Using the St andar dG oupRecor d Shorthand
When the first record in a character-delimited import file contains
St andar dG oupRecor d, the following record description is assumed:

0x0A 0x5C Ox3A 0x2C DSRecTypeSt andard: Groups 4
Recor dName Password PrinmaryG oupl D GroupMenber shi p

Here is an example of a record encoded using the description:

st udent s: Ad147: 88: j ones, al onso, smi t h, wong

User Attributes

The following table lists standard XML data structures for attributes in user records.

Attribute

Recor dName:

A list of names associated
with a user; the first is the
user’s short name, which is
also the name of the user’s
home directory

Important: All attributes
used for authentication must
map to RecordName.

Format Sample values

First Dave
value: ASCII Davi d Mac
characters DMvacSni t h

A-Z,a-7,0-9,  Non-zero length, 1 to 16 values. Maximum 255 bytes
" (85 triple-byte to 255 single-byte characters) per
Second value: instance. First value must be 1 to 30 bytes for clients
UTF-8 Roman  using Macintosh Manager, or 1 to 8 bytes for clients
text using Mac OS X version 10.1 and earlier.

Real Nane:

A single name, usually the
user’s full name; not used for
authentication

UTF-8 text David L. MacSnmith, Jr.

Non-zero length, maximum 255 bytes (85 triple-byte
to 255 single-byte characters).

Uni quel D:

A unique user identifier, used
for access privilege
management

Signed 32-bit  Range is 100 to 2,147,483,648.

ASCli string of Values below 100 are typically used for system

digits 0-9 accounts. Zero is reserved for use by the system.
Normally unique among entire population of users,
but sometimes can be duplicated.

Warning: A non-integer value is interpreted as 0,
which is the UniguelD of the root user.

Pri mar yG oupl D:

A user’s primary group
association

Unsigned Range is 1 to 2,147,483,648.

32-bit ASCIl  Normally unique among entire population of group
string of digits  records. If blank, 20 is assumed.

0-9

NFSHoneDi rect ory:

Local file system path to the
user's home directory

UTF-8 text / Net wor k/ Ser ver s/ exanpl e/ User s/
K- M Tom Ki ng

Non-zero length. Maximum 255 bytes.
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Attribute Format Sample values
HoreDi rectory: Structured <hone_di r >
The location of an AFP-based UTF-8 text <url >
home directory af p: // server/ sharepoi nt
</url>
<pat h>
user shomedi rect ory
</ pat h>

</ home_dir>
In the following example, Tom King's home directory is
K-M/Tom King, which resides beneath the share point
directory, Users:
<hone_di r >
<url>
af p: // exanpl e. conl User s
</url>
<pat h>
K- M Tom Ki ng
</ pat h>
</ home_di r >

HoreDi r ect or yQuot a:

The disk quota for the user’s
home directory

Text for the If the quota is 10MB, the value will be the text string
number of 1048576.
bytes allowed

Mai | Attri bute:

A user’s mail service
configuration (refer to “Mail
Attributes in User Records”
on page 60 for information
on individual fields in this
structure)

Structured <di ct >

text <key>kAttri but eVersi on</ key>
<string>Apple Mail 1.0</string>
<key>kAut oFor war dVal ue</ key>
<string>user @xanpl e. conx/ stri ng>
<key>kl MAPLogi nSt at e</ key>
<string>l MAPAI | owed</ st ri ng>
<key>kMai | Account Locat i on</ key>
<string>domrai n. exanpl e. conx/ stri ng>
<key>kMai | Account St at e</ key>
<string>Enabl ed</stri ng>
<key>kNot i fi cati onSt at e</ key>
<string>NotificationStaticlP</string>
<key>kNot i fi cationStaticl PVal ue</ key>
<string>[1.2.3.4]</string>
<key>kPOP3Logi nSt at e</ key>
<string>POP3Al | owed</ stri ng>
<key>kSepar at el nboxSt at e</ key>
<string>Onel nbox</string>
<key>k ShowPOP3I nbox| nl MAP</ key>
<string>H dePOP3l nbox</stri ng>
</ dict>

Print Servi ceUser Data UTF-8 XML

A user’s print quota statistics

plist, single
value
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Attribute Format Sample values

MCXFIl ags: UTF-8 XML

If present, MCXSettings is plist, single

loaded; if absent, value

MCXSettings isn't loaded;

required for a managed user.

MCXSet t i ngs: UTF-8 XML

A user’s managed plist, single

preferences value

Adm nLimts UTF-8 XML

The privileges allowed by plist, single

Workgroup Manager to a value

user that can administer the

directory domain

Passwor d: UNIX crypt

The user’s password

Pi cture: UTF-8 text Maximum 32,676 bytes.

File path to a recognized

graphic file to be used as a

display picture for the user

Comment : UTF-8 text John is in charge of product

Any documentation you like mar ket i ng.

User Shel | : Path name / bin/tcsh

The location of the default /' bin/sh

shell for command-line None (this value prevents users with accounts in the

interactions with the server directory domain from accessing the server remotely
via a command line)
Non-zero length.

Aut henti cati on ASCII text Values describe the user’s authentication methods.

Aut hority: Can be multivalued (for example, basic and

Describes the user’s ShadowHash).

authentication methods, Each value has the format vers; tag; data (where vers

such as Open Directory or and data may be blank).

crypt passw.ord; not required Crypt password: ;basic;

for a user with only a crypt .

password; absence of this Open D{recFory §

attribute signifies legacy authgntlcatlon: ;ApplePasswordServer; HexID, server’s

authentication (crypt with public key IPaddress:port

Authentication Manager, if Shadow password (local directory domain

it's available). only): ;ShadowHash;

Aut hent i cati onHi nt: UTF-8 text Your guess is as good as mne.

Text set by the user to be
displayed as a password
reminder

Maximum 255 bytes.
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Mail Attributes in User Records
The following table lists the standard XML data structures for a user mail attribute, part

of a standard user record.

MailAttribute field
AttributeVersion

Description

A required case-insensitive value that
must be set to Appl eMai | 1. 0.

Sample values

<key>

kAttri but eVersion
</ key>

<string>

Appl eMai |l 1.0
</string>

Mai | Account St at e

A required case-insensitive keyword
describing the state of the user’s mail.

It must be set to one of these

values: O f, Enabl ed, or For war d.

<key>

kMai | Account St at e
</ key>

<string>

Enabl ed

</string>

POP3Logi nSt at e

A required case-insensitive keyword
indicating whether the user is allowed
to access mail via POP. It must be set

to one of these values:
POP3Al | owed or POP3Deny.

<key>

kPOP3Logi nSt at e
</ key>

<string>
POP3Deny
</string>

| MAPLogi nSt at e

A required case-insensitive keyword
indicating whether the user is allowed
to access mail using IMAP. It must be

set to one of these values:
| MAPAI | owed or | MAPDeny.

<key>

kl MAPLogi nSt at e
</ key>

<string>

| MAPAI | owed
</string>

Mai | Account Locati on

A required value indicating the

domain name or IP address of the
ProductName responsible for storing

the user’s mail.

<key>

kMai | Account Locat i on
</ key>

<string>

domai n. exanpl e. com
</string>

Aut oFor war dVal ue

A required field only if
MailAccountState has the value

For war d.The value must be a valid

RFC 822 email address.

<key>

kAut oFor war dVval ue
</ key>

<string>

user @xanpl e. com
</string>
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MailAttribute field

Description

Sample values

NotificationState An optional keyword describing <key>
whether to notify the user whenever  kNoti fi cati onState
new mail arrives. If provided, it must </ key>
be set to one of these <string>
values: Noti fi cationOfFf, Notificati onOf f
Noti ficationLastlPRor </string>
NotificationStaticlP
If this field is missing,
Noti ficati onOf f is assumed.

NotificationStaticlP Anoptional IPaddress,in bracketed, <key>

Val ue

dotted decimal format
(XXX, XXX. XXX. XXX]).

kNotificationStatic
| Pval ue

If this field is missing, </ key>
NotificationStat e is <string>
interpreted as [1.2.3.4]
NotificationLastlP </string>
The field is used only when
Noti fi cati onSt at e has the
value Not i fi cationStaticlP

Separ at el nboxSt at e An optional case-insensitive keyword  <key>
indicating whether the user manages kSepar at el nboxSt at e
POP and IMAP mail using different </ key>
inboxes. If provided, it must be setto  <stri ng>
one of these values: Onel nbox or Onel nbox
Dual | nbox. </string>
If this value is missing, the value
Onel nbox is assumed.

ShowPOP3I nbox! nl MAP  An optional case-insensitive keyword  <key>
indicating whether POP messages are  kShowPOP3I| nbox| nl MAP
displayed in the user’s IMAP folder list. </ key>
If provided, it must be set to one of <string>
these values: ShowPOP3I| nbox or H dePOP3I nbox
Hi dePOP3I nbox. </string>

If this field is missing, the value
ShowPOP3I nbox is assumed.
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Checking a Server User’s Name, UID, or Password

You can use the following commands to check the name, UID, or password of a user in

the server’s local directory.
Note: These tasks only apply to the local directory on the server.

To see if a full name is already in use:
$ serversetup -verifyReal Name "l ongnane"

The command displays a 1 if the name is already in the directory, 0 if it isn't.

To see if a short name is already in use:
$ serversetup -verifyNanme shortnane

The command displays a 1 if the name is already in the directory, 0 if it isn't.

To see if a UID is already in use:
$ serversetup -verifyU D userid

The command displays a 1 if the UID is already in the directory, 0 if it isn't.

To test a user’s password:
$ serversetup -verifyNanePassword shortnane password

The command displays a 1 if the password is good, 0 if it isn't.

To view the names associated with a UID:
$ serversetup -get NanesByl D userid

No response means UID not valid.

To generate the default UNIX short name for a user long name:
$ serversetup -get UNI XNarme "] ongnane"
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Creating a User’s Home Directory

Normally, you can create a user's home directory by clicking the Create Home Now
button on the Homes pane of Workgroup Manager. You can also create home directory
folders using the cr eat ehonedi r tool. Otherwise, Mac OS X Server creates the user’s
home directory when the user logs in for the first time.

You can use cr eat ehonedi r to create

» A home directory for a particular user (- u option)

» Home directories for all users in a directory domain (- n or -1 option)

« Home directories for all users in all domains in the directory search path (- a option)

For more information, type man cr eat ehonedi r to view the man page.
In all cases, the home directories are created on the server where you run the tool.

To create a home directory for a particular user:
$ createhonedir [(-a]-I|-n domain)] -u userid

To create a home directory for users in the local domain:
$ createhonedir -I

To create a home directory for users in the local domain:
$ createhonedir [(-a|-l|-n domain)] -u userid

You can also create a user’s home directory using the serversetup tool.

To create a home directory for a particular user:
$ serversetup -createHonmedir userid

The command displays a 1 if the user ID you specify doesn't exist.

Mounting a User’s Home Directory
You can use the mt home command to mount a user’s home directory. For more
information, see the man page.

Creating a Group Folder
You can use the Cr eat eG oupFol der command to set up group folders. For more
information see the man page.

Checking a User’s Administrator Privileges

To see if a user is a server administrator:
$ serversetup -isAdm nistrator shortnane

The command displays a 0 if the user has administrator privileges, 0 if the user doesn't.
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Working With File Services

Commands you can use to create share points and
manage AFP, NFS, Windows (SMB), and FTP services in
Mac OS X Server.

Share Points
You can use the shar i ng tool to list, create, and modify share points.

Listing Share Points
To list existing share points:
$ sharing -I

In the resulting list, there's a section of properties similar to the following for each share
point defined on the server. (1 = yes, true, or enabled. 0 = false, no, or disabled.)

nane: Sharel
pat h: / Vol umes/ 100GB
af p: {
namne: Sharel
shared: 1
guest access: 0
inherit perms: O
}
ftp: {
name: Sharel
shared: 1
guest access: 1
}
snb: {
nane: Sharel
shared: 1

guest access
inherit perms:
opl ocks:

strict |ocking:
directory nmask: 493
create nask: 420 }

O O O
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Creating a Share Point

To create a share point:

$ sharing -a path [-n customane] [-A afpnane] [-F ftpnane]
[-S snbnane] [-s shareflags] [-g guestflags] [-i inheritflags]
[-c creationmask] [-d directorymask] [-o oplockfl ag]
[-t strictlockingflag]

Parameter Description

path The full path to the directory you want to share.

cust ormane The name of the share point. If you don't specify this custom name,
it's set to the name of the directory, the last name in pat h.

af pnane The share point name shown to and used by AFP clients. This name
is separate from the share point name.

ft pnane The share point name shown to and used by FTP clients.

snbnane The share point name shown to and used by SMB clients.

shar ef | ags A three-digit binary number indicating which protocols are used to

share the directory. The digits represent, from left to right, AFP, FTP,
and SMB. 1=shared, 0=not shared.

guestfl ags A group of three flags indicating which protocols allow guest
access. The flags are written as a three-digit binary number with
the digits representing, from left to right, AFP, FTP, and SMB.
1=guests allowed, 0=guests not allowed.

inheritflags A group of two flags indicating whether new items in AFP or SMB
share points inherit the ownership and access permissions of the
parent folder. The flags are written as a two-digit binary number
with the digits representing, from left to right, AFP and SMB.
1=inherit, 0=don't inherit.

creati onmask The SMB creation mask. Default=0644.
di rect orymask The SMB directory mask. Default=0755.
opl ockfl ag Specifies whether opportunistic locking is allowed for an SMB

share point. 1=enable oplocks, 0=disable oplocks. For more
information on oplocks, see the file services administration guide.

strictlockingflag Specifies whether strict locking is used on an SMB share point.
1=enable strict locking, O=disable. For more information on strict
locking, see the file services administration guide.

Examples
$ sharing -a /Vol umes/ 100GB/ Art

Creates a share point named Art, shared using AFP, FTP, and SMB, and using the name
Art for all three types of clients.

$ sharing -a /Vol umes/ 100GB/ W ndows\ Docs -n WnDocs -S Docunents -s
001 -0 1

Chapter 8 Working With File Services



Shares the directory named Windows Docs on the disk 100GB. The share point is
named WinDocs for server management purposes, but SMB users see it as Documents.
It's shared using only the SMB protocol with oplocks enabled.

Modifying a Share Point

To change share point settings:

$ sharing -e sharepointnane [-n customane] [-A afpnane] [-F ftpnane]
[-S snbnane] [-s shareflags] [-g guestflags] [-i inheritflags]
[-c creationmask] [-d directorymask] [-o opl ockfl ag]
[-t strictlockingflag]

Parameter Description

shar epoi nt nane The current name of the share point.

Other parameters See the parameter descriptions under “Creating a Share Point” on
page 66.

Disabling a Share Point
To disable a share point:
$ sharing -r sharepointnane

shar epoi nt nane The current name of the share point.
AFP Service

Starting and Stopping AFP Service
To start AFP service:
$ sudo serveradmin start afp

To stop AFP service:
$ sudo serveradnin stop afp

Checking AFP Service Status
To see if AFP service is running:
$ sudo serveradmin status afp

To see complete AFP status:
$ sudo serveradnin fullstatus afp

Viewing AFP Settings
To list all AFP service settings:
$ sudo serveradnmin settings afp
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To list a particular setting:
$ sudo serveradnin settings afp:setting

Parameter Description

setting Any of the AFP service settings. For a complete list of settings, type
serveradm n settings afp
or see “List of AFP Settings” on this page.

To list a group of settings:

You can list a group of settings that have part of their names in common by typing
only as much of the name as you want, stopping at a colon (:), and typing an asterisk
(*) as a wildcard for the remaining parts of the name. For example,

$ sudo serveradnin settings afp:loggingAttributes:*

Changing AFP Settings

You can change AFP service settings using the ser ver adm n command.

To change a setting:
$ sudo serveradnmin settings afp:setting = value

Parameter Description

setting An AFP service setting. To see a list of available settings, type
$ sudo serveradm n settings afp
or see “List of AFP Settings” on this page.

val ue An appropriate value for the setting. Enclose text strings in double
quotes (for example, "t ext string").

To change several settings:

$ sudo serveradmin settings
af p:setting = val ue

af p:setting = value

af p:setting = val ue

[.-.1]

Control -D

List of AFP Settings
The following table lists AFP settings as they appear using ser ver adni n.

activitylLog Turn activity logging on or off.
Default =no
activityLogPat h Location of the activity log file.

Default =/ Li brary/ Logs/ Appl eFi | eServi ce/
Appl eFi | eServi ceAccess. | og
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Parameter (af p: ) Description

activitylLogSi ze Rollover size (in kilobytes) for the activity log. Only used if
activityLogTi e isn't specified.
Default = 1000

activitylLogTi me Rollover time (in days) for the activity log.
Default =7
adm n31Get sSp Set to true to force administrative users on Mac OS X to see
share points instead of all volumes.
Default =yes
adm nCGet sSp Set to true to force administrative users on Mac OS 9 to see
share points instead of all volumes. Default = no
af pSer ver Encodi ng Encoding used with Mac OS 9 clients.
Default =0
af pTCPPor t TCP port used by AFP on server.
Default =548
al | owRoot Logi n Allow user to log in as root.
Default =no
at t enpt Admi nAut h Allow an administrator user to masquerade as another user.
Default =yes
aut hent i cati onMbde Authentication mode. Can be:
st andard
ker ber os

st andard_and_ker ber os
Default =" st andar d_and_ker ber os"

aut oRest art Whether the AFP service should restart automatically when
abnormally terminated.
Default =yes
clientSl eepOnOf f Allow client computers to sleep.
Default =yes
clientSl eepTine Time (in hours) that clients are allowed to sleep.
Default =24
creat eHoneDi r Create home directories.
Default =yes
errorLogPat h The location of the error log.

Default =/ Li brary/ Logs/ Appl eFi | eServi ce/
Appl eFi | eServiceError. | og

errorLogSi ze Rollover size (in kilobytes) for the error log. Only used if
error LogTi ne isn't specified.

Default = 1000

errorLogTi nme Rollover time (in days) for the error log.
Default=0
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guest Access Allow guest users access to the server.
Default =yes
i dl eDi sconnect Fl ag: Enforce idle disconnect for administrative users.
admi nUser s Default =yes
i dl eDi sconnect Fl ag: Enforce idle disconnect for guest users.
guest Users Default =yes
i dl eDi sconnect Fl ag: Enforce idle disconnect for registered users.
regi st eredUsers Default =yes
i dl eDi sconnect Fl ag: Enforce idle disconnect for users with open files.
user sWt hOpenFi | es Default = yes
i dl eDi sconnect Msg The idle disconnect message.
Default=""
i dl eDi sconnect OnOF f Enable idle disconnect.
Default =no
i dl eDi sconnect Ti me Idle time (in minutes) allowed before disconnect.
Default =10
ker ber osPri nci pal Kerberos server principal name.

Default= " af pserver"

| oggi ngAttri butes: Record directory creations in the activity log.
logCreateDir Default = yes
| oggi ngAttri butes: Record file creations in the activity log.
| ogCreateFile Default = yes
| oggi ngAttri butes: Record file deletions in the activity log.
| ogDel ete Default = yes
| oggi ngAttri butes: Record user logins in the activity log.
| oglLogin Default = yes
| oggi ngAttri butes: Log user logouts in the activity log.
| ogLogout Default =yes
| oggi ngAttri butes: Log file opens in the activity log.
| ogOpenFor k Default = yes
| ogi nGreeting The login greeting message.
Default=""
| ogi nGreeti ngTi e The last time the login greeting was set or updated.
maxConnecti ons Maximum number of simultaneous user sessions allowed by
the server.

Default = - 1 (unlimited)

maxGuest s Maximum number of simultaneous guest users allowed.
Default = - 1 (unlimited)
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maxThr eads Maximum number of AFP threads. (Must be specified at
startup.)
Default =40

noNet wor kUser s Indication to client that all users are users on the server.
Default =no

per m ssi onshbdel How permissions are enforced. Can be set to:

cl assi c_perm ssions

uni X_wW t h_cl assi c_adm n_perm ssi ons
uni X_perm ssi ons

Default ="cl assi c_per m ssi ons"

reconlSrvrKeyTTLHrs Time-to-live (in hours) for the server key used to generate
reconnect tokens.
Default =168

reconlTokenTTLM ns Time-to-live (in minutes) for a reconnect token.

Default = 10080

reconnect Fl ag Allow reconnect options. Can be set to:
none
al |
no_admin_kills
Default="al | "
reconnect TTLI nM n Time-to-live (in minutes) for a disconnected session waiting

reconnection.
Default = 1440

regi st er Appl eTal k Advertise the server using AppleTalk NBP.
Default =yes

regi st er NSL Advertise the server using Rendezvous.
Default =yes

sendG eeti ngOnce Send the login greeting only once.
Default =no

shut downThr eshol d Don't modify. Internal use only.

speci al Admi nPrivs Grant administrative users super user read/write privileges.
Default =no

SSHTunnel Allow SSH tunneling.
Default =yes

TCPQuant um TCP message quantum.
Default =262144

tickleTine Frequency of tickles sent to client.
Default =30

updat eHoneDi r Quot a Enforce quotas on the users volume.
Default =yes
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Parameter (af p: ) Description
useAppl eTal k Don't modify. Internal use only.
useHonmeDirs Default =no

List of AFP ser ver adm n Commands
In addition to the standard st art, st op, st at us, and set t i ngs commands, you can
use ser ver adm n to issue the following service-specific AFP commands.

Command (af p: conmand=)  Description

cancel Di sconnect Cancel a pending user disconnect. See “Canceling a User
Disconnect” on page 74.

di sconnect User s Disconnect AFP users. See “Disconnecting AFP Users” on page 73.

get Connect edUser s List settings for connected users. See “Listing Connected Users” on
this page.

get Hi story View a periodic record of file data throughput or number of user
connections. See “Listing AFP Service Statistics” on page 75.

get LogPat hs Display the locations of the AFP service activity and error logs.

sendMessage Send a text message to connected AFP users. See “Sending a
Message to AFP Users” on page 73.

syncShar ePoi nt s Update share point information after changing settings.

writeSettings Equivalent to the standard ser ver admi n set t i ngs command,

but also returns a setting indicating whether the service needs to
be restarted. See “Determining Whether a Service Needs to be
Restarted” on page 19.

Listing Connected Users

You can use the ser ver adni n get Connect edUser s command to retrieve information
about connected AFP users. In particular, you can use this command to retrieve the
session IDs you need to disconnect or send messages to users.

To list connected users:
$serveradm n conmand af p: conmand = get Connect edUser s

Output

The following array of settings is displayed for each connected user:
di sconnect| D = <di sconnect | D>
flags = <flags>

i pAddress = <i pAddr ess>

af p: usersArray: _array_i ndex:i:
af p:usersArray: _array_i ndex:i:
af p:usersArray: _array_i ndex:i:
af p:usersArray: _array_i ndex:i: | astUseEl apsedTi ne = <l ast UseEl apsed>
af p: usersArray: _array_i ndex:i: | ogi nEl apsedTi ne = <l ogi nEl apsedTi me>
af p: usersArray: _array_i ndex:i: nminsToDi sconnect = <m nsToDi sconnect >
af p: usersArray: _array_i ndex:i:name = <nanme>

af p:usersArray: _array_i ndex:i:serviceType = <serviceType>

af p:usersArray: _array_i ndex:i:sessionl D = <sessi onl D>

af p: usersArray: _array_i ndex:i:sessionType = <sessionType>

af p:usersArray: _array_index:i:state = <state>
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Sending a Message to AFP Users
You can use the ser ver adm n sendMessage command to send a text message to
connected AFP users. Users are specified by session ID.

To send a message:

$ sudo serveradni n command

af p: coomand = sendMessage

af p: nessage = "nessage-text"

af p: sessionl DsArray: _array_i ndex: 0 = sessi oni dl
af p: sessionl DsArray: _array_i ndex: 1 = sessi oni d2
af p: sessionl DsArray: _array_i ndex: 2 = sessi oni d3

(-]

Control -D

Parameter Description

nmessage-t ext The message that appears on client computers.

sessi oni dn The session ID of a user you want to receive the message. To list the

session IDs of connected users, use the get Connect edUser s
command. See “Listing Connected Users” on page 72.

Disconnecting AFP Users

You can use the serveradni n di sconnect User s command to disconnect AFP users.
Users are specified by session ID. You can specify a delay time before disconnect and a
warning message.

To disconnect users:

$ sudo serveradm n comand

af p: command = di sconnect Users

af p: message = "nessage-text"

af p:minutes = mnutes-until

af p: sessionl DsArray: _array_i ndex: 0 = sessi oni dl
af p: sessionl DsArray: _array_i ndex: 1 = sessi oni d2
af p: sessi onl DsArray: _array_i ndex: 2 = sessi oni d3
[...1]

Control -D

Parameter Description

nessage-t ext The text of a message that appears on client computers in the
disconnect announcement dialog.

m nut es-until The number of minutes between the time the command is issued
and the users are disconnected.

sessi oni dn The session ID of a user you want to disconnect. To list the session
IDs of connected users, use the get Connect edUser s
command. See “Listing Connected Users” on page 72.
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Output

af p: command = "di sconnect Users"
af p: nessageSent = "<nessage>"
afp:timeStanmp = "<ti me>"
afp:timerl D = <di sconnect | D>
<user |isting>

af p: status = <status>

Value Description

<nmessage> The message sent to users in the disconnect announcement dialog.

<time> The time when the command was issued.

<di sconnect | D> An integer that identifies this particular disconnect. You can use
this ID with the cancel Di sconnect command to cancel the
disconnect.

<user listing> A standard array of user settings for each user scheduled for

disconnect. For a description of these settings, see “Listing
Connected Users” on page 72.

<st at us> A command status code:
0 = command successful

Canceling a User Disconnect

You can use the server admi n cancel Di sconnect command to cancel a

di sconnect User s command. Users receive an announcement that they’re no longer
scheduled to be disconnected.

To cancel a disconnect:

$ sudo serveradm n conmand

af p: conmand = cancel Di sconnect
afp:timerID = tinerlD

Control -D

Parameter Description

tinerlD The integer value of the af p: ti mer | D parameter output when
you issued the di sconnect User s command.
You can also find this number by listing any user scheduled to be
disconnected and looking at the value of the di sconnect | D
setting for the user.

Output

af p: coomand = "cancel Di sconnect”
afp:timeStanmp = "<ti me>"

af p: status = <status>

Value Description
<time> The time at which the command was issued.
<st at us> A command status code:

0 = command successful
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Listing AFP Service Statistics

You can use the ser ver adni n get H st ory command to display a log of periodic
samples of the number of connections and the data throughput. Samples are taken
once each minute.

To list samples:

$ sudo serveradnin command
af p: command = getHistory
af p:variant = statistic
afp:timeScale = scale

Control -D

Parameter Description

statistic The value you want to display.
Valid values:

v1 - number of connected users (average during sampling period)
V2 - throughput (bytes/sec)

scal e The length of time in seconds, ending with the current time, for
which you want to see samples. For example, to see 30 minutes of
data, you would specify af p: ti neScal e = 1800.

Output

af p: nbSanpl es = <sanpl es>

af p: sanpl esArray: _array_i ndex: 0: vn = <sanpl e>
af p: sanpl esArray: _array_index: 0:t = <tine>

af p: sanpl esArray: _array_i ndex: 1: vn = <sanpl e>
af p: sanpl esArray: _array_index: 1:t = <ti me>
[-..1]

af p: sanpl esArray: _array_i ndex:i:vn = <sanpl e>
af p: sanpl esArray: _array_index:i:t = <tine>

af p: vinLegend = "<l egend>"

af p:current ServerTi ne = <servertinme>

Value displayed by getHistory Description

<sanpl es> The total number of samples listed.

<l egend> A textual description of the selected statistic.
" CONNECTI ONS" for v1
" THROUGHPUT" for v2

<sanpl e> The numerical value of the sample.
For connections (v1), this is integer average number of users.
For throughput, (v2), this is integer bytes per second.

<tinme> The time at which the sample was measured. A standard UNIX time
(number of seconds since Sep 1, 1970.) Samples are taken every 60
seconds.
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Viewing AFP Log Files
You can use tai | or any other file listing tool to view the contents of the AFP service
logs.

To view the latest entries in a log:
$ tail log-file

You can use the ser ver adni n get LogPat hs command to see where the current AFP
error and activity logs are located.

To display the log paths:

$ sudo serveradnin command af p: command = get LogPat hs

Output
af p: accessl og = <access-1 og>
afp:errorlog = <error-1|og>

Value Description

<access- | og> The location of the AFP service access log. Default =
/ Li brary/ Logs/ Appl eFi | eServi ce/
Appl eFi | eServi ceAccess. | og

<error-| og> The location of the AFP service error log. Default =
/ Li brary/ Logs/ Appl eFi | eServi ce/
Appl eFi | eServi ceError. | og

NFS Service
Starting and Stopping NFS Service

NFS service is started automatically when a share point is exported using NFS. The NFS
daemons that satisfy client requests continue to run until there are no more NFS
exports and the server is restarted.

Checking NFS Service Status
To see if NFS service and related processes are running:
$ sudo serveradmin status nfs

To see complete NFS status:
$ sudo serveradnin fullstatus nfs

Viewing NFS Settings
To list all NFS service settings:
$ sudo serveradnmin settings nfs

To list a particular setting:
$ sudo serveradnmin settings nfs:setting
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Changing NFS Service Settings
Use the following parameters with the ser ver adni n command to change settings for
the NFS service.

Parameter (nfs:) Description

nbDaenons Default =6

To reduce the number of daemons, you must restart the server
after changing this value.

useTCP Default =yes
You must restart the server after changing this value.

useUbpP Default =yes
You must restart the server after changing this value.

FTP Service

Starting FTP Service
To start FTP service:
$ sudo serveradmin start ftp

Stopping FTP Service
To stop FTP service:
$ sudo serveradnin stop ftp

Checking FTP Service Status

To see if FTP service is running:
$ sudo serveradmin status ftp

To see complete FTP status:
$ sudo serveradnmin fullstatus ftp

Viewing FTP Settings
To list all FTP service settings:
$ sudo serveradnmin settings ftp

To list a particular setting:
$ sudo serveradnmin settings ftp:setting

To list a group of settings:

You can list a group of settings that have part of their names in common by typing
only as much of the name as you want, stopping at a colon (:), and typing an asterisk
(*) as a wildcard for the remaining parts of the name. For example,

$ sudo serveradmin settings ftp:|ogCommands: *
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Changing FTP Settings
You can change FTP service settings using the ser ver adni n application.

To change a setting:
$ sudo serveradmin settings ftp:setting = value

Parameter Description

setting An FTP service setting. To see a list of available settings, type
$ sudo serveradmin settings ftp
or see “FTP Settings” on this page.

val ue An appropriate value for the setting.

To change several settings:

$ sudo serveradnin settings
ftp:setting = val ue
ftp:setting = val ue
ftp:setting = val ue

[...1]

Control -D

FTP Settings
Use the following parameters with the ser ver adnmi n command to change settings for
the FTP service.

Parameter (f t p: )

adm ni strat or Enai | Addr ess Default =" user @ost nane"

anonynmous- r oot Default ="/ Li br ary/ FTPSer ver / FTPRoot "
anonynmousAccessPerm tted Default = no

aut hLevel Default =" STANDARD'

banner Message Default= "This is the "Banner"

nmessage for the Mac OS X Server's
FTP server process.

FTP clients will receive this
nessage i medi ately before being
prompted for a name and password.

PLEASE NOTE: Sone FTP clients may
exhibit problems if you make this
file too |ong.

chr oot Type Default =" STANDARD"
enabl eMacBi nAndDngAut oConver si on Default =yes
f t pRoot Default ="/ Li br ary/ FTPSer ver/ FTPRoot "
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Parameter (f t p: )

| ogComrands: anonynous Default = no
| ogCommands: guest Default = no
| ogComrands: r eal Default = no
| ogi nFai l uresPerm tted Default =3

| ogSecurity: anonynous Default = no
| ogSecurity: guest Default = no
| ogSecurity:real Default = no
| ogToSysl og Default = no

| ogTr ansf ers: anonynous: i nbound Default =yes

| ogTr ansf ers: anonynous: out bound Default=yes

| ogTr ansfers: guest: i nbound Default = no

| ogTr ansf ers: guest : out bound Default = no

| ogTransfers:real :i nbound Default =yes

| ogTransfers:real : out bound Default =yes

maxAnonynousUser s Default =50

maxReal User s Default =50

showBanner Message Default =yes

showWél conreMessage Default =yes

wel coneMessage Default="This is the "Wl cone"

nessage for the Mac OS X Server's
FTP server process.

FTP clients will receive this
nmessage right after a successful
log in.

List of FTP ser ver adm n Commands
You can use the following commands with the ser ver adni n application to manage
FTP service.

ftp:command= Description

get Connect edUser s List connected users. See “Checking for Connected FTP Users” on
page 80.
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ftp:command= Description

get LogPat hs Show location of the FTP transfer log file. See “Viewing the FTP
Transfer Log” on this page.

writeSettings Equivalent to the standard ser ver admi n set t i ngs command,
but also returns a setting indicating whether the service needs to
be restarted. See “Determining Whether a Service Needs to be
Restarted” on page 19.

Viewing the FTP Transfer Log
You can use t ai | or any other file listing tool to view the contents of the FTP transfer

log.

To view the latest entries in the transfer log:
$ tail log-file

The default location of | og-fi | e is /Library/Logs/FTP.transger.log. You can use the

server adm n get LogPat hs command to see where the current transfer log is located.

To display the log path:

$ sudo serveradnin conmmand ftp: command = get LogPat hs

Checking for Connected FTP Users
To see how many FTP users are connected:
$ ftpcount

or

$ sudo serveradni n command ftp: command = get Connect edUser s

Windows (SMB) Service
Starting and Stopping SMB Service

To start SMB service:
$ sudo serveradnin start snb

To stop SMB service:
$ sudo serveradnin stop snmb

Checking SMB Service Status
To see if SMB service is running:
$ sudo serveradnin status smb

To see complete SMB status:
$ sudo serveradnmin fullstatus snmb
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Viewing SMB Settings
To list all SMB service settings:
$ sudo serveradnmin settings smb

To list a particular setting:
$ sudo serveradmin settings snb:setting

Parameter Description

setting An SMB service setting. To see a list of available settings, type
$ sudo serveradm n settings snmb
or see “List of SMB Service Settings” on page 82.

To list a group of settings:
You can list a group of settings that have part of their names in common by typing
only as much of the name as you want, stopping at a colon (:), and typing an asterisk

(*) as a wildcard for the remaining parts of the name. For example,
$ sudo serveradnin settings snb:adm nCommands: *

Changing SMB Settings

You can change SMB service settings using the ser ver adni n command.

To change a setting:
$ sudo serveradnin settings snb:setting = value

Parameter Description

setting An SMB service setting. To see a list of available settings, type
$ sudo serveradmi n settings snmb
or see “List of SMB Service Settings” on page 82.

val ue An appropriate value for the setting. For a list of values that
correspond to GUI controls in the Server Admin application, see
“List of SMB Service Settings” on page 82.

To change several settings:

$ sudo serveradnin settings
snmb: setting = val ue

snmb: setting = val ue

smb: setting = val ue

[...]
Control -D
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List of SMB Service Settings
Use the following parameters with the ser ver adni n command to change settings for
the SMB service.

Parameter (snb: ) Description

adm nCommands: hores Whether home directories are mounted automatically when
Windows users log in so you don't have to set up individual
share points for each user. Can be set to:
yes | no
Corresponds to the “Enable virtual share points” checkbox in
the Advanced pane of Window service settings in the Server
Admin GUI application.

adm nConmands: server Rol e  The authentication role played by the server. Can be set to:
"st andal one"
"domai nnenber "
"primarydomai ncontrol | er”

Corresponds to the Role pop-up menu in the General pane of
Windows service settings in the Server Admin GUI application.

domai n mast er Whether the server is providing domain master browser
service. Can be set to:
yes |no
Corresponds to the Domain Master Browser checkbox in the
Advanced pane of Window service settings in the Server
Admin GUI application.

dos charset The code page being used. Can be set to:
CP437 (Latin US)
CP737 (Greek)
CP775 (Baltic)
CP850 (Latin1)
CP852 (Latin2)
CP861 (Icelandic)
CP866 (
CP932 (
CP936 (
CP949 (
CP950 (Traditional Chinese)
CP1251 (Windows Cyrillic)

Corresponds to the Code Page pop-up menu on the Advanced
pane of Windows service settings in the Server Admin GUI
application.

Cyrillic)

Japanese SJIS)
Simplified Chinese)
Korean Hangul)
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Parameter (snb: ) Description

| ocal nmaster

Whether the server is providing workgroup master browser

service. Can be set to:

yes |no

Corresponds to the Workgroup Master Browser checkbox in

the Advanced pane of Window service settings in the Server
Admin GUI application.

I og I evel

The amount of detail written to the service logs. Can be set to:
0 (Low: errors and warnings only)

1 (Medium: service start and stop, authentication failures,
browser name registrations, and errors and warnings)

2 (High: service start and stop, authentication failures,
browser name registration events, log file access, and errors
and warnings)

Corresponds to the Log Detail pop-up menu in the Logging
pane of Window service settings in the Server Admin GUI
application

map to guest

Whether guest access is allowed. Can be set to:
"Never" (No guest access)
"Bad User" (Allow guest access)

Corresponds to the “Allow Guest access” checkbox in the
Access pane of Window service settings in the Server Admin
GUI application

max snbd processes

The maximum allowed number of smb server processes. Each
connection uses its own smbd process, so this is the same as
specifying the maximum number of SMB connections.

0 means unlimited.

This corresponds to the “maximum” client connections field in
the Access pane of the Windows service settings in the Server
Admin GUI application.

net bi os nane

The server’s NetBIOS name. Can be set to a maximum of 15
bytes of UTF-8 characters.

Corresponds to the Computer Name field in the General pane
of the Windows service settings in the Server Admin GUI
application.

server string

Text that helps identify the server in the network browsers of
client computers. Can be set to a maximum of 15 bytes of
UTF-8 characters.

Corresponds to the Description field in the General pane of the
Windows service settings in the Server Admin GUI application.

Wi ns support

Whether the server provides WINS support. Can be set to:
yes | no
Corresponds to the WINS Registration “Off” and “Enable WINS

server” selections in the Advanced pane of the Windows
service settings in the Server Admin GUI application.
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Parameter (snb: ) Description
Wi ns server The name of the WINS server used by the server.

Corresponds to the WINS Registration “Register with WINS
server” selection and field in the Advanced pane of the
Windows service settings in the Server Admin GUI application.

wor kgr oup The server’s workgroup. Can be set to a maximum of 15 bytes
of UTF-8 characters.

Corresponds to the Workgroup field in the General pane of the
Windows service settings in the Server Admin GUI application.

List of SMB ser ver adm n Commands
You can use these commands with the ser ver adni n tool to manage SMB service.

smb:command= Description

di sconnect User s Disconnect SMB users. See “Disconnecting SMB Users” on page 85.

get Connect edUser s List users currently connected to an SMB service. See “Listing SMB
Users” on this page.

get Hi story List connection statistics. See “Listing SMB Service Statistics” on
page 86.

get LogPat hs Show location of service log files. See “Viewing SMB Service Logs”
on page 87.

syncPrefs Update the service to recognize changes in share points. See

“Updating Share Point Information” on page 86.

writeSettings Equivalent to the standard ser ver admi n set t i ngs command,
but also returns a setting indicating whether the service needs to
be restarted. See “Determining Whether a Service Needs to be
Restarted” on page 19.

Listing SMB Users

You can use the ser ver adni n get Connect edUser s command to retrieve information
about connected SMB users. For example, you can use this command to retrieve the
session IDs you need to disconnect users.

To list connected users:
$serveradm n conmand snb: command = get Connect edUser s
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Output
The following array of settings is displayed for each connected user:

snb: usersArray: _array_i ndex:i:di sconnect| D = <di sconnect | D>
snb: usersArray: _array_i ndex:i:sessionl D = <sessi onl D>

smb: usersArray: _array_i ndex:i:connect At = <connect-time>
snb: usersArray: _array_i ndex:i:service = <service>

smb: usersArray: _array_i ndex:i: | ogi nEl apsedTi ne = <l ogi n-el apsed-ti ne>
snmb: usersArray: _array_i ndex:i:name = "<nane>"
snb: usersArray: _array_i ndex:i:i pAddress = "<ip-address>"

Value returned by get Connect edUser s

(smb: usersArray: _array_i ndex: <n>:) Description

<sessi onl D> An integer that identifies the user session.

<connect-tinme> The date and time when the user connected to
the server.

<servi ce> The share point the user is accessing.

<l ogi n- el apsed-ti nme> The elapsed time since the user connected.

<nane> The user’s name.

<i p- addr ess> The user’s IP address.

Disconnecting SMB Users
You can use the serveradmi n di sconnect User s command to disconnect SMB users.
Users are specified by session ID.

To disconnect users:

$ sudo serveradm n command

smb: command = di sconnect Users

snmb: sessi onl DsArray: _array_i ndex: 0 = sessi oni dl
snmb: sessi onl DsArray: _array_i ndex: 1 = sessi oni d2
snmb: sessi onl DsArray: _array_i ndex: 2 = sessi oni d3
[...1]

Control -D

Parameter Description

sessi oni dn The session ID of a user you want to disconnect. To list the session
IDs of connected users, use the get Connect edUser s
command. See “Listing SMB Users” on page 84.

Output
snb: command = "di sconnect Users"
snb: status = <status>

Value Description

<st at us> A command status code:
0 = command successful
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Listing SMB Service Statistics
You can use the ser ver adni n get H st ory command to display a log of periodic
samples of the number of SMB connections. Samples are taken once each minute.

To list samples:

$ sudo serveradm n conmand
snmb: command = get Hi story
snb: variant = vl

snb:ti meScale = scal e

Control -D

Parameter Description

vl The number of connected users (average during sampling period).
scal e The length of time in seconds, ending with the current time, for

which you want to see samples. For example, to see 30 minutes of
data, you would specify smb: t i neScal e = 1800.

Output

snmb: nbSanpl es = <sanpl es>

snb: sanpl esArray: _array_i ndex: 0:vn = <sanpl e>
snb: sanpl esArray: _array_index: 0:t = <ti me>
snb: sanpl esArray: _array_i ndex: 1: vn = <sanpl e>
smb: sanpl esArray: _array_index: 1:t = <tine>
(-]

snb: sanpl esArray: _array_i ndex:i:vn = <sanpl e>
snb: sanpl esArray: _array_index:i:t = <tine>
snb: viLegend = " CONNECTI ONS"

smb: current ServerTi ne = <servertime>

Value displayed by getHistory Description
<sanpl es> The total number of samples listed.

<l egend> A textual description of the selected statistic.
" CONNECTI ONS" for v1
" THROUGHPUT" for v2

<sanpl e> The numerical value of the sample.
For connections (v1), this is integer average number of users.
For throughput, (v2), this is integer bytes per second.

<time> The time at which the sample was measured. A standard UNIX time
(number of seconds since Sep 1, 1970.) Samples are taken every 60
seconds.

Updating Share Point Information
After you make a change to an SMB share point using the shar i ng tool, you need to
update the SMB service information.

To update SMB share point information:

$ sudo serveradmin conmmand snb: command = syncPrefs
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Viewing SMB Service Logs
You can use tai | or any other file listing tool to view the contents of the SMB service
logs.

To view the latest entries in a log:
$ tail log-file

You can use the ser ver adni n get LogPat hs command to see where the current SMB
logs are located.

To display the log paths:

$ sudo serveradnin conmand snb: command = get LogPat hs

Output
snb: fil eServiceLog = <snb-1 og>
snmb: nameSer vi ceLog = <name-| og>

Value Description

<snb-1 og> The location of the SMB service log. Default =
/var /| og/ sanba/| og. smbd

<nane- | og> The location of the name service log. Default =
/var /| og/ sanba/| og. nnmbd
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Working With Print Service

Commands you can use to manage the Print service in
Mac OS X Server.

Starting and Stopping Print Service

To start Print service:
$ sudo serveradmin start print

To stop Print service:
$ sudo serveradnin stop print

Checking the Status of Print Service

To see summary status of Print service:
$ sudo serveradmin status print

To see detailed status of Print service:
$ sudo serveradmin fullstatus print

Viewing Print Service Settings

To list Print service configuration settings:
$ sudo serveradnmin settings print

To list a particular setting:
$ sudo serveradmin settings print:setting

To list a group of settings:

You can list a group of settings that have part of their names in common by typing
only as much of the name as you want, stopping at a colon (:), and typing an asterisk
(*) as a wildcard for the remaining parts of the name. For example, to see all settings for
a particular print queue:

$ sudo serveradmin settings print:queuesArray:_array_id: queue-id:*

where gueue-i d is an id such as 66F66AdA- 060B- 5603- 9024- FCB57AAB24B1.

89




920

Changing Print Service Settings

To change a setting:
$ sudo serveradnmin settings print:setting = value

Parameter Description

setting A Print service setting. To see a list of available settings, type
$ sudo serveradm n settings print
or see “Print Service Settings” on this page.

val ue An appropriate value for the setting.

To change several settings:

$ sudo serveradnin settings
print:setting = value
print:setting = val ue
print:setting = value

[...]

Control -D

Print Service Settings
Use the following parameters with the ser ver admi n command to change settings for
the Print service.

Parameter (pri nt :) Description

server LogAr chi vel nt erval Days Default=7

<queue arrays> See “Queue Data Array” on page 91.
server LogAr chi veEnabl e Default = no

j obLogAr chi vel nt er val Days Default =7

j obLogAr chi veEnabl e Default = no
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Queue Data Array

Print service settings include an array of values for each existing print queue. The array
is a set of 14 parameters that define values for each queue.

<i d> is the queue ID, for example, 29D3ECF3- 17C8- 16E5- A330- 84CEC733F249.

Parameter (pri nt :) Description

queuesArray: _array_id: <i d>: Default=no
quot asEnf or ced

queuesArray: _array_id: <i d> Default="LPR"
sharingLi st: _array_i ndex: O:

service

queuesArray: array_id: <i d>: Default=no
sharingLi st: _array_i ndex: O:

shari ngEnabl e

queuesArray: _array_id: <i d>: Default="SMB"
sharingLi st: _array_i ndex: 1:

service

queuesArray: _array_id: <i d> Default=no
sharingLi st: _array_i ndex: 1:

shari ngEnabl e

queuesArray: _array_id: <i d>: Default="PAP"
sharingLi st: _array_i ndex: 2:

service

queuesArray: _array_id: <i d>: Default=no
sharingLi st: _array_i ndex: 2:

shari ngEnabl e

queuesArray: _array_id: <id> Default=yes.

shar eabl e

Cannot be changed.

queuesArray: _array_id: <i d>:
defaul t JobPriority

Not used.
Default =" NORVAL"

queuesArray: _array_id: <i d>:
pri nt er Nanme

Default =" <pri nt er - nane>"
Cannot be changed using serveradmin.

queuesArray: _array_id: <i d>:
def aul t JobSt at e

Not used.
Default =" PENDI NG'

queuesArray: _array_id: <i d>:
printerURI

Default = <uri >
Format depends on type of printer.
Cannot be changed using serveradmin.

queuesArray: _array_id: <i d>:
regi st er Rendezvous

Default =yes

queuesArray: _array_id: <i d>:
printerKind

Default =" <t ype>"
Cannot be changed using serveradmin.

queuesArray: _array_id: <i d>:
shari ngNare

Default =" <nanme>"
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Here is an example of a queue array parameter block:

print:queuesArray: _array_id: 29D3ECF3- 17C8- 16E5- A330-
84CEC733F249: quot asEnforced = no
print:queuesArray: _array_i d: 29D3ECF3- 17C8- 16E5- A330-
84CEC733F249: shari ngLi st: _array_i ndex: 0: service = "LPR'
print:queuesArray: _array_i d: 29D3ECF3- 17C8- 16E5- A330-
84CEC733F249: shari ngLi st: _array_i ndex: 0: shari ngEnabl e = no
print:queuesArray: _array_id: 29D3ECF3- 17C8- 16E5- A330-
84CEC733F249: shari ngLi st: _array_i ndex: 1: service = "SMB"
print:queuesArray: _array_i d: 29D3ECF3- 17C8- 16E5- A330-
84CEC733F249: shari ngLi st: _array_i ndex: 1: shari ngEnabl e = no
nt:queuesArray: _array_id: 29D3ECF3- 17C8- 16E5- A330-
84CEC733F249: shari ngLi st: _array_i ndex: 2: service = "PAP"
print:queuesArray: _array_id: 29D3ECF3- 17C8- 16E5- A330-
84CEC733F249: shari ngLi st: _array_i ndex: 2: shari ngEnabl e = no
print:queuesArray: _array_i d: 29D3ECF3- 17C8- 16E5- A330- 84CEC733F249: shar eabl e =
yes
print:queuesArray: _array_i d: 29D3ECF3- 17C8- 16E5- A330-
84CEC733F249: def aul t JobPriority = " NORMAL"
print:queuesArray: _array_id: 29D3ECF3- 17C8- 16E5- A330- 84CEC733F249: pri nt er Name
= "Room 3 Printer”
print:queuesArray: _array_i d: 29D3ECF3- 17C8- 16E5- A330-
84CEC733F249: def aul t JobSt at e = " PENDI NG'
print:queuesArray: _array_i d: 29D3ECF3- 17C8- 16E5- A330- 84CEC733F249: printer URl
= "pap://*/ Roon203%20Pri nter/LaserWiter"
print:queuesArray: _array_id: 29D3ECF3- 17C8- 16E5- A330-
84CEC733F249: r egi st er Rendezvous = yes
print:queuesArray: _array_i d: 29D3ECF3- 17C8- 16E5- A330- 84CEC733F249: pri nt er Ki nd
= "HP LaserJet 4100 Series "
int:queuesArray: _array_id: 29D3ECF3- 17C8- 16E5- A330- 84CEC733F249: shar i ngNane
= "Room 3 Printer"”

pr

©
=
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Print Service ser ver adm n Commands
You can use the following commands with the ser ver adni n application to manage
Print service.

print:command= Description

get Jobs List information about the jobs waiting in a queue. See “Listing
Jobs and Job Information” on page 94.

get LogPat hs Finding the locations of the Print service and job logs. See “Viewing
Print Service Log Files” on page 95.

get Queues List Print service queues. See “Listing Queues” on this page.

set JobSt ate Hold or release a job. See “Holding a Job” on page 94.

set QueueSt at e Pauses or release a queue. See “Pausing a Queue” on this page.

witeSettings Equivalent to the standard ser ver admi n set t i ngs command,

but also returns a setting indicating whether the service needs to
be restarted. See “Determining Whether a Service Needs to be
Restarted” on page 19.

Listing Queues
You can use the ser ver adni n get Queues command to list Print service queues.
$ sudo serveradm n command print:comrand = get Queues

Pausing a Queue
You can use the server adni n set QueueSt at e command to pause or release a queue.

To pause a queue:

$ sudo serveradni n command
print:command = set QueueState
print:status = PAUSED

print:nanesArray: _array_i ndex: 0 = gueue

Control -D
Parameter Description
queue The name of the queue. To find the name of the queue, use the

get Queues command and look for the value of the pri nt
setting. See “Listing Queues” on this page.

To release the queue:

$ sudo serveradnin command
print:comand = set QueueState
print:status = ""

print:namesArray: _array_i ndex: 0 = gueue
Control -D
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Listing Jobs and Job Information
You can use the ser ver admi n get Jobs command to list information about print jobs.

$ sudo serveradnin command

print:comand = getJobs

print: naxDi spl ayJobs = jobs
print:queueNanesArray: array_i ndex: 0 = queue

Control -D

Parameter Description

j obs The maximum number of jobs to list.

gueue The name of the queue. To find the name of the queue, use the

get Queues command and look for the value of the pri nt
setting. See “Listing Queues” on page 93.

For each job, the command lists:
+ Document name
+ Number of pages
« Document size

» Number of sheets
» JobID

« Submitting user
» Submitting host
+ Job name

« Job state

« Printing protocol
« Job priority

Holding a Job

You can use the server adni n set JobSt at e command to hold or release a job.

To hold a job:

$ sudo serveradnin command

print:command = setJobState

print:status = HOLD

print:namesArray: _array_i ndex: 0: printer = gueue

print:namesArray: _array_index: 0:idsArray: _array_i ndex:0 = jobid
Control -D

Parameter Description

queue The name of the queue. To find the name of the queue, use the
get Queues command and look for the value of the pri nt
setting. See “Listing Queues” on page 93.

jobid The ID of the job.To find the ID of the job, use the get Jobs
command and look for the value of the j obl d setting. See “Listing
Jobs and Job Information” on this page.

Chapter 9 Working With Print Service



To release the job for printing, change its state to PENDI NG

To release the job:

$ sudo serveradnmi n command

print:command = setJobState

print:status = PENDI NG

print:namesArray: _array_i ndex: 0: printer = gueue

print:nanmesArray: _array_index:0:idsArray: _array_index:0 = jobid
Control -D

Viewing Print Service Log Files
You can use t ai | or any other file listing tool to view the contents of the Print service
logs.

To view the latest entries in a log:
$ tail log-file

You can use the ser ver admi n get LogPat hs command to see where the current logs
are located.

To display the log paths:

$ sudo serveradmi n command print:command = get LogPat hs

Output

print:logPat hsArray: _array_i ndex:
print:logPat hsArray: _array_i ndex:
print:logPat hsArray: _array_i ndex:
print:|ogPat hsArray: _array_i ndex:
print:|ogPat hsArray: _array_i ndex:
print:|ogPathsArray: _array_i ndex:
[...]

print:logPat hsArray: _array_i ndex: 0: path = <job-1o0g- n>
print:logPat hsArray: _array_i ndex: 0: path = <queue-nane- n>

Value Description

<servi ce-| og> The location of the primary Print service log. Default =
/ Li brary/ Logs/ Print Service/
Print Service. server.|og

:path = <service-Ilog>
name = SYSTEMLOG
:path = <job-1o0g-0>
:path = <queue- nane- 0>
:path = <job-1o0g-1>
:path = <queue- nane- 1>

cooooo

<j ob-1 og- n> The location of the job log for the corresponding queue. Default =
/ Li brary/ Logs/ Print Servi ce/
Pri nt Servi ce. <queue- nane- n>. j ob. | og

<gueue- nane- n> The name of the queue.
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Working With NetBoot Service

Commands you can use to manage the NetBoot service
in Mac OS X Server.

Starting and Stopping NetBoot Service

To start NetBoot service:

$ sudo serveradmi n start netboot
If you get the following response:

$ netboot:state = " STOPPED"

$ net boot : status = 5000

you have not yet enabled NetBoot on any network port.

To stop NetBoot service:
$ sudo serveradnin stop netboot

Checking NetBoot Service Status

To see if NetBoot service is running:
$ sudo serveradm n status netboot

To see complete NetBoot status:
$ sudo serveradnin fullstatus netboot

Viewing NetBoot Settings

To list all NetBoot service settings:
$ sudo serveradnmin settings netboot
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Changing NetBoot Settings

You can change NetBoot service settings using the ser ver adm n command.

To change a setting:
$ sudo serveradnin settings netboot:setting = val ue

Parameter Description

setting A NetBoot service setting. To see a list of available settings, type
$ sudo serveradm n settings netboot
or see “NetBoot Service Settings” on this page.

val ue An appropriate value for the setting.

To change several settings:

$ sudo serveradmin settings
net boot : setting = val ue

net boot : setting = val ue

net boot : setting = val ue

[...]
Control -D

NetBoot Service Settings

General Settings
Use the following parameters with the ser ver admi n command to change settings for
the NetBoot service.

Parameter (net boot : ) Description

filterEnabl ed Specifies whether client filtering is enabled.
Default =" No"
net Boot St or ageRecor dsArray. . . An array of values for each server volume used to store

boot or install images. For a description, see “Storage
Record Array” on page 99.

net Boot Fi | t er sRecordsArray. .. An array of values for each computer explicitly allowed
or disallowed access to images. For a description, see
“Filters Record Array” on page 99.

net Boot | magesRecor dsArray. . . An array of values for each boot or install image stored
on the server. For a description, see “Image Record
Array” on page 100.

net Boot Port sRecor dsArray. . . An array of values for each server network port used to
deliver boot or install images. For a description, see
“Port Record Array” on page 101.
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Storage Record Array
A volume parameter array:

Parameter (net boot : ) Description

net Boot St or ageRecor dsArray: _array_i ndex: <n>: First parameter in an array
shar epoi nt describing a volume available to
serve images.
Default =" No"

net Boot St or ageRecor dsArray: _array_i ndex: <n>: Default =" No"
clients

net Boot St or ageRecordsArray: _array_i ndex: <n>: Default ="f al se"
i gnorePrivs

net Boot St or ageRecordsArray: _array_i ndex: <n>: Default = <vol t ype>
vol Type Example: " hf s"
net Boot St or ageRecordsArray: _array_i ndex: <n>: Default= "/"
path

net Boot St or ageRecor dsArray: _array_i ndex: <n>: Default = <nanme>
vol Nane

net Boot St or ageRecordsArray: _array_i ndex: <n>: Default = <i con>
vol I con

net Boot St or ageRecordsArray: _array_i ndex: <n>: Default =" Yes"

okToDel eted i ents

net Boot St or ageRecordsArray: _array_i ndex: <n>: Default =" Yes"
okToDel et eShar epoi nt

Filters Record Array
An array of the following values appears in the NetBoot service settings for each
computer explicitly allowed or denied access to images stored on the server:

Parameter (net boot : ) Description:

net Boot Fi | t er sRecor dsArray: The host name of the filtered computer, if
_array_i ndex: <n>: host Nane available.
net Boot Fi | t ersRecordsArray: Whether the specified computer is allowed or
_array_index:<n>:filterType denied access. Options:

"al | ow

" deny"
net Boot Fi | t ersRecordsArray: The Ethernet hardware (MAC) address of the
_array_i ndex: <n>: har dwar eAddr ess filtered computer.
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Image Record Array

An array of the following values appears in the NetBoot service settings for each image

stored on the server:

Parameter (net boot : )

net Boot | magesRecor dsArr ay:
_array_i ndex: <n>: Nane

Description:

Name of the image as it appears in the Startup
Disk control panel (Mac OS 9) or Preferences
pane (Mac OS X).

net Boot | magesRecor dsArr ay:
_array_i ndex: <n>: | sDef aul t

Yes specifies this image file as the default boot
image on the subnet.

net Boot | magesRecor dsArray:
_array_i ndex: <n>: Root Pat h

The path to the .dmg file.

net Boot | nagesRecor dsArray:
_array_index: <n>:isEdited

net Boot | nagesRecor dsArray:
_array_i ndex: <n>: BootFil e

Name of boot ROM file: boot er.

net Boot | magesRecor dsArr ay:
_array_i ndex: <n>: Descri ption

Arbitrary text describing the image.

net Boot | magesRecor dsArr ay:
_array_i ndex: <n>: Support sDi skl ess

Yes directs the NetBoot server to allocate space
for the shadow files needed by diskless clients.

net Boot | mnagesRecor dsArray:
_array_i ndex: <n>: Type

NFS or HTTP.

net Boot | nagesRecor dsArray:
_array_i ndex: <n>: pat hTol mage

The path to the parameter list file in the .nbi
folder on the server describing the image.

net Boot | magesRecor dsArr ay:
_array_i ndex: <n>: | ndex

1-4095 indicates a local image unique to the
server.

4096-65535 is a duplicate, identical image
stored on multiple servers for load balancing.

net Boot | magesRecor dsArr ay:
_array_i ndex: <n>: | sEnabl ed

Sets whether the image is available to NetBoot
(or Network Image) clients.

net Boot | magesRecor dsArray:
_array_i ndex: <n>:Islnstall

Yes specifies a Network Install image; Fal se
specifies a NetBoot image.
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Port Record Array
An array of the following items is included in the NetBoot service settings for each
network port on the server set to deliver images:

Parameter (net boot : ) Description

net Boot Port sRecordsArray: _array_i ndex: <np: First parameter in an array

i sEnabl edAt | ndex describing a network interface
available for responding to
netboot requests.

Default =" No"
net Boot Port sRecordsArray: _array_i ndex: <np: Default =" <devnane>"
naneAt | ndex Example: "Bui I t-in
Et hernet"
net Boot Port sRecordsArray: _array_i ndex: <np: Default =" <dev>"
devi ceAt | ndex Example: " en0"
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Working With Mail Service

Commands you can use to manage the Mail service in
Mac OS X Server.

Starting and Stopping Mail Service

To start Mail service:
$ sudo serveradmin start nail

To stop Mail service:
$ sudo serveradnin stop nil

Checking the Status of Mail Service

To see summary status of Mail service:
$ sudo serveradnmin status nuil

To see detailed status of Mail service:
$ sudo serveradnin fullstatus mail

Viewing Mail Service Settings
To list Mail service configuration settings:
$ sudo serveradnin settings mail

To list a particular setting:
$ sudo serveradmin settings mail:setting

To list a group of settings:

You can list a group of settings that have part of their names in common by typing
only as much of the name as you want, stopping at a colon (:), and typing an asterisk
(*) as a wildcard for the remaining parts of the name. For example:

$ sudo serveradnin settings nail:imp:*
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Changing Mail Service Settings

You can use ser ver adni n to modify your server’s mail configuration. However, if you
want to work with the Mail service from the command-line, you'll probably find it more
straightforward to work directly with the underlying Postfix and Cyrus mail services.

For information on Postfix, visit www.postfix.org.
For information on Cyrus IMAP/POP, visit asg.web.cmu.edu/cyrus.

You can also use Sherlock or Google to search the web for information on Postfix or
Cyrus.

Mail Service Settings
Use the following parameters with the ser ver adnmi n command to change settings for
the Mail service.

postfi x: message_size_limt Default = 10240000

postfi x: readne_directory Default = no

post fi x: doubl e_bounce_sender Default =" doubl e- bounce"

postfix:default_recipient_limt Default = 10000

postfix:local _destination_recipient_limt Default =1

post fi x: queue_m nfree Default =0

post fi x: show_user_unknown_t abl e_nane Default =yes

postfix:default_process_limt Default = 100

post fi x: export_environment Default= "TZ MAI L_CONFI G'

postfix:snmp_line_length_limt Default =990

postfix:sntp_rcpt_timeout Default =" 300s"

post fi x: masquer ade_donai ns Default =""

post fi x: sof t _bounce Default = no

post fi x: pi ckup_servi ce_nane Default =" pi ckup"

postfix:config_directory Default ="/ et c/ post fi x"

postfix:sntpd_soft_error_limt Default = 10

post fi x: undi scl osed_r eci pi ent s_header Default =" To: undi scl osed-
recipients:;"

postfix:Imp_|lhlo_timeout Default =" 300s"

postfix:sntpd_recipient_restrictions Default =

"perm t_mynetworks, rej ect
_unaut h_desti nati on"

post fi x: unknown_| ocal _reci pi ent _rej ect_code Default=450
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Parameter (mail:) Description

postfix:error_notice_recipient Default =" post mast er "
postfix:sntpd_sasl | ocal _domain Default = no
postfix:strict_m ne_encodi ng_donmai n Default = no

X
post fi x: unknown_rel ay_reci pi ent _rej ect_code Default=550

postfi x: di sabl e_vrfy_comrand Default = no
post fi x: unknown_virtual _mail box_reject_code Default=550
postfix:fast_flush_refresh_tine Default =" 12h"
postfix: prepend_del i ver ed_header Default="command, file,
f orwar d"
postfi x: defer_servi ce_nane Default =" def er"
postfi x: sendnai | _path Default =
"/ usr/sbin/sendmail"
postfix: | ntp_sasl_password_naps Default = no
postfix:smt p_sasl _password_maps Default = no
postfix:gnmgr_clog warn_tine Default =" 300s"
postfix:sntp_sasl _auth_enabl e Default = no
postfix:sntp_ski p_4xx_greeting Default =yes
postfix:smt p_ski p_5xx_greeting Default =yes
postfix:stale_lock tine Default =" 500s"
postfix:strict_8bitm ne_body Default = no
post fi x: di sabl e_m me_i nput _processi ng Default = no
postfix:sntpd_hard_error_limt Default =20
postfi x: enpty_address_reci pi ent Default =" MAI LER- DAEMON"
postfix: forward_expansion_filter Default =" 1234567890! @6

_=+:, ./ abcdef ghi j kl mopqr
st uvwxyz ABCDEFGHI JKLMNOPQ
RSTUVWKYZ"

post fi x: snt pd_expansi on_filter Default =
"\ t\ 40! " HSUR () *+, -
.10123456789: ; <=>?@\BCDEF
GHI JKLMNOPQRSTUVWKYZ[\\ ]~
“abcdef ghi j kl mopgr st uvw

xyz{|}~"
post fi x: rel ayhost Default=""
post fi x: def er _code Default = 450
postfix:Imp_rset_tinmeout Default =" 300s"
postfi x: al ways_bcc Default=""
postfix: proxy_interfaces Default =""
postfi x: maps_rbl _reject_code Default = 554
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Parameter (mail:)

postfix:line_length_limt Default =2048
post fi x: mai | box_transport Default =0
postfix:deliver_| ock_del ay Default =" 1s"
post fi x: best _nx_transport Default =0
postfix:notify_cl asses Default =
"resource, sof t ware"
post fi x: mai | box_conmmand Default=""
post fi x: mydonmai n Default = <domai n>
postfix: mail box_size limt Default =51200000
postfix:default_verp_delinmters Default =" +="
postfi x: resol ve_dequot ed_addr ess Default =yes

postfi x: cl eanup_servi ce_nane Default =" cl eanup”

Default = 10240

post fi x: header _address_token_limt

postfix: | ntp_connect_tineout Default =" 0s"
postfix:strict_7bit_headers Default = no
post fi x: unknown_host nane_r ej ect _code Default = 450
postfix:virtual _alias_domains Default =

"$virtual _alias_maps"

postfix:|Intp_sasl_auth_enable Default = no

postfix: queue_directory Default ="/ privat e/ var/

spool / post fi x"

Default="/ usr/ shar e/ doc/
post fi x/ exanpl es"

postfi x: sanpl e_directory

postfix: fall back_rel ay Default =0

postfix:sntpd_use_pw _server Default ="yes"

postfi x: snt pd_sasl _auth_enabl e Default = no

postfix: mai | _owner Default =" post fi x"

Default =" 1000s"

postfix:command_tinme_|imt

postfix:verp_delimter _filter Default =" - =+"
post fi x: gngpd_aut hori zed_clients Default =0
postfix:virtual _nail box_base Default=""
postfix: permt_nmx_backup_net wor ks Default=""

post fi x: queue_run_del ay Default =" 1000s"

postfix:virtual _mail box_donmai ns Default =
"$vi rtual _nai | box_maps

postfix:local _destination_concurrency_limt Default=2
Default =" 18000s"

post fi x: daenon_t i neout
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Parameter (mail:)

postfix:local _transport

Default =
"l ocal : $nyhost nane"

postfix:sntpd_helo_restrictions Default = no
postfix: fork_del ay Default =" 1s"
post fi x: di sabl e_nmi me_out put _conversi on Default = no
post fi x: mynetwor ks: _array_i ndex: 0 Default= "127.0.0. 1/ 32"
postfix:sntp_never_send_ehl o Default = no
postfix: | ntp_cache_connection Default =yes
postfix: |l ocal _recipient_maps Default =
"proxy: uni x: passwd. bynane
$al i as_maps"
postfix:sntpd_tinmeout Default =" 300s"
postfix:require_home_directory Default = no
postfix:sntpd_error_sleep_tine Default="1s"
post fi x: hel pf ul _war ni ngs Default =yes
postfix:mail _spool _directory Default="/var/ mai | "
postfi x: nai | box_del i very_I| ock Default ="f | ock"
post fi x: di sabl e_dns_| ookups Default = no
post fi x: mai | box_comrand_naps Default=""
post fi x: defaul t _destinati on_concurrency Default = 20
limt
post fi x: 2bounce_noti ce_reci pi ent Default =" post mast er "
postfix:virtual _alias_naps Default =" $vi rt ual _maps"
postfix:mailq_path Default="/usr/ bi n/ mai | q"
postfix:recipient_delimter Default = no
post fi x: masquer ade_excepti ons Default=""
postfi x: del ay_notice_reci pi ent Default =" post mast er "
postfix: sntp_hel o_nane Default =" $nyhost nane"
postfix: flush_service_nane Default ="f | ush"
postfix:service throttle_ tine Default= " 60s"
postfix:inport_environnent Default =" MAI L_CONFI G
MAI L_DEBUG MAI L_LOGTAG TZ
XAUTHORI TY DI SPLAY"
postfix:sun_nailtool _conpatibility Default = no
postfix:authorized verp_clients Default =" $nynet wor ks"
post fi x: debug_peer _|i st Default =""
postfix: m me_boundary_|length_limt Default =2048
postfix:initial_destination_concurrency Default =5
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Parameter (mail:) Description

post fi x: parent _donmai n_nmat ches_subdonai ns

Default =

"debug_peer _list,fast_flu
sh_dommi ns, nynet wor ks, per
m t _nmx_backup_net wor ks, gm
gpd_aut hori zed_clients,re
| ay_domai ns, snt pd_access_
maps"

post fi x: setgid_group

Default =" post dr op"

X
post fi x: m ne_header _checks

Default =" $header _checks"

postfix:smpd_etrn_restrictions

Default=""

X
postfix:relay_transport

Default="r el ay"

postfix:inet_interfaces Default ="1 ocal host "
postfix:sntpd_sender_restrictions Default=""

postfix: del ay_warning_time Default =" 0h"
postfix:alias_maps Default =

"hash:/etc/aliases"

post fi x: sender _canoni cal _naps Default=""
postfix:trigger_timeout Default =" 10s"
postfix: newal i ases_path Default =

"/ usr/bin/newal i ases"

postfix:default_rbl_reply

Default="$r bl _code Servi ce
unavai |l abl e; $rbl _class

[ $rbl _what] bl ocked usi ng
$rbl _domai n${r bl _reason?;
$rbl _reason}"

postfi x: al i as_dat abase

Default =
"hash:/etc/aliases"

postfix: qngr_nessage_recipient_limt

Default = 20000

postfix:extract_recipient_limt

Default = 10240

post fi x: header _checks

Default=0

postfix:syslog facility

Default="nmi | "

postfix:luser_relay Default=""
postfi x: maps_rbl _donmi ns: _array_i ndex: 0 Default=""
postfix:deliver_lock_attenpts Default = 20
postfix:sntpd_data restrictions Default=""

postfix:sntpd_pw server_security_options:

_array_index: 0

Default =" none"

postfix:ipc_idle

Default="100s"

postfix: mail _version

Default="2.0. 7"

postfix:transport_retry_tine

Default =" 60s"
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Parameter (mail:) Description

postfix:virtual _mailbox_limt Default =51200000
Default =0
Default =" 20030319"

post fi x: snt pd_noop_conmands

postfix: mail _rel ease_date

X
postfi x: append_at _nyorigin Default =yes

Default =51200
Default = 20000

Default =" Post fi x"

post fi x: body_checks_size_limt

X
postfi x: gngr _nessage_active_limt

postfix: mai |l _nane

post fi x: masquer ade_cl asses Default =" envel ope_sender,
header _sender,

header _reci pient"

postfix:allow m n_user Default = no
postfix: snt p_random ze_addr esses Default =yes
postfix:alternate_config_directories Default = no
postfix:al |l ow_percent _hack Default =yes
postfix:process_id directory Default =" pi d"
postfix:strict_rfc821_envel opes Default = no
postfix: fall back_transport Default =0
post fi x: owner _request _speci al Default =yes

postfix: default_transport Default =" snt p"

postfix:biff Default =yes
postfix:relay_donmi ns_rej ect_code Default = 554
postfix:sntpd_del ay_rej ect Default =yes

Default =" 300s"
Default =" 300s"

postfix:Inmtp_quit_tinmeout

postfix:Inmp_mail _timeout

postfix:fast_flush_purge_tine Default =" 7d"
post fi x: di sabl e_ver p_bounces Default = no
postfix: I nmtp_skip_quit_response Default = no
post fi x: daenon_directory Default =

"/usr/libexec/postfix"

postfix:default_destination_recipient_limt Default=50

postfix:sntp_skip_quit_response Default =yes
postfix:sntpd_recipient_limt Default = 1000

post fi x: virtual _gi d_maps Default =""
postfix:duplicate_filter_limt Default = 1000
postfix:rbl _reply_naps Default =""
postfix:relay_recipient_maps Default =0

post fi x: sysl og_nane Default =" post fi x"

Chapter 11

Working With Mail Service



Parameter (mail:) Description

post fi x: queue_servi ce_namne Default =" qngr"

postfi x:transport_maps Default =""

postfix:sntp_destination_concurrency_limt Default=
"$def aul t _destination_con
currency_limt"

postfix:virtual _mail box_| ock Default="fcnt|"
post fi x: gngr _fudge_factor Default =100
postfix:ipc_ti meout Default =" 3600s"
postfix: default_delivery_slot_discount Default =50
postfix:rel ocated_maps Default =""
post fi x: max_use Default =100
post fix: defaul t_delivery_slot_cost Default =5
postfix:default_privs Default =" nobody"
postfix:sntp_bi nd_address Default = no
post fi x: nest ed_header _checks Default =" $header _checks"
post fi x: canoni cal _maps Default = no
post fi x: debug_peer _| evel Default =2
postfix:in_flow del ay Default =" 1s"
postfix:sntpd_junk_conmmand_|imt Default =100
post fi x: programdirectory Default =
"/usr/libexec/postfix"
postfix:sntp_quit_tinmeout Default =" 300s"
postfix:sntp_mail_timeout Default =" 300s"
post fi x: m ni mal _backof f _ti ne Default =" 1000s"
postfix:queue_file_ attribute_count_limt Default =100
post fi x: body_checks Default = no
postfix:snpd_client_restrictions: Default=""
_array_index: 0
postfix: nydestination: _array_i ndex: 0 Default =" $nmyhost nane"
postfi x: nydestination: _array_index: 1 Default =
"l ocal host . $nmydomai n"
postfix:error_servi ce_nane Default="error"
postfix:snt pd_sasl _security_options: Default =" noanonynous"
_array_index: 0
postfix:sntpd_null _access_| ookup_key Default =" <>"
post fix:virtual _ui d_nmaps Default =""
postfix:sntpd_history flush_threshold Default =100

postfix:sntp_pi x_workaround_t hreshol d_tine Default="500s"

Chapter 11 Working With Mail Service



Parameter (mail:)

post fi x: showq_servi ce_nane

Description
Default =" showqg"

postfix:sntp_pi x_workaround_del ay_ti ne Default =" 10s"

postfix:|ntp_sasl_security_options Default =" nopl ai nt ext,
noanonynous"

postfi x: bounce_size |limt Default =50000

post fi x: qngpd_t i meout Default =" 300s"

postfix:allow mail _to files Default= "al i as, f or war d"

postfix:rel ay_domai ns Default =" $nydest i nati on"

post fi x: snt pd_banner Default="$myhost nane ESMIP
$mai | _nane”

postfix:sntpd_hel o_required Default = no

post fi x: berkel ey_db_read_buffer_size Default =131072

post fi x: swap_bangpat h Default =yes

post fi x: maxi mal _queue_lifetinme Default =" 5d"

postfix:ignore_mx_| ookup_error Default = no

post fi x: nynetworks_styl e Default =" host "

post fi x: nyhost nane Default =" <host nane>"

postfix:default_minimumdelivery_slots Default =3

post fi x: reci pi ent _canoni cal _nmaps Default = no

post fi x: hash_queue_dept h Default =1

post fi x: hash_queue_nanes: _array_i ndex: 0 Default="i ncom ng"

post fi x: hash_queue_nanes: _array_i ndex: 1 Default ="act i ve"

post fi x: hash_queue_nanes: _array_i ndex: 2 Default =" def er r ed"

post fi x: hash_queue_nanes: _array_i ndex: 3 Default =" bounce"

post fi x: hash_queue_nanes: _array_i ndex: 4 Default =" def er"

post fi x: hash_queue_nanes: _array_i ndex: 5 Default ="f | ush"

post fi x: hash_queue_nanes: _array_i ndex: 6 Default =" hol d"

postfix:Inmtp_tcp_port Default = 24

postfix: |l ocal _commuand_shel | Default =0

postfix:allow mail _to_conmmands Default="al i as, f orward"

postfix: non_fqdn_reject_code Default = 504

post fi x: maxi mal _backof f _ti ne Default =" 4000s"

postfix:sntp_al ways_send_ehl o Default =yes
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Parameter (mail:) Description

post fi x: proxy_read_maps

Default =

"$l ocal _reci pi ent _maps
$nmydesti nation

$virtual _alias_maps
$virtual _alias_donuins
$virtual _mai | box_naps
$vi rtual _mai | box_donai ns
$rel ay_reci pi ent _maps
$rel ay_domai ns
$canoni cal _maps

$sender _canoni cal _naps
$reci pi ent _canoni cal _maps
$r el ocat ed_naps
$transport _nmaps

$mynet wor ks"
post fi x: propagat e_unmat ched_ext ensi ons Default =" canoni cal
virtual "
postfix:sntp_destination_recipient_limt Default =
"$def aul t _destination_
recipient_limt"
postfix:sntpd_restriction_classes Default=""
postfix:mne_nesting_limt Default = 100
postfix:virtual _mail box_maps Default=""
post fi x: bounce_servi ce_nane Default =" bounce"
postfix: header_size |limt Default = 102400
postfix:strict_8bitmne Default = no
postfix:virtual _transport Default="vi rtual "
postfi x: berkel ey_db_create_buffer_size Default =16777216
post fi x: broken_sasl _auth_clients Default = no
post fi x: hone_nai | box Default = no
postfix:content_filter Default=""
postfix: forward_path Default =
"$hone/ . f orwar d${r eci pi en
t_delimter}${extension},
$hone/ . f or war d”
post fi x: gngpd_error _del ay Default="1s"
post fi x: manpage_di rectory Default ="/ usr/ shar e/ man"
post fi x: hopcount _limt Default =50
post fi x: unknown_virtual _alias_reject_code Default = 550
post fi x: snt pd_sender _| ogi n_nmaps Default=""
postfix:rewite_service_nane Default="rewrite"
post fi x: unknown_addr ess_rej ect _code Default = 450
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Parameter (mail:) Description

post fi x: append_dot _nydonai n

Default =yes

post fi x: command_expansi on_filter

Default =" 1234567890! @6
_=+:, ./ abcdef ghi j kIl mopqgr
st uvwxyz ABCDEFGH JKLMNOPQ
RSTUVWKYZ"

postfix:default_extra_recipient_limt Default = 1000

postfix: | ntp_data_done_tineout Default =" 600s"

postfix:nyorigin Default =" $nyhost nane"

postfix:Inp_data_init_tineout Default="120s"

postfix: | ntp_data_xfer_tineout Default =" 180s"

postfix:sntp_data_done_ti neout Default =" 600s"

postfix:sntp_data_init_tineout Default ="120s"

postfix:sntp_data_ xfer_tineout Default ="180s"

postfix: default_delivery_slot_Ioan Default =3

postfix:reject_code Default = 554

post fi x: command_di rectory Default ="/ usr/ sbhi n"

postfix:Inp_rcpt_timeout Default =" 300s"

postfix:sntp_sasl _security_options Default =" nopl ai nt ext,
noanonynous"”

postfi x: access_map_rej ect _code Default = 554

postfix:smntp_hel o_timeout Default =" 300s"

post fi x: bounce_noti ce_reci pi ent Default =" post mast er "

post fix: snt p_connect _ti meout Default =" 30s"

postfix:fault _injection_code Default =0

post fi x: unknown_cl i ent _reject_code Default = 450

postfix:virtual _m ni mumuid Default =100

postfix: fast_flush_donai ns Default =" $r el ay_domai ns"

post fi x: def aul t _dat abase_t ype Default =" hash"

post fi x: dont _renove Default =0

post fi x: expand_owner _al i as Default = no

postfix: max_idle Default =" 100s"

postfix: defer_transports Default=""

post fi x: gngr _nmessage_r eci pi ent _m ni num Default = 10

postfix:invalid_hostnane_reject_code Default =501

postfix:fork_attenpts Default =5

postfix:allow untrusted_routing Default = no

imap:tls_cipher_list:_array_index:0

Default =" DEFAULT"
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Parameter (mail:)

i map: umask Default =" 077"
imap:tls_ca path Default=""

i map: pop_aut h_gssapi Default =yes

i map: sasl _m ni nrum | ayer Default =0
imap:tls_cert_file Default =""

i map: popt i neout Default =10
imap:tls_sieve_require_cert Default = no

i map: nupdat e_server Default=""

i map: ti meout Default = 30

i map: quot awar n Default =90

i map: enabl e_pop Default = no

i map: nupdate_retry_del ay Default =20

i map: tls_session_timeout Default = 1440

i map: post nast er Default =" post mast er "
i map: def aul t acl Default =" anyone | rs"
imap:tls_Inmp_key file Default=""

i map: newsprefix Default =""

i map: user prefix Default="CO her Users"
i map: del et eri ght Default ="c"

i map: al | owpl ai nt ext Default =yes

i map: pop_aut h_cl ear Default = no

i map: i mapi dr esponse Default =yes

i map: sasl _auto_transition Default = no

i map: nupdat e_port Default=""

i map: admi ns: _array_i ndex: 0 Default =" cyrus"

i map: pl ai nt ext | ogi npause Default =0

i map: popexpiretime Default =0

i map: pop_aut h_any Default = no

i map: si eve_maxscri ptsize Default = 32

i map: hashi mapspool Default = no
imap:tls_Imp_cert _file Default =""
imap:tls_sieve key file Default=""

i map: si evedir Default = "/ usr/si eve"
i map: debug_conmand Default=""

i map: popmni npol | Default =0
imap:tls_Intp_require_cert Default = no
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Parameter (mail:)

imap:tls_ca_ file Default =""
i map: sasl _pwcheck_net hod Default =" auxpr op"
i map: post user Default =""
i map: si eve_maxscripts Default =5
i map: def aul tpartition Default =" def aul t "
i map: al t namespace Default =yes
i map: max_i map_connecti ons Default = 100
imap:tls_imap_cert _file Default=""
i map: si eveusehonedi r Default = no
i map: reject8bit Default = no
imap:tls_sieve_cert _file Default =""
i map: i mapi dl epol | Default =60
i map: srvtab Default = "/ etc/srvtab"
i map: i map_aut h_l ogi n Default = no
imap:tls_pop3_cert _file Default =""
imap:tls_pop3_require_cert Default = no
i map: | mp_overquota_permfailure Default = no
imap:tls_imap_key file Default=""
i map: enabl e_i map Default = no
imap:tls_require_cert Default = no
i map: aut ocr eat equot a Default =0
i map: al | onanonynousl ogi n Default = no
i map: pop_aut h_apop Default =yes
i map: partition-default Default =
"/var/ spool /i map"
i map: i map_aut h_cram nmd5 Default = no
i map: nupdat e_passwor d Default=""
i map: i dl esocket Default =
"/var/imap/ socket/idle"
i map: al | owal | subscri be Default = no
i map: si ngl ei nstancestore Default =yes
i map: uni xhi er archysep Default ="yes"
i map: nupdate_real m Default=""
i map: shar edprefi x Default =" Shar ed Fol ders"
imap:tls_key file Default=""
i map: | m psocket Default =

"/var/imap/ socket/| nt p"
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Parameter (mail:) Description

i map: confi gdirectory Default= "/ var/i map"
i map: sasl _maxi num | ayer Default = 256
i map: sendmai | Default =
"/ usr/sbin/sendnail"
i map: | ogi nuseacl Default = no
i map: mupdat e_user nane Default=""
i map: i map_aut h_pl ain Default = no
i map: i map_aut h_any Default = no
i map: dupl i cat esuppressi on Default =yes
i map: noti f ysocket Default =
"/var/imap/ socket/notify"
imap:tls_imap_require_cert Default = no
i map: i map_aut h_cl ear Default =yes
imap:tls_pop3_key file Default =""
i map: proxyd_al | ow status_referral Default = no
i map: server nanme Default =" <host nane>"
i map: | ogti nest anps Default = no
i map: i map_aut h_gssapi Default = no
i map: nupdat e_aut hnane Default=""
mai | man: enabl e_mai | man Default = no

Mail ser ver adm n Commands
You can use the following commands with the ser ver adni n application to manage
Mail service.

Command

(mai | : command=) Description

get Hi story View a periodic record of file data throughput or number of user
connections. See “Listing Mail Service Statistics” on page 117.

get LogPat hs Display the locations of the Mail service logs. See “Viewing the Mail
Service Logs” on page 118.

witeSettings Equivalent to the standard ser ver admi n set t i ngs command,

but also returns a setting indicating whether the service needs to
be restarted. See “Determining Whether a Service Needs to be
Restarted” on page 19.
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Listing Mail Service Statistics

You can use the ser ver adni n get H st ory command to display a log of periodic
samples of the number of user connections and the data throughput. Samples are
taken once each minute.

To list samples:

$ sudo serveradni n command
nei | : conmand = getHi story
mai |l :variant = statistic
mail:tinmeScale = scale

Control -D

Parameter Description

statistic The value you want to display.
Valid values:

v1 - number of connected users (average during sampling period)
V2 - data throughput (bytes/sec)

scal e The length of time in seconds, ending with the current time, for
which you want to see samples. For example, to see 24 hours of
data, you would specify mai | : ti meScal e = 86400.

Output

mai | : nbSanpl es = <sanpl es>

mai | : v2Legend = "t hroughput”

mai | : sanpl esArray: _array_i ndex: 0: vn = <sanpl e>
nei | : sanpl esArray: _array_i ndex: 0:t = <time>
mai | : sanpl esArray: _array_i ndex: 1: vn = <sanpl e>
mai | : sanpl esArray: _array_index: 1:t = <tine>
[...]

mai | : sanpl esArray: _array_i ndex:j:vn = <sanpl e>
mai | : sanpl esArray: _array_index:i:t = <tine>

nei | : viLegend = "connecti ons"

af p: current ServerTine = <servertime>

Value displayed by getHistory Description

<sanpl es> The total number of samples listed.

<sanpl e> The numerical value of the sample.
For connections (v1), this is integer average number of users.
For throughput, (v2), this is integer bytes per second.

<time> The time at which the sample was measured. A standard UNIX time
(number of seconds since Sep 1, 1970.) Samples are taken every 60
seconds.
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Viewing the Mail Service Logs
You can use t ai | or any other file listing tool to view the contents of the Mail service
logs.

To view the latest entries in a log:
$ tail log-file

You can use the ser ver adni n get LogPat hs command to see where the Mail service
logs are located.

To display the log locations:
$ sudo serveradnmin conmand mail:command = get LogPat hs

Output

mai | : Server Log = <server-1|og>

mai | : Lists qrunner = <lists-1o0g>

mai | : Li sts post = <postings-|og>

mai | : Lists sntp = <delivery-1|og>

mai | : Li sts subscribe = <subscriptions-I|og>
mai | : SMTP Log = <sntp-1|og>

mai | : POP Log = <pop-1| og>

mai | :Lists error = <listerrors-1o0g>
mai | : | MAP Log = <i map-| og>

mai | :Lists sntp-failure = <failures-Iog>

Value Description

<server-| og> The location of the server log. Default =srvr. | og

<lists-|og> The location of the Mailing Lists log. Default =
/ private/var/ mail man/ 1 ogs/ qrunner

<postings-1 og>

The location of the Mailing Lists Postings log. Default =
/ private/var/mail man/| ogs/ post

<del i very-1og>

The location of the Mailing Lists Delivery log. Default =
/ private/var/mail man/| ogs/sntp

<subscri pti ons-1 og>

The location of the Mailing Lists Subscriptions log. Default =
/ private/var/ mail man/ | ogs/ subscri be

<snt p-| og>

The location of the server log. Default = snt p. | og

<pop- | og>

The location of the server log. Default = pop3. | og

<listerrors-I|og>

The location of the Mailing Lists Error log. Default =
/ private/var/mail man/ 1 ogs/ error

<i map- | og>

The location of the server log. Default =i map. | og

<failures-1og>

The location of the Mailing Lists Delivery Failures log. Default =
/private/var/mail man/| ogs/sntp-failure
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Setting Up SSL for Mail Service

Mail service requires some configuration to provide Secure Sockets Layer (SSL)
connections automatically. The basic steps are as follows:

+ Generate a Certificate Signing Request (CSR) and create a keychain.

+ Obtain an SSL certificate from an issuing authority.

« Import the SSL certificate into the keychain.

« Create a passphrase file.

Generating a CSR and Creating a Keychain

To begin configuring Mail service for SSL connections, you generate a CSR and create a
keychain by using the command-line tool certt ool . A CSR is a file that provides
information needed to issue an SSL certificate.

Log in to the server as root.

In the Terminal application, type the following two commands:

$ cd /private/var/root/Library/ Keychai ns/
$ /usr/bin/certtool r csr.txt k=certkc c

This use of the certt ool command begins an interactive process that generates a
Certificate Signing Request (CSR) in the file csr.txt and creates a keychain named certkc.

In the New Keychain Passphrase dialog that appears, enter a passphrase or password
for the keychain you're creating, enter the password or passphrase a second time to
verify it, and click OK.

Remember this passphrase, because later you must supply it again.

When “Enter key and certificate label:" appears in the Terminal window, type a one-
word key, a blank space, and a one-word certificate label, then press Return.

For example, you could type your organization’s name as the key and mai | servi ce as
the certificate label.

Type r when prompted to select a key algorithm, then press Return.

Pl ease specify parameters for the key pair you will generate.
r RSA
d DSA
f FEE

Sel ect key algorithmby letter:
Type a key size at the next prompt, then press Return.

Valid key sizes for RSA are 512..2048; default is 512
Enter key size in bits or CR for default:

Larger key sizes are more secure, but require more processing time on your server. Key
sizes smaller than 1024 aren't accepted by some certificate-issuing authorities.
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n

12

13

Type y when prompted to confirm the algorithm and key size, then press Return.

You have sel ected algorithm RSA, key size (size entered above) bits.
OK (y/anything)?

Type b when prompted to specify how this certificate will be used, then press Return.
Enter cert/key usage (s=signing, b=signing AND encrypting):
Type s when prompted to select a signature algorithm, then press Return.

...Cenerating key pair...
Pl ease specify the algorithmw th which your certificate will be signed.

5 RSA with M5
s RSA with SHAlL

Sel ect signature algorithmby letter:
Type y when asked to confirm the selected algorithm, then press Return.

You have sel ected al gorithm RSA with SHAL.

K (y/ anyt hing)?

Enter a phrase or some random text when prompted to enter a challenge string, then

press Return.

...creating CSR ..

Enter chall enge string:

Enter the correct information at the next five prompts, which request the various

components of the certificate’s Relative Distinguished Name (RDN), pressing return

after each entry.

For Common Name, enter the server's DNS nane, such as server.exanple.com

For Country, enter the country in which your organization is |ocated.

For Organi zation, enter the organization to which your domain nane is
regi stered.

For Organi zational Unit, enter sonething sinmlar to a department nane.
For State/Province, enter the full name of your state or province.

Type y when asked to confirm the information you entered, then press Return.

Is this OK (y/anything)?
When you see a message about writing to csr.txt, you have successfully generated a
CSR and created the keychain that Mail service needs for SSL connections.

Wote (n) bytes of CSRto csr.txt
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Obtaining an SSL Certificate

After generating a CSR and a keychain, you continue configuring Mail service for
automatic SSL connections by purchasing an SSL certificate from a certificate authority
such as Verisign or Thawte. You can do this by completing a form on the certificate
authority’s website. When prompted for your CSR, open the csr.txt file using a text
editor such as TextEdit. Then copy and paste the contents of the file into the
appropriate field on the certificate authority’s website. The websites for these certificate
authorities are at

* www.verisign.com

+ www.thawte.com

When you receive your certificate, save it in a text file named sslcert.txt. You can save
this file with the TextEdit application. Make sure the file is plain text, not rich text, and
contains only the certificate text.

Importing an SSL Certificate Into the Keychain

To import an SSL certificate into a keychain, use the command-line tool cer t t ool . This
continues the configuration of Mail service for automatic SSL connections.

Log in to the server as root.

Open the Terminal application.
Go to the directory where the saved certificate file is located.

For example, type cd / pri vat e/ var/ r oot / Deskt op and press Return if the certificate
file is saved on the desktop of the root user.

Type the following command and press Return:
certtool i sslcert.txt k=certkc

Using certt ool this way imports a certificate from the file named sslcert.txt into the
keychain named certkc.

A message on screen confirms that the certificate was successfully imported.

...certificate successfully inported.
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Creating a Passphrase File

To create a passphrase file, you will use TextEdit, then change the privileges of the file
using the Terminal application. This file contains the passphrase you specified when
you created the keychain. Mail service will automatically use the passphrase file to
unlock the keychain that contains the SSL certificate. This concludes configuring Mail
service for automatic SSL connections.

Log in to the server as root (if you're not already logged in as root).

In TextEdit, create a new file and type the passphrase exactly as you entered it when
you created the keychain.

Don't press Return after typing the passphrase.

3 Make the file plain text by choosing Make Plain Text from the Format menu.

Save the file, naming it cerkc.pass.
Move the file to the root keychain folder.
The path is /private/var/root/Library/Keychains/.

To see the root keychain folder in the Finder, choose Go to Folder from the Go menu,
then type/ private/ var/root/Li brary/ Keychai ns/ and click Go.

In the Terminal application, change the access privileges to the passphrase file so only
root can read and write to this file.

Do this by typing the following two commands, pressing Return after each one:

cd /private/var/root/Library/Keychai ns/
chnod 600 certkc. pass

Mail service of Mac OS X Server can now use SSL for secure IMAP connections.

Log out as root.

Note: If Mail service is running, you need to stop it and start it again to make it
recognize the new certificate keychain.

Setting Up SSL for Mail Service on a Headless Server

If you want to set up SSL for Mail service on a server that doesn't have a display, first
follow the instructions in the sections:

+ “Generating a CSR and Creating a Keychain” on page 119

« “Obtaining an SSL Certificate” on page 121

 “Importing an SSL Certificate Into the Keychain” on page 121

» “Creating a Passphrase File” on this page

Then copy the keychain file “certkc” and the keychain passphrase file “certkc.pass” to
the root keychain folder on the headless server. The path on the headless server is
/private/var/root/Library/Keychains/.
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Working With Web Technologies

Commands you can use to manage Web service in
Mac OS X Server.

Starting and Stopping Web Service

To start Web service:
$ sudo serveradmin start web

To stop Web service:
$ sudo serveradnin stop web

Checking Web Service Status

To see if Web service is running:
$ sudo serveradmi n status web

To see complete Web service status:
$ sudo serveradmin fullstatus web

Viewing Web Settings

You can use ser ver adni n to view your server’s Web service configuration. However, if
you want to work with the Web service from the command-line, you'll probably find it
more straightforward to work directly with the underlying Apache web server.

For information on Apache settings, visit www.apache.org.

To list all Web service settings:
$ sudo serveradnmi n settings web

To list a particular setting:
$ sudo serveradm n settings web:setting
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To list a group of settings:

You can list a group of settings that have part of their names in common by typing
only as much of the name as you want, stopping at a colon (:), and typing an asterisk
(*) as a wildcard for the remaining parts of the name. For example,

$ sudo serveradnin settings web: | FModul e: _array_id:npd_alias.c:*

Changing Web Settings

You can use ser ver admi n to modify your server's Web service configuration. However,
if you want to work with the Web service from the command-line, you'll probably find
it more straightforward to work directly with the underlying Apache web server.

For information on Apache, visit www.apache.org.

server adm n and Apache Settings
The parameters are written differently in the Apache configuration file than they are in
server adm n. For example, this block of Apache configuration parameters

<I f Modul e nod_macbi nary_appl e. c>
MacBi nary On
MacBi naryBl ock htm shtml perl pl cgi jsp php phps asp scpt
MacBi nar yBl ock htaccess

</ | f Modul e>

appear as follows in ser ver adni n

web: | f Modul e: _array_i d: nod_nacbi nary_appl e. c: MacBi nary = yes

web: | f Modul e: _array_i d: mod_nachbi nary_appl e. c: MacBi naryBl ock: _array_i ndex: 0 =
"htm shtm perl pl cgi jsp php phps asp scpt”

web: | f Modul e: _array_i d: nod_nacbi nary_appl e. ¢c: MacBi nar yBl ock: _array_i ndex: 1
"htaccess".

For information on Apache settings, visit www.apache.org.

Changing Settings Using ser ver adm n
You can change Web service settings using the ser ver adm n command.

To change a setting:
$ sudo serveradnin settings web:setting = value

Parameter Description

setting A Web service setting. To see a list of available settings, type
$ sudo serveradmin settings web

val ue An appropriate value for the setting.
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To change several settings:

$ sudo serveradnin settings
web: setting = val ue

web: setting = val ue

web: setting = val ue

[...]
Control -D

Web ser ver adm n Commands

You can use the following commands with the ser ver adni n application to manage
Web service.

Command

(web: cormand=) Description

get Hi story View Web service statistics. See “Viewing Service Statistics” on
page 126.

get LogPat hs Finding the access and error logs for each hosted site. See “Viewing
Service Logs” on this page.

getSites Listing existing sites. See “Listing Hosted Sites” on this page.

Listing Hosted Sites
You can use the ser ver admi n get Si t es command to display a list of the sites hosted
by the server along with basic settings and status.

To list sites:
$ sudo serveradnmin conmand web: command = getSites

Viewing Service Logs
You can use t ai | or any other file listing tool to view the contents of Web service
access and error logs for each site hosted by the server.

To view the latest entries in a log:
$ tail log-file

You can use the ser ver adni n get LogPat hs command to see where the current error
and activity logs for each site are located.

To display the log paths:

$ sudo serveradnin conmmand web: command = get LogPat hs
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Viewing Service Statistics

You can use the serveradni n get Hi st ory command to display a log of periodic
samples of the number of requests, cache performance, and data throughput. Samples
are taken once each minute.

To list samples:

$ sudo serveradmi n command
gt ss: conmand = get Hi story
gtss:variant = statistic
gtss:timeScal e = scale
Control -D

Parameter Description

statistic The value you want to display. Valid values:
v1 - number of requests per second
V2 - throughput (bytes/sec)
v3 - cache requests per second
v4 - cache throughput (bytes/sec)

scal e The length of time in seconds, ending with the current time, for
which you want to see samples. For example, to see 30 minutes of
data, you would specify gt ss: ti meScal e = 1800.

Output

web: nbSanpl es = <sanpl es>

web: sanpl esArray: _array_i ndex: 0: vn = <sanpl e>
web: sanpl esArray: _array_index: 0:t = <tinme>
web: sanpl esArray: _array_i ndex: 1: vn = <sanpl e>
web: sanpl esArray: _array_index: 1:t = <time>
[--]

web: sanpl esArray: _array_i ndex:i:vn = <sanpl e>
web: sanpl esArray: _array_index:i:t = <tinme>
web: vnLegend = "<I egend>"

web: current Server Ti ne = <servertime>

Value displayed by getHistory Description

<sanpl es> The total number of samples listed.

<l egend> A textual description of the selected statistic.
" REQUESTS_PER_SECOND" for v1
" THROUGHPUT" for v2
" CACHE_REQUESTS_PER_SECOND" for v3
" CACHE_THROUGHPUT" for v4

<sanpl e> The numerical value of the sample.

<tinme> The time at which the sample was measured. A standard UNIX time
(number of seconds since Sep 1, 1970.) Samples are taken every 60
seconds.
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Example Script for Adding a Website

The following script shows how you can use ser ver adni n to add a website to the

server’s Web service configuration. The script uses two files:

« addsite The actual script you run. It accepts values for the site’s IP address, port
number, server name, and root directory and uses sed to substitute these values in
the settings it reads from the second file (addsite.in) feeds to serveradmin.

- addsite.in Contains the actual settings (with placeholders for values you provide
when you run addsite) used to create the website.

The addsite File
sed -es#_i paddr #31#g - es#_port #$2#g - es#_ser ver nane#$3#g
-es#_docroot#$4#g ./addsite.in | /usr/sbin/serveradmn --set -i

The addsite.in File
web: Sites: _array_id: _ipaddr\:_port__servername = create
web: Sites: _array_id: _ipaddr\:_port__servernane: Listen: _array_index:0 =
" _ipaddr: _port"
web: Sites: _array_id: _ipaddr\:_port__servernane: Server Nane = _server nane
web: Sites: _array_id: _ipaddr\:_port__servernane: Server Adm n =
adnmi n@ ser ver nane
web: Sites: _array_id: _ipaddr\:_port__servernane: Directoryl ndex: _array_i ndex: 0

= "index. htm"

web: Sites: _array_id: _ipaddr\:_port__servernane: Directorylndex: _array_i ndex: 1
= "index. php"

web: Sites: _array_id: _ipaddr\:_port__servernane: WbMai | = yes

web: Sites: _array_id: _ipaddr\:_port__servernane: CustonLog: _array_i ndex: O:
Format = "% User-agent}i"

web: Sites:_array_id: _ipaddr\:_port__servernane: Custonlog: _array_i ndex: O:
enabl ed = yes

web: Sites: _array_id: _ipaddr\:_port__servernane: CustonLog: _array_i ndex: 0:
Archivelnterval =0

web: Sites: _array_id: _ipaddr\:_port__servernane: CustonLog: _array_i ndex: O:
Path = "/private/var/|log/httpd/access_| og"

web: Sites:_array_id: _ipaddr\:_port__servernane: Custonlog: _array_i ndex: O:
Archive = yes

web: Sites: _array_id: _ipaddr\:_port__servernane:Directory: _array_id:
/ Li brary/ WebSer ver/ Docunent s: Opti ons: | ndexes = yes

web: Sites: _array_id: _ipaddr\:_port__servernane:Directory: _array_id:
/ Li brary/ WebSer ver/ Docunment s: Opti ons: ExecC@ = no

web: Sites: _array_id: _ipaddr\: _port__servernane:Directory: _array_id:
/ Li brary/ WebSer ver/ Docunent s: Aut hNane = "Test Site"

web: Sites: _array_id: _ipaddr\:_port__servernane: ErrorLog: Archivelnterval = 0

web: Sites: _array_id: _ipaddr\:_port__servernane: ErrorLog: Path =
"/private/var/log/ httpd/error_|og"

web: Sites: _array_id: _ipaddr\:_port__servername: ErrorLog: Archive = no

web: Sites:_array_id: _ipaddr\:_port__servernane:|nclude: _array_index:0 =
"/etc/httpd/ httpd_squirrel mail.conf"

web: Sites: _array_id: _ipaddr\:_port__servernane: enabl ed = yes
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web: Sites: _array_id: _ipaddr\:_port__servernane: ErrorDocunent: _array_i ndex: O:
St at usCode = 404

web: Sites: _array_id: _ipaddr\:_port__servernane: Error Docunent: _array_i ndex: O:
Docurment = "/nwesite_notfound. htm"

web: Sites: _array_id: _i paddr\:_port__servernane: LogLevel = "warn"

web: Sites: _array_id: _ipaddr\:_port__servernane: |fMdul e: _array_id: nod_ssl.c:
SSLEngi ne = no

web: Sites: _array_id: _ipaddr\:_port__servernane:|fMdul e: _array_id: nod_ssl.c:
SSLPassPhrase = ""

web: Sites: _array_id: _ipaddr\:_port__servernane: | fMdul e: _array_i d: nod_ssl . c:
SSLLog = "/private/var/log/httpd/ssl_engine_| og"

web: Sites: _array_id: _ipaddr\:_port__servernanme: Docunent Root = "_docroot"

web: Sites: _array_id: _ipaddr\:_port__servernane

To run the script:
$ addsite ipaddress port nane root

Parameter Description

i paddr ess The IP address for the site.

port The port number to be used to for HTTP access to the site.
name The name of the site.

root The root directory for the site’s files and subdirectories.

If you get the message “command not found” when you try to run the script, precede
the command with the full path to the script file. For example,

/user s/ adm n/ docunent s/ addsite 10.0.0.2 80 corpsite
/users/webmaster/sites/corpsite

Or, use cd to change to the directory that contains the file and precede the command

with . /. For example:

$ cd /users/adni n/docunents
$ ./addsite 10.0.0.2 80 corpsite /users/webmaster/sites/corpsite
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Working With Network Services

Commands you can use to manage DHCP, DNS, Firewall,
NAT, and VPN service in Mac OS X Server.

DHCP Service

Starting and Stopping DHCP Service
To start DHCP service:
$ sudo serveradnin start dhcp

To stop DHCP service:
$ sudo serveradmi n stop dhcp

Checking the Status of DHCP Service
To see summary status of DHCP service:
$ sudo serveradnin status dhcp

To see detailed status of DHCP service:
$ sudo serveradnmin fullstatus dhcp

Viewing DHCP Service Settings
To list DHCP service configuration settings:
$ sudo serveradnin settings dhcp

To list a particular setting:
$ sudo serveradnmin settings dhcp:setting

To list a group of settings:

You can list a group of settings that have part of their names in common by typing
only as much of the name as you want, stopping at a colon (:), and typing an asterisk
(*) as a wildcard for the remaining parts of the name. For example,

$ sudo serveradm n settings dhcp: subnets: *
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Changing DHCP Service Settings
To change a setting:
$ sudo serveradnmin settings dhcp:setting = val ue

Parameter Description
setting A DHCP service setting. To see a list of available settings, type
$ sudo serveradm n settings dhcp

or see “DHCP Service Settings” on this page and “DHCP Subnet
Settings Array” on page 131.

val ue An appropriate value for the setting.

To change several settings:

$ sudo serveradmin settings
dhcp: setting = val ue

dhcp: setting = val ue

dhcp: setting = val ue

[...]

Control -D

DHCP Service Settings
Use the following parameters with the ser ver adni n command to change settings for
the dhcp service.

Parameter (dhcp:) Description
| oggi ng_| evel "LOW | " MEDI UM'| "H GH'
Default =" MEDI UM'

Corresponds to the Log Detail Level pop-up menu
in the Logging pane of DHCP service settings in
the Server Admin GUI application.

subnet _status Default =0

subnet _defaul ts: | ogVerbosity "LOW | " MEDI UM'| " HI GH"
Default =" MEDI UM'

subnet _defaul ts: | ogVerbosityList: Available values for the logVerbosity setting.

_array_index:n Default = "LOW "MEDI UM" and "HI GH"
subnet _def aul ts: WNS_node_t ype Default =" NOT_SET"
subnet _defaults:routers Default =enpt y_di cti onary

subnet _defaul ts: sel ected_port_key Default=en0

subnet _defaul ts: sel ect ed_port_key An array of available ports.
_list: _array_index:n

subnet _def aul t s: dhcp_domai n_nane  Default = The last portion of the server’s host
name, for example, conpany. com
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Parameter (dhcp:) Description

subnet _def aul ts: dhcp_domai n_name_  Default = The DNS server addresses provided
server: _array_index:n during server setup, as listed in the Network pane
of the server’s System Preferences.

subnets: _array_id: <subnet|D>. .. An array of settings for a particular subnet.
<subnet | D> is a unique identifier for each
subnet. See “DHCP Subnet Settings Array” on this

page.

DHCP Subnet Settings Array

An array of the settings listed in the following table is included in the DHCP service
settings for each subnet you define. You can add a subnet to the DHCP configuration
by using ser ver admi n to add an array of these settings.

About Subnet IDs

In an actual list of settings, <subnet | D> is replaced with a unique ID code for the
subnet. The IDs generated by the server are just random numbers. The only
requirement for this ID is that it be unique among the subnets defined on the server.

Subnet Parameter

subnets: array_id: <subnet| D>: Description

descriptive_nane A textual description of the subnet.
Corresponds to the Subnet Name field in the General
pane of the subnet settings in the Server Admin GUI
application.

dhcp_donmai n_nane The default domain for DNS searches, for example,
conpany. com
Corresponds to the Default Domain field in the DNS
pane of the subnet settings in the Server Admin GUI

application.

dhcp_donai n_nane_server: The primary WINS server to be used by clients.

_array_index:n Corresponds to the Name Servers field in the DNS pane
of the subnet settings in the Server Admin GUI
application.

dhcp_enabl ed Whether DHCP is enabled for this subnet.

Corresponds to the Enable checkbox in the list of
subnets in the Subnets pane of the DHCP settings in the
Server Admin GUI application.

dhcp_l dap_url: The URL of the LDAP directory to be used by clients.

_array_index:n Corresponds to the Lease URL field in the LDAP pane of
the subnet settings in the Server Admin GUI application.

dhcp_router The IPv4 address of the subnet’s router.

Corresponds to the Router field in the General pane of
the subnet settings in the Server Admin GUI application.
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Subnet Parameter

subnets: array_i d: <subnet | D>:

| ease_tine_secs

Description

Lease time in seconds.

Default =" 3600"

Corresponds to the Lease Time pop-up menu and field in
the General pane of the subnet settings in the Server
Admin GUI application.

net _address

The IPv4 network address for the subnet.

net _mask

The subnet mask for the subnet.

Corresponds to the Subnet Mask field in the General
pane of the subnet settings in the Server Admin GUI
application.

net _range_end

The highest available IPv4 address for the subnet.
Corresponds to the Ending IP Address field in the
General pane of the subnet settings in the Server Admin
GUI application.

net _range_start

The lowest available IPv4 address for the subnet.
Corresponds to the Starting IP Address field in the
General pane of the subnet settings in the Server Admin
GUI application.

sel ect ed_port_nane

The network port for the subnet.

Corresponds to the Network Interface pop-up menu in
the General pane of the subnet settings in the Server
Admin GUI application.

W NS_NBDD_ser ver

The NetBIOS Datagram Distribution Server IPv4 address.
Corresponds to the NBDD Server field in the WINS pane
of the subnet settings in the Server Admin GUI
application.

W NS_node_t ype

The WINS node type. Can be set to:
"" (not set, default)
BROADCAST_B_NODE
PEER_P_NODE

M XED_M NODE

HYBRI D- H- NODE

Corresponds to the NBT Node Type field in the WINS
pane of the subnet settings in the Server Admin GUI
application.

W NS _primary_server

The primary WINS server to be used by clients.
Corresponds to the WINS/NBNS Primary Server field in
the WINS pane of the subnet settings in the Server
Admin GUI application.
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Subnet Parameter

subnets: array_id: <subnet| D>: Description

W NS_scope_i d A domain name such as appl e. com
Default=""

Corresponds to the NetBIOS Scope ID field in the WINS
pane of the subnet settings in the Server Admin GUI
application.

W NS_secondary_server The secondary WINS server to be used by clients.
Corresponds to the WINS/NBNS Secondary Server field in
the WINS pane of the subnet settings in the Server
Admin GUI application.

Adding a DHCP Subnet

You may already have a subnet for each port you enabled when you installed and set
up the server. You can use the ser ver admi n set t i ngs command to check for subnets
that the server set up for you; see “Viewing DHCP Service Settings” on page 129.

You can use the server adni n set ti ngs command to add other subnets to your DHCP
configuration.

Note: Be sure to include the special first setting (ending with = cr eat e). This is how
you tell ser ver adni n to create the necessary settings array with the specified
subnet ID.

To add a subnet:

$ sudo serveradnm n settings

dhcp: subnets: _array_i d: subnet|lD = create

dhcp: subnets: _array_i d: subnet | D: WNS_NBDD_server = nbdd-server

dhcp: subnets: _array_i d: subnet | D: WNS_node_t ype = node-type

dhcp: subnets: _array_i d: subnet| D: net_range_start = start-address

dhcp: subnets: _array_i d: subnet | D: WNS_scope_id =_scope-1D

dhcp: subnets: _array_i d: subnet | D: dhcp_router = router

dhcp: subnets: _array_i d: subnet | D: net _address = net - addr ess

dhcp: subnets: _array_i d: subnet| D: net _range_end = end- addr ess

dhcp: subnets: _array_id: subnet| D: | ease_tinme_secs = | ease-tinme

dhcp: subnets: _array_i d: subnet | D: dhcp_|l dap_url: _array_i ndex: 0 = | dap-server

dhcp: subnets: _array_i d: subnet | D: WNS_secondary_server = w ns-server-2

dhcp: subnets: _array_i d: subnet | D: descri ptive_nanme = description

dhcp: subnets: _array_i d: subnet I D: WNS_primary_server = wins-server-1

dhcp: subnets: _array_i d: subnet | D: dhcp_domai n_nanme = donai n

dhcp: subnets: _array_i d: subnet | D: dhcp_enabl ed = (yes| no)

dhcp: subnets: _array_i d: subnet | D: dhcp_donai n_nanme_server: _array_i ndex: 0 =
dns-server-1

dhcp: subnets: _array_i d: subnet | D: dhcp_domai n_nane_server: _array_i ndex: 1
dns-server-2

dhcp: subnets: _array_i d: subnet | D: net _nmask = nask

dhcp: subnets: _array_i d: subnet | D: sel ect ed_port_name = port

Control -D
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Parameter Description

subnet | D A unique number that identifies the subnet. Can be any number
not already assigned to another subnet defined on the server. Can
include embedded hyphens (- ).

dns-server-n To specify additional DNS servers, add additional
dhcp_nanme_ser ver settings, incrementing
_array_i ndex: nfor each additional value.

Other parameters The standard subnet settings described under “DHCP Subnet
Settings Array” on page 131.

List of DHCP ser ver adm n Commands
You can use the following command with the ser ver adni n application to manage
DHCP service.

Command
(dhcp: command=) Description
get LogPat hs Determine the location of the DHCP service logs.

Viewing the DHCP Service Log
You can use t ai | or any other file listing tool to view the contents of the DHCP service

log.

To view the latest entries in a log:
$ tail log-file

You can use the ser ver adni n get LogPat hs command to see where the current DHCP

log is located.

To display the log path:

$ sudo serveradnin conmand dhcp: command = get LogPat hs

Output
dhcp: systenLog = <system| og>

Value Description

<system | og> The location of the DNS service log.
Default =/ var /1 ogs/ system | og
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DNS Service

Starting and Stopping the DNS Service
To start DNS service:
$ sudo serveradnin start dns

To stop DNS service:
$ sudo serveradnmin stop dns

Checking the Status of DNS Service
To see summary status of DNS service:
$ sudo serveradnin status dns

To see detailed status of DNS service:
$ sudo serveradmin fullstatus dns

Viewing DNS Service Settings
To list DNS service configuration settings:
$ sudo serveradnm n settings dns

To list a particular setting:
$ sudo serveradnin settings dns:setting

To list a group of settings:
Type only as much of the name as you want, stopping at a colon (;), then type an
asterisk (*) as a wildcard for the remaining parts of the name. For example,

$ sudo serveradmin settings dns:zone:_array_id:|ocal host:*

Changing DNS Service Settings

You can use ser ver adni n to modify your server’s DNS configuration. However, you'll
probably find it more straightforward to work directly with DNS and BIND using the

standard tools and techniques described in the many books on the subject. (See, for
example, “DNS and BIND” by Paul Albitz and Cricket Liu.)

DNS Service Settings
To list the settings, see “Viewing DNS Service Settings” on this page.

List of DNS ser ver adm n Commands

Command (dns: commrand=)  Description

get LogPat hs Find the location of the DNS service log. See “Viewing the DNS
Service Log” on this page.

get Statistics Retrieve DNS service statistics. See “Listing DNS Service Statistics”
on page 136.

Viewing the DNS Service Log
You can use t ai | or any other file listing tool to view the contents of the DNS service

log.
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To view the latest entries in a log:
$ tail log-file

You can use the ser ver adni n get LogPat hs command to see where the current DNS
log is located. The default is / Li br ar y/ Logs/ named. | og.

To display the log path:

$ sudo serveradnin command dns: comrand = get LogPat hs

Listing DNS Service Statistics
You can use the server adni n get St ati sti cs command to display a summary of
current DNS service workload.

To list statistics:
$ sudo serveradnin command dns:command = getStatistics

Sample Output

dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:
dns:

queriesArray: _array_|
queriesArray: _array_|
queriesArray: _array_|
queriesArray: _array_i
queriesArray: _array_i
queriesArray: _array_|
queriesArray: _array_|
queriesArray: _array_|
queriesArray: _array_|
queriesArray: _array_i
queriesArray: _array_i
queriesArray: _array_|
queriesArray: _array_|
queriesArray: _array_|
nxdomain = 0

ndex:
ndex:
ndex:
ndex:
ndex

ndex:
ndex:
ndex:
ndex:
ndex:
ndex

ndex:
ndex:
ndex:

nxrrset =0

rel oadedTime = "'

success = 0

failure = 0

recursion =

startedTinme = "2003-09-10
referral =0

Firewall Service

0: nane = "NS_QUERI ES
O:value = -1

1:name = "A QUERI ES"
l:value = -1

2:name = "CNAMVE_QUERI ES"
2:value = -1

3:nane = "PTR_QUERI ES"
3:value = -1

4: name = "MX_QUERI ES"
4:value = -1

5:nane = "SOA QUERI ES"
5:value = -1

6: nane = "TXT_QUERI ES"
6:value = -1

11:24: 03 -0700"

Starting and Stopping Firewall Service
To start Firewall service:
$ sudo serveradnin start

To stop Firewall service:
$ sudo serveradnin stop ipfilter

ipfilter
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Checking the Status of Firewall Service

To see summary status of Firewall service:
$ sudo serveradnmin status ipfilter

To see detailed status of Firewall service, including rules:
$ sudo serveradmin fullstatus ipfilter

Viewing Firewall Service Settings
To list Firewall service configuration settings:
$ sudo serveradnin settings ipfilter

To list a particular setting:
$ sudo serveradmin settings ipfilter:setting

To list a group of settings:
Type only as much of the name as you want, stopping at a colon (;), then type an
asterisk (*) as a wildcard for the remaining parts of the name. For example,

$ sudo serveradmin settings ipfilter:ipAddressG oups:*

Changing Firewall Service Settings
To change a setting:

$ sudo serveradnin settings ipfilter:setting = val ue

Parameter Description

setting A IPFilter service setting. See “Firewall Service Settings” on
this page.

val ue An appropriate value for the setting.

To change several settings:

$ sudo serveradnin settings
ipfilter:setting = val ue
ipfilter:setting = value
ipfilter:setting = val ue
[-..1]

Control -D

Firewall Service Settings
Use the following parameters with the ser ver adnmi n command to change settings for
the IPFilter service.

Parameter (i pfilter:) Description

i pAddr essGroupsW t hRul es: An array of settings describing the services allowed for
_array_id: <group>. .. specific IP address groups. See “IPFilter Groups With Rules
Array” on page 138.

rules: _array_id:<rule>: ... Arrays of rule settings, one array per defined rule. See
“IPFilter Rules Array” on page 141.
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| ogAl | Deni ed Specifies whether to log all denials.

Default =no
i pAddr essGroups: _array_i d: The address of a defined IP address group, the first
n: addr ess element of an array that defines an IP address group.
i pAddr essGroups: _array_i d: The name of a defined IP address group, the second
n: nane element of an array that defines an IP address group.
| ogAl | Al | oned Whether to log access allowed by rules.

Default =no

IPFilter Groups With Rules Array

An array of the following settings is included in the IPFilter settings for each defined IP
address group. These arrays aren't part of a standard ipfw configuration, but are created
by the Server Admin GUI application to implement the IP Address groups on the
General pane of the Firewall service settings. In an actual list of settings, <gr oup> is
replaced with an IP address group.

Parameter (i pfilter:) Description

i pAddr essG oupsW t hRul es: An array of rules for the group.
_array_id: <group>:rul es

i pAddr essG oupsW t hRul es: The group’s address.
_array_id: <group>: addr esses

i pAddr essGr oupsW t hRul es: The group’s name.
_array_i d: <group>: nanme

i pAddr essGroupsW t hRul es: Whether the group is set for read-only.
_array_id: <group>:readOnly

Defining Firewall Rules

You can use ser ver admi n to set up firewall rules for your server. However, a simpler
method is to add your rules to a configuration file used by the service. By modifying
the file, you'll be able to define your rules using standard rule syntax instead of creating
a specialized array to store the rule’s components.

Adding Rules by Modifying i pf w. conf

The file in which you can define your rules is /etc/ipfilter/ipfw.conf. The Firewall service
reads this file, but doesn't modify it. Its contents are annotated and include
commented-out rules you can use as models. Its default contents are listed below.

For more information, read the i pf wman page.
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The unmodified ipfw.conf file:
i pfw. conf.default - Installed by Apple, never nodified by Server Adnin app

i pfw.conf - The serverngrd process (the back end of Server Adm n app)
creates this fromipfw conf.default if it's absent, but does not nodify
it.

Adnmini strators can place customipfw rules in ipfw conf.

Wienever a change is nade to the ipfwrules by the Server Admn
application and saved:
1. Al ipfwrules are flushed
2. The rules defined by the Server Admin app (stored as plists)
are exported to /etc/ipfilter/ipfw conf.apple and | oaded into the
firewall via ipfw
3. The rules in /etc/ipfilter/ipfw conf are |oaded into the firewall
via ipfw
Note that the rules |loaded into the firewall are not applied unless the
firewall is enabled.

The rules resulting fromthe Server Admn app's |PFirewall and NAT panels
are nunber ed:
10 - fromthe NAT Service - this is the NAT divert rule, present only
when he NAT service is started via the Server Admin app.

1000 - fromthe "Advanced" panel - the nodifiable rules, ordered by
their relative position in the drag-sortable rule Iist

12300 - fromthe "General" panel - "allow'" rules that punch specific
holes in the firewall for specific services

63200 - fromthe "Advanced" panel - the non-nodifiable rules at the

bottom of the panel's rule |ist
Refer to the man page for ipfw(8) for nore information.

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
# The followi ng default rules are already added by default:
#

#add 01000 allow all fromany to any via | o0

#add 01010 deny all fromany to 127.0.0.0/8

#add 01020 deny ip from224.0.0.0/4 to any in

#add 01030 deny tcp fromany to 224.0.0.0/4 in

#add 12300 ("allow' rules fromthe "General" panel)

# ..

#add 63200 deny icnp fromany to any in icnptypes 0 in
#add 63300 deny ignp fromany to any in

#add 65000 deny tcp fromany to any in setup

For more information, read the i pf wman page.
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Adding Rules Using ser ver admi n
If you prefer not to work with the i pf w. conf file, you can use the ser ver adni n
set ti ngs command to add firewall rules to your configuration.

Note: Be sure to include the special first setting (ending with = cr eat e). This is how
you tell ser ver adni n to create the necessary rule array with the specified rule number.

To add a subnet:

$ sudo serveradnin settings

ipfilter:rules: _array_id:rule = create
ipfilter:rules: _array_id:rule:source = source
ipfilter:rules: _array_id:rule:protocol = protoco
ipfilter:rules: _array_id:rule:destination = destination
ipfilter:rules: _array_id:rule:action = action
ipfilter:rules:_array_id:rul e: enabl eLocked = (yes]|no)
ipfilter:rules:_array_id:rul e:enabled = (yes|no)
ipfilter:rules: _array_id:rule:log = (yes|no)
ipfilter:rules: _array_id:rule:readOnly = (yes|no)
ipfilter:rules: _array_id:rul e:source-port = port

Control -D

Parameter Description

rule A unigue rule number.

Other parameters The standard rule settings described under “IPFilter Rules Array” on
page 141.

Example:

$ sudo serveradmi n settings
ipfilter:rules: _array_id:1111 = create
ipfilter:rules:_array_id:1111: source = "10.10.41. 60"

ipfilter:rules:_array_id:1111: protocol = "udp"
ipfilter:rules: _array_id:1111:destination = "any via en0"
ipfilter:rules: _array_id:1111:action = "all ow'

ipfilter:rules:_array_id:1111: enabl eLocked = yes
ipfilter:rules: _array_id:1111: enabled = yes
ipfilter:rules: _array_id:1111:10g = no
ipfilter:rules: _array_id:1111:readOnly = yes
ipfilter:rules: _array_id:1111: source-port = ""
Control -D

Chapter 13 Working With Network Services



IPFilter Rules Array

An array of the following settings is included in the IPFilter settings for each defined
firewall rule. In an actual list of settings, <r ul e> is replaced with a rule number. You can
add a rule by using ser ver admi n to create such an array in the firewall settings (see
“Adding Rules Using ser ver admi n”on page 140).

Parameter (i pfilter:) Description

rules: _array_id: <rul e>: The source of traffic governed by the rule.
source

rules: _array_id: <rul e>: The protocol for traffic governed by the rule.
pr ot ocol

rules: _array_id: <rul e>: The destination of traffic governed by the rule.
destination

rules: _array_id: <rul e>: The action to be taken.

action

rules: _array_id: <rul e>: Whether the rule is enabled.

enabl ed

rules: _array_id: <rul e>: Whether activation of the rule is logged.

| og

rules: _array_id: <rul e>: Whether read-only is set.

readOnly

rules: _array_id: <rul e>: The source port of traffic governed by the rule.

sour ce-port

Firewall ser ver adm n Commands
You can use the following commands with the ser ver adni n application to manage
Firewall (ipfilter) service.

Command

(i pfilter: command=) Description

get LogPat hs Find the current location of the log used by the service.
Default =/ var/| og/ system | og

get St andar dSer vi ces Retrieve a list of the standard services as they appear on the
General pane of the Firewall service settings in the Server Admin
GUI application.

writeSettings Equivalent to the standard ser ver admi n set t i ngs command,
but also returns a setting indicating whether the service needs to
be restarted. See “Determining Whether a Service Needs to be
Restarted” on page 19.
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Viewing Firewall Service Log
You can use tai | or any other file listing tool to view the contents of the ipfilter service

log.

To view the latest entries in the log:
$ tail log-file

You can use the ser ver adni n get LogPat hs command to see where the current

ipfilter service log is located.

To display the log path:

$ sudo serveradnin command ipfilter:command = get LogPat hs

Output
ipfilter:systeniog = <system| og>

Value Description

<system | og> The location of the ipfilter service log.
Default=/var/| og/ system | og

Using Firewall Service to Simulate Network Activity

You can use the Firewall service in Mac OS X service in conjunction with Dummynet, a
general-purpose network load simulator. For more information on Dummynet, visit
ai3.asti.dost.gov.ph/sat/dummynet.html or use Google or Sherlock to search the web.

NAT Service
Starting and Stopping NAT Service

To start NAT service:
$ sudo serveradnmin start nat

To stop NAT service:
$ sudo serveradmin stop nat

Checking the Status of NAT Service
To see summary status of NAT service:
$ sudo serveradmin status nat

To see detailed status of NAT service:
$ sudo serveradnin fullstatus nat

Viewing NAT Service Settings
To list NAT service configuration settings:
$ sudo serveradmin settings nat

To list a particular setting:
$ sudo serveradnin settings nat:setting
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Changing NAT Service Settings
To change a setting:
$ sudo serveradnin settings nat:setting = value

Parameter Description

setting A NAT service setting. To see a list of available settings, type
$ sudo serveradmin settings nat
or see “NAT Service Settings” on this page.

val ue An appropriate value for the setting.

To change several settings:

$ sudo serveradmi n settings
nat:setting = val ue
nat:setting = val ue
nat:setting = val ue

[...]

Control -D

NAT Service Settings
Use the following parameters with the ser ver adni n command to change settings for
NAT service.

Parameter (nat : ) Description

deny_i ncomi ng yes| no
Default = no.
| og_deni ed yes| no
Default = no.
cl amp_nss yes| no
Default =yes
reverse yes| no
Default = no
| og yes| no
Default =yes
proxy_only yes| no
Default = no
dynam c yes| no
Default =yes
use_sockets yes| no
Default =yes
interface The network port.

Default =" enQ"
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unregi stered_only yes| no
Default = no

sanme_ports yes| no
Default =yes

NAT ser ver adm n Commands
You can use the following commands with the ser ver adni n application to manage
NAT service.

Command

(nat : conrmand=) Description

get LogPat hs Find the current location of the log used by the NAT service. See
“Viewing the NAT Service Log” on this page.

updat eNATRul el nl pfw Update the firewall rules defined in the ipfilter service to reflect
changes in the NAT settings.

writeSettings Equivalent to the standard ser ver admi n set t i ngs command,

but also returns a setting indicating whether the service needs to
be restarted. See “Determining Whether a Service Needs to be
Restarted” on page 19.

Viewing the NAT Service Log

You can use t ai | or any other file listing tool to view the contents of the NAT service
log.

To view the latest entries in the log:
$ tail log-file

You can use the ser ver adni n get LogPat hs command to see where the current NAT
service log is located.

To display the log path:

$ sudo serveradnin conmand nat:command = get LogPat hs

Output
nat: nat Log = <nat-1| og>

Value Description

<nat - | og> The location of the NAT service log.
Default=/var /1 og/alias.|og
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VPN Service

Starting and Stopping VPN Service
To start VPN service:
$ sudo serveradnin start vpn

To stop VPN service:
$ sudo serveradnin stop vpn

Checking the Status of VPN Service
To see summary status of VPN service:
$ sudo serveradnin status vpn

To see detailed status of VPN service:
$ sudo serveradnmin fullstatus vpn

Viewing VPN Service Settings
To list VPN service configuration settings:
$ sudo serveradnmin settings vpn

To list a particular setting:
$ sudo serveradnin settings vpn:setting

Changing VPN Service Settings
To change a setting:
$ sudo serveradmin settings vpn:setting = value

Parameter Description

setting A VPN service setting. To see a list of available settings, type
$ sudo serveradm n settings vpn
or see “List of VPN Service Settings” on page 146.

val ue An appropriate value for the setting.

To change several settings:

$ sudo serveradnin settings
vpn: setting = val ue

vpn: setting = val ue

vpn: setting = val ue

[...]

Control -D
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List of VPN Service Settings
Use the following parameters with the ser ver adni n command to change settings for

VPN service.

Parameter (vpn: Servers:) Description

com <nane>. ppp. | 2t p: Default =1

Ser ver : Ver boselLoggi ng

com <nane>. ppp. | 2t p: Default = 128

Ser ver : Maxi nunfessi ons

com <nane>. ppp. | 2t p: Default="/var /1 og/ ppp/ vpnd. | og"
Server: LogFil e

com <nane>. ppp. | 2t p: Default =" Key"

L2TP: | PSecShar edSecr et Encrypti on

com <nane>. ppp. | 2t p: Default =""

L2TP: | PSecShar edSecr et Val ue

com <nane>. ppp. | 2t p: Default=""

L2TP: | PSecShar edSecr et

com <nane>. ppp. | 2t p: Default =" 1 PSec"

L2TP: Transport

com <nane>. ppp. | 2t p: Default = no

enabl ed

com <nane>. ppp. | 2t p: Default =_enpty_array
| Pv4: Dest Addr essRanges

com <nanme>. ppp. | 2t p: Default =_enpty_array
| Pv4: O f er edRout eMasks

com <nane>. ppp. | 2t p: Default=_enpty_array
| Pv4: O f er edRout eAddr esses

com <nane>. ppp. | 2t p: Default=_enpty_array
| Pv4: O f er edRout eTypes

com <nane>. ppp. | 2t p: Default =" Manual "

| Pv4: Conf i gMet hod

com <nanme>. ppp. | 2t p: Default =_enpty_array
DNS: O f er edSear chDomai ns

com <nane>. ppp. | 2t p: Default=_enpty_array
DNS: O f er edSer ver Addr esses

com <nane>. ppp. | 2t p: Default=""

DSACL: G oup

com <nane>. ppp. | 2t p: Default =" L2TP"

I nterface: SubType

com <name>. ppp. | 2t p: Default =" PPP"
I nterface: Type

com <nane>. ppp. | 2t p: Default =5
PPP: LCPEchoFai | ure
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Parameter (vpn: Servers:) Description
com <nane>. ppp. | 2t p: Default = no
PPP: DSACLEnabl ed

com <nane>. ppp. | 2t p: Default =1

PPP: Ver boselLoggi ng

com <nane>. ppp. | 2t p:
PPP: Aut hent i cat or Pl ugi ns:
_array_index:n

Default =" DSAut h"

com <nane>. ppp. | 2t p: Default =60
PPP: LCPEchol nt er val

com <nane>. ppp. | 2t p: Default =1
PPP: LCPEchoEnabl ed

com <nane>. ppp. | 2t p: Default =0

PPP: | PCPConpr essi onVJ

com <nane>. ppp. | 2t p:
PPP: Aut hent i cat or Prot ocol :
_array_index:n

Default =" MSCHAP2"

com <nane>. ppp. | 2t p:
PPP: LogFi | e

Default="/var /1 og/ ppp/ vpnd. | og"

com <name>. ppp. ppt p: Default =1
Ser ver: Ver boselLoggi ng
com <nanme>. ppp. ppt p: Default =128

Ser ver : Maxi munBSessi ons

com <name>. ppp. ppt p:
Server: LogFile

Default ="/ var/ | og/ ppp/ vpnd. | og"

com <name>. ppp. ppt p:
enabl ed

Default = no

com <name>. ppp. ppt p:
| Pv4: Dest Addr essRanges

Default=_enpty_array

com <nane>. ppp. ppt p:
| Pv4: O f er edRout eMasks

Default =_enpty_array

com <name>. ppp. ppt p:
| Pv4: O f er edRout eAddr esses

Default =_enpty_array

com <nanme>. ppp. ppt p:
| Pv4: O f er edRout eTypes

Default=_enpty_array

com <name>. ppp. ppt p:
| Pv4: Conf i gMet hod

Default =" Manual "

com <nane>. ppp. ppt p:
DNS: O f er edSear chDomai ns

Default =_enpty_array

com <name>. ppp. ppt p:
DNS: O f er edSer ver Addr esses

Default =_enpty_array

com <nane>. ppp. ppt p:
DSACL: G oup

Default=""
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Parameter (vpn: Servers:)

com <name>. ppp. ppt p:
I nterface: SubType

Description
Default =" PPTP"

com <name>. ppp. ppt p: Default =" PPP"
Interface: Type

com <name>. ppp. ppt p: Default =" MPPE"
PPP: CCPPr ot ocol s: _array_i ndex: n

com <nane>. ppp. ppt p: Default =5
PPP: LCPEchoFai | ure

com <nane>. ppp. ppt p: Default =1
PPP: MPPEKey Si ze128

com <nane>. ppp. ppt p: Default = no
PPP: DSACLEnabl ed

com <name>. ppp. ppt p: Default =1

PPP: Ver boselLoggi ng

com <nane>. ppp. ppt p:
PPP: Aut hent i cat or Pl ugi ns:
_array_index:n

Default =" DSAut h"

com <nane>. ppp. ppt p: Default =0
PPP: MPPEKeySi ze40

com <nane>. ppp. ppt p: Default = 60
PPP: LCPEchol nt er val

com <name>. ppp. ppt p: Default =1
PPP: LCPEchoEnabl ed

com <name>. ppp. ppt p: Default =1
PPP: CCPEnabl ed

com <nane>. ppp. ppt p: Default =0

PPP: | PCPConpr essi onVJ

com <name>. ppp. ppt p:

PPP: Aut hent i cat or Prot ocol :

_array_index:n

Default =" MSCHAP2"

com <name>. ppp. ppt p:
PPP: LogFi | e

Default="/var/ | og/ ppp/ vpnd. | og"

Chapter 13 Working With Network Services



List of VPN ser ver adm n Commands
You can use the following commands with the ser ver adni n application to manage
VPN service.

Command

(vpn: command=) Description

get LogPat hs Find the current location of the VPN service log. See “Viewing the
VPN Service Log” on this page.

writeSettings Equivalent to the standard ser ver admi n set ti ngs command,

but also returns a setting indicating whether the service needs to
be restarted. See “Determining Whether a Service Needs to be
Restarted” on page 19.

Viewing the VPN Service Log

You can use t ai | or any other file listing tool to view the contents of the VPN service
log.

To view the latest entries in the log:
$ tail log-file

You can use the ser ver adni n get LogPat hs command to see where the current VPN

service log is located.

To display the log path:

$ sudo serveradmi n command vpn: conmand = get LogPat hs

Output
vpn: vpnLog = <vpn-1og>

Value Description

<vpn-| og> The location of the VPN service log.
Default =/ var /| og/ vpnd. | og
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IP Failover

IP failover allows a secondary server to acquire the IP address of a primary server if the
primary server ceases to function. Once the primary server returns to normal operation,
the secondary server relinquishes the IP address. This allows your website to remain
available on the network even if the primary server is temporarily offline.

Note: IP failover only allows a secondary server to acquire a primary server’s IP address.
You need additional software tools such as r sync to provide capabilities such as
mirroring the primary server’s data on the secondary server. See the r sync man pages
for more information.

Requirements

IP failover isn't a complete solution; it is one tool you can use to increase your server’s
availability to your clients. To use IP failover, you will need to set up the following
hardware and software.

Hardware

IP failover requires the following hardware setup:

« Primary server

« Secondary server

» Public network (servers must be on same subnet)

+ Private network between the servers (additional network interface card)

Note: Because IP failover uses broadcast messages, both servers must have IP
addresses on the same subnet of the public network. In addition, both servers must
have IP addresses on the same subnet of the private network.

Software

IP failover requires the following software setup:

« Unique IP addresses for each network interface (public and private)
« Software to mirror primary server data to secondary server

« Scripts to control failover behavior on secondary server (optional)

Failover Operation

When IP failover is active, the primary server periodically broadcasts a brief message

confirming normal operation on both the public and private networks. This message is

monitored by the secondary server.

« If the broadcast is interrupted on both public and private networks, the secondary
server initiates the failover process.

- If status messages are interrupted on only one network, the secondary server sends
email notification of a network anomaly, but doesn’t acquire the primary server’s IP
address.

Email notification is sent when the secondary server detects a failover condition, a
network anomaly, and when the IP address is relinquished back to the primary server.
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Enabling IP Failover

You enable IP failover by adding command lines to the file /etc/hostconfig on the
primary and the secondary server. Be sure to enter these lines exactly as shown with
regard to spaces and punctuation marks.

To enable IP failover:
1 At the primary server, add the following line to /etc/hostconfig:

FAI LOVER _BCAST_| PS="10. 0. 0. 255 100. 0. 255. 255"

Substitute the broadcast addresses used on your server for the public and private
networks. This tells the server to send broadcast messages over relevant network
interfaces that the server at those IP addresses is functioning.

2 Restart the primary server so that your changes can take effect.
Disconnect the primary server from both the public and private networks.

4 At the secondary server, add the following lines to /etc/hostconfig:

FAI LOVER PEER | P="10.0.0. 1"
FAI LOVER_PEER | P_PAI RS="en0: 100. 0. 0. 10"
FAI LOVER_EMAI L_RECI PI ENT="adm n@xanpl e. cont

In the first line substitute the IP address of the primary server on the private network.

In the second line enter the local network interface that should adopt the primary
server’s public IP address, a colon, then the primary server’s public IP address.

(Optional) In the third line, enter the email address for notification messages regarding
the primary server status. If this line is omitted, email notifications are sent to the root
account on the local machine.

5 Restart the secondary server so your changes can take effect and allow the secondary
server to acquire the primary’s public IP address.

Important: Before you enable IP Failover, verify on both servers that the port used for
the public network is at the top of the Network Port Configurations list in the Network
pane of System Preferences. Also verify that the port used for the private network
contains no DNS configuration information.

6 Reconnect the primary server to the private network, wait fifteen seconds, then
reconnect the primary server to the public network.

7 Verify that the secondary server relinquishes the primary server’s public IP address.
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Configuring IP Failover

You configure failover behavior using scripts. The scripts must be executable (for
example, shell scripts, Perl, compiled C code, or executable AppleScripts). You place
these scripts in /Library/IPFailover/<IP address> on the secondary server.

You need to create a directory named with the public IP address of the primary server
to contain the failover scripts for that server. For example:

/ Li brary/|PFail over/100.0.0. 10

Notification Only

You can use a script named “Test” located in the failover scripts directory to control
whether, in the event of a failover condition, the secondary server acquires the
primary’s IP address, or simply sends an email notification. If no script exists, or if the
script returns a zero result, then the secondary server acquires the primary’s IP address.
If the script returns a non-zero result, then the secondary server skips IP address
acquisition and only sends email notification of the failover condition. The test script is
run to determine whether the IP address should be acquired and to determine if the IP
address should be relinquished when the primary server returns to service.

A simple way to set up this notification-only mode is to copy the script located at
/usr/bin/false to the directory named with your primary server IP address and then
change the name of the script to “Test” This script always returns a non-zero result.

Using the Test script, you can configure the primary server to monitor the secondary
server, and send email notification if the secondary server becomes unavailable.

Pre and Post Scripts

You can configure the failover process with scripts that can run before acquiring the
primary IP address (preacquisition), after acquiring the IP address (postacquisition),
before relinquishing the primary IP address (prerelinquish), and after relinquishing the
IP address back to the primary server (postrelinquish). These scripts reside in the
/Library/IPFailover/<IP address> directory on the secondary server, as previously
discussed. The scripts use these four prefixes:

» PreAcq - run before acquiring IP address from primary server

» PostAcq - run after acquiring IP address from primary server

+ PreRel - run before relinquishing IP address back to primary server

+ PostRel - run after relinquishing IP address back to primary server

Important: Always be sure that the primary server is up and functioning normally
before you activate IP failover on the secondary server. If the primary server isn't
sending broadcast messages, the secondary server will initiate the failover process and
acquire the primary’s public IP address.

You may have more than one script at each stage. The scripts in each prefix group are
run in the order their file names appear in a directory listing using the I s command.
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For example, your secondary server may perform other services on the network such as
running a statistical analysis application and distributed image processing software. A
preacquisition script quits the running applications to free up the CPU for the Web
server. A postacquisition script starts the Web server. Once the primary is up and
running again, a prerelinquish script quits the Web server, and a postrelinquish script
starts the image processing and statistical analysis applications. The sequence of
scripted events might look like this:

<Fai | over condition detected>
Test (if present)

PreAcql10. St opDl P

PreAcq20. St opSA

PreAcq30. d eanupTnp

<Acquire | P address>

Post Acql0. St art Ti ner

Post Acq20. St art Apache

<Primary server returns to service>
PreRel 10. St opApache

PreRel 20. St opTi ner

<Rel i nqui sh | P address>

Post Rel 10. St art SA

Post Rel 20. Start DI P

Post Rel 30. Mai | Ti ner Resul t sToAdni n

Enabling PPP Dial-In

You can use the pppd command to set up Point-to-Point Protocol (PPP) dial-in service.
For more information, see the man page. The “Examples” section of the man page
shows an example of setting up dial-in service.
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Working With Open Directory

Commands you can use to manage the Open Directory
service in Mac OS X Server.

This chapter includes descriptions of general directory tools and tools for working with
LDAP NetiInfo, and the Password Server.

General Directory Tools

Testing Your Open Directory Configuration
You can use the dscl utility to test your directory services configuration. For more
information, type man dscl to see the man page.

Modifying an Open Directory Node
You can also use the dscl utility to create, modify, or delete directory information in an
Open Directory node.

Testing Open Directory Plugins

You can use the dsper f moni t or tool to check the performance of the protocol-specific
plugins used by Open Directory. It can list the API calls being made to plugins, how
long the plugins take to reply, and recent API call errors.

For more information, type man dsper f noni t or to see the man page.

Directory services API support is provided by the Di r ect or ySer vi ce daemon.
For more information, type man Di r ect or ySer vi ce to see the man page.

For information on the data types used by directory services, type man
Di rectoryServi ceAttri butes to see the man page.

Finally, for information on the internals of Open Directory and its plugins, including
source code you can examine or adopt, follow the Open Directory link at
www.apple.com/darwin.
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Registering URLs With Service Location Protocol (SLP)
You can use the sl p_reg command to register service URLs using the Service Location
Protocol (SLP).

For more information, type man sl p_r eg to see the man page.

SLP registration is handled by the SLP daemon sl pd. For more information, type man
sl pd to see the man page.

Changing Open Directory Service Settings
Use the following parameters with the ser ver adni n command to change settings for
the Open Directory service.

Be sure to add di r ser v: to the beginning of any parameter you use. For example, to
see the role that the server is playing in the directory hierarchy, you would type
serveradm n settings dirserv: LDAPServer Type.

Parameter (di r serv:) Description

replicationUnits Default =" days"
replicalLast Updat e Default=""
LDAPDat aBasePat h Default =""
replicationPeriod Default =4
LDAPSear chBase Default=""

passwordOptionsString Default="usi ngH st ory=0 usi ngExpi rati onDat e=0
usi ngHar dExpi rati onDat e=0 requi resAl pha=0
requi resNuneri c=0 expirationDateGMI=12/31/69
har dExpi r eDat eGMI=12/ 31/ 69
maxM nut esUnt i | ChangePasswor d=0
maxM nut esUnt i | Di sabl ed=0
maxM nut esOf NonUse=0 naxFai | edLogi nAtt enpt s=0
m nChar s=0 maxChar s=0 passwor dCannot BeNane=0"

Net | nf oRunSt at us Default=""
LDAPSSLCertificatePath Default=""

mast er Server Default =""

LDAPSer ver Type Default =" st andal one"

Net | nf oDomai n Default =""

replicati onWhen Default =" peri odi c"

useSSL Default =" YES"

LDAPDef aul t Prefi x Default =" dc=<domai n>, dc=conf
LDAPTi meout Uni ts Default =" m nut es”

LDAPSer ver Backend Default =" Ber kel eyDB"
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LDAP
Configuring LDAP

The following tools are available for configuring LDAP. For more information, see the
man page for each tool.

sl apconfig

You can use the sl apconfi g utility to configure the sl apd and sl ur pd LDAP daemons
and related search policies. For more information, type man sl apconf i g to see the
man page.

Standard Distribution Tools
These tools are included in the standard LDAP distribution.

Program Used to

/usr/ bin/| dapadd Add entries to the LDAP directory.

/usr/ bin/| dapconpare Compare a directory entry’s actual attributes with known
attributes.

/usr/bin/ldapdel ete Delete entries from the LDAP directory.

/usr/ bin/| dapnodi fy Change an entry’s attributes.

/usr/ bi n/| daprmodr dn Change an entry’s relative distinguished name (RDN).

[ usr/ bi n/| dappasswd Set the password for an LDAP user.

Apple recommends using passwd instead of | dappasswd. For
more information, type man passwd.

/usr/ bin/l| dapsearch Search the LDAP directory. See the usage note under “A Note on
Using | dapsear ch” on this page.

/usr/ bi n/ | dapwhoami Obtain the primary authorization identity associated with a user.

[ usr/sbin/ sl apadd Add entries to the LDAP directory.

/usr/sbin/ sl apcat Export LDAP Directory Interchange Format files.

[ usr/ sbin/ sl api ndex Regenerate directory indexes.

/usr/sbin/sl appasswd Generate user password. hashes.

A Note on Using | dapsear ch
The | dapsear ch tool connects to an LDAP server, binds to it, finds entries, and returns
attributes of the entries found.

By default, | dapsear ch tries to connect to the LDAP server using the Simple
Authentication and Security Layer (SASL) method. If the server doesn't support this
method, you see this error message:

| dap_sasl _interactive_bind_s: No such attribute (16)

To avoid this, include the - x option when you type the command. For example:
| dapsearch -h 192.168.100.1 -b "dc=ecxanpl e, dc=con' -x
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The - x option forces | dapsear ch to use simple authentication instead of SASL.

Idle Rebinding Options

The following two LDAPv3 plugin parameters aren't documented in the open directory
administration guide. The parameters are in, or can be added to, the file
/library/preferences/directoryservice/DSLDAPv3PluginConfig.plist.

Delay Rebind

This parameter specifies how long the LDAP plugin waits before attempting to
reconnect to a server that fails to respond. You can increase this value to prevent
continuous reconnect attempts.

<key>Del ay Rebind Try in seconds<\key>
<i nt eger >n<\i nt eger >

You should find this parameter in the plist file near <key>0pend ose Ti meout in
seconds<\ key>. If not, you can add it there.

Idle Timeout

This parameter specifies how long the LDAP plugin will sit idle before disconnecting
from the server. You can adjust this value to reduce overloading of the server's
connections from remote clients.

<key>ldl e Timeout in m nutes<\key>
<i nt eger >n<\i nt eger >

If it doesn’t already exist in the plist file, you can add it near <key>Cpend ose Ti neout
in seconds<\key>.

Additional Information About LDAP
The LDAP server in Mac OS X Server is based on OpenLDAP. Additional information
about OpenLDAP, including an administrator’s guide, is available at www.openldap.org.
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NetInfo

Configuring NetInfo
You can use the following command-line utilities to manage the NetInfo directory. For
more information about a utility, see the related man page.

V111113 Used to

NeST Configure the directory system of a server.

ni cl Create, view, and modify entries in the NetInfo directory.
ni find Search the NetInfo directory for a particular entry.
nigrep Search the Netinfo directory for an expression.

ni dunp Export Netlnfo data to text or flat files.

ni | oad Import flat files into the NetInfo directory.

ni r eport Print tables of Netlnfo directory entries.

For example, you can use the NeST - set pr ot ocol s command to specify which
authentication methods the server’s Open Directory Password Server uses.

Password Server

Working With the Password Server

You can use the nkpassdb utility to create, modify, or back up the password database
used by the Mac OS X Server Password Server. For more information, type man
nkpassdb to read the man page.

Viewing or Changing Password Policies

You can use the pwpol i cy command to view or change the authentication policies
used by the Mac OS X Server Password Server. For more information, type man
pwpol i cy to see the man page.

Enabling or Disabling Authentication Methods

All password authentication methods supported by Open Directory Password Server
are initially enabled. You can disable and enable Open Directory Password Server
authentication methods by using the NeST tool.

To see a list of available methods:
$ NeST -getprotocol s

To disable or enable a method:
$ NeST -setprotocols protocol (on|off)

Parameter Description

prot ocol Any of the protocol names listed by NeST - get pr ot ocol s (for
example, SMB- LAN- MANAGER).
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For information on the available methods, see the Open Directory administration
guide.

Kerberos and Single Sign On
The following tools are available for setting up your Kerberos and Single Sign-On
environment. For more information on a tool, see the related man page.

Tool (in usr/sbin/) Description

kdcset up Creates necessary setup files and adds krb5kdc and kadmind
servers for the Apple Open Directory KDC.

sso_util Sets up, interrogates, and tears down the Kerberos configuration
within the Apple Single Sign On environment.

ker ber osaut oconfi g Creates the edu.mit.Kerberos file based on the Open Directory
KerberosClient record.

Chapter 14 Working With Open Directory



Working With QuickTime
Streaming Server

Commands you can use to manage QTSS service in
Mac OS X Server.

Starting QTSS Service

You can use the ser ver admi n command to start QTSS service, or you can use the

qui ckt i mest r eani ngser ver command to specify additional service parameters when
you start the service.

To start QTSS service:
$ sudo serveradmin start qtss

or

$ sudo qui cktinestream ngserver

To see a list of qui ckt i mest ream ngser ver command options, type

$ sudo quicktinestreani ngserver -h

Stopping QTSS Service

To stop QTSS service:
$ sudo serveradnin stop qtss

Checking QTSS Service Status

To see if QTSS service is running:
$ sudo serveradnmin status qtss

To see complete QTSS status:
$ sudo serveradnin fullstatus qtss
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Viewing QTSS Settings
To list all QTSS service settings:
$ sudo serveradnin settings qtss

To list a particular setting:
$ sudo serveradnin settings qtss:setting

To list a group of settings:

You can list a group of settings that have part of their names in common by typing
only as much of the name as you want, stopping at a colon (:), and typing an asterisk
(*) as a wildcard for the remaining parts of the name. For example,

$ sudo serveradnin settings qtss:nodul es:_array_i d: QTSSAdmi nModul e: *

Changing QTSS Settings
You can change QTSS service settings using the ser ver adnmi n command or by editing
the QTSS parameter list file directly.

To change a setting:
$ sudo serveradnin settings qtss:setting = val ue

Parameter Description

setting A QTSS service setting. To see a list of available settings, type
$ sudo serveradmin settings qtss
or see “QTSS Settings” on page 163.

val ue An appropriate value for the setting.

To change several settings:

$ sudo serveradmi n settings
qtss:setting = val ue
qtss:setting = val ue
gtss:setting = val ue

[-..]

Control -D

162 Chapter 15 Working With QuickTime Streaming Server



QTSS Settings

Use the following parameters with the ser ver admi n command to change settings for

the QTSS service.

Descriptions of Settings

To see descriptions of most QTSS settings, you can look in the sample settings file
/Library/QuickTimeStreaming/Config/streamingserver.xml-sample.

Look for XML module and pref names that match the last two segments of the

parameter name.

For example, to see a description of

nmodul es: _array_i d: QTSSFi | eMbdul e: record_novie_file_sdp

Look in the sample file for
<MODULE NAME="QTSSFi | eModul e">. ..

<PREF NAME="record_novie_file_sdp".

QTSS parameters you might change:

Parameter (gt ss: ) Description

br oadcast er: passwor d Default=""
br oadcast er: user nane Default=""
nmodul es: _array_i d: QTSSAccessLoghMdul e: Default =

request _logfile_dir

"/ Li brary/ Qui ckTi ne
Stream ng/ Logs/ "

nmodul es: _array_i d: QTSSAccessLoghMdul e:

request _logfile_interval

Default =7

nmodul es: _array_i d: QTSSAccessLog©odul e:

request _| ogfil e_nane

Default =" St r eam ngSer ver "

nmodul es: _array_i d: QTSSAccessLogh©bdul e:

request _| ogfil e_size

Default = 10240000

nmodul es: _array_i d: QTSSAccessLogh©dul e: Default =yes
request _I oggi ng
nmodul es: _array_i d: QTSSAccessLoghMdul e: Default =yes

request _|l ogtinme_in_gnt

nmodul es: _array_i d: QTSSAccessMdul e:
modAccess_groupsfil epath

Default ="/ Li brary/ Qui ck
Ti meSt r eani ng/ Confi g/
gt gr oups”

nmodul es: _array_i d: QTSSAccessMdul e:
nmodAccess_qt accessfil enane

Default =" qt access"

nmodul es: _array_i d: QTSSAccessMdul e:
nmodAccess_usersfil epath

Default ="/ Li brary/ Qi ck
Ti meStream ng/ Confi g/
qtusers”
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Parameter (gt Ss: ) Description

nmodul es: _array_i d: QTSSAdni nModul e: Default =" admi n"
Admi ni strat or Goup

nmodul es: _array_i d: QTSSAdm nModul e: Default =yes
Aut henti cate

nmodul es: _array_i d: QTSSAdm nModul e: Default =yes
enabl e_renote_adm n

nmodul es: _array_i d: QTSSAdnmi nMbdul e: Default="127. 0. 0. *"
| PAccessLi st

nmodul es: _array_i d: QTSSAdnmi nModul e: Default =yes
Local AccessOnly

nmodul es: _array_i d: QTSSFi | eMobdul e: Default =0
add_seconds_to_client_buffer_del ay

nmodul es: _array_i d: QTSSFi | eModul e: Default=""
adm n_emai |

nmodul es: _array_i d: QTSSFi | evbdul e: Default = no

record_novie_file_sdp

nmodul es: _array_i d: QrSSHoneDi r ect or yMbdul e: Default = no

enabl ed

nmodul es: _array_i d: QTSSHoneDi r ect or yMbdul e: Default =

novi es_directory "/ Sites/ Stream ng"

nmodul es: _array_i d: QTrSSMP3St r eam nghbdul e: Default =8192

np3_br oadcast _buf fer_si ze

nmodul es: _array_i d: QT'SSMP3St r eani nghbdul e: Default=""

np3_br oadcast _password

nmodul es: _array_i d: QT'SSMP3St r eami nghbdul e: Default = 10000

mp3_mex_flow control _tine

nmodul es: _array_i d: QTSSMP3St r eami nghbdul e: Default =

mp3_request _logfile_dir "/ Li brary/ Qui ckTi ne
St ream ng/ Logs/ "

nmodul es: _array_i d: QTSSMP3St r eami nghbdul e: Default =7

mp3_request _| ogfile_interval

nmodul es: _array_i d: QTrSSMP3St r eam nghbdul e: Default =" np3_access"

mp3_request _| ogfil e_nane

nmodul es: _array_i d: QT'SSMP3St r eani nghbdul e: Default = 10240000

mp3_request _| ogfile_size

nmodul es: _array_i d: QTrSSMP3St r eami nghbdul e: Default =yes

np3_r equest _| oggi ng

nmodul es: _array_i d: QTSSMP3St r eanmi nghbdul e: Default =yes

mp3_request _| ogti ne_i n_gnt

nmodul es: _array_i d: QTr'SSMP3St r eam nghbdul e: Default =yes
np3_stream ng_enabl ed
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Parameter (gt Ss: ) Description

nmodul es: _array_i d: QTSSRef | ect or Modul e: Default =yes
al | ow_broadcast s
nmodul es: _array_i d: QTSSRef | ect or Modul e: Default =yes

al l ow_non_sdp_urls

nmodul es: _array_i d: QTSSRef | ect or Modul e:
Br oadcast er Gr oup

Default =" br oadcast er"

nmodul es: _array_i d: QTSSRef | ect or Modul e: Default=""
broadcast _dir _Iist

nmodul es: _array_i d: QTSSRef | ect or Modul e: Default = no
di sabl e_overbuffering

nmodul es: _array_i d: QTSSRef | ect or Modul e: Default =yes
enabl e_br oadcast _announce

nmodul es: _array_i d: QTSSRef | ect or Modul e: Default =yes

enabl e_br oadcast _push

nmodul es: _array_i d: QTSSRef | ect or Modul e:
ip_allowlist

Default="127.0. 0. *"

nmodul es: _array_i d: QTSSRef | ect or Modul e:
kill_clients_when_broadcast_stops

Default = no

nmodul es: _array_i d: QTSSRef | ect or Modul e:
m ni mum static_sdp_port

Default =20000

nmodul es: _array_i d: QTSSRef | ect or Modul e:
ti meout _broadcast er _sessi on_secs

Default = 20

nmodul es: _array_i d: QTSSRel ayMdul e:
relay_prefs_file

Default ="/ Li brary/ Qui ck
Ti meStr eam ng/ Confi g/
rel ayconfig. xm"

server: aut henticati on_schene

Default =" di gest "

server:auto_restart

server:default_authorization_realm

server:do_report_http_connection_i p_address

Default =yes

Default =" St r eani ng
Server"

Default = no

server:error_logfile_dir

Default ="/ Li brary/ Qui ck
Ti meStream ng/ Logs/ "

server:error_l ogfile_nanme

Default="Error"

server:error_logfile_size

Default = 256000

server:error_logfile_verbosity Default =2
server:error_|l oggi ng Default =yes
server:force_l ogs_close_on_wite Default = no

server: maxi mum _bandw dt h

Default = 102400

server: maxi mum connecti ons

Default = 1000

server: nodul e_f ol der

Default ="/ Li brary/ Qui ck
Ti meStream ng/ Modul es/ "
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server: novi e_f ol der Default ="/ Li brary/ Qui ck
Ti meSt r eani ng/ Movi es/ "

server:pid_file Default= "/ var/run/ Qui ck
Ti meSt r eam ngSer ver. pi d"

server:reliable_udp Default =yes

server:reliable_udp_dirs Default="/"

server:run_group_nane Default =" qt ss"

server:run_numt hreads Default =0

server:run_user_namne Default =" qt ss"

web_adni n: enabl ed Default = no

web_admi n: passwor d Default=""

web_admi n: user nanme Default =""

QTSS ser ver adm n Commands
You can use the following commands with the ser ver adni n application to manage
QTSS service.

Command

(gt ss: command=) Description

get Connecti ons List current QTSS connections. See “Listing Current
Connections” on this page.

get Hi story View service statistics. See “Viewing QTSS Service
Statistics” on page 167.

get LogPat hs Find the current location of the service logs. See

“Viewing Service Logs” on page 168.

Listing Current Connections
You can use the server adni n get Connect edUser s command to retrieve information
about QTSS connections.

To list connected users:
$serveradnmi n command qtss: command = get Connect edUser s
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Viewing QTSS Service Statistics

You can use the ser ver adni n get H st ory command to display a log of periodic
samples of the number of connections and the data throughput. Samples are taken
once each minute.

To list samples:

$ sudo serveradmi n command
gt ss: conmand = get Hi story
gtss:variant = statistic
gtss:timeScal e = scale

Control -D

statistic The value you want to display.
Valid values:
v1 - number of connected users (average during sampling period)
V2 - throughput (bytes/sec)

scal e The length of time in seconds, ending with the current time, for
which you want to see samples. For example, to see 30 minutes of
data, you would specify qt ss: ti meScal e = 1800.

Output

gt ss: nbSanpl es = <sanpl es>

qt ss: sanpl esArray: _array_i ndex: 0: vn = <sanpl e>
qtss: sanpl esArray: _array_i ndex: 0:t = <time>

gt ss: sanpl esArray: _array_i ndex: 1: vn = <sanpl e>
gt ss: sanpl esArray: _array_i ndex: 1:t = <tine>
[-..]

qt ss: sanpl esArray: _array_i ndex:i:vn = <sanpl e>
qtss:sanpl esArray: _array_index:i:t = <time>

gt ss: vnLegend = "<l egend>"

gtss:current ServerTime = <servertime>

Value displayed by getHistory Description

<sanpl es> The total number of samples listed.

<l egend> A textual description of the selected statistic.
" CONNECTI ONS" for v1
" THROUGHPUT" for v2

<sanpl e> The numerical value of the sample.

For connections (v1), this is integer average number of
connections.

For throughput, (v2), this is integer bytes per second.

<ti me> The time at which the sample was measured. A standard UNIX time
(number of seconds since Sep 1, 1970). Samples are taken every 60
seconds.
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Viewing Service Logs
You can use t ai | or any other file listing tool to view the contents of the QTSS service
logs.

To view the latest entries in a log:
$ tail log-file

You can use the ser ver adni n get LogPat hs command to see where the current QTSS
error and activity logs are located.

To display the log paths:

$ sudo serveradnmin conmand qtss:comand = get LogPat hs

Output
qt ss: accessLog = <access-1 og>
gtss:errorLog = <error-|og>

Value Description

<access- | og> The location of the QTSS service access log. Default =
/ Li brary/ Qui ckTi meSt r eam ng/ Logs/
St ream ngServer. | og

<error-| og> The location of the QTSS service error log. Default =
/ Li brary/ Qui ckTi meSt r eam ng/ Logs/
Error.log

Forcing QTSS to Re-Read its Preferences
You can force QTSS to re-read its preferences without restarting the server. You must
log in as root to perform this task.

To force QTSS to re-read its preferences:
1 List the QTSS processes:
$ ps -ax | grep QuickTi neStreamn ngServer

You should see a list similar to the following:

949 ?? Ss 0: 00. 00 /usr/sbin/ QuickTi meStreamn ngServer
950 ?? S 0: 00. 13 /usr/ sbi n/ Qui ckTi meStream ngSer ver
965 std S+ 0: 00. 00 grep Qui ckTi neStream ngServer

2 Find the larger of the two process IDs (PIDs) for the Qui ckTi meSt r eami ngSer ver
processes (in this case 950).

3 Send a HUP signal to this process:
$ kill -HUP 950
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Preparing Older Home Directories for User Streaming

If you want to enable QTSS home directory streaming for home directories created
using an earlier version of Mac OS X Server (before version 10.3), you need to set up the
necessary streaming media folder in each user’s home directory. You can use the

creat euser streamni ngdi r tool to set up the needed /Sites/Streaming folder.

To set up /Sites/Streaming in older home directories:
$ createuserstreamn ngdir user

Parameter Description

user The user in whose home directory the /Sites/Streaming folder is
created.
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