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Society and information technology are rapidly co-evolving, and often in surprising ways.
In this installment of “Trends and Controversies,” we hear three different views on how soci-
ety and networked information technology are changing one another.

Becoming socialized means learning what kinds of behavior are appropriate in a given requires knowledge of the communication
social situation. The increasing trend of digitizing and storing our social and intellectual ~ context, which is often lost or altered in
interactions opens the door to new ways of gathering and synthesizing information that wasomputer-mediated interaction. Newsgroup
previously disconnected. In the first essay, Jonathan Grudin—a leading thinker in the field ofessages are written in a context that ap-
computer-supported cooperative work—points out that, like a naive child, information techears to participants to be “chatting in a
nology often ignores important contextual cues, and tactlessly places people into potentialypom,” an ephemeral conversation among a
embarrassing situations. He suggests that as we continue to allow computation into the mgreup of like-minded people. But of course
personal and sensitive aspects of our lives, we must consider how to make information tectvhat is said can later be read outside that
nology more sophisticated about social expectations, and become more sophisticated oureontext, by anyone, anytime, anywhere. It
selves in understanding the nature of computer-mediated services. can even end up being read in court.

In the second essay, | discuss a related issue—how newly internetworked information Is anything wrong with openness? Is tact
technology allows people acting in their own self-interest to indirectly affect the experiencenecessary? Well, yes, it is. The candor of
of other people. It is to be expected that people will try to trick or deceive systems that sup-children, who don't fully understand a con-
port intrinsically social activities, such as running auctions. What is surprising here is that versation’s social context, can be refresh-
technologies that do not obviously have a social aspect, such as information-retrieval ranking in small doses, but we all learn that tac
algorithms, are nevertheless being manipulated in unexpected ways once they “go social.’is essential in most communication. We

In our third essay, Barry Wellman—a sociologist and an expert in social network the- constantly observe social conventions,
ory—explains how the structure of social networks affects the ways we live and work. Havoid social taboos, minimize needless
describes the move away from a hierarchical society into a society in which boundariesembarrassment, and allow people to pre-
are more permeable and people are members of many loosely knit groups. He introducgsrve the gentle myths that make life more
the notion of glocalization: simultaneously being intensely global and intensely local. pleasant. Eugene O’Neill's plahe Ice
Wellman describes how computer-mediated communication is contributing to this glocaMan Cometloutlines a series of calamities
ization transition in social habits and infrastructure. As networked information technol- that occur when his characters are briefly
ogy continues to provide us with new views of ourselves, we hope that these essay will forced to abandon these myths.
help designers of information technology better understand the broader impact of the Consider another example, in which
work they do. technology removed an illusion of fairness

A programming class instructor proposed

that students submit homework solutions

and receive the graded corrections via e-
municated is received indirectly. On the mail. The students produced a counter-
Web, above all else we see what people proproposal: After grading an exercise, the
duce and make available; also, we read whanstructor posts all of the graded solutions
people say and how others respond, receivdor everyone to see! In this way, the stu-
indications of what people have done or aredents can discover what had been tried,
Several years ago at Bellcore, researchemdoing, and so on. The Internet’s greatness what worked and what didn’t, and which
thought it would be great to access news-| resides in this extremely efficient spread of solution is more elegant. They can learn

the Internet

They wrote a program to archive and seargltrete, not tactful. Even when communicat It sounds great. But, those who have
newsgroups. They tested it by entering the ing directly on the Internet, we often neglectgraded papers probably recall that after
names of a few colleagues. “We soon tact for brusqueness or flaming. Indirect | working through the entire set, you might
found,” one recounted, “that we were dis- | communication and awareness, the focus|ofegrade the first few, because it took a while
covering things about our friends that we | this essay, is unsoftened by the technology.to work out how many points to subtract for
didn’t want to know.” this or that kind of error. Grading is not per-
The Internet has created a new focus of A word to the wise fectly consistent. In this class, the grading is
computation: computer-mediated communi- Human communication is marked by | visible to everyone. The instructor works
cation and interaction. Most of what is com-tact. Knowing when and how to be tactful| harder than usual to be consistent, but stu-
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dents still detect inconsistenciesmplain,
and might conlade tha a peviously ad
mired instuctor is cagless or urdir. The in
structor works hader than usual to be con
sistentbut ends up diggpointing the
studentsThe studentsllusion, their belief
in the consisterycof grading is undemined
by the tetinolagy. It is tempting to wlcome
a dose ofeality; but in these xamplesno
one is hapy aout the outcome

Another kample:Compliment a corgr-
ence oganizer on the smoothness of the
event and yu might be told“If y ou could
see the lsaos and nearaastophe behind
the scenes.”.Now, technolagy can eveal
wha had beefibehind the scenésln the
Web'’s ealy days, | patticipated in two con
ferences in wich much of the actiity was
made visilte to all ppgram committee
membes. For example once eviews of
submissions were wiitten, we could ead
them online and lggn resolving difer-
ences of opinionype-mail,prior to the
program committee meetinyety effi-
cient,but problems aose

Administrative erors in handling the
daabase vere immedigely seen kg every-
one and led to confusion or emizmsment.
Reviewers could scan theviews and
obseve patems:for example you were
invariably easyl was irvariably hash; she
was a cazful reviewer, he was petty casual
about it. In adlition, some eviewers felt
uneasy bout their eviews of a paer being
read“out of context” by people viho had
not read the pper Assumptions of smooth
mangement and compable reviewing
performance vere demolishedThe plan
ning of these comrfences seemedhaotic
to me but one of the @anizers emaked
that in his expelience it was in &ict uusu
ally smoothpecause the ganizers knav
that all slipups vould be visiltle and thus
“we felt we were on stge & all times; ve
had to be caful” Our difference in per
ception apse because the tewlogy made
visible more of the undéying reality.

The underlying reality

Wha is the unddying reality? Ethngra-
phes or anthopolagists hae studied wrk-
places andapededly shavn tha behaior
is far less outine than people belie.
Exception-handlingcomercutting and
problem-solving ae mmpantbut ae
smoothed wer in our eports and gen in
our memoies,whether out of tact or simpl
to get on with the jobPeople nomally

maintain an illusion ofelaive odeliness.

Tedhnolagy is chandng tha. The moe
accugtely and widey it dispeses inbrma
tion aout the actiities of othes,the moe
efficiently we can work, but & a pice:irreg-
ularity, inconsisteng, and ule breaking tha
were alvays present a& nav exposed and
more difficult to ignoe. In a well-known
example technolagy could detect all auto
mobile speeding viotons. If we dont use
it, how do we decide \en and gainst
whom to selectiely enforce the lav?

A police oficer might use conie to
guide enfrcement—wveaher and tffic
conditions perhas.We might tactfuly
overlook a collegue’s occasional tali-
ness. But temolagy is poor dassessing
contet; it does not tactfuyl alter a time
stampWe once could ingine a collegue
as an imposing pson,who pgs atention
to detail,but e-mail eveals his cazless
spelling his outdéedWeb site instanit
reveals aelaive lak of organizdion or
concen for his imaye, and a video paal
caches him pi&ing his noseNone of this
negates the hug beneits of these tdmolo
gies,but it creaes a ballenge. Mary chak
lenges,in fact:in our computemedided
interactions duing the dgs and gass to
come we will have to adiress this issue
over and oer, as indviduals,as membex
of teams and genizdions,and as mem
bers of society

What to do?

How can ve adiress tebnolagy’s lak
of tact,its inability to leave hamless illu
sions untouced?

Can ve huild more tact into our sys
tems? Spelling coectos help. Rrhas
the video paal, detecting a collegue
chandng dothes br a tennis meh and
having forgotten dout the camer, could
recaynize wha is hgpening and dis
cretely blur the ocus. Rrhas a vitual
Miss Mannes could poofread ny e-mail,
or a vitual lavyer could scan an autotra
ically archived meeting anddg sensitve
words. But ealisticall, these ag exceed
ingly subtle comple, human mégters
involving knovledge of an inteaction’s
context, tacit avareness of social coBn
tions and thoos,and gpreciaion of
which illusions and carer cutting ae
hamless or een bendtial and vhich are
problemdtic. It is a worthy goal, but intek
ligent systems will oyl slowly stat to
cary some of the wight.

Coming Next
Issue

Intelligent Rooms

In our next issue, Haym Hirsh
will present a discussion of
intelligent rooms, with essays

by

 James Flanagan, Rutgers
University

« Michael Mozer, University of
Colorado

« Richard Hasha, Microsoft
« Michael Coen, MIT Al Lab

Another possibility is toatrea. In some
caseswe will decide the in@ased df-
cieng/ isn’'t worth it. In the @amples e
cited the nevsgroup scanner as dan
doned the conérences stopped making as
much information visible in subsequent
yeass,and posting taded gercises has not
become a custom. But theserainten
tionally extreme @amples. Examples
abound in the dajl use of the Interet and
Web, from which thee will be no etrea.
Our actions a becoming mch mote visk
ble; the global villge is ariving. And, in
geneal, | believe thee ae temendous
beneits in eficiengy, in the fimess tha
visibility promotesand in the hility to
detect signitant poblems and inconsis
tenciesWe might be too wrried, too cau
tious in embacing these e technologies.

A third goproac seems ingtable: We

will find nev ways to work, to organize

ourseles,and to undestand ouseles.The
solutions might not be eious. | hae fre-
quently descibed the case of theqgram-
ming dass instuctor, who works hader
but has a ma disséisfied dass,as an p-
patently insoluble dilemma. | ecenty pre-
sented it to Douglas Eerthat. He thought
for several secondshen said“T he dass
could deelop a collectie gpproac to
grading assignments.
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When information technology
““goes social”’
Marti Hearst, UC Bekeley

In everyday life we often obsese the un
intended consequences of the actions of
individuals on society as ahole If | intend
to go to San Fancisco fom Maiin County
I might well get in my car and dwe to the
Golden Gége Bridge. Although | cetainly
do not hae the gal of slaving dovn some
one elses tip to the citymy action might
indeed conibute to this esult. | caneen
unintentionaly add hous to the tavel time
of thousands ofellow motoiists if my car
stalls on the hdge. Most people do not
ever consider delibetely blocking traffic,
but thee ae exceptions. Potestos can
exploit the vulneability of the freavay sys
tem to tie up theush-hour commte, and
youths can delibetely dismupt local taffic
patems by “cruising” sulurban steets.

The itise of theWeb and other netarked
information tednologies has kwught
about nev, sometimes surising, ways for
the actions of indiduals and smallr@ups
to have impact on other people withham
they otherwise hae no elaionship. Mayy
of these n& oppotunities ae exciting and
promise gea beneits. For example after |
purchase a book @imAmazon.com,| am
shavn sugestions of books boughyb
other people Wwo also bought snnew
book. If I want to fnd out hav to fix an
electical problem with ny car, it may be
the case thasomeone | neer met has wi-
ten up a solution and placed it on tNeb.

However, the inteconnectvity and global
accessibility of th&Veb has alsoigen iise
to some unepected vays in which people
can tale adiantaye of the telnology & the
expense of other peopl&pplications tha
heretofore would not hae been assumed to
have social amifications ae in fact allaving
unepected intesctions among their user
This essg presents the case thiaformation
scientists need to bim thinking éout de
sign in a ne way—one thaincorporates
the potential consequences if the output 0
their systems arlikely to“go social’ Infor-
mation tednolagy “goes socialivhen the
exposue of its output mads a tansition
from indiiduals or small pups to lage
numbes of inteconnected user

Gaming Web search engines
Let's look @ a few examplesThe frst is
a field | knov well—informétion retrieval.

f

The standat problem in IR is thaof
helping uses find documents thigpatial-
ly) fulfill an information need|f there
were onl a few documents tolwose fom,
finding the elevant ones wuld be a simple
process of elimingon. However, there ae
millions of valuable documents asell as
myriad documents of questidola geneal
worth (for those wo think theNeb con
tains mainy junk, the Library of Congess
alone cealogs over 17 million booksand a
trend tavard moving maeials online will
ensue lage amounts of high-quality onlin
maerial). Given mawy equaly valid pieces
of information coeisting sinultaneousy,
the poblem becomes thaf pushing aside
those thaare not elevant,or pulling out
the few tha are relevant to the cuent
need Thus it is not so ich a ppblem of

Information technology
“goes social”” when the
exposure of its output
makes a transition from
individuals or small groups
to large numbers of
interconnected users

finding a needle in a atak, as fnding a
needle in &needlestak.”

IR is different than etrieval from a stan
dad daabase-mangement system. In
DBMSs,all informétion is enteed in a pe-
cisely contolled forma, and Pr a gven
quer there is one and oylone corect
ansver. By contast,IR systems mst male
do with only an gproximation to an accu
rate quey, ranking documents acating to
an estimége of relevance This fuzzy behe
ior is an unértunae consequence of the
fact tha automaed undestanding of n&
ural languae is still a distant dam.

Instead of undetanding the td, an IR
algorithm tales as input aepresentéion of
the user information needusually ex-
pressed as ards,and méaches this epre-
sentdéion against the wrds in the docu
ment collection. In mctice if the quey
contains aelaively large rumber of vords
(say, a paegraph’s worth), then documents
that also contain a lge popottion of the
query words will tend to beelevant to the
guew. This works because thertends to be

overlap in the words used toxpress simi
lar concets. For example the sentence
“The Mas piobe Rthfinder is NASA's
main planetar explorer” will tend to shae
words with a ne/spger account of the
same topicHowever, this stategy is not
infallible; if an ingpropriate subset of
quer words overlaps,nonelevant docu
ments mg be etieved For example an
article containing the sentent& vandal
easily mars the paint job of thedhfinder,
the Exploer, and the Rsbe” shaes bur
terms with the pevious sentencalthough
their meanings arquite diferent.

Additionally, the shorlength (1-2 verds)
of queres submitted to sear engnes could
cause IR systems tetrieve documents un
related to the uses’information need For
example a user seahing for aticles on
Theodoe Rooseelt might fnd information
about a botball team lodzd & a stool
named after this US esident.

Thus IR systems agiument the needofr
automaed text undestanding ly capitaliz-
ing on the &ct tha the iepresentéion of a
document contents can be itcaed
against the epresentéion of the quey’s
contentsyielding inexact tut somevha
usale results. IBr over 30 yeas, IR re-
seach has 6cused onefining algorithms
of this type However, in the couse of
those 30 gars,no one had theafntest
glimmer of wha would hgpen wen IR
technology went social.

Wha had nger been imgined was tha
authos would delibeately doctor the con
tentof their documents tdeceve the mank
ing algorithms.Yet this is just la hag-
pened once thé/eb became widespad
enough to betractive to competing sk
nessesand once seeh engnes bgan
reporting tha thousands of documents
could be und in esponse to quies.

Web-page authos bggan gaming the
seach-endne algrithms using a &iety of
methods. One téoique is to embed the
contents of the wrdlist of an entie dictio
nary in theWeb page of inteest. (The words
are hidden using the HTML commentga—
comments & invisible to humansaading
the pae, but ae indexed by someweb
seach engnes.A similar efect can be
adieved ty formating the tet in the same
color as the pge ba&ground) For the ea
sons Ive desdbed, the indusion of adli-
tional words,whether or not thehave ary-
thing to do with the content of thegea
increases the lidihood of a mech between
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There ae also cases of autlsgplacing
words tha are knavn to be of integst to
mary information seekrs (“sex” or “bug-
free cod¢ for example) into aVeb page’s
meta tg field, because some sehren
gines assign high gight to meta @ con
tent.A vaiiation on this theme is to use a
word tha really is relevant to the content of
theWeb page, but reped the word
hundeds of timesexploiting the fct tha
some seah engnes incease a documest’
ranking if a quey tem occus frequenty

within tha document. Listing the names of

ones competitas in theWeb page’s com
ments section can also mislead a cear
engne; if a user seahes on a competita’
name the seath engne will retrieve ones
own Web page kut no information about
the competitor will be visile.

These tebniques could be seen as mod

em-day equivalents of namingusinesses
in sud a manner as teegthem listedifst
in the phone book-AAA Dry Cleanes,
for example This doctoing of the content
of documents might also be consielgan
entirely new way of using vords as veap-
ons; a n& way to male words mean other
than vha they say; something & might
call suliiminal authoing.

Seach-engne administators quidkly
cdch on to these témiques. Ranking atg
rithms can be adjusted to igedong lists
of repeaed words,and some seeln en
gines do not indecomments or metadga
because of the potentiarfebuse This can
quickly devolve into a sées of mwes and
countermoves. for example uses can
submitWeb-page URLSs to seah engnes
to get the pges eindexed and thus ha
the index reflect changes moe rapidly.
SomeWeb-page doctoers (incorrectly)
assumed thanultiple submissions of a
page would cause itsanking to incease
and so tied submitting their pges thou
sands of timeswer. Seach-engne admin
istrators noticed this belvéor and stated
taking punitve action gainst eped resub
mitters. In lesponsesome people va
consideed iepetitively resubmitting the
Web pages of their competitarin the
hopes of gtting these pges eliminded
from the seah endne indexes?

Of course seach-engne poviders
aren't all innocent in this. It islaimed tha
some will ankWeb pages higher than oth
ers for a ke This kind of behaior is also
something thiassimply would not hae been
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thought of in the edier, pre-social dgs of
information retiieval.

System design for social
interactions

The lover levels of netverking software
allow computes to send andeceve daa
from one anothef he dificulties with sub
software reside in the design of systemstth
work accuetely, relisbly, and eficiently.

However, it has becomeppakent tha the
difficulties in the design of systemstha
suppot interaction among i@pups of people
or on behalf of people lie not sauah in the
creaion of eficient, reliable algrithms.
Insteadthese systemsumst be designed to
take into account fuzzier conce lelating
to the social @cticesassumptionsand
behaiors of peopleComputersuppoted
coopestive work (CSCW) eseathers have
shavn tha groupware gplicaions sub as
shaed calenda and meeting toolsumst be
sensitie to the wrious conlicting goals of
the goup paticipants. ler exkample admin
istrative assistantgngneess,and mangers
disagree on vha the impotant eaures of a
calendar/sgeduling system ar

Information systems thaake actions on
behalf of human ussimust tale into ae
count hev uses might ty to manipulge the
system. Designerof auction or @ting sys

tems nust consider he uses might ty to
deceve the systemybvoting nultiple times
or preventing othes from woting. Designes
of agents thanegotiate piices br goods
must consider the potentiarfbait-and-
switch piicing tactics pricing collusion
between competitar,and gnearl fraudu
lent kusiness pactices. Because these-sys

atems perdrm actions taditionally done ly

people inteacting with one anothgt is
perhas unsuprising (in retrospect) tha
social considetions nust be takn into
account to makthese systems succeed

The nev phenomenon @/ obseve hee
is tha even systems hose undedying goal
is not tha of suppoting social inteactions
are nevertheless being used in this manner
We might need to accede thehen inbr-
maion tednolagy goes socialinforma
tion-system deelopes rmust lean to adopt
defensie stetegies,just as neopyte dii-
vers hase to lean ebout deénsie diving.
Defensie diiving is not necessgif there
are no other dvers on the oad; similaty
we do not need this type of @éefsve steat-
egy with information tednolagies unless
they are netvorked tagether

What’s in a domain name?
Let’'s naw consider anothexample A
Web-page sever’s “real” network address
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is a iepresented as a 8ig of digts sea
rated ty peiiods.These sefe as identiers
to allov computes on the netark to dis
tinguish one fom another

However, Web sewvers also suppor
URLs tha contain domain namewhich
act as mnemonic pseudons for the nu-
melic IDs. Usualy, a domain nameeflects
the name of the institution tohich it be
longs. For example wwwhbelrkeley.edu
refers to the UC Béeeley home page, and
wwwwhitehousegov refers to the US
White Houses home pge.

An entirely unexpected and opptumistic
exploitation of these naming cuantions
has aisen,relying on the act tha people
tend to mak spelling erors. Web sites hae
been ceaed whose domain names\eno
resemiance to the content theontain,or
whose domain namessacommon mis
spellings of the names of popular sites:. F
example wwwwhitehousecomcontains
pomographic mderial; conversely, www
playby.comconsists solgl of adrertise-
ments br tecinical poducts.

Names a& not paticulady important
when a computer is commicaing with
another computewithin computer sys
tems,ID strings seve simpy to distinguish
one entity fom another and do notve
intrinsic meaningHowever, once &posed
to and usedypeople the symbols tad&on
meaning People will intepret and inteaict
with the identifers in ways impossile to
imagine a computer doindvost likely the
credion of mendacious domain names
would not hae been thought pimuch less
consideed impotant,until large rumbes
of people became inmwnnectedusing not
only the same témolagy but also vieving
the same irdrmation.

This situdion stems in parfrom the
rather galitaian manner in Wwich domain
names were oiginally assignedin fact,
domain names &re allocaed in a manner
similar to hav the Dgpatment of Motor
Vehides assignsanity license ple names.
Pretty much aryone can hee petty nmuch
ary license plée as long as it ishalread/
taken by someone else anidsfwithin the
prescibed length limitdons and uses the
standad alphammeic chamactes. License-
plane names aralso subject to c@in
restictions @out wha constitutes god
tasteand it has long been ame of the
pubic versus the DMV to ¥ to fool the
censos into accpting license ples with
questionale inteipretaions.

The diference betwen URLs andHi
cense plees,of coursg is tha only a few
people can see a licensetpla ary one
time, and thg are not paticulady useful
for business on a lge scaleAlso, a car
cannot be instantlretrieved just ly invok-
ing the name on #'license plee.

Hypertext

| am a member of an in@isciplinay
program whose &culty indude computer
scientists|aw professos, economistsand
other social scientistand whose mission
is to inteyrate the social and the tewical
in the stug of the oganizdion, manae-
ment,and use of irdrmation.

One dg in lectue last semestgdrmen
tioned to our intatisciplinay mastes stu
dents thaHTML and theWeb ignoed

What had never been
imagined was that authors
would deliberately doctor
the contents of their
documents to deceive
search-ranking algorithms.

much of what had been leaed &out
hypettext in the peceding decadéclud-
ing sud things as link types and bidix
tional links. One student as# what would
hgppen if theweb allowved bidiectional
links. | did what all smat professos do
when posed with a ditult question in
class:instead of angering, | made it into a
homeavork assignment question.

| asked the students to perim age-
danlenexpetiment,and discuss et
would hgpen if theWeb suppoted bidk
rectional linksThey were to consider a
scenaio in which, if a link was made fsm
A to B on aiy page, a reverse link could be
forced to @pear fom B toA.

In my computer scientist nate | as
sumed this wuld be a god thing allowing
me to easit shaw citations @ the end
text and hae the citéions point bak to the
place in the tet from which they were ref-
erencedmale it easier to maktebles of
contentsand gneerlly male it easier to
find related information.

However, the socialy savvy students’
ansvers suprised me Out of 19 students,
only one thought bidectional links veuld

be an inheantly good thing Insteadthey
foresav all manner of disastus outcomes,
including

e Link spammingfor example people
could damge a compayby flooding
its home pge with spuious baklinks,
or people coulddrce someone’per
sonal home pge to link bak to an
offensve paje ébout themseles (sub
as“babes of thaNeb”).

* False endasementspeople could mak
it look as if some entity endeed their
Web page by linking to tha entity;
pages could bedrced to link to ader-
tisers’ pages.

e Loss of conwl of information: If bidi-
rectional links vere the oy type of
link available, their use could mwvent
the dility to hide intenal information,
as in the case inhich a link intenal to
a firewall pointed to a pge in the &ter-
nal world.

Of course no one has sggsted imple
menting brced bidiectional links in this
way (the standattednical solution is to
store all links in a sparate link ddabase
rather than place them within thegea
itself). On thaNeb, standad read/wite
restictions on fle systems mvent this kind
of actiity. However, when discussing ky
bidirectional links vere not used in the
design of HTML and HTTRhese kinds of
concens ae not namedn the design notes
for theWWWw, Tim Bemers-Lee wites:

Should the links be monoéictional or bidi
rectional?

If they are bidirectional,a link alvays
exists in the everse diection.A disadrantaye
of this being erdrced is thait might constain
the author of aypettext—he might vant to
constain the eaderHowever, an adantae is
tha often,when a link is made beten tvo
nodesijt is made in one déction in the mind
of its authorbut anothereader mg be moe
interested in theaverse link. Put anotheray,
bidirectional linking allavs the system to
deduce the werse elaionship,tha if A
includes B for example that B is pat of A.
This efectively adds information for free ..3

Here, Bemers-Lee &presses concer
about a lak of contol by the author wer the
readers expelience but none of the poten
tially negative social impacts considst by
my students comes into account.

Before gping social via th&Veb, most
hypettext linking hgppened within a single
documentproject,or small user up. In
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the lae 805, before the ise of the
Web, there were malty competing
technologies,none comptable with
the othes Since ging social,
hypettext has become usefudif
linking information in far-flung
placesassemizd by people o
don't knowv ead other or hee
access to one anothedda. Links
outside of gven pojects can be
more useful than inteal ones,
because thelead to esouces less
likely to be knavn to the intemal
group membes. Hovever, this kind
of interaction was not on theadar
screen in lypettext thought and
reseach.

Internet Profile Search

Click here to locate a:
* pen pal

e dinner date

¢ kindred soul

personal nemesis

had a good
nemesis
since ‘89...

%

Hmm, | haven’t

ity links. However, pemicious links
like those anticigad by the SIMS
students wre not considexd, per
hgps because Xanadwawto be a
closed systemwver which its ad
ministrators could eert contiol.8

A true exception can bedund in
Jakob Nielsers 1990 booldyper
text & Hypemedia® On paye 197 of
this book of 201 pges,under the
heading'Long Term Futue:Ten to
TwentyYeass; he cautiougl pre-
dicts lage shaed information
spacestauniversities and some com
panies. In this cornxé he points out
some potential social consequences
of shaed information spaces.

For example in theACM Hyper
text 89 poceedingd,the authas were gen
erally concened with semantics of link
types,navigation pahs,how not to gt lost
(still a big poblem!), and haev to author
hypemedia documents. Ontwo paers
discuss the possibility of ass-poject
links. The frst,a systems pzer by Amy
Peal descibing hov documents on diér-
ent systems might be intieked simply
assumed bidéctional links as the oplink
type The other pper, called“Design Issues
for Multi-Document Hypeexts” by Bob
Glushlo, shawvs deatly tha a the time the
notion of interdocument linking ineal
systems s a adical one

In his dosing plenay address aHyper
text 912 Frank Halaszavisited the issues
he had aised in his landm&rl987 paer
“Reflection on NoteCals: Seven Issuesdr
the Next Genesgtion of Hypemedia Sys
tems! These issue®laed to seathing,
link structure, and \arious computtonal
concens. Halasz also discussed supingr
social inteactions @er a lypemedia net
work, but focused on RarnydTrigg and
Lucy Sucimans notion of nutual intellig-
bility ® (making sue paticipants can under
stand vha ead peson is doing) and ko
to write read#le hypeitext (which in retro-
spect heealized did not belong in the so
cial caegory). Halasz also intduced éur
new issuespne of vhich was the needf
open systems to allocross-system link
ing, and another hich he called the pb-
lem of \ery large hypettexts. The poblems
he foresav in this caegory had to do with
scaling lage systems and didentaion in
large information spaces. He did not men
tion potential social conces.

A book calledSociety offext” publlished

in 1989 contains a collection of 28seath
papers on lypeitext, multimedia,and their

use However, no paers discuss the conse

guences of mansimultaneous ussror
even begin to hint d the possibility of
deceitful or ill-intentioned linkingRaher,
hypeitext was discussed in tas of hav it
might bing éout a nes way of thinking, a

way of modeling the mind in the compute

or a nev way of reading Most of the con
cem was dout hav to design kipettext
layout to eliminae confusion andlgtter.
The social concess petained to hw the
writing profession mightlcang and hw
uses collborate when authdng together

Given tha it still wasnt clear if hypeitext
would even be intelligble to most peoplet
is perh@s not syorising tha reseatchers
were not considéng wha would hgpen
when millions of people @re linking hun
dreds of millions of documents.

Ted Nelsonyho coined the ten “hyper
text” in 1965 and o since then has been
an eanglist for its execution in his vision
of the Xanadu systerdjd worry about cer
tain social issuesiamey copyright and
how to handle paments or access (this
system vas the subject of aitical legal
anaysis by Pamela Samelson and Rober
Glushlo, which brought up aditional
social issue®. In the Xanadu system,
authos were to pg to put their witings in
the systemand eades were to pg to read
these wrks. Reades could also adihyper
links to impiove the indability of informa-
tion within the systemand would receve
payment when othereades used these
links. Link creaors would only be compen
sded if their links vere traversed ly othes,
thus motvating authos to ceae high-qual

If thousandsor even millions of people atl
information to a lypettext, then it is likely
that some of the links will béperverted” and
not be usefuldr other eades.As a simple
example think of som&ody who has insé¢ed
a link from every occurence of the ten
“Fedenl Reseve Bank”to a pictue of Unde
Scmooge’s mong bin. ...

These pererted links might hee been
inseted simpy as joles or ly actual andals.
In ary casethe“structure” of the esulting
hypettext would end up being ha Jef Raskin
has compad to the N& York City subvay
cars painted wer by graffiti in multiple uncoe
ordinaed layers 10

Interestingy, three paagraphs lder, he
also poposes the use of poputsrof fol-
lowing hypelinks as a measarof the use
fulness of the linkbut does not consider
the possite gaming efects using this tée
nology, as | discuss ne.

Collaborative ratings

Information tednolagy going social can
open up n& oppotunities. Mary re-
seachers and deelopes hare noted tha
information tedinology allows for the
tracking and l@ging of the inbrmation
seeking behaor of masses of userOne
oft-stated sugestion is to gther informa
tion about peferences b uses’ implicit
choices by keeping tradk of which hyper
links ae followed which documents ar
read and hav long uses spendeading
documents. It isypothesied tha this
information can be use to assess the popu
larity, importance and quality of the irdr-
maion being accesseand used to impre
Web-site stucture and seah-endne rank
ing algorithms.Again, unanticipaed beha-
ior might undemine the intgrity of these
systems. If theasults of these atgithms
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lead to commaially important conse
quencessud as tiandng a site$ ranking
within seach resultsthen people will be
likely to write programs to simlate uses’
visiting theWeb pages of inteest,and
countemeasues will be equired

Reseathers ae also making use oke
plicit rating information, most notaly in
what is knavn as collhorative-filtering
systems oracommender systentsCollab-
orative-filtering systems a&based on the
commonsense notion thzeople alue the
recommendions of people Wose ecom
mendadions thg have ayreed with in the
pastWhen n&v uses register with a collao-
rative-filtering systemthey are asled to
assign atings to a set of items (duas
movies,recipespr jokes).Their opinions &
then méched gainst those of othsrusing
the systemand similar usexrae identifed.
After this,the system carecommend adl-
tional items to the me uses, based on those
tha have alead/ been ated by similar uses.

Collaborative filtering is a social phe
nomenon. Reseelrers hare discussed
some of the social dilemmas tlzan vwork
to the detiment of sub systemsespecialy
issues hang to do with motiating people
to be initial eviewers rather than waiting
for othes to cede the atings!

However, as we've seenthere ae less
ohvious kinds of inteactions thacan de
grade the systers’behaior, which aise
only because lge masses of people use
the same system.

In a recent maasciipt, Brent Chun
points out the movetions people might
have for deceving the system and some
ways in which they might cary out this
deceit!? He poposes thtacompanies
whose serices ae being ated might
attempt to affect the atings they receve
or dowvngrade the atings of their competi
tors, specifc interest goups might ty to
further their causesytmiving negative
ratings to companies or pducts thacon
flict with their beliefsand colldorative-
filtering companies themseds might ty
to sdotege the etings of their competi
tors. Chun sugests vays people might
attad the 1atings daabasesincluding
cornventional seclty threas sut as
breaking into the system to steal or mod
ify the daabase He goes on to discuss
more ingenious meanof defrauding
these systemsud as eting the same
item nultiple times using lage rumbes
of pseudogm identities borowing other

uses’ identities,and collusion within
groups of authentic useto davngrade an
item’s rating.

Why does this happen?

These behaors seem to occur onivhen
a laige cioss-section of society uses the
same telsnology and inbrmation sirulta-
neousy, and when thainformétion is of
geneal intelest.As I've notecddefensie
driving is not necessgif there ae no other
drivers on theoad

Wha is inteeesting dout the phenomens
descibed hee is tha social inteactions
occur with tebnology whose use does not
ohviously result in suhb intemctions. It vas
not olvious tha theWeb would lead to
gaming of inbrmation-retrieval systems,
nor tha the domain-nameatility would
lead to deggtive naming pectices.

Which kinds of tebnolagy are suscpti-
ble to this kind of behaor?We can daw
distinctions betwen tebnolagies tha are
self-consciougl about inteactions among
individuals and gpups,and those thas
tensilly have no eason to consider cotu
sion and ans races.

Here | will ventue a ¢assifcation.
Three conditions mst hold br this situa
tion to aise

e First,the system mst netvork a lage
cross-section of socigtthe membes of
which have patially conflicting goals.

¢ Secondthere nust be alue assoctad
with use of the systerppwer, prestigg,
financial,and so on.

e Third, and least olious,the tetinology
must involve human use of infmation
in some human-undstandale form.

Ramifications for information
systems design

The intioduction of socialdrces onto
the landscpe of informdion tedinolagy
brings up issues thare foreign to tadr
tional computeiscience ining

Computer scientists ataught to antiei
pae and handle all possékinds of input,
but not d the level of grarulaiity necessar
to address these consid#ions. Pogram:
mers che the daa type (sting, integer,
object pointer) and thenges thacan be
taken on ly these d& typesA program-
mer leans to testdr very long stings and
empty stings,and perhps whether or not a
sting méches a sing tha has been de
fined intenally, but does not consider

A

inquiring into whether or not the content of
the sting represents something sociall
unaccetable, something deceitful or some
thing fraudulent. Notions ofead/wite
protection and computer sedyrcontrol
who has access to ntaces and da, but

do not &empt to coniol fraudulent or
deceitful use of the tboology.

Perhaps,however, this is not the mper
role of the designer of an mfmation ted-
nology systemAfter all, we dont want
word processas tha censor wa a user is
typing. It could be agued thamost of the
interesting behaors discussedsve aise
because documents on tiveb ar not
monitored and contlled by the social
noms tha are usualy associted with pub
lishing. It might also be the case thia
should be left to the ¢l system to mvent
certain forms of unéir business mactices
tha result flom networked information
systems. (fis has akad/ begun to hapen
in some cases)

The impotance of the intelisciplinary
field of human-computer intection is gad
ually achieving increasedecaynition within
traditional computer sciencelCl adsocaes
the design of computer systemsrira hu
man-centc viewpoint,and agises us on
how to creae systems thidgenegte posi
tive feelings of successpmpetencamnas
tery, and darity in the user commmity.” 4
Clare-Maiie Karat has @ne so&r as to pr-
claim a Uses Bill of Rights tha
undescoes the designagls of HCI*>Ben
Shneideman andAnne Rose suggst tha
designes of information systems &ae
“Social Impact Steements, modeled after
Environmental Impact Stamentsto help
ensue thd the tetinology we crede
adieves its intendedagls vhile & the same
time seving human needs andqgpecting
individual lights Their framavork empha
sizes the impdance of dehing the stak-
holdes of the system—not justhe will use
it directly, but also vino will be indiectly
affected ly its use Now tha a wider ange
of information tednolagy is going social,
designes should bgin to consider \lether
or not the stagholdes ae everyone
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Living networked in a wired world
Barry Wellman,University ofToronto

The world is composed of netwks—
not goups—both computer netuks and
social netwarks. When computer netwks
connect people andganizaions,they are
the infrastucture of social netarks. dist
as a computer netwk is a set of madnes
connected Y a set of chles (or airvaves),
a social netwrk is a set of people (or ga
nizations or other social entities) connecte
by a set of socia)l meaningful elation-
ships (see igure 1).Although this might
be olvious to mag computer scientists,
the implicdions of living in a netwrked
world are nonobious.

Computer scientists tie been cenatly
involved in a paadigm shiftnot onl in the
way we think dout things bt in the vay
tha society is aganized | call it the shift
from living in“little boxes”to living in net
worked societied] am ging to desdbe its
implications for how we work, commune
and leg houseusing the neolgism called
glocalizgion. Membes of little-box sock
eties orny deal with Ellow membes of eab
of the w groups to vhich they belong:
usually our homes,
neighborhoodsyork-

borhood; thg belong to a kinshiprgup

(one eah for themseles and their spouses)
and to wluntal organizaions sut as
churches bowling leaguesand the Com
puter SocietyAll of these social strctures
appear to be bodies withgmise boundaes
for indusion (and thesfore exclusion).

Ead has an interal oiganizaion tha is
often hierrchically stuctured: supevisors
and emplgeespaents and laildren,pas
tors and burchgoers, the Computer Society

2cexecutive and its member In sub a little-

box societywe only deal with the people in
ead of our boundedrgups vhen we ae
patticipating as memberof tha group.

We hare moved from hiearchically
aranged densey knit, bounded goups to
less bounded and n®spasely knit social
networks. (Actuall, a goup is a type of
social netvark, one thais tightly bounded
and densglknit, but it is caynitively easier
to compae goups with moe loosey
bounded and spsel knit networks.) Em
pirical obsevation has shan this shift in
mary milieus. Instead of hiarchical trees,
manaement ly network has peopleeport-
ing to shifting sets of sup@sors, pees,
and &en nominal subdinaes. Unless

groups,and oganiza
tions.We ae mwing
away from a goup-
based society to a seci
ety in which boundaies
are moe pemedle,
interactions ag with d
verse othes, linkages
switch between nulti-
ple netvorks,and hier
archies (wWhen thg
exist) ae flatter and
sometimesecusive.
The little-boces
metahor is thapeople
are socialy and cgni-
tively encgsulded by
all-confining, socially
conforming goups.
Most people think of
the world in tems of

groups,boundaies and
hierarchies? They see
themseles as belong
ing to a single wrk
group in a single @a-
nization; they live in a
household in a neigh

Figure 1. A social network where the labeled boxes represent individuals (people,
organizations) and the lines represent relations between them (which could be
love, money, or influence, for example). Note that some of the hoxes (such as F
and W) have two lines connecting them; they are tied by two relations. The graph
shows two densely knit clusters with crosscutting ties (B and O, for example).
(Courtesy of Cathleen McGrath, Jim Blythe, and David Krackhardt;
http://www.andrew.cmu.edu/user/cm3t/groups.html.)
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people ae tetheed to asseni lines,their
work relaions often spill wer their work
group’s bounddes,and mg connect them
to outside aganizaions2 Organizaions
sometimes distist salespeople and pur
chasing gents because their jobs entail
more contact outside theganizdion than
within it: they are wha sociolajists call
mauginal people o ae not totaly com
mitted to one gpup.

Raher than belonigg to a singledmily,
people often hae comple householdela
tions,with stepchildren,ex-maiital patners
(and their pogery), and multiple sets of in-
laws. Reople in the wsten world usualy
have moe friends outside their neighbor
hood than within itindeed mary people
have moe ties outside their mefpolitan
areas than within it.People might #end
several churches,and thg may have to
decide betwen @ing bavling or dtending
a Computer Society meetinign shot,
while people think theare membes of
social goups,they more often function as
opeiators of their social netarks. (See the
sidebar for pointes to moe information
about social netark anaysis.)

Although | have constucted ny algu-
ment as a then/mocontrast,people hae
always functioned in social netwks to

some &tent. Consider the comings-and-

goings in &neAustens preindustral
England Whatever their‘sense and sen
sibility,” her navel's charactes ae for-
ever aalloping past their neighbsito
visit their far-flung friends andelatives®
Kenneth Skerzr has shan tha guests
traveled considable distances tottend
New York City weddings in the mid-19th
centuy: they provided us with empical
proof by signing the vedding registers as
witnesse$.The telgraph endled alet
businesspeopleythe midile of the 19th
centuy to mange their afairs & a dis
tance’ intensifying a tadition of spéally
dispesed husiness empas thatrades
had heetofore held tgether though kir
ship loyalties and witten corespond
ence® Even bebre the coming of com
putermediaed comnunicaion, cars,
planes and phones maintainadfiung
relaions. For example in the 1960s and
1970s North Americans’important ties
of sociaility and suppatrrarely were
confined to their neighborhoods. M@an
were on the other side of the mepolitan
area; some wre acoss the continent or
the oceart:®

Characteristics of computer
networks as social networks

CMC—sud as the Interet,news-
groups,and videocordgrencing—maks it
easier to be sociglhetworked?

e CMC is usualy asyntironousallowing
people in diferent time pnes or on
different stedules to comomicéae. For
example although the computer scien
tists our goup has studiedavk in the
same dfice, their different work sched
ules leads them to use e-mil.

e CMC is 1apid, fosteing a high elocity of
exchanges,sometimes ill-consided?

e CMC suppots emotionalpuancedand
compl« interactions belying eaty
feass tha it would be useful oyl for

Too many studies have
focused too tightly on CMC
without realizing that its
interactions are only part of
the life that extends beyond
the screens.

simple instumental &changes.

e CMC has takn on its wn noms, pro-
cedues and ethosyith CMC patici-
pants shwing greaer cedivity and
emotional sings than those talking
face to hce 13

e The @sence of dict feedbak in most
CMC encouages moe etreme brms
of comnunicaion. Reople input mes
sages to saeens thathey would never
s& to another peion palphly present
in person or on the tefghone

e The aility of communicaions to be
forwarded suppds transitvity, as when
messges gt forwarded to frends of
friends.The indusion of headerin for-
warded mesgges allavs indirect ties to
become diect elaionships.This aids
the exchange of information tha cuts
across goup boundaes. Sub crosscut
ting ties link and intgrate social
groups,instead of sut groups being
isolaed in tightly bounded little bres.

e E-mail,the ony widely available form
of CMC, suppots easy accessibility
This has led to aleling of peceived

hierarchies,with all feeling thg have
access to all. E-mail is not unique in
this. Telgphone netwrks also suppaor
easy accessibilifypo nuch so thabusy
and edusive people hae constucted
social (seataies) and telenical (wice-
mail) bariers to access. CMC will
probably engender the sameaction,
once tebno-eupharn fadeswith agents
both poviding badkground detail bout
callers and legping unvanted calles &
a distance

¢ The ease of sending megsa to lage
numbes of recipients allas patici-
pants to emain in contact with oitiple
social milieus.

* E-mail is especiafl useful br maintain
ing contact with'w eak ties"—pesons
and goups with vihom one does not
strong elaionships of verk, kinship,
sociaility, suppot, or information
exchang. Because wak ties a& moe
socially hetebgeneous than sing ties,
they connect people towkrse social
milieus and povide a wider ange of
information.*4

e CMC's accessibilityvelocity and ralti-
ple-messge amacterstics indiectly
connect the entrworld in five stgs or
less®Yet,unlike computer netarks in
which all nodes ar ultimaely connected
there is signifcant decoupling in social
networks. Henceinformation diffuses
rapidly through computesuppoted
social netvarks, but neither uniersally
nor uniformly.16.7

Although most gpetimental studies of
CMC look ony a sceen-to-saeen ela
tionships people vho relae to eah other
online often elae to eab other ofline:
face-to-fice by phone or even on paer!?
Mary studies hee focused on CMC with
out realizing tha sud interactions ag only
pat of the life tha extends bgond sceens.
We can on} compehend theale of CMC
if the total tie is takn into accoungnd not
just the on-saen elaionship. for exam
ple, our goup’s stug of a wired sulirb
has bund tha extremel fast and accessi
ble Intemet access spsineighbdly inter-
action as wll as ar-flung ties. Neighbar
use the Intaret to arange cet-tagethes
and to oganize in opposition togal estte
developes. This neighbdly interaction is
not suprising: Until wireless CMC be
comes pevalent,people ae lagely tied to
their computes & their ofice or home
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desktopsThis is the phenomenonevcall
glocalizaion: the situéion of being
intensey global as a Net swef while being
firmly rooted to the @a aound the com
puter sceen and &yboad.181°

Computermediaed inteactions ag
sociall situged as wll as spaally situ-
ated Thinking of computer netarks as
social netwarks can mue the stug of
human computer intactions bgond look
ing onl at the standat HCI concens of
person-sceen or peson-sceen-sceen-
person inteactions. Een when ony two
persons commnicae, they are not dancing
duets in isolaon. Their inteactions ag@
conditioned lp the availability of others to
suppl resouces,cause pshlems,or
enforce noms.

Moreover, unlike laboratory expeliments
of CMC, in real life CMC is often beteen
people vhho have different social baracter
istics—sut as @nder and liéstyle—and
different social positions—st@s supefi-
sors and subalinates and car and pdph-
ery. For exkample our goup’s stug of
desktop videocomfrencing sa supevisors
initiating more contact than subdinates.
Some cworkers in a sparate ofice 100
kilometess avay maintained autonoyn
when their videocomfrencing equipment
frequenty “broke davn”

Even when thee is unétteled computer
connectvity, not all pesons or gganiza
tions ae directly connectedA computer
network is not in itself a social netwk: it
is the tetinological infrastucture tha
enhances thebdity of people and @ank
zaions to comranicée for better or wrse

How does Wing in netvorks differ from
living in goups?

(1) It enhances thebdity to connect with
a laige rumber of social milieusyhile
deceasing inolvement in ap one
milieu.

It decieases the corttha ary one
social milieu can hae over uswhile
deceasing the commitment ofyaone
milieu to a peson’s well-being

It shifts inteactions fom those based
on characteistics people @ bon
with—sud as ge, genderrace and
ethnicity—to damacteistics tha they
have adopted tlmughout the lié
couise—sub as liestylesshaed
noms and wluntar interests.

It fostes “cross-cutting'ties tha link
and intgrate social goups,instead of

@)

®)

4)

Social network analysis

To lean more aout the discipline of social nebrk anaysis,see thedllowing souces:

* S Wasseman and K. Bust,Social Netwrk Analysis:Methods and\pplications,Cam

bridge Unv. Press,Cambidge, UK, 1993.

» J Scott,Social Netwrk Analysis,Sage, London,1991.

* B.Wellman,“An Electonic Goup isVirtually a Social Netwrk,” Culture of the Intemet
S. Kiesler ed, Lawrence Elbaum,Mahwah,N.J., 1997,pp. 179-205.

* B.Wellman and SD. Betkowitz, eds.Social Stuctures: A Network Approad, 2nd ed,

JAl Press Greenwid, Conn.,1997.

The Intenaional Network for Social Netwrk Analysis (INSNA) has aWebsite:http://www

heinz.cr.edu/poject/INSM\/.

®)

(6)

suc groups being isolad in tightly
bounded little bres.

It has inceased koices vhile redue
ing the palphle group membeships
tha provide a sense of beloimg.

In shot, it has educed the identity an
pressues of beloning to goups wile
increasing oppdunity, contingengy,
globalizdion, and unceminty thiough
patticipation in social netwrks. M
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