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In many cases, the online ads you see are based on your search engine
activities, what you do on social media, which websites you visit, and what
you buy online. This is an ad displayed at the top of the USA Today homepage
(www.usatoday.com).



The focus of this chapter is online advertising
and how to prevent advertisers from learning
too much about you. Topics include:

- When and where you'll see ads online

- How information about you is collected and used
by advertisers

- How to control the advertising you're exposed to

- How to block online ads altogether

How Web Surfing Affects the
Online Ads You See

Whenever you watch television, read a newspaper, browse through a
magazine, listen to the radio, take a walk, drive down the road and see
billboards, or open your mail, you're going to see and hear advertise-
ments. As consumers, we're continually bombarded by ads.

Today, consumers spend less time using traditional forms of media and
much more time using the Internet from computers and mobile devices.
Where consumers go, advertisers follow.

Online Advertising Tracks Your Searches
and Purchases

Advertisers currently spend 40 percent more on online advertising than
they do on traditional advertising. In 2018, global online ad spending
reached a record $579 billion, which explains why every time you go
online, you probably see a lot of ads. For advertisers, many benefits
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exist for using online advertising instead of traditional advertising. The two big-
gest reasons are that online advertising is highly targeted, and it's extremely cost
effective.

Often without our knowledge, advertisers are using new and cutting-edge
technologies and online ad networks to reach us when we surf the Internet.
The advertiser’s objective is to learn as much about us as possible, analyze our
web surfing and online buying habits, determine our wants and needs at any
given moment, and then target ads directly to us. They see exactly when we're
researching or shopping for a specific product or service.

Suppose you're in the market to buy a new car. Chances are, before visiting a
car dealership, you'll surf the Internet and visit websites for car manufacturers
that interest you. You also might look up reviews of the cars, watch videos that
demonstrate those cars, compare the safety or performance ratings for several
vehicles, and do research to determine how much your current car is worth as a
trade in.

As soon as you type any keyword or search phrase into an Internet search
engine, YouTube, or many other car-related websites, within moments, and for
the next few days or weeks, many of the ads you see online will have something
to do with buying a new car. You'll begin seeing ads from car manufacturers,
local car dealerships, and financial institutions that want to provide you with a
car loan.

Almost like magic, these ads will follow you from the search engine you originally
used, to your favorite social media services, and to many other websites you fre-
quent. Without your knowing it, these ads are part of a massive ad network that
shares information about web surfers (along with their interests and activities).
This is not magic, but behind-the-scenes technology and sophisticated program-
ming used by online advertisers, website operators, and online service operators.

If you're active on social media, you might have discovered that shortly after
you've created or updated your user profile, highly targeted online ads based on
content from that profile begin appearing. For example, perhaps you mentioned
in your profile that you are single or widowed and you included your age, reli-
gious beliefs, and sexual orientation. These profile-related questions are asked
when you create a profile on Facebook, for example. As a result, ads for dating
services that cater specifically to you, based on your age, religion, and sexual
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orientation, will start popping up. Again, this is not a coincidence. The informa-
tion was simply lifted from your public social media profile.

A lot of debate has gone on recently about online advertisers going too far when
gathering and tracking information not only about web surfers, but also the
collaborations online advertisers have established with online social media ser-
vices (including Facebook) and search engine operators (including Google and
Yahoo!).

Until better laws and industry-wide guidelines are put into place, you need to
understand that your online activities are often being tracked.

Taking proactive steps to control what information becomes available about you
to advertisers, and then on an ongoing basis, managing what types of online ads
you are exposed to, is also up to you.

As you learned in Chapter 2, “Safely Surf the Internet,” one way to do this is to
manage the cookies that your web browser collects as you surf the Internet.
Some of the settings you can also adjust in your web browser’s Settings or Pref-
erences menus include:

« The ability to turn on or off cross-site tracking. This feature will not eliminate
the number of ads you see online. It will, however, help to prevent online
advertisers from gathering and sharing data about you and your online activ-
ities in order to target specific ads to you.

« The ability to request that the websites you visit avoid performing any track-
ing. Many website operators automatically track your online activities when
visiting their website. This information is often shared with advertisers. By
turning on this web browser feature, every time you visit a website, your web
browser will (behind the scenes) automatically request that your activities
not be tracked and shared. This is only a request, and it may or may not be
granted by the individual websites you visit.

« The ability to block all cookies or block just third-party cookies (which are
the ones typically related to online ads). Blocking advertising-related cook-
ies makes it much harder (but not impossible) for a website operator and its
advertisers to collect information about you and your surfing habits. As you
read in Chapter 2, instead of blocking all cookies (which will negatively affect
your overall web-surfing experience), block only third-party cookies, while
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keeping in mind that not all third-party cookies are advertising related. Some
could also impact the experience you have while visiting the website the
cookie relates to.

Later in this chapter, you'll learn about additional ways you can manage and con-
trol the online advertising you see. This includes installing and using an optional
ad blocker.

Many websites and online services, including all social media services, are provided to web
surfers for free. These companies are able to stay in business by relying almost exclusively
on advertising revenue. So as a web surfer, you forego paying to access many online ser-
vices in exchange for being exposed to online ads.

Website operators and online services can charge a premium to sell highly targeted adver-
tising, which is why they're using all sorts of tools to learn as much about you, the web
surfer, as possible.

Most consumers are willing to see a few ads in exchange for receiving free access to their
favorite websites, online services, and online-based content, but draw the line when what
they thought was private information gets surreptitiously used by website operators and
advertisers to maximize their profits.

To help you better control your information and manage the ads you see, tools have been
built into all the popular web browsers, and you can add optional plug-ins to your web
browser to provide even greater control of protecting your information and managing the
ads you see online.

Much of the information in this book is provided to help you protect your iden-
tity and information from cybercriminals and hackers. However, many web
surfers are also concerned about how overzealous online advertisers are using
private information and details about their online activities to maximize profits.
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Online advertisers are typically not breaking any laws, and they’re working within
the guidelines you agreed to when you set up your individual accounts with
various websites and online services. Although it’s not always easy, you can take
steps to block certain efforts by online advertisers to exploit or misuse your infor-
mation and details about your online activities.

Educating Yourself About Online Advertising

As a consumer and web surfer, you have the ability to stop most of the tracking
and information collection done by website and online service operators as well
as online advertisers. At the very least, you can use optional tools to discover
what'’s happening behind the scenes, so you're not subconsciously influenced by
the online ads you see.

You can take the following approaches to prevent your online activities from
being tracked by advertisers, including:

+ Preventing your web browser from keeping a log of all online searches
you perform

- Deleting advertising-related cookies that have already been added to your
web browser and preventing new ones from being saved in the future

« Adjusting the advertising-related settings for online services you frequent

+ Turning on the private browsing feature that’s built into your web browser to
avoid the storage of cookies or the tracking history of your online activities

« Installing an ad blocker web browser plug-in to prevent most ads from being
displayed while you're surfing the web

Turning Off Targeted Facebook Ads

If you're one of the two billion active Facebook users, you probably know that
your experience using Facebook involves looking at ads. Sometimes these ads
are displayed along the right column of the web browser screen (if you're using a
computer), but sometimes ads are disguised as posts and are displayed as part of
your newsfeed, for example.
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After receiving a huge backlash from its users related to how personal informa-
tion was being collected and then used by its advertisers, Facebook has given its
users additional tools to manage the ads they see and determine what informa-
tion is shared with advertisers.

Adjust the Settings Related to Your Social Media Accounts

The focus of Chapter 7, “Use Social Media Safely,” is on how to customize the
security and privacy settings related to popular social media services, including
Facebook, Instagram, and Twitter.

In addition to whatever changes you make to your web browser (including

the addition of privacy or security-related plug-ins), as a Facebook user, you
should manually adjust your Facebook ad preferences and other privacy-related
settings.

If you're a Facebook user, be sure
to manually adjust the privacy
and advertising-related settings
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Also, anytime you're given the chance by a website or online service operator
to adjust advertiser- or privacy-related settings pertaining to that site, you are
responsible for adjusting them to a level you're comfortable with. Note that
the default option almost always gives the website or online service operator
the most freedom possible to use your information in whatever ways it deems
suitable.

Adjust Facebook Ad Preferences

To manage ad settings related to Facebook, visit www.facebook.com/ads/preferences and
follow these steps:

@ From Facebook’s Your Ad Preferences screen, click each of the menu options, one at a
time, and adjust each of the settings to a level you're personally comfortable with. The
options available from this main menu and related submenus get updated often and
will vary based on the type of equipment you're using to access Facebook.
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Click the Your Information menu on the Your Ad Preferences screen, followed by the
About You tab to prevent Facebook’s advertisers from using information related to
your Relationship Status, Employer, Job Title, or Education from being used to deter-
mine what advertising you'll see.

@ For data that appears within your Facebook profile that you don’t want used by adver-
tisers, turn off the corresponding virtual switch. For example, if you don’t want to see
online dating service ads because your relationship status is listed as single, divorced,
or widowed, turn off the virtual switch associated with the Relationship Status option.

To reduce the amount of tracking Facebook uses related to your online activities in
order to show you highly targeted advertising, click on the Ad Settings option on the
Your Ad Preferences screen shown in step 1.
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@ For each of the three submenu options—Ads Based on Data from Partners, Ads Based
on Your Activity on Facebook Company Products That You See Elsewhere, and Ads that
Include Your Social Actions—click on each option one at a time. Here | will click Ads
Based on Data from Partners.
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When the Ads Based on Data from Partners submenu option expands to explain what
information is being tracked, click the Allowed pull-down menu and choose the Not
Allowed option, as opposed to the default Allowed option.

Q

Ad settings

Ads based on data from partners
To show you better ads, se data that advertisers and other partners provide us about your activity off Allowed
Facebook Company Products.

Now this setting gives you control over more of your data X
o We've expanded our online interest-based advertising setting to give you more control. The setting used to control whether we show you ads

based on your use of websites and apps off Facebook Company Products, and now it also controls ads based on data we receive from

partners about your offline activity. We haven't changed your existing choice.

Data from partners includes your use of partners’ websites and apps and certain offline interactions with them, like purchases, as well as
information about your interests we collect from independent data previders. We don't sell your data or tell advertisers who you are.

This setting applies to ads you see across Facebook Company Preducts, including Facebook and Instagram, as well as on websites, apps
and devices that use Facebook's advertising services.

Ads based on data from partners:

Allowed v

' Allowed
@_ to use this data, you may see ads for hotel deals if you visit travel websites. Or if you buy running shoes, you may see

frms Mot allowed 3 apparel.

If you don't allow us to use this data for ads, we won't delete any data. You'll still see the same number of ads, but they'll be based on
things you do on Facebook Company Products, or they may be from a specific business that you've shared your contact information with, if
we've matched your profile to their customer list.

® Chat (15)




Bonus 1 How Web Surfing Affects the Online Ads You See

@ For the third submenu option (Ads that Include Your Social Actions) shown in step 5,

choose the No One option, as opposed to the default Only My Friends option,

to prevent your online Facebook friends from seeing what ads you've liked and

responded to.
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Search Engines, Websites, and Facebook Share Information

The websites or online services you visit often share your data among them-
selves and their advertisers or the ad networks they’re working with. If you look
up a topic using the Google or Yahoo! search engine, for example, you'll almost
immediately begin seeing related ads when you use Facebook or another popular
online service (or vice versa).

To keep Facebook from acquiring or collecting certain types of information, be
sure to customize your Facebook account’s privacy and ad-related settings. As
you'll learn from Chapter 7, this process begins by visiting www.facebook.com/
settings.

Recognizing Online Ads

The online advertiser’s goal is to capture your attention while you're surfing the
Internet. After an advertiser gets your attention, it typically wants you to click
the ad to visit a website and potentially place an online order for its product

or service.

Online ads can take many forms, including:

- Banner ads: These typically rectangular or square-shaped display ads appear
prominently at the top, bottom, and often on the sides of webpages that
display ads. Some banner ads use animated graphics and contain sound that
you can turn on or off.
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- Fake news or advertorials: Some articles you'll discover on the Internet,
including those promoted by popular search engines and shared on social
media, are not legitimate articles from a credible news source. Instead,
they're sometimes “fake news” articles written with a strong bias and paid
for as an ad, but promoted to you as an article. On Yahoo! or Facebook, for
example, these look like regular posts, but somewhere near the headline,
you'll see a tiny banner that says, “Ad” or “Sponsored.” You need to look care-
fully to see it.
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This sample of Yahoo!’s main home page shows news headlines from a wide range of credible sources
displayed. Mixed in with these headlines are sponsored advertorials, like the one shown here.
Chances are, without looking carefully, you won’t be able to tell the difference.

Fake News Is Sometimes Hard to Detect

As you'll discover in Chapter 7, telling the difference between real news articles from
credible news sources and “fake news” articles that an organization is paying for you
to see is sometimes difficult. Often the intention of these articles is to mislead you
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into thinking you're reading a fact-based, unbiased, legitimate news story, when in
reality what you're reading may be something else entirely. The goal for these arti-
cles is also to encourage you to share the fake news story with your online friends, in
hopes your sharing will give the fake news story added credibility.

Just because something is posted on the Internet does not make it true or factual,
regardless of how the information is packaged and presented. Some fake news
articles you see published online are simply ads that use a different format or a
biased advertorial that a company has paid for you to see.

- Graphic display ads: These ads can be displayed in many different sizes
and shapes anywhere on a website you're visiting. They often use animation
and sometimes sound to get your attention. However, when an ad includes
sound, you'll need to click on a tiny speaker icon to turn on the sound.
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This is an example of a graphic display ad for Booking.com on the USAToday.com website.

+ Pop-up ads: These ads are displayed in a pop-up window that appears in the
browser window you have open. These are being used much less frequently
these days, because too many web surfers find them annoying, plus many
web browsers now give web surfers the option to block pop-up windows
altogether.
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+ Search ads: When you use an Internet search engine, such as Google or
Yahoo!, and then view your search results, the results are intermixed with
paid ads. To determine the difference between an actual search result and an
ad, you need to look carefully for the word “Ad” or “Sponsored,” which will be
part of the paid ad listing. Similar search ads often appear on other websites
that are part of the same advertising network. A search ad typically includes
a headline, one sentence of text, and a link to a website. Some also contain a
logo or small photo.

- Video ads: These tend to be short, video-based commercials that either
take over your entire screen, or that you view in a window on the website
you're visiting. YouTube, for example, often plays video ads before videos
you've requested to watch, and occasionally as a “commercial break” during
longer videos.

Using an Ad Blocker

So far in this book, you've learned about methods to manage the online ads you
see when surfing the web and visiting your favorite websites or online services.
Another option is to install an ad blocker plug-in to block most (but not all)
online ads.

The Dilemma Related to Ad Blockers

Most online services and website operators rely on the money earned from adver-
tising revenue to stay in business. By blocking ads, you're still taking full advan-
tage of the free online-based service or content that’s being offered to you, but
you're preventing that website or online service operator from presenting you
with ads that allow them to earn money.

Whether or not you’re comfortable using an ad blocker to prevent most ads from
being displayed when you're surfing the web is a personal decision.
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Defining Ad Blocker

In most cases, an ad blocker is an optional web browser plug-in that once
installed and activated will automatically remove all ads from any webpage or
online services you visit using that web browser.

A few web browsers (like Opera and Qligz) have an ad blocker built in, while
Chrome, Edge, Firefox, and Safari have a feature that works on some compatible
websites that removes online ads and ancillary content from an online article,
and then displays that content in a way that’s easier to read and print.

Some optional antivirus or malware protection software also includes an ad
blocker feature. However, because so many different types of ads now exist that
take on different text, graphic, video, and audio formats, no ad blocker will be
100 percent effective. Still, when you use one, you'll be exposed to far fewer ads.

Finding an Ad Blocker

The easiest way to find an ad blocker designed specifically for your web browsers
is to visit the online directory of plug-ins that’s maintained by the web browser’s
developer. Chapter 2 provides a listing for these.

Figure Out What You Want

Before you start installing web browser plug-ins, figure out what you're trying to
accomplish and what additional functionality you want to add to your favorite
web browser.

For example, this chapter focuses on using an ad blocker to prevent online ads
from being displayed as you web surf.

However, if your goal is to manage cookies, you'll need to install a different type
of plug-in, in addition to or instead of the ad blocker. (See Chapter 2 for details on
managing cookies.) To find a cookie manager plug-in, type the keyword “cookies”
or “cookie manager” into the search field in the plug-in directory.
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This figure shows the online directory of extensions (plug-ins) for the Apple Safari
web browser (for Macs). You have hundreds of plug-ins to choose from, but there
are several ways to quickly find and install exactly what you're looking for.

Safari Extensions

Customize your browsing experience.

Safari Extensions

Bookmar - Shuffle yo.
Productivity
o v

Ad Blocker 4 Me
Productivity

ST
In-App Purchase
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The Safari Extensions Online Directory

These options, which are available from all the plug-in directories for the various
web browsers, include:

« Type the name of a plug-in, or a keyword/search phrase associated with a
type of plug-in, into the Search field, and press Enter. The related search
results appear. Click one search result listing at a time to view detailed infor-
mation about that plug-in, and then either click the related Install button or
follow the provided link to download and install it.

+ Access the Categories or Sort-By dropdown menu and click one of the listed
categories to search for a particular type of plug-in.

« The extensions directory for Google Chrome allows you to narrow your

search by choosing a filter, such as Runs Offline, By Google, Free, Available for
Android, or Works with Google Drive.
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« Browse plug-ins based on their rating. Like software or mobile apps, the
online plug-in directories allow users to rate plug-ins using between one
and five stars. When looking at the average star-based rating, also pay atten-
tion to how many individual ratings the average is based on. If a plug-in has
5,000+ five star ratings, that's more credible than a plug-in with a five-star
rating average that’s based on just 10 individual people who rated it.

+ Check out what's recommended. In the Google Chrome extensions directory
(https://chrome.google.com/webstore/category/extensions), for example,
Google offers round-ups of plug-ins that fit into specific categories and that
the company recommends. You can find recommendations under the head-
ings, “Recently Updated,” “Editor’s Picks,” or one of the narrower category-
specific headings, such as “Get Started” or “Everyday Extensions.”

Click a plug-in’s listing to access its Description screen. From here, you're able to
read an overview of the plug-in and learn what it does, read its reviews, access
support from its developer, or learn about related plug-ins by clicking the Over-
view, Reviews, Support, or Related tabs, respectively (when using the plug-in
directory for the Chrome web browser, for example).

Click the link provided to download and install the plug-in. Most plug-ins are
free. Others either have an upfront price associated with them to purchase the
plug-in or require an ongoing paid subscription for the plug-in to fully function.

Find, Install, and Use an Ad Blocker Plug-In

Regardless of which web browser you use, the process for finding, installing, and then using
an ad blocker is pretty consistent. The following are the steps for visiting the Chrome Web
Store, and then downloading, installing, and using an ad blocker, called AdGuard AdBlocker,
with the Chrome web browser. Each web browser has many ad blockers to choose from.
This is only one example.

@ Launch the Chrome web browser on your PC or Mac. (Not shown.)
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Visit the online directory of plug-ins for your web browser. For Google Chrome, the
website address is https://chrome.google.com/webstore/category/extensions.
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In the Search field near the upper-left corner of the browser window, type the search
phrase Ad Blocker and press Enter.
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Using an Ad Blocker

In the search results that appear, click one of the extensions in the listing to access its
Description screen. For this example, click AdGuard AdBlocker.

&~ chrome web store
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@ STANDS
The Fair Ad Blocker
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Poper
Blocker
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More extensions

Fair AdBlocker
Offered by: standsapp.or:
i pRere Add to Chrome

Block annoying ads, popups, malware and tracking (even on Facebook

% % 4k 120,494 Productivity

Pop up blocker for Chrome™ - Poper Blocker
Offered by: https:/poperblocker.com

#1 extension to block annoying popups, popunders & overlays in an ea

#k ke k 65,073 Productivity

AdGuard AdBlocker

Offered by: adguard.com

Add to Chrome

Unmatched adblock extension against advertising and pop-ups. Blocks

From this plug-in description screen, you can see it has more than five million users,
and a 4.75 average star-based rating. Click the Add to Chrome button.

®)

Chrome W X+
ttps/chrome google.com/webstore/detail/adguard-adblocker/bgnkhhnnamicmbenaclnjfhikgbkllg?hl=en
&~ chrome web store R sinin
v AdGuard AdBlocker
Offered by: adguard.com
%k J ok 44,372 | Productivity | & 5,083,500 users
Overview Reviews Support Related
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Don’t let ads and banners annoy you
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Bonus 1 How Web Surfing Affects the Online Ads You See

@ When prompted, click the Add Extension button.

tker/bgnkhhnnamicmpeenaelnjthikgbkllg?hl=en
v Add "AdGuard AdBlocker"?

It can:

Read and change all your data on the websites you visit

oductivity ‘ S 5,083,500 users |

®

@ In a few seconds, the Thank You for Installing AdGuard screen appears. You can now
use the on-screen menu to configure the plug-in. In this case, there are five options
that you can turn on or off. Based on the description for each option and your personal
preferences, decide how you want to set each of them.

loc

X '@ Thankyou for installing AdGuarc X +

Fome.adguard.com/v2/thankyou html?v=2.10.11&cid=rltFYy4E35986037&lang =en-US&id=bgnkhhnnar j locale=en-US

v Thank you for installing AdGuard!

Like you, we spend more and more time online. However, over the past few years, we noticed that being
online means being watched, tracked, manipulated, scammed and sold to. AdGuard was created to make
the Internet convenient, useful and manageable again

CONFIGURE THE EXTENSION

@ Configuration

A filter for all known counters and analytical systems
Hundreds of Internet companies spy on your actions. With AdGuard, you can be easily protected from this spying.

Social network widgets filter
AdGuard can remove social network widgets from web pages. For example, the "Like" buttons that track your actions.

Protection against phishing and malicious websites
The Browsing Security module protects you from malicious and phishing websites. The module uses a special web service to
check the websites you visit




Using an Ad Blocker

Notice that the AdGuard logo now appears in the upper-right corner of the web
browser window. This indicates the plug-in is installed and functional. Click the icon to

access the menu to manage it.

=en-US

Blocked: 0

d that bt
ted ton

After the plug-in is installed and functional, use the web browser to continue surfing the
web as you normally would. When visiting websites and online services that typically con-
tain ads, you'll likely notice those ads no longer appear (or fewer ads appear).

Combined video and graphic ad

X @ YouTube x [Ef8

lyoutube.com

Search Q

fart Is Terrified of Magician Shin Lim, 'AGT' ts vs. Browns Week 3 The iPhone XR Is

Ke

Robert Irwin's Animals. Winner, Leaves Ellen... Highlights | NFL 2018 Depressing..
s+ 1daya 2.5M views

N Pranks - Topic Recommended videos

HIGHLIGHT

Shin Lim Blows Minds With
Unbelievable Card Magc -..

SUBSCRIBE 1.4M

The YouTube home page
(www.youtube.com)
typically displays ads.
The ad blocker is not
currently active, so you
can see ads.
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AdGuard icon

—|><

* G O

Q SIGN IN

Magician Shin Lim, 'AGT' Jets vs. Browns Week 3 The iPhone XR Is Shin Lim Blows Minds With

Winner, Leaves Ellen... Highlights | NFL 2018 Depressing... Unbelievable Card Magic -...

t Talent
e

TheEllenShow NFL Unbox Therapy America's G
5 2.5M 2 ays ago

1.5M views * 1 day ag 2.5M views - 1 day ago 49M views - 2 days ag 2.6M view

ed videos SUBSCRIBE 88K

The AdGuard ad blocker
has now been turned
on. This is what the
same YouTube home
page looks like without
the ads.

Each time you visit a webpage, if ads are blocked, a number will appear in the lower-right
corner of the AdGuard icon located near the upper-right corner of the browser window.

A Plug-In Upgrade Option Is Often Available

What you'll discover from many plug-ins is that the basic functionality is offered for free. However, to
unlock a more robust set of features and functions, you'll need to upgrade to a premium version of the
plug-in, which typically costs money. Whether you choose to do this is optional.

Depending on the ad blocker plug-in being used, it will prevent most (not all) ads from
being displayed, but it may not actually stop a website operator or online advertiser from

tracking your online activities and gathering information about you.

Turning On a Pop-up Blocker

Some website operators and online services use pop-up windows to display cer-
tain content, including ads. These, however, are being used much less frequently,

because most web surfers find pop-ups extremely annoying.

To help you avoid them, a pop-up blocker feature has been added to many web
browsers. If your favorite web browser does not offer this feature, chances are an

optional pop-up blocker plug-in is available.



Using an Ad Blocker

Pop-Up Windows Must Be Manually Closed

After pop-up windows start opening when you're surfing the web, you have to
manually close each to get rid of it. This typically slows down your web surfing
experience, and adds a lot of clutter to the screen.

As its name suggests, a pop-up blocker prevents pop-up windows from appear-
ing when you're surfing the web. If accessing the content being displayed in a
pop-up window is essential to the functionality of a particular website, a message
appears asking you to unblock the pop-ups for that website.

After you turn on the block pop-ups feature once, pop-up windows remain
blocked until you manually adjust this setting in the future.

Turn on Edge’s

Pop-up Blocker o (2)
To turn on Edge’s pop-up blocker
feature, follow these steps:

= 7 & -
@ Launch the Edge web browser. New window
pet stores nea... petstores_yahoo maillogin  Manage History New InPrivate window
(Not shown.)
lorts  Money Lifestyle Autos - owered by MicrosoftN( oo el
@ Click the Settings and More icon
. o Favorites
(three horizontal dots) displayed 2 67
in the upper-right corner of the Cast media to device
b i d st s wmon Find onpage
rowser window. A :
703 R6As 592

49° 52° 51° print

@ Click the Settings option.

NCAAFB Pin this page to Start

Sep22
30-1. F12 Developer Tools
scar Qa-33:
Open with
0 Sep22

16-3 " send feedback
Tau Q4127

A sep22 EXtensions
o 3-24

MCNE Half im - What's new and tips

Settings

7:54 PM

” .
O 9/22/2018 2
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== X
@ Click the View Advanced e
Settings button. )
Settings =
(5) Click the Block Pop-Ups virtual import from another browse

switch to turn on the option. Favorites bar

Show the favorites bar

Clear browsing data

Choose what to clear

Account

Account settings

Sync your favorites, reading list, top sites, and other
settings across your Windows devices

@ -

Device sync settings

Advanced settings

| View advanced setting: =

About this app

Microsoft Edge 41.16299.665.0
Microsoft EdgeHTML 16.16299
© 2017 Microsoft

Terms of use

Privacy statement

= X
= 4L e
« Advanced settings 4=
Show the home button
@ o
| Start page a ‘

Block pop-ups

@ o

Use Adobe Flash Player
@ o

Open sites in apps

@ o

Choose which sites open in apps




Turn on Safari’s
Pop-up Blocker

To turn on Safari’s pop-up blocker
feature, follow these steps:

@ Launch the Safari web browser.

@ Click the Safari dropdown menu.

@ Select the Preferences option.

@ Click the Websites tab in the
screen that appears.

@ On the left side of the window,
click the Pop-Up Windows
option.

@ In the lower-right corner of the
window, select the Block and
Notify option from the When
Visiting Other Websites drop-
down menu. Doing this blocks
all pop-ups but gives you the
option to open one when it
exists.

O,

Using an Ad Blocker

®

¥ safari [GEEEL

oa About Safari
| Safari Extensions..

JX®  Preferences...

Clear History...
Services

Hide Safari
Hide Others

Quit Safari

Settings for This Website...

View History Bookmarks Window | Help

=

38,

#H
N #H ) >~

%Q \T,NI_

ry Window Help

General

E Reader

. Content Blockers
© ruto-pay

M Page Zoom
Camera

& | Microphone

Notifications

B Fop-uo Windows

Plug-ins

Adobe Flash Player
Version 31.0.0.108

Google Talk Plugin

32 ® ) ~ & W) 100%EL SatSepd

& google.com

bsites
ity Privacy Websites Extensions Advanced
Allow pop-up windows on the websites below:

Currently Open Websites

G google.com Block and Notify [

When visiting other websites: | Block and Notify [BJ
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Turn on Chrome’s Pop-up Blocker

To turn on Chrome's pop-up blocker feature, follow these steps:

@ Launch the Chrome browser.

Click the Customize and
Control Chrome menu icon
(three vertical dots).

@ Click the Settings option.

®

How Web Surfing Affects the Online Ads You See

(=

| IR

New tab Ctrl+

New window

New incognito window  Ctrl+Shift=N

History
Downloads Curl+

Bookmarks

Zoom - 100% + -

Print... Ctrl+P
Cast...
Find.. Ctrl+F

More tools

Edit Cut Copy Paste

Settings
Help

Exit Ctrl+Shift+Q

@ Scroll down and click the Advanced option.

£ Settings x [

L C  ® Chrome | chrome://settings

H O Type here to search

Page zoom

Search engine

Search engine used in the address bar

Manage search engines

Default browser

Default browser
Make Google Chrome the default browser

On startup

@  Open the New Tab page

Q  Continue where you left off

O  Open a specific page or set of pages

Advanced

[

= Settings Q_  Pearch settings

100%

Google

v

Make default
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@ Scroll down and click the Content Settings option.

Q

A

Search settings

Safe Browsing .
Protects you and your device from dangerous sites

Help improve Safe Browsing
Sends some system information and page content to Google

Automatically send usage statistics and crash reports to Google .

Use a web service to help resolve spelling errors
Smarter spell-checking by sending what you type in the browser to Google

Send a "Do Not Track” request with your browsing traffic .
Allow sites to check if you have payment methods saved .

Manage certificates
Manage HTTPS/SSL certificates and settings

@—— Content settings R
Control what information websites can use and what content they can show you

Clear browsing data
Clear history, cookies, cache, and more
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@ Scroll down and click the Pop-Ups and Redirects option.

Q, Search settings

Ask before accessing

Camera

Ask before accessing

Microphone

(=

Ask before accessing

Notifications

Ask before sending

JavaScript
b »
Allowed

* Flash )

Ask first

Images
»
e Show all
L Z Pop-ups and redirects "
Blocked
Ads
0 »

Blocked on sites that tend to show intrusive ads

“ Background sync
“ Allow recently closed sites to finish sending and receiving data

<« Sound 3

Allow sites to play sound




Using an Ad Blocker

Click the Blocked (Recommended)/Allowed virtual switch option to turn it off. The
option should say “Blocked (Recommended).”

Q, Search settings

< Pop-ups and redirects

@—— Blocked (recommended)

Block Add

No sites added

Allow Add

No sites added

A POP-UP BLOCKER IS ALSO AVAILABLE ON YOUR
MOBILE DEVICE

A similar pop-up blocker feature is built in to the web browser you're using on your smart-
phone or tablet.

iPhone or iPad

To turn on the pop-up blocker, launch Settings, tap the Safari menu option, and then tap

the Block Pop-Ups virtual switch to turn on the feature. From this menu, you'll find many

other privacy and security-related features that are equivalent to what web browsers run-
ning on computers offer.

Android-based Smartphone or Tablet

To turn on the pop-up blocker feature, launch the Chrome web browser. Tap the menu icon
located in the upper-right corner of the screen. Tap the Settings option. Tap the Site Set-
tings option. Tap the Pop-Ups and Redirects option. Tap the Pop-Ups and Redirects virtual
switch to turn off the feature, so the option says, “Block sites from showing pop-ups and
redirects (recommended).”
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Choosing an Ad Blocker Alternative

Instead of removing ads from all your web surfing experiences, there’s an easy
way to strip away ads and other clutter when you're trying to read online-based
articles or review a lot of text on a compatible webpage.

Safari (for the Mac as well as the iOS mobile devices) has a built-in feature called
Reader. Microsoft Edge has a similar feature called Reading View.

When using Safari, any time you’re trying to read an article on a compatible
website, simply click the Reader icon to the left of the Search/Website Address
field, and all the ads, graphics, and other on-screen clutter that surround the text-
based article will be stripped away, making the on-screen text much easier to
read and/or print. Most news-oriented websites support the Reader or Reading
View feature.

Use Edge’s Reading
View Feature

When you visit a popular news-
oriented website, such as CNN.com,
and click a news story, you can read
the article, but the screen often con-
tains a lot of ancillary clutter, includ-
ing ads.

Advertisement

@ After you find an article you are
interested in, click it. The article
appears in the browser window.

As you can see, a lot of clutter is Netflix snags Cardi B, Chance and T.I.
surrounding the article, includ- for music competition show

By Lisa

ing multi p|e ads.  vpa T W Novenber 14,2018

@ Turn on the Reading View
feature by clicking the book-
shaped Reading View icon to
the right of the Search/Website
Address field. (This feature is not N re
compatible with all websites, — |
but it works with most news- Other onscreen clutter
oriented websites.)
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After you click the Reading View
icon, all the on-screen clutter is
immediately removed, and the
text and photos from the actual
article are much easier to read.

To customize the on-screen
appearance of the text being
viewed with the Reading View
feature turned on, as soon

as you click on the Reading
View icon, click the “aA” icon

in the gray bar that temporar-
ily appears below the Search/
Website Address field. To make
this gray menu bar reappear,
click near the top of the screen.

From the menu that appears,
you can adjust the font size and
choose between three page
themes. Click the printer icon to
print the newly formatted page.

Choosing an Ad Blocker Alternative

Netflix snags Cardi B,
Chance and T.1. for
music competition
show

he new Netflix show.

(CNN)Netflix is getting into the music competition
business with some major star power.

The streaming giant has announced that superstar rappers
Cardi B, Chance the Rapper, and T.I. will search for the
next breakout hip-hop star as part of "Rhythm + Flow,"
Netflix's first music competition show set to debut in
2019.

The same article with the Reading View feature turned on

Text size

A A

Text spacing @

\}

LA

Page theme

Aa Aa

Rapper will serve as




Use Safari’s
Reader Feature

This example uses the USA Today

website and the Safari Reader feature.

©

©)
©)

Click an article you are inter-
ested in. The article appears in
the browser window. It is sur-
rounded by a lot of on-screen
clutter, including ads.

Click the Reader icon in the
Search/Website Address field.

You can now read the same
article and its related photos
without the on-screen clutter
and ads.
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Joan Jett turns 60: Celebrating the
feminist rock 'n' roll icon

Maeve McDermott « Updated 11:17 am. ET Sept. 21, 2018

Next Slide

32 Photos

Happy Birthday, Joan Jett: Still rocking at 60!

Joan Jett is an icon.

Or, better put in her own words, “I don't give a damn 'bout my reputation.”

A true rock ‘n’ roll lifer whose existence changed rock ‘n’ roll — from her early




@ Click the “aA” icon to the right
of the Search/Website Address
field to adjust the font size,
change the font, and/or alter
the background color. This
affects the appearance of the
article you read on the screen,
as well as the formatting if you
choose to print the article.

A Plug-In for Other Web

Browsers Is Available

Although the Reader or Reading View
feature is not built in to all browsers,
in many cases the same functional-
ity can be added using a free plug-in.
For example, the Reader View plug-in
(https://addOn.com/chrome-reader-
view.html) is available for Chrome and
Opera.

Choosing an Ad Blocker Alternative
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