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RFQ # QTA-0-10-FK-B-0001Appendix C – Table of Security Services Deliverables and ReferencesInformation Systems Security Line of Business (ISSLOB)Risk Management Framework (RMF) AndPackage Services Task Requirements March 1, 2010Table of Security Services Deliverables and ReferencesSOW DeliverableReferenceDescriptionTemplate ReferenceDeliver ToDue Date*4.11(b)Copy of Task OrderTask Order prepared by ordering activity with dates and signatures.GSA CO10 days ARON/AService Level Agreement (Contractor’s Format)Attachment BDetail of Service Level AgreementTask Order COR10 days ARON/AContractor’s Report of Sales for RMF ServicesAttachment H (Excel Spreadsheet)Contractor’s Report of Sales for RMF Services GSA COQuarterly3.1.1 FIPS 199 Security CategorizationNIST FIPS 199NIST SP 800-60 (Volume I and II)In accordance with the FISMA, Federal Information Processing Standard (FIPS) Publication 199 provides the standard for categorizing Federal information and Federal information systems.  System categorization is based on the potential impact of a disruption to an information system.  The disruption could have a limited (low), serious (moderate), or catastrophic (high) adverse effect on the ability to continue daily operations, safeguard assets, protect individuals, and/or accomplish the organization and Federal mission requirements.  Reference NIST site for best practicesTask Order CORTBD by Task Order3.1.1 Threat AssessmentNIST SP 800-30The threat assessment is tailored to the individual organization and its processing environment (e.g., end-user computing habits).  In general, information on natural threats (e.g., floods, earthquakes, storms) is readily available.  A threat assessment lists potential threats that are applicable to the IT system being evaluated. Reference NIST site for best practicesTask Order CORTBD by Task Order3.1.2 System Definition DocumentNIST SP 800-18This document records a description of the system, boundaries, type of information, system type, PIA and e-Authentication requirements, etc.  This is usually done prior to the development of a security plan.Reference NIST site for best practicesTask Order CORTBD by Task Order3.1.3 RegistrationNIST SP 800-37The registration identifies the information system (and subsystems, if appropriate) in the system inventory and establishes a relationship between the information system and the parent or governing organization that owns, manages, and/or controls the system.Reference NIST site for best practicesTask Order CORTBD by Task Order3.2.1Updated Security Control Selection DocumentationNIST SP 800-37The updated security control selection documentation includes, as appropriate: (i) updated tailored baseline security controls by applying scoping, parameterization, and compensating control guidance; (ii) updated supplemented, tailored baseline security controls, if necessary, with additional controls or control enhancements to address unique organizational needs based on a risk assessment and local conditions; and (iii) updated minimum assurance requirements. Reference NIST site for best practices.Task Order CORTBD by Task Order3.2.1System Security PlanNIST SP 800-18The system security plan is a formal document that provides an overview of the security requirements for the information system and describes the security controls in place or planned for meeting those requirements.  This deliverable takes the System Definition Document and the original and updated Security Control Selection Documentation and builds the SSP with that information.Reference NIST site for best practices.Task Order CORTBD by Task Order3.2.2 Security Control Selection DocumentationNIST SP 800-37The security control selection documentation includes, as appropriate: (i) tailored baseline security controls by applying scoping, parameterization, and compensating control guidance; (ii) supplemented, tailored baseline security controls, if necessary, with additional controls or control enhancements to address unique organizational needs based on a risk assessment and local conditions; and (iii) minimum assurance requirements.Reference NIST site for best practicesTask Order CORTBD by Task Order3.2.3 Monitoring StrategyNIST SP 800-37During the security control selection process organizations may begin planning for the continuous monitoring process by developing a monitoring strategy. The strategy can include, for example, monitoring criteria such as the volatility of specific security controls and the appropriate frequency of monitoring specific controls. Organizations may choose to address security control volatility and frequency of monitoring during control selection as inputs to the continuous monitoring process.Reference NIST site for best practices.Task Order CORTBD by Task Order3.2.3Briefing (slides and meeting support)Briefing materials and slides to support the Monitoring Strategy StepTask Order CORTBD by Task Order3.2.4 Security Plan Approval RecommendationNIST SP 800-37Based on the results of an independent review and analysis of the system security plan, changes may be recommended to the security plan. If the security plan is deemed unacceptable, the plan is sent back to the information system owner (or common control provider) for appropriate action. If the security plan is deemed acceptable, a recommendation is made to the authorizing official or designated representative to accept the plan.Reference NIST site for best practices.Task Order CORTBD by Task Order3.3.1 Implementation Status Report NIST SP 800-37The Implementation Status Report provides a status of the work that was performed to implement the security controls for the system.  The report identifies the allocation of security mechanisms that was performed to achieve a suitable balance of control using the different system components, common controls or hybrid controls.Reference NIST site for best practices.Task Order CORTBD by Task Order3.3.1 Implemented ControlsNIST SP 800-37Implemented controls are the security mechanism(s) deployed within the information system (including subsystems) which are allocated to specific system components responsible for providing a particular security capability. Not all security controls need to be allocated to every subsystem. Allocating some security controls as common controls or hybrid controls is part of the architectural process.Reference NIST site for best practices.Task Order CORTBD by Task Order3.3.2 Updated System Security PlanNIST SP 800-18The system security plan is a formal document that provides an overview of the security requirements for the information system and describes the security controls in place or planned for meeting those requirements. Reference NIST site for best practices.Task Order CORTBD by Task Order3.4.1 Security Assessment PlanNIST SP 800-53AThe security assessment plan provides the goals and objectives for the security control assessment and a detailed roadmap of how to conduct such an assessment.Reference NIST site for best practices.Task Order CORTBD by Task Order3.4.1 Rules of EngagementNIST SP 800-53A (not a specific requirement)The rules of engagement identify assessment testing logistics, tools, responsibilities, detailed test plans, etc., which must be approved by the Authorizing Official, ISSO, testers, etc.Reference NIST site for best practices.Task Order CORTBD by Task Order3.4.2 Security Categorization ReviewNIST FIPS 199NIST SP 800-60 (Volume I and II)In accordance with the FISMA, Federal Information Processing Standard (FIPS) Publication 199 provides the standard for categorizing Federal information and Federal information systems.  System categorization is based on the potential impact of a disruption to an information system.  The disruption could have a limited (low), serious (moderate), or catastrophic (high) adverse effect on the ability to continue daily operations, safeguard assets, protect individuals, and/or accomplish the organization and Federal mission requirements.  The security categorization review provides a review of the security category for the system during the security assessment of the system. Reference NIST site for best practices.Task Order CORTBD by Task Order3.4.2 System Security Plan AnalysisNIST SP 800-37The independent review of the security plan by the authorizing official or designated representative with support from the senior information security officer, chief information officer, and risk executive (function), helps determine if the plan is complete, consistent, and satisfies the stated security requirements for the information system. The security plan review also helps to determine, to the greatest extent possible with available planning or operational documents, if the security plan correctly and effectively identifies the potential risk to organizational operations and assets, individuals, other organizations, and the Nation, that would be incurred if the controls identified in the plan were implemented as intended.  The system security plan analysis provides the results of this review.Reference NIST site for best practices.Task Order CORTBD by Task Order3.4.2Security AssessmentNIST SP 800-53AThe security assessment is the action of assessing the security controls of the system.  It entails an assessment of the technical, operational, and management controls of the system, review of all documentation and process for the system, and interviews with system personnel to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the system security requirementsReference NIST SP 800-53ATask Order CORTBD by Task Order3.4.3 Vulnerability AssessmentNIST SP 800-30This document provides a list of all vulnerabilities or weaknesses identified during a security assessment.  For each vulnerability, threat-source, existing controls, probability, impact, and risk are analyzed and documented.Reference NIST site for best practices.Task Order CORTBD by Task Order3.4.3 Security Assessment ReportNIST SP 800-37, NIST SP 800-53AThe security assessment report, prepared by the certification agent or his representative, provides the results of assessing the security controls in the information system to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the system security requirements. The security assessment report can also contain a list of recommended corrective actions.Reference NIST site for best practices.Task Order CORTBD by Task Order3.4.3Briefing (slides and meeting support)Briefing materials and slides to support the Assess Security Controls StepTask Order CORTBD by Task Order3.4.4 Issue Resolution ReportNIST SP 800-37, NIST SP 800-53AThe issue resolution report documents the appropriate actions to take with regard to the security control weaknesses and deficiencies identified during the assessment. Issue resolution can help address vulnerabilities and associated risk, false positives, and other factors that may provide useful information to authorizing officials regarding the security state of the information system including the ongoing effectiveness of system-specific, hybrid, and common controls.  The issue resolution process can also help to ensure that only substantive items are identified and transferred to the plan of actions and milestones.Reference NIST site for best practices.Task Order CORTBD by Task Order3.4.4 Remediation Status ReportNIST SP 800-37The remediation status report is used to document the organization’s stand on review assessor findings.  The report provides the determination on the severity or seriousness of the findings (i.e., the potential adverse impact on organizational operations and assets, individuals, other organizations, or the Nation) and whether the findings are sufficiently significant to be worthy of further investigation or remediation.Reference NIST site for best practices.Task Order CORTBD by Task Order3.4.4 Remediation ActionsNIST SP 800-37, NIST SP 800-53AThe remediation actions are the result of remediation activities on the system.  It is the actual fixes to the system to remediate the findings that were discovered during the security assessment.  It also includes an update to all system documentation that is required as a result of the security assessment.Reference NIST site for best practices.Task Order CORTBD by Task Order3.5.1Plan of Actions & Milestones NIST SP 800-37OMB M-02-01The plan of action and milestones, which is prepared by the information system owner, describes the measures that have been implemented or planned: (i) to correct any deficiencies noted during the assessment of the security controls; and (ii) to reduce or eliminate known vulnerabilities in the information system. Order CORTBD by Task Order3.5.2Security Authorization PackageNIST SP 800-37The security authorization package contains: (i) the security plan; (ii) the security assessment report; and (iii) the plan of action and milestones.  The information in these key documents is used by authorizing officials to make credible, risk-based authorization decisions.Reference NIST site for best practices.Task Order CORTBD by Task Order3.5.3Residual Risk StatementNIST SP 800-37The residual risk statement identifies the final determination of the level of risk to organizational operations and assets, individuals, other organizations, and the Nation resulting from the operation and use of the information system. These are the risks that remain after all of the mitigation activities have been done on the system.  Reference NIST site for best practices.Task Order CORTBD by Task Order3.5.3Briefing (slides and meeting support)Briefing materials and slides to support the Monitoring Strategy StepTask Order CORTBD by Task Order3.5.4 Risk Acceptance RecommendationNIST SP 800-37The risk acceptance recommendation takes into account the residual risk of the system.  It is a recommendation to the authorizing authority on whether the level of residual risk is commensurate with the mission needs for the system.Reference NIST site for best practices.Task Order CORTBD by Task Order3.5.4Briefing (slides and meeting support)Briefing materials and slides to support the Monitoring Strategy StepTask Order CORTBD by Task Order3.6.1 Impact AssessmentNIST SP 800-37The impact assessment documents proposed or actual changes to an information system or its environment of operation and the assessment of the potential impact those changes may have on the security state of the system or the organization. This is an important aspect of security control monitoring and maintaining the security authorization over time.Reference NIST site for best practices.Task Order CORTBD by Task Order3.6.2 Selected Security Control AssessmentNIST SP 800-37Subsequent to the initial authorization, the organization assesses a subset of the security controls (including management, operational, and technical controls) on an ongoing basis during continuous monitoring. The selection of appropriate security controls to monitor and the frequency of monitoring are based on the monitoring strategy developed by the information system owner or common control provider and approved by the authorizing official and senior information security officer.Reference NIST site for best practices.Task Order CORTBD by Task Order3.6.2 Updated Security Assessment ReportNIST SP 800-37, NIST SP 800-53AThe updated security assessment report, prepared by the certification agent or his representative, provides the results of assessing the security controls in the information system during continuous monitoring to determine the extent to which the controls continue to operate as intended, and produce the desired outcome with respect to meeting the system security requirements. The updated security assessment report can also contain a list of recommended corrective actions.Reference NIST site for best practices.Task Order CORTBD by Task Order3.6.3 Updated Issue Resolution ReportNIST SP 800-37, NIST SP 800-53AThe updated issue resolution report documents the appropriate actions to take with regard to the security control weaknesses and deficiencies identified during the assessment. Issue resolution can help address vulnerabilities and associated risk, false positives, and other factors that may provide useful information to authorizing officials regarding the security state of the information system including the ongoing effectiveness of system-specific, hybrid, and common controls.  The issue resolution process can also help to ensure that only substantive items are identified and transferred to the plan of actions and milestones.Reference NIST site for best practices.Task Order CORTBD by Task Order3.6.3 Updated Remediation Status ReportNIST SP 800-37The updated remediation status report is used to document the organization’s stand on review assessor findings.  The report provides the determination on the severity or seriousness of the findings (i.e., the potential adverse impact on organizational operations and assets, individuals, other organizations, or the Nation) and whether the findings are sufficiently significant to be worthy of further investigation or remediation.Reference NIST site for best practices.Task Order CORTBD by Task Order3.6.3 Remediation ActionsNIST SP 800-37, NIST SP 800-53AThe remediation actions are the result of remediation activities on the system.  It is the actual fixes to the system to remediate the findings that were discovered during the security assessment.Reference NIST site for best practices.Task Order CORTBD by Task Order3.6.4Updated System Security PlanNIST SP 800-18The updated system security plan is a formal document that provides updates to the overview of the security requirements for the information system and describes the updated security controls in place or planned for meeting those requirements. Reference NIST site for best practices.Task Order CORTBD by Task Order3.6.4Updated Security Assessment ReportNIST SP 800-37, NIST SP 800-53AThe updated security assessment report, prepared by the certification agent or his representative, provides the results of assessing the security controls in the information system during continuous monitoring to determine the extent to which the controls continue to operate as intended, and produce the desired outcome with respect to meeting the system security requirements. The updated security assessment report can also contain a list of recommended corrective actions.Reference NIST site for best practices.Task Order CORTBD by Task Order3.6.4Updated Plan of Action & MilestonesNIST SP 800-37OMB M-02-01The updated plan of action and milestones, which is prepared by the information system owner, describes the measures that have been implemented or planned: (i) to correct any deficiencies noted during the assessment of the security controls; and (ii) to reduce or eliminate known vulnerabilities in the information system. Order CORTBD by Task Order3.6.5 Daily, Weekly and/or Monthly Status Reports and Documentation, as requiredNIST SP 800-37Security status reports and documentation provide the authorizing official and other senior leaders within the organization, essential information with regard to the security state of the information system including the effectiveness of deployed security controls. Security status reports describe the ongoing monitoring activities employed by the information system owner or common control provider.  Security status reports also address vulnerabilities in the information system and its environment of operation discovered during the security control assessment, security impact analysis, and security control monitoring and how the information system owner or common control provider intends to address those vulnerabilities.Reference NIST site for best practices.Task Order CORTBD by Task Order3.6.6 Updated Residual Risk StatementNIST SP 800-37The updated residual risk statement identifies the updated determination of the level of risk to organizational operations and assets, individuals, other organizations, and the Nation resulting from the operation and use of the information system. These are an update to the risks that remain after all of the mitigation activities have been done on the system.  Reference NIST site for best practices.Task Order CORTBD by Task Order3.6.6 Updated Risk Acceptance RecommendationNIST SP 800-37The updated risk acceptance recommendation takes into account the residual risk of the system.  It is an updated recommendation to the authorizing authority on whether the level of residual risk is commensurate with the mission needs for the system.Reference NIST site for best practices.Task Order CORTBD by Task Order4.1Initial Risk Assessment DocumentationNIST SP 800-30 and 800-37Initial risk assessment documentation records threats, vulnerabilities (weaknesses), existing controls, probability, impact, and risk identified during a discussion with key system personnel (e.g., System Owner, Authorizing Official, Information System Security Officer, Security Administrator, User, etc.).  This effort relies on knowledge of expert system personnel.  Vulnerabilities identified during this process should be rolled into the independent assessment.  If completed during system development efforts, modifications to the system should be made as applicable. NIST site for best practices.Task Order CORTBD by Task Order4.2Business Impact AnalysisNIST SP 800-34The Business Impact Analysis (BIA) is an analysis of an information technology (IT) system’s requirements, processes, and interdependencies used to characterize system contingency requirements and priorities in the event of a significant disruption.NIST 800-34, Appendix BTask Order CORTBD by Task Order4.2Contingency PlanNIST SP 800-34Contingency plans provide thorough procedures and technical measures that can enable a system to be recovered quickly and effectively following a service disruption or disaster.NIST 800-34, Appendix ATask Order CORTBD by Task Order4.3 1Change Management Documentation (including Risk Analysis)NIST SP 800-37The change management documentation records any relevant information about specific changes to hardware, software, or firmware such as version or release numbers, descriptions of new or modified features/capabilities, and security implementation guidance. It also records any changes to the environment of operation for the information system (e.g., modifications to hosting networks and facilities, mission/business use of the system, threats), or changes to the organizational risk management strategy.  Reference NIST site for best practices.Task Order CORTBD by Task Order4.3.2Security AssessmentNIST SP 800-53AThe security assessment is the action of assessing the security controls of the system.  It entails an assessment of the technical, operational, and management controls of the system, review of all documentation and process for the system, and interviews with system personnel to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the system security requirementsReference NIST SP 800-53ATask Order CORTBD by Task Order4.3.2 Continuous Monitoring Test PlanNIST SP 800-37The continuous monitoring test plan identifies the plans for testing a subset of the security controls (including management, operational, and technical controls) on an ongoing basis subsequent to the initial authorization. The selection of appropriate security controls to monitor and the frequency of monitoring are defined in the plan and approved by the authorizing official and senior information security officer. The use of automation to support security control assessments facilitates a greater frequency and volume of assessments that is consistent with the continuous monitoring strategy established by the organization.Reference NIST site for best practices.Task Order CORTBD by Task Order4.3.2 Assessment ReportNIST SP 800-37The assessment report provides information on the assessment of the agree-upon security controls during the continuous monitoring process.  This report is an important aspect of security control monitoring and maintaining the security authorization over time.Reference NIST site for best practices.Task Order CORTBD by Task Order4.3.2 Issue Resolution ReportNIST SP 800-53A, Third Public Draft – June 2007 (Page 17 Last Bullet)The issue resolution process is a risk management technique that communicates identified issues and vulnerabilities to key stakeholders throughout the security assessment and documents risk-based decisions.  Resolution includes false positive, risk acceptance, correcting vulnerabilities and retesting, or creating a POA&M.  Risk acceptance requires detailed written justification/rationale (e.g., compensating controls).  For significant risk issues, risk acceptance justification should also be recorded in a separate document that fully assesses business risk associated with the decision, and requires signed approval from the Authorizing Official. The Issue Resolution Report provides a description of each vulnerability, its risk level, action taken or the resolution presented to mitigate risk, its status prior to accreditation (open or closed), whether it was elevated for a plan of action and milestone (POA&M), and completion/target date.The Issue Resolution Report should be presented to the Information System Security Officer and Authorizing Official/Authorizing Official Designated Representative prior to C&A decisions.  This reduces the amount of time to obtain C&A decisions and increases the likelihood of obtaining an authority to operate.The issue resolution provides an audit trail, accelerates the C&A, and documents management accountability. Reference NIST site for best practices.Task Order CORTBD by Task Order4.3.3 Continuous Monitoring ReportNIST SP 800-37, NIST SP 800-53AThe continuous monitoring report, provides the results of continuous monitoring of the security controls in the information system to determine the extent to which the controls are implemented correctly, continue to operate as intended, and continue to produce the desired outcome with respect to meeting the system security requirements. Reference NIST site for best practices.Task Order CORTBD by Task Order4.3.3 Plan of Action & MilestonesNIST SP 800-37OMB M-02-01The plan of action and milestones, which is prepared by the information system owner, describes the measures that have been implemented or planned: (i) to correct any deficiencies noted during the assessment of the security controls; and (ii) to reduce or eliminate known vulnerabilities in the information system. Order CORTBD by Task Order4.3.3 Updated System Security PlanNIST SP 800-18The updated system security plan is a formal document that provides updates to the overview of the security requirements for the information system and describes the updated security controls in place or planned for meeting those requirements. Reference NIST site for best practices.Task Order CORTBD by Task Order4.4.3Privacy Threshold AnalysisA Privacy Threshold Analysis (PTA) can be used to determine whether a PIA is needed. The PTA should include whether or not the system exists or is new, if the system collects, maintains, or shares information in the identifiable form, if that the information is about the public, and specific attributes about that information. Once complete, the Privacy Act Officer will review the PTA and determine if a PIA is required.  Task Order CORTBD by Task Order4.4.3Privacy Impact Assessment (if applicable)OMB Circular A-130, A-123, and OMB Memorandum 03-22A PIA is an analysis of how information in an identifiable form is collected, stored, protected, shared, and managed. The purpose of a PIA is to demonstrate that program managers, system owners, and developers have consciously incorporated privacy protections throughout the entire life cycle of a system.   Task Order CORTBD by Task Order4.5E-Authentication Assessment DocumentationOMB M-04-04To successfully implement a government service electronically (or e-government), Vendors must determine the required level of assurance in the authentication for each transaction. This is accomplished through an e-authentication risk assessment for each transaction. The assessment identifies risks, and their likelihood of occurrence.  Carnegie Mellon ToolReference NIST site for best practices.Task Order CORTBD by Task Order4..6Memorandum of UnderstandingNIST SP 800-47A Memorandum of Understanding (or Agreement) (MOU/A) (or an equivalent document) defines the responsibilities of both parties in establishing, operating, and securing the interconnectionNIST SP 800-47, Appendix BTask Order CORTBD by Task Order4.6Interconnection Security AgreementNIST SP 800-47An Interconnection Security Agreement (ISA) (or an equivalent document) documents the technical requirements of the interconnection.NIST SP 800-47, Appendix ATask Order CORTBD by Task Order4.7Decommissioning PlanNIST SP 800-64A decommissioning plan ensures that all stakeholders are aware of the future plan for the system and its information. This plan should account for the status for all critical components, services, and information. Reference NIST site for best practices.Task Order CORTBD by Task Order4.7Tracking and Management System InformationNIST SP 800-37The tracking and management system information is the information needed to update the tracking and management system (e.g., inventory system) for the organization.  This information is provided to the government to have the tracking system updated.Reference NIST site for best practices.Task Order CORTBD by Task Order4..7Decommissioning Security Status ReportNIST SP 800-64Decommissioning security status report verifies system closure, including final closure notification to the authorizing and certifying officials, configuration management, system owner, ISSO, and program manager. Reference NIST site for best practices.Task Order CORTBD by Task Order4.7Impact Assessment ReportNIST SP 800-37The impact assessment report provides the results of an analysis of any security control inheritance relationships of the system being disposed of and the results of the assessment of impact of those relationshipsReference NIST site for best practices.Task Order CORTBD by Task Order4.8Incident Response Plan and ProceduresNIST SP 800-61The plan provides the organization with a roadmap for implementing its incident response capability. The plan should provide a high-level approach for how the incident response capability fits into the overall organization.  Standard operating procedures (SOPs) are a delineation of the specific technical processes, techniques, checklists, and forms used by the incident response teamReference NIST site for best practices.Task Order CORTBD by Task Order4.9Updated Risk AssessmentNIST SP 800-30 and 800-37Updated risk assessment documentation updates the risk assessment.  It records threats, vulnerabilities (weaknesses), existing controls, probability, impact, and risk identified during a discussion with key system personnel (e.g., System Owner, Authorizing Official, Information System Security Officer, Security Administrator, User, etc.).  This effort relies on knowledge of expert system personnel.  Vulnerabilities identified during this process should be rolled into the independent assessment.  If completed during system development efforts, modifications to the system should be made as applicable. NIST site for best practices.Task Order CORTBD by Task Order4.10Briefing and Meeting supportDevelop a set of briefing slides to summarize the contents of a deliverable for presentation to agency staff. Provide staffing to present the briefing to the agency in-person or via telephone and or web conference briefing.Task Order CORTBD by Task Order		................
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